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* Open Source Intelligence Analyst
» Former Dark web lover
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Micro: Jonathan Andersson / Thanos Kaliyanakis
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BRIEFINGS

Res-ult§‘ ;

* No compromised EVSE performed over-current protection
* All devices failed under test
* 1x within 1hr
* 4x within 1.5hr
* (half failed within 1.5hr)
* 5x within 2hr
* 6x within 3hr

* 8x within 5.5hr
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21



DEF CON 33%—%&&?@“ TR

(Z) BE—FEREMMN

FREEE—Cloud Village

Cloud Village @&t #IEn74¢4 (Cloud Security) sRmEAYEFTIZE

[E > e R B B A B ~ S L E AR A BB 20 -

V)

EEEE A EFE - BFER= - TIFY) - CTF mEuH i ST

ot

o SN AT EAN 2 e ith 4 Eimde® (Cloud Stack) ~ &KL

I

EHEFRPHIE IR - WRERGAE (1AM Roles) ~ BRE#ARSES

AR SERRIC B AT A Z i - R BI2IER > £ DEF CON 33 > Cloud

Village WUGRIEH A Azure ERYIZEBLBIEIFITIE - B AWS

22



'Shadow Resources / Shadow Roles | FYE&EE%E » DL Kubernetes

LRI bR T Z B BT o CTF 305 RIESH S (1 35 A s

TEftE - PREEE I AFTEIEIE AT - ARt AN R A A

M

¥§J* DevOps / SecOps LAZAN ~ ELRIAEE ~ 41B% /| BER AR
EIFEHHEMS > Cloud Village EMFFEIHZEEAIEE  THE
mEEBTRAEENEEVE -

FREREE —Adversary Village :

Adversary Village J&—{H % S 72 B T (Adversary Simulation /
Emulation ) ~ & & 17k (Threat / APT / Ransomware ) ~ {if g8 27 4=
Purple Team / Breach & Attack #5#5E » DLSCEH -SRI BB 4t T ZUASTHY
HHEFZER - B ERER RSB TR T B X885 - SRR LIF
i ~ fHEEESR - CTF ~ BB RE B amiiik - SInE R EsE
BENARE  SEUA T EBEEB R AR ~ AT A (e e -
Qe (e U 2 5 P R SRUG B E A DU Ao B8 S sl Al il A
JEIELEH T - [AllF > Adversary Village JREEAREHERET (Mindset) 817
VR PRSP ARG T - BT (Tactics) ~ fifRBIEFER » 6
FEAMEIREERFAME (Persistence ) ~ ANfal HEMEUH] / BE 4% ~ AT (EAR R
PRI R R B A B S - SRR EIEE B R R

e NE -~ B EER TR S A\ B AR B 2 A0 ] 8 BT By &

23



EFEE

FEREE —Red Team Village

Red Team Village i& DEFCON 335 EF A 224 ( Offensive

Security ) Feiff BUEEBE B RS - EE A S ADEMER CTF (H#E

Web Exploitation ~ Reverse Engineering ~ Binary Exploitation ) ~ 48E&I4

BTIEER ) K S RERT TR BRI - s B 4L T B2 AR

F o HREEIEEIEE G H OO E R EYEE) - ££ DEF CON 33#Y Red

Team Village PN #EFE BLEL R S TEPRERELE (F - E{EEEAVEF O

"#hF |, (Hands-on) i " & EEfE%E | (Realistic Scenarios ) » sEZ:1

FAENDE B BERIE P RESRETT ~ 2EMN R HER

fE - WEAEANKTR /27 e N B3R DI B il -

FREREE —Hardware Hacking Village

Hardware Hacking Village ‘EEREFT$1 EtHRE AL & /i [q) TFZ

IV E R R R R - B RARERG CTF (I sS (m b A -

[E {5347 ) ~ Robot  Sumo EL#E - SHEMFRGKENERIAFR > BT

EPASCEE FIiF ~ RHERT - TSI - TR LZERsEtss - e

S AR AL E R ES s > 94 Soldering Stations, PCB Teardown

EARFEGHCEEF - ARV W e R ~ B - A

24



2 > [oT/ AR Z2FHE - BN EHREEB2IIEgIk

HHEKT]S] -
(=) BILEHBER/~—AI Cyber Challenge (AIxCC)

Al Cyber Challenge (AIxCC) BEHEHBEP S HEWRAESE
( DARPA ) = [V 52 4k

:/"—\'

&g 0 A JE DEF CON 33FF )& Y+ 1a]
Village °

EIEEEER Y T 2 H BB\ T B B B LR B

i LAUFER > BEZR ATXCC BYAEEA DEF CON 33 ARG HARIERTT » (HEZED
B EERIP S - IR -

_k/jé

FeELR P AP E DARPA

RIS (40 ARPA-H ~ Linux E& &%) £EEE - HERIRIARERE

EAPIME S ~ IR > MDA B I SRR R0
aPEE > BE P AMEERREH L EE AR > & 2 ZfEREZE

(Zero~day) il s HLE S R FHIIEYIRIH -

AIxCC #aift I nli - R RIS et 2242, 9508557t > £
FREIEE: - B ABERELLE B RS - E A RS
E o PR REEUE 24 © 75 DEF CON 335R¥IART - AIxCC HYRAEHR

FLEEIGEE > Team Atlanta BEFE—% > RiH4EEFZTES -

Team Atlanta fERAZEFEE: T " 8 EF ABIRE , (Injected

25



Vulnerabilities) KEEHAG P RTAITRENEHE H B E M S

EEFSC MBI > A PR A T0EECEE AR RE B B

Team At lanta FREPAER I AAEME P IRE SEEBIRRCE - EEFERF A E

ERFASEIRR > TREGH | VRN - BB LR RS S AviR et -

Team Atlanta HYZ&aa4 Atlantis @ B—E4E SRR (LLMs -

RERFIITE ~ BIRRERREIT ~ IEMIAEE) HIBBA4T > BELE

ZHfE A aE = BB RIERIR &R - FTA 2B AR AR T U - it

NSRRI E BRUR IR T PR - S LRl TR E S R Al e

26



Atlantis- i

| ke
e [ g'.njrectedFuzzing o
" Guide fuzzérS oregghfie (19 =

| | -Hybrid Fuzzing
"> Employ Concolc Execulor 1o generatd
\ N\ (Dicﬁonary-based Fuzzing
\, Usefdictionaryjwhen mutating s

| Leverage LLIS 10 resoiv

- Grammar-based Fuzzing
Usejgrammar/of inputs for input

- Target-specific Fuzzing
lorlfuzzers for the specific ta

ATxCC PSS B s B 5T Team Atlanta

27




AY

—_— > /LJ\/;JE':

SHEASESNN Black Hat USA 202584 DEF CON 33 » 15— KR ELFE
PR S HVE 288 - Black Hat B RENFIERELEEEN » ¢
Briefings ~ THIBRFMIEHEER - M S4LERlT - AL 264 ~ HHE
R E T ELER - BEEMTEASE SR - STRBIENREZ
952 AT Cyber Challenge (AIxCC) A% - FIER Al &G RIESTELE
HERECE ) H 2 —REEE L S Ay R E T - TEREE
HITA] B R 22 Eof Y R R B R fioisd®h - &G XDR ~ Z(E(E (Zero Trust)
BRI LM 2 F 2 TiE -

M1 DEF CON 33 - BHG A EHE 5 Bl & m - ~AME/aE CTF -
Village sff2 BHRIG S8 - ARG BIR B A tAvEZ% /W75 8L EEHSHY
O 0 H&ME Village FESE @ WaHEER ARG - HEA T TE
ERUREREEZE AL - FrAlERS—2AYE Red Team Village HYEFERE]

EERR A RFEEIESRE 08 H H Bk

28



BRAGR  BRREA A RAERA T E » R B LA EAREIH L]

aaln o EEBRO - R RIIE UL - TS A i -

Z =

SHEARAAE SN Black Hat USA B2 DEF CON HY[EM= » Sl {1k

ife VIR T2 BIRCRILE R - Bo5L  FEAHETEIER E - Black
Hat USA HUSRAZEC R EZCH A » SR 8% Briefings S8f% - A0S
BhEJE App BEEREHYERE - DIEIGFEEMERYE S - DEF CON AESh >
Hi > [EfRTEHE N#k DEF CON App > fEZs0 A FHRAY Village 8¢ Workshop » ifi
{REFHE MR FERR AL - REF LG REAIR » PR L o RE R
ISR RNt e

HR > BEEAE - SRS 80 QRCode EFHK X
BEAH A 2B HE) - JUHAE DEF CON Y Village B CTF S5 » s8aE
[EE YR AR L e A -

Bef% o BB AR A R R - AR SR - R TEIER

A S 266 Hands-on Workshop » “N#% DEF CON =2 H 1§

%
i
i
i
=

B SERINE Rz S AR - R AT IR TR - R B B

Wi-Fi HPEDIREBLEEDS - (H HIEERHIRDRELRZ S 6 MBI 248 > DAY

29



F (VB & e -



