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Zfaniet ¢ |C11401718
fREHE - | &
MR © |
EFEA L Mz R A B4R
WEAT |2 NEEZEE RS (IATA) B T HZEHEEERZ (Aviation
Cyber Security)  sRFE#HR &
FHE AR - | CEE RS S
HE A& -
4| RB (k| BE | ERERE B-MAIL (%6
fhRrd | %
B
fir
WG | SCEHE | | L | BE B
=i (JR) aj2992@mai1l.caa.gov.tw
%= J5)
FERNEE | Bt
SEERR ¢ |
HEER] |54k
HERE : (RE 114 9H6H 2 RE 1149 H 14 H
WmEH: [REI 1144105 2 H
BRS¢ | 2E GBS TR
WEEHER |29 H
s NAEE - | AR ORZe)IRERAE - SR SR B A LT R R Bl 2 L PR,
SEEBIPRENERE - BRI RN - 2 E RS - B RE AR
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T~ RFEELGEEERL - 1A BEEEER (LS BRI EE
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H o EEEPRRANTZEESE (1CA0) (EIFRERMIALY) 565 17 38y ~ BLEAM
BAFEAE > ORR ARSI B RINA ~ Y RIRTZE DDoS % ~ & RfiZEREHReE
HFEFEEEZEGIE - #BISE SEMENTZE MBI T - SiREE e E -
RERAGET CIA =FER (B ~ 5280 ~ wTAtE) - ElasPbisia - B iEs
I3~ SEOREIE A A (TEXBG ~ UMM ~ FERIBAE - BERIT) ~ 3%
B2 aBRE LU S e B - WSS ER LR EE AR (ISNS) By
EE ~ EFERENUE - IR ARGV EZE RIS -

el eHE R ~ PETERRE > T PtER B ISR R P B b RE PR AT
1~ BEEE > BEREA TEMENR IR O
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HHY

Ve BRI AE A AL SRR A g ICT (Information
and Communication Technology) & ATERIRTIRATL 2 ~ EITRER R ALK
PR VB BHE T » 28I - B LR ARAE A B e TR A H 2 i Y SRS
i BlE e o BIPRERAIAZ2Z4H4% (International Civil Aviation
Organization > ICAO) HY (BUFRERMTALY) 26 17 9EHI4Y 2018 FEETH T » E
HAERHIT 22 A PR2e iy AT - SRS B AR R T2 SR e e s i s
A RHUEE €N - DITiIRE BT Ry WECRATA EmAS R 2 &
EHBEE -
TFBEEEEUR - BZEE RO RERE AR EHREH R
&0~ PR - LB ERFT(EE P EE R TR B L
b AEEERIREE - BIRUE - sriE(fHETR# (Distributed Denial
of Service » DDoS) ~ &EKEMf# £ 24t (Global Navigation Satellite
System » GNSS)HEELERGRIGRS: - BRIz 4 - - ERMREME R SR Y
VRS - RN T o B R LR E BT E ~ el ROEFSE
I > JRAE BT SERs PR BRI B R e P e T - (AR A RS ST 22k
BRMTZE /N B 2 SRS TR 11T & BUPRAE A R B AR A R K > ARG e
BB -
BEBMS IR R ZEERAR - 0 B ] 2RI E B - 2R
B B IERR T« SRR R ENUENTH] > IR ELE
(Information Security Management System > ISMS) JAFIZZ & 2 FER] - #5
Hisg biads B 2 BEERAE - FIRE SR PRI ZE s R iRERE B - TEfRIR
fiie e BLAE SRk A e -
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S,
=
E\

R E (e
SRIEAATE © 2SRt ERZE (Aviation Cyber Security)
e HI  II4FIH I0HZE 12 H
R, ¢ BRI e H A LR
(IATA Training Center — Geneva)
SRR E] - ASRAZHL 24 /NES > & 1 JUHIES 3 BB MRS I 1 KH
AR -
SR E - AIFIERERIT BN - MAKRE L ~ EE ~ SRR AR

O

Q
<

N

O

Q
<

=

Day 1 review
Welcome to the course, meet your fellow ~
attendees and introduction to cyber security Risk & Threat Assessment
Cyber Threats, Vulnerabilities and Attack Exercise - Aviation Risk Assessment PART Il
Vectors
Lunch Break 60’ Liey Bl st

End of Day 1 End of Day 2

O
Q
S
w

Day 2 review

Setting up an Information Security
Management System (ISMS) Part 1

Setting up a Information Security
Management System (ISMS) Part 2

Establishing and maintaining an ISMS

Course Review and exam revision

Lunch Break 60’

p Expectations review

i
i

o
(7]
c
=

ARTEISR Z ERAEAE

5



Performance Assessment & Grading

+ Final Exam
50%

» Presentation (of the group exercise)
30%

+ Participation
20%

10 © 2024 Copyright IATA
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2~ IMENE KGR B
ATGENRERIE - TEUESHEERSIRL ZEAMS - MR Z NIE - &
pae b B R AR B A g (ISMS) 20T CARTE IR MERE
% -
— ~ RN R T e
~ Pt e e 4
=~ SR RS Y £ 2D
VU ~ PEEMTZE AR R ba e K 4k
1o~ R AR 2 e AR A B BUR A EOK
7N~ BEALNNE F A SHINTZE e 2 e (SR AR

[l

N
P

Course Content

The main topics are as follows:

Introduction to Cyber Security

Cyber threats, vulnerabilities & attack vectors in aviation

Cyber threat response, mitigation and risk management

Aviation international regulation and standards

Information Security Management System (ISMS):
management responsibilities, governance and leadership, establishing ISMS,
quality control and assurance

R |



— > WEESPRZLS

() EIREAVIZ ORI (BEZ =EE) (CIA Triad)

Rt IR i Ry — EORERIE

EEEEHEEREM (0%

F&ERL - WSAE - HEEES ) MR RE R E R FEUEEAY AL

el (EUIRREAGELiA - ME WO ATAEsEeR ) 2

25@%&% °

SO S

fE S EIPR A EAN © BIRREAE(E4HAK (International

Organization for Standardization ® ISO) ~ & FAE A EF fighTFE

f7E(National Institute of Standards and Technology » NIST) -

K (SHEEE (International Telegraph Union @ ITU) ¥ A 48RS RZ2HY
EFEIEAARE - HEZ G EGEE REE R = REAREA] > B
EL CIA EZ =ZEHE (DUMiZEE BB -

TR O ESR AR A 2R %R
s Lo MEBENE | WAERIEREA | BEESNE - 'R
(Confidentiality) BEEHUS BN - r R
SERME WECREIEERE | IR EAEEEEAD | RATEISHEL - M
(Integrity) B DERFZIER G ~ AHS
N AR
A RIS T | HECRASAEIRIETR | R0 - LR
(Availability) i FHFRESIPEIF AL | SCHUH ~ 5

&




Confidentiality Integrity Availability

Ensuring information is Ensuring information is Ensuring information
only accessed by not modified can be accessed when
authorized people illegitimately needed

CINEZ=ER

MEZ ARV 22 > EREE ~ seBerh et n] M 2 FHT AL
T E P AT PR TN B B R A dE5REE A & BT &R
Bl o 2 B LRy 0 AILL CIA B =R AETTEY
i R RIS - DAMECRATZE A FIMEES 204 - DU T L CIA B L =% R
2w i

1~ &M (Confidentiality) * HEMREFABIMENI AR ~ BRI AR
GFHL >
(1) FEEHIEN * 43~ RS - EFERH -
(2) PESEBIEGERN - FIPLHRE ~ SRS « EHERA -
(3) BR/EHEEN « IR LT ENTERERE -
2~ SEEEME (Integrity) @ HEPRENFIENREE - JEACRIZHE N BIRE
B 40
(1) FRATEGE - MElRiSeH N B H BB AR BEfTER - R
RER IR TETE IR hfEEER -
(2) HERE4CH: © MEIRTRIRMERE R Z A sk RO B -
(3) HMACE : MERMTZE S SRHRR AR R O B ORI 2R ER

C



3~ ATAIME (Availability) @ HECRHCIERE B R EIGREFHUERREL

EE 0
(1) MIZEEFIRY  HECRHUE 2SR EE - DI 22 th s s I
e 4
(2) MIPDEFNIRE RS 24 © B - ITRRE - BEE RHOH
IEF AR -
o MRS
(—) et (Cyber Threat) -

1~ JEFS © BAERKRENFEL - BHE - NEE - BIE RSB S &
FF I SR 2 IR R BIR (B A E  EE E  E i
AT SR L A -

2~ B MR AR RAA SR - REIRVEEE (Cyber Threat
Actors) A &SN - ELBK T REEE | ZABEERVHERIUTE
£E - ZERIRNEZE - AR SREUEHRE T RNZE T T
FE - DUREEANEFIRER NI - A FEVEEE )5
A RS GIRE - DUEREACR - BUGEEIRE T -

()4 EZ % (Cyber Threat Actors) JEAY

1~ B4R EE (Nation State Actors) : ZEUFER) - F 5 HIEAE
PIER AR F R E R - EERERREE) - SRR AR
FAEEREEN

2~ 4EEIETRST T (Cyber Criminals) @ HIEEE & EEhEIERSE - H
EEERAETIE R - B S EEEEHUEAE - flnd4:
H ~ IS RE - HAET AREANER IR R R s H
LT+ -

3~ HoERZZ (Activists) ' BEEATEIEFRE - HEMK A RER 8 M5 F)

El



i N S S B T Ry BIAROREEE

T (Terrorists) @ MRS IS ZERIRE - BURE AR

BEJTBYE - 4IRS T PRTIEE , (ISIS) HOB%7 3 S48 2 48
9 - ORGSR 1R -

Pkt

- =ORFIEEZ% (Thrill-Seeker Hackers) @ I EE R i (KAVEL %

FUBE (R T B TR, > - LIRS SR REhi - H
ZEERZ IR > IR S > (HEERA - B e
VB R A B -

+ WEPEE (Insider Threat) : fRESENEREE A H SHAHIFHL

FERESE AN ETT Ry - HEPRATRE RN - S BUaFRE > il
FERE PR TP ORI B A U - B0 T R s ARl
Elghalt - BhFET ERpE AR -

Example of Cyber Threat Actors Attacks in Aviation

Nation State Actors Take over Air traffic Management  Malicious operations camouflage,
System incidents through misguiding
Aircraft in Airspace
Cyber Criminals Denial of service of Airline Aircraft grounded => Financial
Operation Control Center data lost
base
HACKtivists Airline website defacement Change the visual appearance of
a website to impact Airline
reputation.
Terrorists Corruption of Instrument Landing  Aircraft collision with ground
System
Thrill-seeker Hackers Re-use a known attack scenario  Airport services disruption
to shutdown Flight Information
display system
Insider Threat Selling unauthorized access Airport physical attack

(Airport)

DS SRR R U ZE B
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(=) MIZEHEE L MEI9HRE (Vulnerability) *
Mz AR ARSI R B - BE T —(EE R4S IR
T EA LU TR
1~ FUERER HFSEST © fesid— R BRMEAAEES - B BT 52
ONE] >~ B - RN IRAEE ANSP (Air Navigation Service
Provider ) FISEBEAATE =7 HLIERS - BHERZ TR HIRG R/
1SRRI A TS - (EERATAVAE T REET FTRE R Ay R BRI
WAL - TFS B FRATE S A e R BRIl e b -
2~ FREAEVE (Safety Critical) @ fIZEAEIVEZHERLRE - &
ERBUR B RS - B A AR R E B BRI & - AR
FENENE DA B e A N - PR R (AT 4 AN B R T P RE 8 R R
M2 B E HIfE2E 2 HETT -
3~ BERAEMEVE | RN ZE S BRI G 1T R4 - EITR
(OT)55 > FIREEIE A AR P A(E 2 8 H Sk DA Z B I SSRE - 40
e VERE I T RS e 4 73 R B e R 8 -
(PO A2 4B B B3R (Current Threat Landscape in Aviation)
|~ EEEE  MERIUEE - B DR R LB B
72N FIH E R i G R TR E SR S S R SR © N
FIFISY A B (- B ER 2 BN 22 A FI4ERS - FEEU SRR s T
BRI B
2~ bFPREE
(1) DDoS #8psHir®e @ 7rE=UFHET S DDoS (Distributed Denial
of Service)ISHEHELIRIZE FAMTRFHRELE (ANSP)YSTHEL
FHETHR TS > DDoS EEHBHERY EI 85, - B te i B Bl
$GBUAETR/ EZEHIEARE - H VRS B AES P TR £

0

ES

X
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G 2 AR o ISR AR 22 - DDoS BB E M A Y
BT -

(2) BHEHEERSNA (Supply Chain and Data
Exfiltration) : HrEEERETEE H AR mfifi 22 SR LR - I
RSN ~ B HER e fVBtER (F BB - #i2
BERAIFTZE A FIZ ORISR BURE R NS EREIRE &
K~ HEMERENE SRS -

3 AT EMGBUBRTZE + BN S HARH B BRI 221
MRS IEE SR - (HN G BUA R TR (E S ) 2 - mIgE A AR e
YT 2 22 (400 GPS +48) » (B XH B rTRE R B N Ze it @ ny B 1
BloEE) - A REEINTRERT R E R

(1) B 4R FREACREHHE (Threat Mitigation and Protection
Measures)
Fy 7 4RIEAR E & T HR R, - FEEIL s B aIl RS £
BHLUNH T

1~ ARIEHTTE © JlvadepsbBEizd] - B2 EE R -

2~ BASEORGERE © JIvRImREE R OReE - MECREIR I (E et (4%
Ui B ORI O ST B M - B IR ECRE A -

3+ ABEZEERE I ANBLE#TRESWAHN R - HETE
HEATRAEN 2 & B | L A IR AR - DU b 2l
Fo OO TSRS -

4~ EFTEPRSES © EbRRE L 2R L 2B TR - B
(threat) ~ 59% (vulnerability) A1 CIA (#¥FME ~ 528 ~ T
PE) BUES: > FEEFARAIGR T - PErrais m b B selbR - W

Hlk et -
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= JEREH
JE\f > SRR AR R - ATRE RS A EENEY) (0@
FE > MEsuth ) IR ERHBEN: - EIRRRHE TS
AT AR R ERE - B —TERG B H B2 (I RYRFSIEALE -

Likelihood of Impact of

RISK = Event Event

0 FHELANTRME FHRAMBRZIVE

- R

(—)Z2 B HEERAE (Security Risk Management Process)
FEAETT b R - PSRy B S B R BT EN T (W&
BE) Fofil » BEESHEZ 2 B B F I AT Re M B B TE » BILHIE
JEl R, B AU FEAY 4R At - DA (B ey AR A T B
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Threats
Scenarios

Impact Risk = ( Likelihood x Impact)

[ | $ Risk= (Polo)

Likelihood

Lo

4

Security Residual
measures Risk

—

Reduce the risk

e N = B

(Z)FEFSEMTREME (Likelihood of Event)
FERCFERIER AR - ElRry el getd - BUARPU T = EEZER
FrERHYEER
1~ HIAZZFEFLE (The Natural Exposure) : B EHAZE B HEEENY
W5 17 (BIANEEAGRE A IS ) B H AR S ER s A Ui o
2~ F9EARE] (The Feeling of Impunity by the Aggressor) : HIT%
WA HT AT REM: - BN I REZ BV RIEAEE -
3~ EINAVELSE (The Ease of Realization) @ HURNIEEHATFE
BEAIRE ~ BIR - AR R
(=) 522 (Inpact of Event)
RIS R AV » 15 EhaE R nRE R R IR ~ AT RIME
BSE R » I ATRE SR e e~ BRGEE © BF - R - T
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BR ~ RREEL ~ FERLE - DURIRE &SN -
(VU) E fzddhg (Risk Grid)

JEPRAASH TR > R R B R AT AT RE M R LTS R TR
21t WAARPRIERE TS e EERERE - WS EREER
FERm O n] 2 7 FilE] - Mt SR T e E 2 > DL
P B b R =5 22 T REZ AL -

Likelihood

Impact Risk = ( Likelihood x Impact)

-—4 Risk= (Pulo)

No Low Med Strong Very Impact'
Strong

E e B I:l Risk accepted
Lo : Likelihood

I:I Risk to be reviewed for decision

- Risk NOT accepted

- bt

EBIOS RM French
Mehari French
Octave United States
Cramm United Kingdom
SPRINT United Kingdom
1ISO 27002 ISO - International
1ISO 13335 ISO - International
1ISO 15408 (Common Criteria) ISO - International
1ISO 27005 ISO - International
SCORE France
CALLIO Canada
COBRA United Kingdom
ISAMM Belgium

RA2 Germany
EUROCAE : Airworthiness security methods and considerations — ED203A Europe
RTCA : Airworthiness security methods and considerations - DO-356A United States

D BRIPR R 2 B 7702 (Risk Assessment Methodologies)

16



(71)#Ef7E @ ETAE (Conducting Risk Assessment)
Fr@atErvE s THERE MR - EuZEMBENER
s B R PSR I 2 R B - DIIRFSTAL SR 27 2 1R 58 e 2 2 AR
> WHTERGEHE 1R > B 2B AERRE (RERATREE)
s/ B E R E (P8 20 KRR A
AR -
0~ HilZ 2SS EH
(—) & 254 (Information Security Bvent) BEEIHZL R
(Information Security Incident)
1~ BT eHEf
BAAR ~ IR By —TRARRE ~ R EE A (HP%
B HEREREKEAE) > RBEFRAERNBRER L2 REE 8
AR - HIEZEREEE LR -
2~ HiZeEHi
H—{EE A8 A A TR & A2 BT AL - B LSl e
fE R BFEERZE > WHIFHEHRE R EF -

i . Data base
compromised

Security issue ecurity
y

P RS e ERUERR

()H)EREHFE (Incident Management Workflow)

FHEHMRIR SRR ~ 2 - RIIREEE R
IEFTHRALZ G EERTER » DU ARIRE R D IRE ~ BARI S



s BRI ] -

|
oo I =
fTﬁb {8 /@E %Eﬁl J}ffﬁ ESZEJJ ?T )
2o . EE G
| |
| |

By

]

|

BEHR | ot
|
|

P ERRUE RS

(=) BHEETEE
1~ &2E (CISO - Chief Information Security Officer): Ef5I(%E
TEAES A » AT UM PR ER N E - BEEF4E
ZYEH] WA TP ERAR -
2~ BN ES /N (CERT > Computer Bmergency Response Team) :
BT RAERAVE RIS - DU B Ral e arE R S -
3~ e iEfEdL, (SOC » Security Operation Center) : BEakAl ~ 47
AT FEAERE 22 Sl » AT B 20 4R Te s B e CERT -
4~ HiRFEiTRBE (IT Helpdesk) : fEREEHEAMEHSERE T - &F
FEUSOG [B R AT SE DI S B -
(1) [ e A= i 7 4
BOFE AR (EREEAY A d B > CLEEERE T BT
s 1B 4 EFRSESOT
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1~ AEffP& L (Preparation) * ETHHERE - SRERGULERTER - P
B KPR VIR ~ BRARI S 52 B I ]
2~ {EHEL RS EE (Detection and Analysis) °
SRR IS EL o TR S AT > 40
(1) BEfEBlEsy (Monitoring and Alerting) © ZEAEELZE ATk
BISRE S 2 EH -
(2) HEEAYEZME (The Importance of Logs) @ HIbZHFH4
IRV EDRICE » PR EHESZ A ED) ~ MEE I B s BN T
% WRIEEHEERIRE - FEML R -
(3) ZEfFH (Incident Classification) : MRREE(RHVHAL -
s B ENUB R I TR 0 -
3~ PEdIEEEFEEE (Containment and Recovery) :
HEITERREE DRI BRI AR IR R - 40
(1) #3eh (FRle) LA 1 4SO RIS AE - SIS BRI R AR
(MR EREES ~ SRR RIRE SRR IR =
F) -
(2) 1BJF : EREHEETIRIEER - MRS - R ER
P N ENERTEITHE -
4~ FBRSTMPEEL (Post Incident Analysis) :
AV MERR T 0T - MR B THE IR OE - 40
(1) SCHECSRIIT © R R 2 408k ~ BREUTE) - HEEEGZ
(2) JERDHT * HEES SRR -
(3) FARMEET * MRIBOEER - BaTLERIE - A2 - Bkl
SO ERE - DA DS R

19



kB4 2 mREME

(BRI 57 ﬁ%;gggég%gw

PO ot A
EHISHEE Nt

% )F}_'r e /52//[\ *?ﬁgﬁﬁéﬁﬁf‘jﬂﬁg
M o e R AR

D BR[O fEA e EEH (Incident Response Lifecycle)

T~ RS L e AR B AR
HEPE L IR R R L 2 o LaE » HZE L2 E Ik
{E{AETZE A SN AERATEIE - B o SE 2RI 2 By Kz
RETETRAE | E AR AT T DASE S g 2e 2 » U R AR s B
Ak e

(—)EH (Regulation) : BAVAREE / MR - HiEH RoasiliE: - H
ELRERRIIIRS (40 1 ICAO ~ SEUBEMT A HRA - EASA ~ FAA ~ BIZR %4
RS ) 5TE -

(—)fEAE (Standard) @ HHARZHYEERE(LZHAK (40 @ EUROCAE ~ RTCA) il7E
WiAZAE » R EES ~ R P B E TSR R —fRimE - 5
REBHY EFRMEAE - (BE S B TR A B E S 5 | R e
o Az Rz B N RIEALIRTT -

N~ Bl EEHE RS (ISMS)
Ei 2 EH 247 ISMS (Information Security Management

System) B—TERLGUEHITTE - AL ~ B - HE(F - B - F

20



A~ GEENFFESOE MR E R LR - B BRI REEE
(Confidentiality)~ A[FHME (Availability) BASEEEME
(Integrity) » ZEERE W iBIP &R -

(—) EAZ 2 EH LA (ISMS) AR E ¢

1~ EPEEBEEAGE (Senior Management Commitment) * filE 2Tl
BARSR ~ BEILERAT ~ I LARZEGETIR - RELREH
TIEREH -

2~ FEEMUE (Cont inuous Improvement) : #EFTNED - (LiEFHELE =
etz ~ A (AR ~ FrEisl - SEEE - REEER
SHEELE

3 HIEIREREFFEL T BT (Set -up/update) © HIE SEYELARE - 2
ARG R EIGE ~ HETT AR A

4~ JEPREEEE T (Risk & Resilience Management) © F(EraA! ~
IR~ b S B R AT -

Senior Management Commitment Set-up/update
Methods/Processes/Procedures & Tools
> Security Strategy and policy management

> Responsibility and accountability
> Security Board for decision/Escalation
> Security Manager Role

> Human Ressources Managment
> Communication

Contract and specifications <
Cyber Security Resource Library <
Cyber Security Standards <
Methodology documents <

PROMOTION PTocesses <

Continuous Improvement Risk & Resilience Management

Threats identification <

Vulnerabilities identification <

> Continuous training Risk assessment and mitigation <

> Vulnerability scanning Incident and Event Management <

> Change Management . Crisis management <
> Regulatory and Procedural Compliance

> Internal, supply chain and third party audi
> Security testing

P E R EE AR RRIRE R
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(Z) Bl 2B A4 (1SMS) 0L
PDCA (Plan-Do-Check-Act)fEEEIE, :

1~ Plan(Hi#]) * HEEZREERMER - fHEEABBE - RIEMERF
(40 : EF ISMS #ilE ~ B AT A - HIE ISMS BUR - ARG E
fEHE) -

2~ DoCEA(T) * BTLEBORM B - MHRIA B ~ FEAIRE (40
R S BLRR ERA R TL P ER LS M A S BTN
JRRE - pEBEE R - PERIEUEN) o

3~ Check(Br) * FFALFIEM TSMS 4855 -

4~ Act(f78h) * FRESTAE R o TSMS ~ FRENTEPSHEIE - 455k 2Rt K Al
B

Establishment of ISMS

Plan
Define security policies and

objectives, related
responsibilities and applicable
directives, processes and
procedures

'w Do \
Act ‘ Make all security policies and ‘
£CL ‘ objectives, related

Maintain and Improve the ISMS responsibilities and applicable
Take corrective and preventive | directives, processes and

Senior Management Commitment

Aviation Authorities actions, capitalize and innovate procedures applicable and
Aviation cyber security Regulations & \ _ operate melr:v:tl operational _’
standards (Airlines, Airport, ATM... @ @ & — A N/

refer to Module 7)

National Security Agencie
NSA, ANSSI, BSI, NCSC...
1ISO 27001

P

P RENE 2 E RSN

22



(=) Bl L2 E T L4 (1SMS) BT 2 R s B B B
1~ B

(1) HECRIDSERFE AR BUTLE -

(2) "] EERRTR L AR

(3) PRI b -

(4) TrReEIRERE -

(5) IEEEHNEEERZE2NEL -

(6) FEHUR D BHEE A ETERA -

(7) T HSEH E LB IERR -

2~ EHEM:

(1) fRti SR sRIgIE S -

(2) ATV 2 SRIR IR 2 » HrR DL IS0 27000 &l 2B A%
B NIST #pRZEHEZE (Cyber Security Framework » CSF) £
E

(3) ISO 27000 B4 E B i 4E © HEISARAE(BAHA (1S0)
MEIPRE TZES (1IEC) Biahle - EEMNEIL - Bt - 4
& MFFEPCE AL R EH A - B EEEEATZE M R H
s ATEBIMZE AT ~ 15 - fUE (ATC) MITRIEEUS G (RITE
TIRFERINE 22 2% Y I s -

(4) NIST 4EptZreEdt © ERIESARREERGTTthe (NIST) 48r%
ZetEA (CSF) CSF A AR O TIREAHK » 38 TRTIRE 73 s
0l (Identify) ~ [55& (Protect) ~ {&M] (Detect) ~ [HIfE
(Respond ) ~ 18 (Recover) > TPESEREHVE N L 2 & ES

SRR °
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Example: ISO 27000

ISO 27002
Best practices code

ISO 27000
Overview and Vocabulary

ISO 27003 ISO 27001 ISO 27006
Implementation Information Security Management Certification body
Guidance requirements requirements
ISO 27004 ISO 27005 ISO 27007
Measurements Risk Management Audit guidance

: IS0 27000 B LR EH 2401 dE

Example:

NIST Cyber Security Framework (CSF)

* The National Institute of Standards and Technology (NIST), U.S. Department of

Commerce
» Aimed at US critical infrastructure companies

 But widely applicable and available to anyone from the NIST website

* Breaks security controls down by function

* Provides guidance on strategic implementation and references to more detailed

technical controls

c * https://www.nist.gov/

%

0 *05538

Framework Version 1.1

Source: NIST

The Cybersecurity Framework is ready
to download.

practices to manage cybersecurity

75 © 2025 Copyright IATA risk.

& © NIST CSF &&f\#
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TIERS \

/
FRAMEWORK
\ /
PROFILE

New to Framework

This voluntary Framework consists of
standards, guidelines and best

) )

Online Learning
DA
Intro material for new Framework Aasd
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