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exposure and effectiveness
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PREER AR R 2R SRATRD R Op S S I E s
FHFXTH A5 *PIESET 5 (Threat Intelligence ) ~ 12 %
B t#t (Scenario Planning ) 2 { % @R B ¥ F 2 X 3F Fho
(Z )&= (Withstand) :
e A o e R B IF Y a4 (Business
e ARRAE IS A 2 BB TR
PR BRI R EREAIR O REEEER P U

Continuity Capability ) » #*

()4 & (Recover) :

BRFFF T BEA 3 i ik A E A ’ifﬁ'fi».f?%}‘-@%ﬁ“o
FEE P AR KSRt By g o RV X p s
B GE  RIRAR

(z)# i (Adapt):
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B ARG Y PN AE L e R B BT R b
REG A Fud 2 LWEIR T R AR R s 4R

FRIGARHLE > b AR mAmiEs L o F LR

1.NIST % §t % >1=2 (National Institute of Standards and Technology
Cybersecurity Framework » NISTCSF ) : d % R K] 3% & &7 L jeFs
% % (National Institute of Standards and Technology ) #]%_> # %
ol IR s R RS s R W B A A P e
2.ISO/IEC 27001 % 3 % =2 ? 7@ & % ( Information Security
Management System, ISMS) : & 23 B L * O % > F A
iR R ) W A
3.COBIT ( Control Objectives for Information and Related
Technologies ): R £ ** FA AL c A4 B EEFWT
WAL iR 2 T AR
AR E- R B AE Y 1 TR P
¥ 75 g 4 E R R 72 2 it o 4o FRBNY 3£ 8 12 NIST
CSF A i%ff ¥yEfep P AMERES B R LT &
beig % = > &R B 2 (Third-Party Risk Management ) £7 4 48 75
| (Privileged Access Control ) #+1] o

b R R e HeRE T B (National Institute of Standards and Technology ° NIST) R B
FTpeh- @S 230 1901 & > B o B A fedn d R R RS FURRIRT . kA 2
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(2)F % 4 Enbasipn 2 i 4 3 R
FRBNY § 3871 > FXp2 7k E EZ»T#& (Operational
Domains ) » & A3 4p i 4p = » 1‘#%\ B R ERzelr i i)

1. ¥ i» 7 33 P~ ¢ 12 (Identity and Access Management IAM) ¥ ¥
PO B SR TR o B b IRV T ChIRR chP s
vl

2.33 B¢ 2 (' Vulnerability Management) AT AR R BT R
W 2Rk BA > LFEFESRAEDRA A pH o

3.% i w & (Incident Response, IR) P RS R
BE RO ITEFL o

4.0 3% R % g 72 (Insider Risk Management ) @ 385 %] Flgr & ~ B & &
W TR A AR % 0 F 2L 7L A 15 (Behavioral
Analytics ) £ #£+% i Bi_( Audit Logging ) -

5.F #L i%2E £2 4¢ % ( Data Protection and Encryption ) : /i & 3 42 i% ﬁg?l .
HEER BRI ERE o

6.4% 8 77 P~ ¢ 3L (Privileged Access Management ) : Bt 43 ¢ $HATRE
HBENE ML WA F B o

7. % stk e g 2( Third-Party and Supply Chain Risk Management ) :
SIS TR R EERREE S AR AEME o

8.% > ¥ # (Security Monitoring) B MR T B
o > Faoer 2 g @ k4 (Security Information and Event
Management > SIEM ) 22 =5 2L {8 ;2|22 w J& % 5L ( Endpoint Detection
and Response * EDR) » ¥ T ¥ FE R ~ LR B% > TH{FLH
= % ¥ (Threat Hunting ) > 3 * R T % 13 & -

PR -G PE R HEORRERE S 5
## 4 :zi& (Continuous Improvement ) ik o

(Z)AHRR b G g
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el g ARl S MRl o il A RS LS SR
% 2 ;::}ﬁ #% (Key Performance Indicators, KPI )

KPI 3 & §F8 /plBRT R & T F BT 0 blde 0 &85
412 (IAM) & é@iﬁajmwrt.r;lhm;\%ﬁ* R |
BFBA RS SRR AIEERY Rk AT X RES S
2B #clp T TR BB E TR 0 T K
TR
. B4t R & dp % (Key Risk Indicators, KRI)

KRI PR 2R oG & £ 2 485 » Ep & > §F Lipike
FoUhINE) A IR EEIE K VA HERE 2 A * AZE 30 PV 6] ~ 12
TEANFHOFAIN T RZ L~ 223522 FEF RPER
Bz % %E L (Empty Password Vaults ) #& > % i&F &
R PP A2 B (BlheB b GRF 14 X N K24

-~

“J

e

s 0 T %@ (Tolerance Range) | * 58 B3R » %
ARANFLFER TFEEA LG L T o

(E)ﬁg/ * S DN PR S

P F A2 nIoTa 0 LR Ap R A & m b R F L & (Risk
Appetite ) i 5 > T8~ JHTRA R RARR oo ;i.FRBNY R H P
* R FpEEE L d TR Rt & (Cyber Risk Discussion
Group, CRDG ) %% > # 7 fa & Q- R FEHEF 1 2 L
+ ( Root Cause Analysis )~ b M S B $0iE 2k (Risk Remediation
Plan ) » 2 #%& 2 F /R & 375z { 2 #% % (Policy or Resource
Escalation ) ¥ 333 d £ 253 T 7. ;Q: * (Conveners ) &7 I % X H

(Participants ) 25 = £ 3> L d T i‘ﬁ\ , (Deciders ) 4p# % % o
AR Esr e 3 TAARTRE AR

(Z );}Flﬁ;)r‘—u-}g, R
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1B 4t (Relevance) : & s e TAE R ‘ﬁ?‘ &3 i o
2.7 7% {4 (Measurability ) : ? BoiF o g iR R S A4 o
¥ {7 (Actionability ) @ it Zp#> Z #:z L (78 o
4?ﬂﬂﬁ(dmw)u¢ﬁu B A B R o
5.% ik 2% B 12 (Adaptability ): i gk "k B H 2 Wi e AT L P
~FRBNY (6|4 47 FRipBAHRR
FRBNY if3 % B & 4 ¢ oniete > 2 T3 i
B TR RACE & B s ¥ Y @ (High-Value Targets ) o
FPEFFUAELIRS T H AF X2 AP FAERE
b v HrE M o TR CEELR RS ) BB R
LECE AR S
(= )R "G BLIRIS #1122 4p AR g
FRBNY 2% 7 % 5 b '& % % 4p 1% (Risk Tolerance Indicators ) »
FELHL TR REERT RS R o bl 22024 & B
§(Q4mn4)vwﬁ37ﬁnk%ip%ﬁ’$ 10 554z 41 % % = [fl (Out
of Tolerance ) ; % A i ik B # 3% 2 % & (Incident Response,
IR )~ ¥ i» ¢ 12 (TAM )~ 53 2k ¥ 12( Vulnerability Management, VM )
T B % RE H 2 TP $ 7 # (Remediation Activities ) » 4
P AT IRE ~ A KB S - B i PR & F o
(2 )32 &K L F4)
FHILES  FTRE2EBEU T FXIEHGFHLEH
2. | (Cybersecurity Governance Executive Summary ) > < d ;532 ¢
# (Cyber Governance Forum) %3k o 84 P % ¢ 4% © 4p RAES B
( Trend Charts of KRI and KPI ) ~ 4% %' £ % # P ( Anomaly
Justifications ) ~ ¥¢ #f & *& 7f /#] ( Anticipated Risk Forecast ) % & &
+ % 4 & (Remediation Summary ) i+ i i 3548 2 #7401 2 b &

R
w
oA SE
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%+ (Risk Landscape) » A2 4 _F fad it - 3 FTIRB AR ~ 5L 2

AERS EE TR
(Z)FE RS TR A A7
Executive Summary | Q4 2024

To determine whether the Bank is within its appetite for
Cyber risk, the Bank evaluated Cyber Risk Tolerance
metrics in conjunction with a qualitative assessment of
the cyber environment looking at past

data as well as future risks.

The Bankis within its cyber risk appetite.

Observed Key Risk Indicators | Trend per Quarter

100%
80% \/\/\/\/\w -
60%

40%

5%
% e T ———
2021 2022 2023 2024
=3 In Tolerance Elevated Risk  ==3» Out of Tolerance

Q4 2024 Cyber Risk Scenarios

Represanted in the 4eh Cyber ik Matric

InTolerance ~ 95%, |

Observed Risk

% of Indicator Metrics per Status

OutofTolerance o, |
CRDG Pending 0%

Anticipated Risk

W 3 FRBNY2024 & Q4 57 & 74|
%ﬁ%%ipﬁﬁii

FRBNY #£ .7 -

% & = f* 3% (Threat Intelligence ) & F

% I8 -4 ( Cyber Risk Scenario Simulation ) 35f # #3] - & 2024

E Q4 - T B
ﬁ&,ﬁ§i§%gﬁﬁﬂ‘
2R Pt BT % 3
= (False Flag )- 1% i iz 4t ficke > ¥
SR F SR E
SRS AR

T B

% #c8 (Ransomware) 128 7 5 P ¥
Ei Al E
i{?}'t—*‘ %‘fﬁ-fm a7 o o
PR AR G 8

(Malicious Al Tools)
A
.

B A AR BRI

(- )% /o2 % 4 (Distributed and Networked Governance )

FRBNY # » — 2 e /502 0585

AR ASETERR

£ L ) TR G

% 213 | & (Cyber Risk Discussion Group,

5% PE,?L\ i»JZ 50 (Distributed Governance Model ) © & - fE2b& it ~ 4 ¢ o it chin@ 2845 > F 23
SRR S IR A TV o RIS TEREN K P IS 2 s R R B
%ﬂ\ﬁﬁ$ﬂ¢@%
20



CRDG) #j= kgt bR G2 e d 2 S 2 FF - 58 F -0 F
i o R P rEA i (E pllCltConcurrence) % 1F T R 4 e
%Otb—ﬁl}iﬁgulé -/U/‘r' v dﬁ"‘ l?j’ﬂﬁ”ﬁ'wé\-ﬂ/’?& Kﬁfgi

T TR R AR e
(= )28 ¥ 7 5 ¥ ;& ® < i+ ( Required Leadership Behaviors and

Governance Culture )
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Al RN L U
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FRBNY F? < 32 % 3 X RS R R 6k B FIbET
AR~ FAREL /'P#EU:"Q H B 2 v B
7 & #%( Documented Decision Trail )e izt 7 5 & fiE 1§ - F8 A

)

ik § = ) (Decide and Own ) fFipIZ 2 it > § BA3TA) 0¥ 3f j
ERF A eI ko

I ~goPREFER

FEERML T RABRASRALEFIR 0 2 AP g

\

oo

(C) A TR EAFILEIRATEART R e A0 o

(ﬂé%@ﬁ%ﬂ%ﬁ!Mﬁﬁilﬁf§ﬂiﬁuﬁﬂ°

(= )dp g2 Mok B & TR R 7 a0 IR P R ih £ 2 R R B A
FRBNY 7= b 3% 4} & +Ei%53‘ x

'ﬁéﬁﬁi LSRR RS R LY S8
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=) it fﬁb"’%&%‘a?lﬁ #&4?*ifi@%%‘§i)§zo
(Z)&E » Al z\i‘%’w}ﬁ,s Sl WPERIR R E AR X Aos e R o
(m)42# KRUKPI 4] & i @ g ffip » ER P HREIFEF A0 -

W

6 5341 &4+ (Mandatory Escalation ) : dpend b AAEIEE BREAT AR ok ATETFER P
AL LA J AR ERMERECRR  pRRT LR (Ho) BUF T §F 4 &
M U REE AL G 4 g o
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A R T LRI SR
AN P AR EPRERFENTHT 0P %Kﬁ“ﬁ
PERFEEFEADES o QAL EISE R ER 0
Az A2 pahE & - % o {309 L4172 4 lﬁﬁﬁﬁgf#* %
F ORI PR AR E (T R g Wﬂ’kﬁﬁ“
SRR b e R 4 ik ERGETIM R R TR AR
ﬁ,NW%ggﬁﬁyéﬁ?ﬁﬁiﬁﬁﬁ@$ouT‘FMWY
AR AE PO S ATLE AR Y 2 AP G A ek
-~ M E RS
et 1 (Teng said > RS ARR b REE AP B
Uiz FAFamid B wive 3T A MBI ETLEP R >
# % 4°4] (Liaison Model ) = & f&¥iinAz? chiddE iz - -

B Audit Leader/Director 8 P Audit Liaisons 8 | BusinessArea B
y s \ ( Representative ‘

&

p — y
N esponsible for o _
Oversees the Audit area communicating between Provide information to
| Audit Leader/Director and : Audit Liaisons
> the Business Area '
‘ v
S /

¥ 4 FRBNY 8 2 #-3] (Liaison Model )
TR kR A
Bl 4 03] e Btad = T m e £ ) (Audit Liaison ) 1
DRI R S EBINP LB RS S R o 5
- B ¥ #+:9F 8 (Auditable Entity ) i # ¢ 4%~ =31 Lo A

C,

( Primary Liaison ) £2 %+ & #8% 4 (Supporting Liaisons ) » 12
FEFEEPAMET L ARmREr e o
T AL IR (Information Technology Department » #§ £ 1T )
v R OAE I B o IT #2452 ¢ (IT Audit Leader) §
-7;% 3 EHGER R B IT NP L R ER A B 4 'f,ugzgg
FBEPGEE & RS o SR E S INT R ITHG 0 F
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T‘;“/Fi::‘i’ FE ] IR TR o H b R A S
EAEPINP RS EERAL R TR EAR > TR RRDE

AFEFL T Em AT EG E o
WAl D o BRI R - At (- 2HAER
Gk B s HOp it ;ié;.;fﬁ‘*,,ja gbqj\)\zpéa FIERAR? o JEm 3
HER &4 ﬁﬁ%'}il%‘ B o
~ R ORI B
b %= (Risk Assessment ) £ f&+2 R3¢ 2 7 2 4 ek &
_%_'3

Pt AT AR AL f AR PEAR %

—

TP AT T RS RELEFF o FiE AP BT
FEHITE S PP AR 1 TR AR bR A
AT

Annual Risk Assessment Process

Risk Factors

g , o= ! 11 !
Operational Financial | Strategic

Business Technolo Human
Processes gy Resources

¥ Assess risk level of inherent and influencing factors for each category
¥ Incorporate Key Risks & Emerging Risks

Bl 5 FRBNY # & k 4% i§ 42
TR &R PR
ﬁﬁﬁj’&%irﬁ#uiﬁéﬁaéﬁ’i&%%
FTHEPIWEFR G AR TR ESBae 0 FRYELSG
(Operational Risk ) ~ B4 7%k *& ( Financial Risk ) ¥ ¥ % k *&
(Strategic Risk ) % = = #f %> T 38— ) ik Jp F A2 FLHE B

F_*
bt
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= TEEE AR
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3 & B D R4 (Planning

)~ 8 ¥ it ¥ (Fieldwork ) 7 3F 2
(Reporting ) °

Planning:

Scoping Summary
Plan of Action

Announcement
Fieldwork:
Walkthrough

Opening Meeting

Testing

Closing Meeting

Reporting

W 6 FRBNY #4222 B &
TR A
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AP E O P BIE G L2 EER T Scoplng Summary)
ByfEtip i~ €20 '& %8 M1 2 - Ay &
WA e g FEFF LRI Z X HE 2ol
AR o vt R F (PlanofAction) 7t Fef =2 0 3034
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NTERNAL FR/OFFICIAL USE ff FRSONLY

Cuve W, BLAcKWooOD, GENERAL AUDITOR

33 Liberty Smest o New Yark, NY 10045
212.720.2664 » Fax 212.720.8814 » clive blackwood @y frb.ors

To: <Main Business Contact>, <Title> — <Group>

SUBJECT: Engagement Announcement: <Name of Audit> <ANNOUNCE DATE>

Planned Fieldwork Start Date: <DATE>

Planned Audit Report Date: <DATE=>
Last Audit Date: <DATE=>

The objective of this audit 1s for us to provide our independent opinion regarding the adequacy and effectiveness

of internal controls pertaining to <Audit Entitv/Subject>. We plan to assess the adequacy of controls around
the following activities:

+ List of Scope Items
o Sub Item 1
o Sub Item 2

We will communicate the status of our work and any potential issues to <NAME OF BUSINESS AREA(s)
HERE> management throughout the engagement. Please contact <Audit Managers Leaders>, or me if you have
any questions.

¢:  First Vice President
Business Area’Audit Contact 1
Business Area/Audit Contact 2
Business Area’Audit Contact 3
Business Area/Audit Contact 4
Business Area/Audit Contact 5

Appendix — Audit Team

Audit Leader(s)
Auditor(s)-in-Charge
Assisting Auditor(s)

W 7 FRBNY &% & # &

FTHRLR: PRERR
F T E PB4 B 3 ¢ 3k (Opening Meeting ) 2+ € ke P
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PRSI R IR TR T RSB DL
BAPFRGL R o AP BERGE 2 TR E T F

RONFEPFREEEZR TERINHFL R R
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( Closing Meeting ) » %
Wit E oL Y gIp LR E

LB RhGE % T3
fRREELPT Rk é%%ﬁﬁégﬁaﬁﬁ@%o
AL L 8 KR i FRS AR R R
TEEF R AR ITARSE  REAP L TR R - R T g RE
BH RN e AR AR TR AP E o o S A e
ISR LI g LR
R AR XA B R
4 ormchghn 1 (6 A Bt fie 2 B ARR T > LG FriR
drehd ¢ 1A B R ] BRI E 4 d o A F
EES AL BREIEEEY < p EAE BN 2R %
ey 2o ipwr B AW S o e B L i o
bk GG o EPEER L F AP F (Audit
Leader/Director) § # 1L A M1 T T2 & IE?;‘&E;‘#%‘L ; B3
% A (Audit Liaison ) B|Z_f&5+% 8 £330 2 F’“m#ﬁ CEFRW
ﬁixﬁaﬁ%ﬁ@aﬁm:@%ﬁ%mqTﬁﬁiﬁﬁnﬁg
AR AR 00 A AT B PO A 3T B FE O 3o U L AR B 3 4] 15

-

TR o
AT R AT EBEFI RS - P EGFE X P
THRFERXR > L& * iF1 & (Collaboration Tools) it {7 %
LHEFEBE TN o R TN EH IS 6K R
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( Meeting Notes Template ) » %’ﬁ IR ed g RER T ENF
BeEiyrd  HAEHEP REVE R o )L B R
I P L E R P T E MEETE o
PHEL R SRS T EPoT o (- HRE NPT
IR T RAFPA SRR RSA 4 > EwrE ) S

FREERGBERA G DERP L > F AR P

s ROAPTEE R

50 R & Ee afE 4% K% > FRBNY %%"‘”ﬁ'ﬂg & 5 1
G B % H] 2 E B3 % (Annual Audit Plan) o pt - 3+
fiene 2o @ E- B G Re s L ﬁ%iﬁﬁm@{ﬁ
R P ] o 20 2025 E AP E 0 BPNP IR E 30 F A
Poixdzo 2 21 5 -4 ¢ 4 33 ( Program Management Reviews )
BMrHEr e RasaiiRe

a 2

21 Program

\‘-%th

W

=y

Management
Reviews

/T

15 3 14 5 2
Moderately- Moderate High Risk Moderately- Moderate

12
High Risk

High Risk Risk High Risk Risk

(& )

W 8 FRBNY2025 & 243+ %
TR Sk A
FEEPERRBL A REEFERE > s 45 12 B L&
(High Risk)~ 157 # 3 k % (Moderately High Risk) % 3 7 #
BB %% P (Moderately Risk ) o i% i igfdm &= 5% fEf30m &
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&+ 8 % (Audit Assurance Coverage ) °

2025 Eemdfed KF T LA RS L EH KL AP
e ERREF T UFTHEBRFERGED N NFCHLE LS
T R B A ok 4 BT e S
R g gl A LB EREYNERS E o
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. FRBNY #31 ¢ ikfzid & o
BAR A (N 112) St T2 M m2n 47 b "% 5 128 P 304
i, MRERES -
> 8FEF E R (Global Internal Audit Standards ) » 2024 # o
The IIA’s Three Lines Model : An update of the Three Line of Defense.
Pieger, Robert (2024), “Cybersecurity Risk Management Strategies,”
Central Banker Programs, Federal Reserve Bank of New York.
Yacono, Anita (2024), “Digital Transformation Journey,” Central
Banker Programs, Federal Reserve Bank of New York
Gartner, Third Party Risk Management ( TPRM ) .
Gartner Press Release, Garner Unveils the Top Eight Cybersecurity
Predictions for 2022-23.

32



