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[ERERFL  EERE N ASEBUEKE - thRE— R AN E IR
AR ~ B8R E AR AP

12
13
14
15
16
17
18
19
20
21
22

https://www.law.cornell.edu/uscode/text/18/1030 (Last viewed: Nov,17,2023)

18 US Code § 1030(a)(1).

18 US Code § 1030(a)(2).

18 US Code § 1030(a)(3).

18 US Code § 1030(a)(4).

18 US Code § 1030(a)(5).

18 US Code & 1030(a)(6).

18 US Code § 1030(a)(7).

18 US Code § 1030(b).

18 US Code § 1030(i)&(j).

U.S. Department of Justice, Prosecuting Computer Crimes Manual (2010). Availabe at:

https://www.justice.gov/d9/criminal-ccips/legacy/2015/01/14/ccmanual 0.pdf (Last viewed:

Nov,17,2023)
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18 US Code § 2511 DL NR&EI A S « BEHUEAANZ (Intercepting a
Communication ) ~ F8ETEEL 7 #E:A%Z ( Disclosing an Intercepted
Communication ) ~ EFFTEELZ @A (Using an Intercepted
Communication ) i E -

(=) EAr&ERIUIEHERAE

& T IEEREEEFE BN A2 (Unlawful Access to Stored
Communications ) ~ B47%5:&% (ldentity Teft) ~ JIE B3 85:E%

( Aggravated Identity Teft ) ~ HEEUERFEEEH?® (Access Device Fraud ) ~ 2378
{4 £27 (the Controlling the Assault of Non-Solicited Pornography and
Marketing Act of 2003, CAN-SPAM Act ) ~ EE(ZFEHk?® (Wire Fraud ) ~ &

=H2° ( Communication Interference ) °

23 18 US Code § 2701.

2418 US Code §1028(a)(7).

25 18 US Code § 1028(A).

26 18 US Code § 1029.

18 US Code § 1037. Also see: https://www.law.cornell.edu/wex/inbox/what is can-spam (Last
viewed: Nov, 17, 2023)

28 18 US Code § 1343.

22 18 US Code § 1362.
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HE

FEF A S

(—) HEFENER

— (i A R A FTRR Y 2 JB 4 R R S (surface
web or open web ) » FZAEILE (B HERR (LA Tor ST HANRFIAZ
B 2 B I AT B BIHY4ENE - RIS ERVAUE R RS A DI R
5B T] - BER R T S 2B .com ~ .net F1 .org 4k
ARG - (BT TE(EAEIELERS AT N SYERAY 5% - HERAHD
FEZ s (F4E) BE4E (deep web or dark web ) - fE—{lE &L SAY 5
1o RIBHEEE T IS — FE AR —F - BB R E 2 T B HED
73 KU Ry e g 4™ (gl 1)

SN

3 PARTS OF THE WEB

SURFACE WEB

Only represents about 5% of total internet content
Sites that can be indexed and accessed from search engines
Visible to average users without using The Onion Router (Tor) or any special software

Made up of popular com, net, and org sites

DEEP WEB

_ TUEBNE, _
PROFESSIONAL
ADVANCEMENT

30 htt

ps://sopa.tulane.edu/blog/everything-you-should-know-about-dark-web (Last viewed: Nov,16,

2023)
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PRAEAITE B S B B R AR E R - B4
BT EM R E AR RITIR S - B HE A g [R5 W2 T
RAEZ G~ B EREE RN EHIIRGE - KR&Y 90% HYMELLAL R4
g b B4k A E) - BUFEREFIIR 2 A H S EReE M -

PR RS RN R B RS T - B —HEs - HAEZET
Tor (The Onion Router, JEREFEHas ) BB es s MRS E 2y E & A
REFFE © 2By =fEIE4E/2 12P (Invisible Internet Project » Bl " [P
MPRAEREETE ) ~ Freenet® Fl Tor » DU/ 485 By A1 Tor

HEPRIR SHE AU TR E AN B Gy aan ~ KEREEM: - el ~ HE
O ~ B2 B8t ~ RIS AENE 28 Tor KBS
SRl EFEE R 20 4T 90 FFUBHEE - WL 2002 5[ AR AR © Tor
iR B T R ] £ R A0 EORE P A 1T 3R Y 35 B B A [ B,
FHIE Iy o BRTUSERIERSL » ARG B 1 e n S RE R SR AU 4RE £ 85 - $it
HrEERUFEamE > BEAE UG REERGENE - IR
ko BlaifmE (Facebook) 2 ~ 4f&YiFH (NYTimes) 3~ Sl /A H]

(BBC) * » JKEE#ESY » JREEE S » B Hfio 225 Al (Technological
neutrality ) - — IR HVRIEERAHEE] - nJREMERIESE DT - AiFiythA
B > SO ENI R RS E R IUIRZ T - R

(=) HEAEHVESE

(i =& m] i 38 Tor 27 i BT A R A2 (L - B3 6000 2 4y

EEYER - (e 2RI BBl - B R SORE 0V E

' HHE4E (Freenet) SZEfSEAEPEHY—(EEHEES - H Java R E5HVESEE®ES » A 5 LA LEIES
HIERERE » LT LA SRR - AT HIMEES 247 - T 2B R E R A E A <R
B AVEEE - HEERRE SRR 2B - AAPIEE (censorship-resistant) i 0 o A[Z
H 1 https://en.wikipedia.org/wiki/Freenet (Last viewed: Nov,17,2023)

32 www.torproject.org (Last viewed: Nov,17,2023)

33 H Tor firdik & * facebookwkhpilnemxj7asaniu7vnjjbiltxjghye3mhbshg7kx5tfyd.onion.

34 https://www.nytimes3xbfgragh.onion/
35 https://www.bbcnewsd73hkzno2ini43t4gblxvycyacSawdgnv7t2recijh7745uqd.onion/.
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[y - Tor (L FHEAVAEIRMEESEE) (EFEBIEELR 4N - RESCDUR RIS SR

PR FHEEEEEHE - Tor HYSGET R BN IRIERE I EHIEABSRL - 2o
B2 B et TR R e 5 HHAIAE

Tor 78 78 —FE NS A BRI A Y U7 20 B B E A 2845 3 {1 Tor &

il o 5 = (EER T HIU A RS (Guard relay) ~ HifE gL (Middle
relay) I TCIEES (Exitrelay) o fE4ERR EERVIER]E - BRI TEIUM0E
RS FUE T - BRI E S e BRGNS = - =T 4
HHE g BERETTIRERERE NS E R ARG - fEEM N
T BREGHEE R —E R TR S TR - &
TRAVH OER e R RN B I BRI SR HEVERNE > R e
k4G BREErEE o OISR EAANIE EIERVERINE - H2E R AE b
HAEENERRIALIE - R HIE BRI AT A B Rl - MRS T ERHE A
F e o BB > A CIETREE RIWERE FHEY 1P (ki S A 1SR Ea i
4G - T R EEE REA A 1S40 1P Arik A 1S5 A& Fran Ry A
(4l 2) -

E) How Tor Works 5 Tornode

= =4 unencrypted link
—jp encrypted link

Alice
| TSaEy . .

Alice’s Tor client

picks a random - n —

path to destination =~ — — Jane
server. Green links
are encrypted, red

links are in the - ", )

clear. — e — Eob

-

2 (F&JE : Electronic Frontier Foundation )

36 https://zh.wikipedia.org/zh-tw/Tor (Last viewed: Nov, 16, 2023)
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-~ ERHEF4ETIER Hydra
(—)  Hydra BE&aTHEY
£ 2022 -1l 35 B F] AR K PR ER ISR & 42 5) (Bundeskcriminalamt)

e {E&ELZ AT > Hydra Market (Hydra) ZH5 Bk ~ S T RIS AV
AT - IS4EUEEET T 1,700 E57 AT 19,000 Z{EERIRS - 2021 4
Hydra fhiHbFTA G4 TSR IS G ZH 80% » B 2015 LUK » 3%
S EILY 52 (EETTAIIIE &R - Hydra _EAYLIERG ] DIAESE0E F T
R P AR E AR A i E o] DU TR PR R L R
dn o Hydra BLIERGFRAL R AEIREZEY)HE - B SR ~ FAR 2Rt e -
LSD ~ 7 RUFIEANAS 1 JHAEEY) - BLRERG(E Hydra E/NBHE 1t {FHyEE
Yy - EE SRR R R E R E RIS o B 5 A LIRS AR SRR RS
B R R TRy BERERGAYET > FIRTEm & (E Hydra AEULATEIZE (L
HHER (WE 3%)-

LI [ wvoma x 4
- [~ © i 2 id.onlon/calaicorz6egion a1 & @ ¥ Q Searen a®» =
//' HYDRA Mocesa % ou 1 1 1 0BTC zookesperdd
A Py
18TC «43773USD /4222 285RUB &
Copmipossa: Peditumr & Liewa
5 KATErOPHM
T 2 YO B
Opwarut BBVARCH ¢ yncreawns Meraaonds Love Shop
f o L m 3 Tyt Tooap wa naape) LocTymies it PEMH0 XN&iv N0 B
Maraga A L
Reyroe ( : LK '-.'. i Mooz ©or 839 990 py6 / 500r
% & X
3
b
Mo
[SHUS
Moz
Paiaiorp Bl Moruaon | Oniare | Mea | Meroa 121 NPOCTO WU INEPEBOINAK 2O 350P JA KN)
i fina 3. Kanecreal
Uewa: © ! 3 ! Mocna or 169 099 py6 / 50r
| Eilo onMaTL! OT 3TOM0 MAradua:
Yo wtx 35 Feponw 998 | Onsarw | Mpe-wa | Fapa | Xuy..
or a 52! or 1799 py8/0.1r
Yoo wrana
Manmr
To i Bapsuaow Meranou Kasp Mapxes (NEPEBOINMK A0 250 3 KM NMYTW)
ek
- AT LR TOANG. NosusTEO 163 EAGDAN

Exhibit 1: Screenshot of Hydra Market Drug Listings

37 https://www.justice.gov/usao-ndca/pr/justice-department-investigation-leads-shutdown-largest-
online-darknet-marketplace (Last viewed: Nov,17,2023)
3 |ndictment, United States v. pavlov Dmitry, Cr-22-143 (APR, 5, 2022), at 2, available at
https://www.justice.gov/opa/press-release/file/1490906/download (Last viewed: Nov, 16, 2023)
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3
Hydra #5305 25 (1L P o BB (B S S s » (s P m] DA =
BRI G SIS (BB EE B i) AYBEIER > dif%
P aL EFS T TR R © BT RS s8I SRy R i DRI B R
FEftAYIR R SRR E e B (iE 4%) -

© wdnc WMz Fnchid onion O ® ¥ Q Seach a®» -

//’ HYDRA : ‘ Moosa £ R ' T 0BTC zookeeper3d '

BYC = 47 881 USD / 4 297 321 RUB

111C PO Agromabuwnn *WEST LIGHTS CARTEL % *Bant: cx wabop xypaopos”
nic XBUSCT 83, CTpa - Poccwn
U Mooaa, Caardlemplypr, Apruwemce ACTDACIM or 22000 py6 / 1wy

Eulo ROKYMOHTLI OT 3TOTO MAFAINHI:

NCM PO Macncpr Camonayinod Maus w Boanrensoroe yaoctooepense BY ( PO, C
o7 22 000 pyS | fwr or 15 000 py6/ 1.2wr
Bopsmansono YaocTooopo ma PO KangpNpose

T\
& KARONPOM

Borenwcse Ynocrosepeiwm PO. CHIL EBPOMbLL CLIA

or 15000 pyS / Twr

P O
BOMMTENBCKHE NPABA

Exhibit 2: Vendor listings for false identification documents. The bottom vendor offered driver’s

licenses for the U.S., Europe, and Russia.
4
AU ER AR Hydra &R T BNEZZ IR - BE g B
FIREFNEZBEFEE ARG LIRS - FilEE = - Ea T DIER
ZEBENIEFHEZE RN EB AR E 2 EEIRE (A0E

540) .

39 1d. at 3.
40 1d. at 5.
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/[r t‘f("/‘ DRA Mocans ! ©08TC  rockespedd

1EC 4T IIED /4TI RS ¢

24/7 Shop [Qocraexa k aomyl]
ZM“/ AUMecoengs N wa0Ren sarade Lavamer
)
Burpema eopyw O paraneee O oy o0 2448 (2003 )NEWS 247 Npmana 7 Consamcn ¢ PPONISUON

frassw 247 Shop Pecmna wiowyl

24/7 HACK

Xawwir

« 150 000 py6 / 1w

003490546 BTC

AR CIW © € OTpy /s oM N0 BONPOCEM XADSIE MM NTS COTPYAISEM
P91 “CHRIATLON € NPO AANOM " milipas ropo A o TR aeLa me PO” ana Gorwe
Gucrporo vowrenral

T8 AC TIRNAT Y CITY M B1/DME COUCOTER . CORTON . MO T EMI» P08 . HOTH
npoero .

E o™ TpebyeTCn 8 3008311, (10 Nw00 APyIoe — Miuarm  BCyCHed 90O Sota A !
Pa—— . €POGIMCIOMO TN
Y70 senta » coote et

Exhibit 5: Vendor offering hacking services. The vendor claimed expertise in hacking social

media accounts, websites, messengers, and emails.
5

Hydra (tfERGEHREL—ZFIHZES ARy " 28, IR - af
Hydra FSRFECELRFE (BTC) #REy Hydra 2 HLIERG SRS EP
(VEHs - IEHh - Hydra BIREEAEDE SIS (CUERIETES - Mixer) 20F
Sl PR IR BEIERG Y HERR - JRE I nFr R PN BRI T DS bR
AR EATA BT R EE R i S A et B BAICE  Hydra BYZESRDIAETR
HREC - DEn— ] F e R i iR - HEN S A
Hydra BYELRFISSR AR Rk ssdiio A EF & & (A0fE 6*) -

7€ 2015 4 11 H7EARA > paviov dmitry &= T —% % Fy
Promservice Ltd. fJ/\5] » DL Hosting Company Full Drive ~ All Wheel Drive #I
4xdhost.ru Z ¥ FEFEH Hydra HY{Ekas (Promservice) - FEIHEHAM] -
Pavlov & i) /\ =] Promservice ‘EFH Hydra HY(aElfkes @ 5% (FIik 88 a4
M5 E BT AR S A BLER (E 0 - 2 TR - m¥ T4

41 |d. at 6.
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BRI AT AR NI R B 88 A K B IR AT an ~ HATIRAR an iR - 5y
EEIERR G TSR HE ST AN AP IS TR -
{E Ry Hydra {ElfiRESitEHVERLR > #ie paviov B Hydra HYELAEE P
Gk BTSRRI ERESIE [ Hydra £5558 F s G 4 i PR 0 o 2
B MR o LE P EEL AR RT) - #eE i ERSy Hydra HY
EEhfEft T{EA] - WET Hydra (B S THYIRASH B P ENEE
BEEFRTAIHE -

o%e * Nesaed mee S8 X0 X 4

X @ [ 3 SABATo 3y 1108 U e o 9 ¥ Qswo & » =

/II :LZDEA [P " ou " £ OBTC roskesped

1HIC- 4TIV (e 22205808 B

R T T » ewnanu

PN i\ prn'bcyT(HHbM Mouem’arusm O6MeH

Barpms  Copye Osemnee  Orses ¥ Cammricac nposseaon

Tnasan  KyimotyToea Movontarad Ofutn

MomenTanbHbi Boisog BE3

KOMUCCW/ 0% Ha nioByio cymmy N
O6wanBTC e '
« 5 000 py6 / 5000w

' Iml

BPEMEHHOE Nowsay #1we wosvccuu | P——

ECIM BAWER CYMMS | HET B NPEAIAKA JE, camn madrece B NIC, cannea
6yaer corgare oo A mcd

BLTVIAWIBAEM TOMKO HA KAP T POCCWACINAX BAHKOB.

Exhibit 6: Vendor offering 24/7 instant exchange of bitcoin to rubles via a Russian bank card.
6
(=) AEEREE®

FEH R AL FAE SRR 11 T8IE] (Department of Justice’s
multi-agency Special Operations Division ) FIF|EE4E 5 SMEEEy IR 4 Sk
/IN8H  (the Joint Criminal Opioid and Darknet Enforcement, JCODE ) HYZ+F
FfAaR NAETTHY - EEIBUATREI 2B A 43 E 8% 78 (DEA’s Miami
Field Division ) ~ Bt FiFa 45 (FBI) ~ BRI EIUIRSHERE (IRS-CI) ~ SEEIEEL
SHE 5 (U.S. Postal Inspection Service ) ~ ZEF|[EH +Z2 &= ( DHS/ICE

42 Supra, note 37.
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Homeland Security Investigations, HSI ) [ & 75 (8] 5l 1 [ B 72 s Mt IS 71
BEEEETE - NEERE A FFMERE - ZEHMNIEE AR
EWAEAIBIEIRZLE Claudia A. Quiroz fi1 RobertS. Leach UK JHIZEHELF
BISIUTER S B EERIEVIRZZE C. Alden Pelker A1 Christen M. Gallagher
FEFFEEEE -

EXHETEAESIIIEE T TIE/NH (Organized Crime Drug
Enforcement Task Forces, OCDETF ) Fi#&1Y— 4> - OCDETF FEEFHMGEE
FE - HWRED) - SR ERMRERTE - MRS ~ A T BRI
B DA U IR i = 5 - PRERE - BIRNIESEIUIRAH
& o BBINAIH G HYBUAIR L EFTEIUTR4E4S - A - EIAE IR ERS
Nz (Justice Department’s Office of International Affairs, OIA ) FIZE [ EH
thorfr @ B A = iRt T RERY) - sEAMBER IS EE A/ NHE

( National Cryptocurrency Enforcement Team, NCET ) H732(it T 78] -

TRHIERIAE - L 2023 F 2N HRE S A HTE R HUEE R

(International Law Enforcement Academy Bangkok, Thailand, ILEA Bangkok ) 52

Fll » EEFEE A FERERALM - AREREFRKIM A TR NS AL S
W2 Z B SrATIE A B EA B A M AT N S BRI SRR > i TH
b ~ fHE ~ EEEFEIANARTEST FE ) - sPih R EEE - a5
USRS ER SR PRI 2R TR - WaHh et EE I S RaH
H B &z A Ekserh - (HERES) - Bree )y - MR =8 -
TEREE SR REBORE R SIHE - DU S e E I PREY -

WA RO SR EE S E (Joint Investigation ) K B 25

{T (Task Forces ) » it il &2 (B A F A TP BRI U AR EIRR © BT

B LEREBEGERTE RIS E L R EER)S (BUREAU OF INTERNATIONAL NARCOTICS AND LAW
ENFORCEMENT AFFAIRS, US Department of State) EilZ=[ER B 7225 1998 4 9 H 30 HK1TiN %=
B S AN BIIERE AN BlSREERE - B E IS e e KB ZE s AN BT EILSERE
71 HR#EEE SRS -
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AR R E RS F - F AR S 20 i HE R H A
L ER - FERB S BT > AT PUERBE I TRE ST ~ (b EE
BT HRUFHEERRET] » BFE ~ MOHITITEIPRVEZE ~ A

THE ~ WINEE S R BEiUsEEES -
RTINS BB SRR © LSS & A BURARE
B 5 2 M LM S AEESORAIGRE | 3. ehiTRes | 4B ERGIEN
HL ERP AL Z T2 T
(=) FEER
ErS IR E R R RIPYERF IR IR EE » —IRAARER R E
A5 HAAE A RER ~ A REEUA R B S0V EL VB IR - EXATEE
iy TR EARAUERRSS ,  (Bulletproof hosting ) EiA_Fit/E AR HEESIY
TREEE R ATH T -
Ao B B R E AR IE AR - G E A Hydra $EuhAI{EIk
e AL TSR - 1% (Al a5t F i o Z IER T4 LS /2 =] Promservice,
Ltd AT i - BRI E &€ FRMEERETE A F > AT Hydra $E5EHY(E
fAds - AU T{E(E 2,300 EEOTAYELRH I - FEIEEIE 5 BT EuhER
B8R MUEEURZ BRI "5l (A1kE 7%) -

>
[r(r

\

“ A HE  ABHEEHE T BEE S EEEAERE 2023 4 TSR] (BFREERE) &1F
SREMEEHRE , HEHE ) (2023) E6 HEF 8 H -
4 https://www.bbc.com/zhongwen/trad/world-60911545 (Last viewed: Nov,17,2023)
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* Bundeskriminatamt SN STATIITIOWT HESSEN
M=
ZIT

Die Plattform und der kriminelle Inhalt wurden beschlagnahmt
durch das Bundeskriminalamt unter Sachleitung der
Generalstaatsanwaltschaft Frankfurt am Main

im Rahmen einer international koordinierten Operation.

The platform and the criminal content have been seized
by the Federal Criminal Police Office (BKA) on behalf of
Attorney General's Office in Frankfurt am Main

in the course of an international coordinated law

reneoanwnpoxywywopw-@ymnm

g ® 8 ® 2 &
& 7
(m) e

FEECEL £ Janet L. Yellen i EBATTEIEME Z(TEIF0R © IR B AREEST
AR UTR N RS 2 BRI - DURID IR SIS e ARG B e S B A~
FEETHIRETT - S FREUREIES - JFI5 RAVTTENRILIE Y T-E80E T Bk
—EERE ¢ IREEERS A R A S S o (Rt R RS R A AR ER M ai SR
HAMEAT T - BTSRRI R Ve nn 5 B AR - 10 - BENIRE

LLAEAR SRR -

KT*

TR+ AREEIT RS IDIR D THYRE - 5K Hydra Hl Garantex
FITEE RSN AT HRE Bt ST Z T SUEX M1 CHATEX HYRIIER » 2ERIZEAC
ZhFEL Garantex —7¢ o EREAEMEEHT A RHF G E o MEEET
1A%t Hydra 1 Garantex SEHUE MM RS AIFTRE B 28
(AML/CFT) S50 st BAR i FA T R 0T R B BREUTE) - REfe
B B e e E R R R TS RATT R 2 2B WAEHE
TR TIEZEEEHELL - 1S EEEUREIE R S AR
BMiR P52/ T B & Bh R E AV BIRAERE - Rl R A B A 5 5
R Bt B W SR AL B A O R ok 8 /9 T B B8 SE M AR 1 i ] A

4 https://home.treasury.gov/news/press-releases/jy0701 (Last viewed: Nov,17,2023)
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SERASEIE A - DAPT b2 filE N BREAMI R AT B R e s
B R SRR AR R 4

R 7 fI#F Hydra 24 > OFAC ZZHEE | 100 (s B HG 2 i AH R
MR e S AL HE - Bt MR TIRAR S » MIEERE I
FEEREBEE b w3 DAL -

() ARk

HEHEAEEE Y (conspiracy to distribute narcotics ) ~ 355 i 2 iE
Hydra (SR £2 M 5EE8*® (conspiracy to commit money laundering in connection
with his operation and administration of the servers used to run Hydra ) ~ F:zi
577587 (conspiracy to commit identity thef ) ~ HEH{S A S fAgEERC

( conspiracy to commit access device fraud ) ~ FLEEEEFSTERT (conspiracy to

commit computer fraud ) ZE5E#E o

47 21 U.S.C. §6 846, 84 1 (a)(l) and (b)(I )(A).
48 18 U.S.C. § 1956(h).
42 18 U.5.C.1028(f).
50 18 U.S.C. 1029(b)(2).
5118 U.S.C. 1030(b).
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B~ (EREGER

— [ERERIZER

TREEAERS (Botnet) R4S HIBERSHYM - ZRIE - EISHE
HEAREAARE - (R AL PALL C&C (Command & Control ) HYJ7=
IR 2 E AMRHRH - M " JEEE4EES , (Botnet) - SFHIE
B o HR TR RS S BRSSP o] DU R A BERE » &
ZHEETEERTH - RERHES - MRS - I B EE Y
(10T, Internet of Thing) H#s Bl » K& nI DUEREERR AR thbE > 14 -
PREZEAR T 7R B4R iRV ERTE St - AR E T — Al Ay S R e 4 g
RN R - JREEAERS T EF TR e IR ABCER LIF - EiEEEIIR
FOE ~ FEICERE ~ BhEERES ~ DUHCER M T B RE U i 15 5 BT BT AR 75

(DDoS) Z4g> -

— -~ ERE4EEE IPStorm &
(—) IPStorm HY#E{E
WFEERFS 2019 4F 6 HEY IPStorm /&1L Golang>*fAiTfiEss » JFASHE
Windows ZEEHEITIRIY - BRI ARE & A E] Linux ~ macOS £ Android
HAE B HWE S E IS E &y Makinin FTHEH] > Makinin $5MNE IR

ALK 2.3 FE{EFEENFERRE - BRI - ENEECN - IRIRES e &

52 https://www.apeiro8.com/why-cdn-log-is-important-to-prevent-from-botnet-attack/ (Last viewed:
Nov,17,2023)
53 https://www.cloudflare.com/zh-tw/learning/ddos/what-is-a-ddos-botnet/ (Last viewed:
Nov,17,2023)
> Go (Golang) sEEEH—lH Google EHIFXBH#EHY , sZEIACI TSGR GESTEELS
TTHH AR o IS H— e AT EENEE S EAJEE MLl JavaScript
B PHP MYENREEFIE , A EM C++ Fil Java iZLboBUREESVMEREFIZCR - A4, ¢
https://www.flag.com.tw/activity/edm/F1741/ (Last viewed: Nov,17,2023)
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236+ Bitdefender £ 2020 -t ¥ IPStorm R LAY HT H L > HAEA
IPStorm FEEEAAYZEE ERATEN » fI=F & - miRsleeE -
(=) IPStorm FEHJFHE>®

7% 2019 4F 6 HF| 2022 4F 12 H - EER % FEIR Sergei Makinin
(#its) PSS T E kS (malicious software ) » DT AR %52
FAEANHTHE SRS BT 5 HAEHEE. « Makinin 718 27 RIS 1F R BE)Z
AT RS Y — B o A T4 PRy 2 R (RAVAERE - S (TR B A REHY
E L H AR R 2 B3 A Ry B () 25 (proxy server) » {E Ry & HET

Ey— » BZETEIMEF S Makinin V4L proxx.io {1 proxx.net EfjfH
EE AR AR S - SELLEYE - Makinin [EECR IS AR SN2 E

HERZ R - SR EHIREAFIUER - BE—2FEH DS #E 3=
TUAIE R T B 2 B B S (R E R E - Makinin BYABHAEIE S
HA I B Rty 23,000 i T m RS CEERE - Makinin 2&GE > ]
(e ek o HETT - HUEFEIRRR - Makinin R 2 U BT
FEAHBAR I B E -

FElfn£dE Stephen Muldrow o * IEHFHERY] > FTHREH—1)
A EA T EAGTREERILIE Y T Emi M S £ © 25
& o RUDVEERASCEREITLA - (Esth )7 (8 BRI UIRAVLTE T &840
FTREAEMAT 2 A TR EIRY 7 R EAT B iUie RESE - SRuANEn
[EFRNZE M H AR it - MR B RIS PTA BRI R &R -
It > FBI SRR R G ORI R 2 MR A SR R R EE 2 -

55 https://www.ithome.com.tw/news/159835 (Last viewed: Nov,17,2023)
56 https://www.justice.gov/usao-pr/pr/russian-and-moldovan-national-pleads-guilty-operating-illegal-
botnet-proxy-service (Last viewed: Nov,17,2023)
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(=) HAEERX
% ZE SR FS 5 FBI San Juan 4%/ N ~ BE Madrid HY ARG
EWrAZE (legal attaché office ) » BAPHHE B 5 E 224 P&+ T8/ \H (Spanish
National Police-Cyber Attack Group ) FY&{E NHEFTHHE Bl s mEE

Santo Domingo S EEIBAR B /A5 » 55 2 T 52 e s T 4
( Dominican National Police-Interpol ) ~ 26 HH G B 27 & 22 (1[5 4H 45 L SR

&) (Dominican National Police-International Organized Crime Division ) LKA
FrEb 22 #4225 (Ministry of the Interior and Police-Immigration
Directorate ) T - LbAh » FEEIITRAN AFLEFI0TAEN - FHEI SR 48RS kA
B3| Jt 857 (The National Cyber-Forensics and Training Alliance, NCFTA.net) &
HLERL > Hpf$s Bitdefender DRACO [F[% ~ Anomali EZ T2
Intezer

2% ZEHFEEDR 2R &SR 2L B ¥/ ZEHY AUSA Jonathan Gottfried LA
K] AEREREAU TR E R EE RERI YA ZRRAM Jane Lee A1 Jeff Pearlman
TERIEE B = (Office of International Affairs ) AR FEESST ©

(9)  EEFFARR

TEREGZAE T - iR EmiE= - & - BXESHE< - HmEREZ
frag 2 IS AREFE IR (HL=3F) - F—JREE 1Az 10 FHHIE
> HArge 2485098 (plead guilty ) » ERFEEFIHTVABUAE (federal
district court judge ) 725 & 5[ & HIFE R A EA A E [N R AR MM I -

7 NCFTA 22—l H Rt AP TR AV B > SEEIEOTA TR 4ErIUSE - HF2 AL
https://www.ncfta.net/ (Last viewed: Nov,17,2023)

58 18 U.S.C. § 1030(a)(5)(A) : “knowingly causes the transmission of a program, information, code, or
command, and as a result of such conduct, intentionally causes damage without authorization, to a
protected computer”.

=0}
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fh~ EHER

DLl

—_— Hu

il

SR A 0 2 FRP RN £ A AT RERRRHY
PRE R B AL 2N E 0 AP EEFR RS PN 2

B @2 me2RE Lisa 0. Monaco 2022.02. 08

ATEAR SRR B WO B AU TR H 2= 0 - $B4REET - RPETT 2022 4
[H > EERBIN R E O « BiREHe - 58 B 0T~ FREK - B
I ~ BEEEBLE BRI AR TR - HEBEE W 5 R 3R S S06
=Y 206 fE3E7T © Y 2021 R - FEURE R AR 2] Colonial
Pipeline 52 SR LR - EE R (L E S - 1EREE
SRR 2 INE N BETIRRE®? - 7Y 2022 FER] - B H X EERCHEBUZIE
g iR DB RS E RS - BHEURE RS HEIUIES
HIRREE - FEABERESIREZERR AR - £ 22E%
LA

e e S AR R SR B B A - ARIZIREN 2021 SER SRR
R b S o e R R B AR 2R Y | BB = e 998 - A
HEHR L FTAGREREE A ZJUETER - REFFREF R R

0 FEEOR o (R S EAE R DR L B B — EREAE L R KRB (G 0 e
56321 0 5 23-43 H - WO EEEFEIMRERS A - EEEEE R H 5 - 56—
E o REEINERRBIEE > LAEEIER > BN ITESENE 58 > 258 -
O REPHNERER ZHERN— AW BINEER - BiuE® - BiuEE - EEEE - Ei
HES - MIREVESEGIAZ HRE R T EBEE | A oChE R BB N B R — T ELERE > i
DU BUAS 2 Rt a2 -
61 Chainalysis, The 2023 Crypto Crime Report, at 5 (Feb. 2023).
8 BNEIN LRSI SR - RE S LR RS BRI EAS BRI - 72 RERENAED
RS ¢ https://www.justice.gov/opa/pr/department-justice-seizes-23-million-cryptocurrency-paid-
ransomware-extortionists-darkside
63 2 H ! https://www.bbc.com/news/world-asia-61255779
& 2021 FEHFEEE R E B EE G o TR R A= - 47 H -

29



https://www.justice.gov/opa/pr/department-justice-seizes-23-million-cryptocurrency-paid-ransomware-extortionists-darkside
https://www.justice.gov/opa/pr/department-justice-seizes-23-million-cryptocurrency-paid-ransomware-extortionists-darkside
https://www.bbc.com/news/world-asia-61255779

B = [l 2 v e e P i e BRI ER B P R 2 B I R A
B BINEERN S > AEHAFEHRCR (Open-source
intelligence » OSINT ) ~ I 7 /N FRBR AR 14 B Lt S 30 B 2 55 T B
WO o PR IR EEREEYS  HIEEB 2 -
72022 2 A 8 H » EREVEE EAMEH WA IR - HE
9.4 B ELRAE - IRERS Z LRSS - reRe4Y36 (B527T 0 Al
NEEEVAE L EEISHR S 2 E AR o FRIN RIS RS
ZERIDIREM: - B REEDERN A ZRETTE FARRE S » A AREIZ
EWHERIN R B 28 TIA R RBUERRC L B EKE - FEIA
EESE > 2/ AT MR E AR B A E R SR U TR B
7B, -
= EEMEY
(—) Bitfinex A& ZE
2 2016 4F 8 H[H - MEBEETEAC ST Bitfinex BEZE AR - WEBIT T
#2000 X ZEERIIEAL 5 a2 K B FER N 2 119754 AR EL R i 2 2 i
ZFAMEEEEL (Wallet 1CGA4s ) » R FBALLEFISEELY R 7100 E247T - BB
LELR SRS Lok - s E R LERFSAIEERS 2022 4 7 ARIE &2
{E%EIT -

& BN LRI RS 4 & 4,000 E0T 0 F[S
https://coinmarketcap.com/currencies/bitcoin/historical-data/

0 REAGHZLEPUEKR L EGE - B & BB ERICIEE T DC A = BRGIDIE/NE
(IRS-CI Washington, D.C. Field Office’s Cyber Crimes Unit ) ~ BESSEE m 2 TNt/ \Z=E (the FBI's
Chicago Field Office ) ~ 5% K BRABUE G - 22 & E FIHEI 778 (HSI-New York ) o Kz FHAREEY

Ansbach #%2/5; ( Ansbach Police Department in Germany ) $2{£#771/] - See Press Release,
“Two Arrested for Alleged Conspiracy to Launder $4.5 Billion in Stolen Cryptocurrency”, U.S. Dept. of
Justice (Feb. 2, 2022), https://www.justice.gov/opa/pr/two-arrested-alleged-conspiracy-launder-45-
billion-stolen-cryptocurrency

57 1d.
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(=) KREREREE

FEIBUETER R E LR R B E FRRE R EER R R
722017 1 A - —8 0 ERENLLR AR REE SR 5 PG
DL—ZFI/INEE ~ HEFERIZE B s ik Wallet 1CGA4s #EiL - iE 0t BB %
HYRBLA B RACER R E B R LR i 2R - SERVATRBAEELUBHE - (HE0
ETERA PRI B SR AT E = B RS AL R AR A - RA T
B B S AREE AT B B FE 2 5 ILYA “DUTCH” LICHTENSTEIN ( NEZHT
) FeHFET HEATHER MORGAN (NEEEFR ) FrEdz 2 iR -

BT 2017 FE4E T ST T _ERIEREAYRSRAC S - (HIE 2016 £F 8
H# 2022 41 H 31 HE » KEHIEERFE 2 F T Wallet 1CGA4s < 4
2022 =1 H 31 H - SUATBHBE 11t TR E hm iR SR A0
T2 » ZAEZE T REY T 2000 ZEREEH SR EMHL - DURFrEEZ " FA
B o ARIBEERSE AT - o] DURERY IS LL 88 Bt il 26 v DA 30 e R B 1Y
FREIME - 722022 41 H31 HE 2 A 1 HME » BUEHKBITE L S0 T
Ry BAEELH (Probable cause ) » [fi {58 I 220 SH A7 507 = I ik o 2 AL
i 0 7¢ Wallet 1CGA4s HH{If "4 94,636 A LLRHE - EHFEIE KLY 36.29 (F
SETT o L 2022 2 F 4 HIARSZ S TS (Seizure warrant) % £EHT
i _EBHLER N o e —HEELRRE H R R BUR R E T
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=~ Efaom
(—) R
1. EEREE

FEHEETE (Virtual Currency®®) B EWE (Cryptocurrency®) —GilfE
HEDER EXIEEE S - AR ESEINE—20 A T3IirEE
( Digital Assets”) ~ [EHEEZE (Virtual Assets’™ ) ZEAR—f /& -

REEBEE MR ERINGIE T &% itk T s - SREEPIHIAS
5 REE 2 IHZHE RN T EEERE | SEBEE G RS EHEEN
HIZEsE A TR ERIINAS 2 (5 1 15 2 AES: T EREEE  fEEME
BE5ER K oy B UIRAS R g e EA R (DU g > REAS DAL T =7 ~ SRk
M EE - BRI B E BE - ENEEE A= e - sh
B RIS - FAESCRFIEITZ & - AEES RHMAOE ST
ZoREE o ) VB T BERA ) Boiln — R RS B AU
> AIERIREI TS R e S R 5 A AN R R T 8 e - ([ERTHERT
R E BN EEE R BRI HIEER T - DURKS S A @ PR SR it
M i HEEH -

58 EFI IS AT ESRIEIERESS (Financial Crimes Enforcement Network, FInCEN)Z% L) Virtual
Currency f&” - see https://www.fincen.gov/news/news-releases/fincen-identifies-virtual-currency-
exchange-bitzlato-primary-money-laundering (Last visited Mar. 19, 2023)
9 U.S. Department of Justice, Report of the Attorney General’s Cyber-Digital Task Force:
Cryptocurrency Enforcement Framework (2020) [hereinafter 2020 Cryptocurrency Enforcement
Framework], https://www.justice.gov/archives/ag/page/file/1326061/download .
70 U.S. Department of Justice, The Report of the Attorney General Pursuant to Section 5(b)(iii) of
Executive Oder 14067: The Role of Law Enforcement In Detecting, Investigating, And Prosecuting
Criminal Activity Related To Digital Assets(2022) [hereinafter The Role of Law Enforcement Report],
https://www.justice.gov/d9/2022-
12/The%20Report%200f%20the%20Attorney%20General%20Pursuant%20to%20Section.pdf
O AR S R TE) T/F4HAR (Financial Action Task Force, FATF) Firfilla] 2 552 (#
FE#EEEE (Virtual Assets ) —37] » T[22 R ¢ https://www.fatf-
gafi.org/en/publications/Virtualassets/Virtual-assets.html (Last visited Mar. 19, 2023)
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ELFRF SR R AR LR R I Ry — TR T2 - (R
B E o BE L (Miner) SEZMEVETNE FHVEEEIRIAC Z a0 sk RN » — %
T2 R fZ0E" » — BB TR T HEE - LT DUBISAEE) - a5 24
A 2 PERF I B3 5 T4 (Transaction fee ) » [NEERHIE 2 FEA IR 0B
ZHERESET - BOF TR OMb ) 2R - B ERR B aCE g [EP E
{EFZHEENES (Nodes) b - iiiHpk T BB EHE — AT 2 BiRG4C s% 2 AH [F
A ZNE - TR BEIRA - AIAETUR AN FRERL Facss » bR 77
T ENREE 2 1A {E (Hashvalue) DAL » BEZHASHIZ BUENREREIE » 16REE
o 0 METRGECT BE ~ BOm i S O ANAE I E R St
g% o FONEEDL R e 2 ER R B AR LR S B 2 L SRR
HOTEEDIB , 2

—AEH EL M Bt R B S M 2 B A PR T IEELLYN AR REETE R
St ~ LU IS ATM ~ BB BRI B A R BB 2 NIERS - 5 E
W R BRIy T ZRER ) (USDT) » HEBEERE > R R[E > 5¥ ik -

2. FhsR ~ NiREEsRE st

REBEE A Z iR P R ss Gtk (address) ~ 2@ (PublicKey) K
L3 (Private Key ) » B B2 AR B R AF FHREE » BERSRIESCA 215
Fi o (EREE TR AR SRR o SREMl ] DI K SR TIR
5T o AL T DARAR K %0 - I S EBEE R A R 5 R 2 386
sk - AGRE MR BT o AL AR RN - AT SRRI RN

72 Damien Cosset, Blockchain: What is Mining?, DEV (Jan. 5, 2018),
https://dev.to/damcosset/blockchain-what-is-mining-2eod

7 DIEERR SR S 0 R4Y 10 rsE g A pk—(EE S - @IRANACERE IS 10 /33N AS it
$f o EEIEE MRS (E SN - RGO RS H P B e B e & T T2 PT Steve
Derezinski ZLFZEEE% " /148 web3-1EEFZE{TCEL | ( Intro to Web3--From Zero to Token Launch )
A EELIESHERIZELS B2 SR T Steve Derezinski H#% /N M 40— LA RBEIEE R & &
PREEAE R 2 R 2 48rh (hitps://ixstreet.com/v/eth-btc) » +3H ik -

B4R > HRILLR RS SRS T 1 5 6,652 ([ - BMHZEM ~ BUM ~ SNERD > A]2 -
https://bitnodes.io/ -
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HENFZHIESS BN 2 R B 2 REIR - TENSRIRREsEE " AL

> AHRFAREHEETE ) (Not your key, not your coin ) RIS tEiEHE » FRgtZ
BRAHI e = i B B AL SRR R R -

LEAF s B DI "1, B T3, Thel  BABA - ik RS E
TRNES » EAREHREFSCFRERES | /NS | KR5S O~ 35 0 A 530
AYFERE - 1fT "1 BASERVHEEERE Ry 26734 iz > ' 3 FHSHHVHLALRE R 34
fir > "bcl | BRBHAYMHE R R 42 fiL

AR E 2 SR hE R EECE R E - BRI PURH (ETH) FIBUK
57 (GDUKYS ERC20 fA5) $REHMEERAIE "Ox BHEHAYT 42 L K/NEFHESL
TR 8T - S35 (TRON) 8Bl (& TRC20 (RIE) ZFifs
R REFRE T BABENYHAERE R 34 iz o (EAHE ML IR AT REFAE A E]
Z SR b o T EAE TP A% 88 ALk R B H W — (s
7 DRSS IE R @SR A AR RO - BULERE R B BN S
B -

Bhacsd (Recovery seed or Mnemonic phrase ) © [N BEERFIE 2 FLSG (15
B A BT & BT ER R Y 64 LT T /NI F " » ARG
FREFIEAL - PATLR EHAP B LS - St A S E R A B sk
AL - BIECE— R 12 (8 - 24 (H e A B S S B 4R -
DHREAHE R TLSE - BEABIEM TR SN - R B A s

7> (BN SE BB F DA E RS 4 4R 52 2 PEFF bk £y
bclgmxjefnuy06v345v6vhwpwt05dztztmx4g3y7wp
76 A A B S NE FE PRI A % (Office of Foreign Assets Control, OFAC) A ILEEEZ %
SHERFTFEEA 2 UKL SRR > SR 4 DR R Ky
0x098B716B8Aaf21512996dC57EB0615e2383E2f96 - 1] £x H : https://home.treasury.gov/policy-
issues/financial-sanctions/recent-actions/20220422
77 AR R E A M SR R [ > TR e i A4
https://blockscan.com/ &&H o
78 (lANSEE B R W b AR AR AEh (https://www.bitaddress.org/ ) BB AR ELAF AL 6
By KzoEJt2yv3RYZGY7K5gsmacmsT15utWCKptiABkG3tmzQwyVwozx ©
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SCHLF 2 RERECH ARG - RHUIS R A6 AT RE DS HEEE St S B A
FREEEZ T FIIIZ

3. 848
2880 (Cold wallet) EZ\GEHL (Hot wallet) © HARLUE AT E4Y

B Rl - — A TR I e 2 SR IR - R Rl T - EEhsE
st EAR At S E HE AR - T R EGRE - S RRE AR RIS T
REEREFEE - INMIENGESEE ARG —REMTARNYRA - X
i R e i > N RPN BN - ARG EEE
ZFEkdE A USB F7 U RE B4 - Bl EEEECA BRI NRAVE S - S
EIRREAEIREIRY - B T RS T - S AERaESL > 28R
BTN R ER - IS » IR 2B N B IESOE - SSEIEUATR
R FE DGR AR R ToRHITZ B (depress) ZHRRA
ZIESULIARSRACE® -

LB #8 ) (Custodial/ Hosted wallets ) E1JEETEF¥HL (Non-custodial/
Unhosted wallets) : —fi¢ifi = ~ sEESEEAIEMHE N EE THEEEERIRE
Mz EEAEHR A - (BB mAT i R & R 2 X 5T
Ui > FASB RS AFTIRE - BRI TLE - IRt ER BRI EER S
Bt > MgHEREBTIRE - B0 2 Metamask (—fiEfi K/ NIV 2
) - ZEEEEER L2 Rt E R EB GRSt - BEHEE
2 G PFTRRIRF > QIR SR RIRELA S HIESS 5 25 2 11 ~ EAEEE

7 B > SERFTHAE (FBI) HHY 2022 4 12 HFSNER  fEHERA SRR
e KERIECH - WELAIRE ZEAHESFREE > FLEINMBE (UV) EIREA RS
W EEIME R A2 -

0 RIBEDHIETTAESS 128 (7756 2 TH5 3 2 HUE - BB /RIS » BIRENES 132
e TYUERRE > SHBHIIER L - B RO E IR - ) S REEERE > a2
RNIZBAESUE Ryskac - WHTIERIAZAREE © SOUUTRMREE N S 5 (hadmig ~ eI -
EEESTMHGZ RAUE - REVETRMREE A S5 ZH540 - DL BT A EE S SR
SR o BEREYE (RO TR B ) MRS e ERERREL -
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5 R GG EENHE K TR ERIA RS - RIaAtERE
FEI3 (B354 lk)  FEFEE (B S5 IRMT) - IRERX SR
(55 10 fff) ~ K& (5 11 F) ~ RAFHERE (5 12 k) F5R5 -

HATBIN S Bl P 5 7y 2 530 0 bR T 40E Eahl 5 R KR T
IRSRAN - FEFREE R S AR > ZEEOREHE LS 38 - W
sl FEIH - W GABERIR R - &G MERRIGEREIRS - #
G AT 7 2 & AR &R A (AR B A - Rt E s e
RNEFR ZFTHERMRIT - AR FE BT M Z 2R 88
EBAATILZ KYC/AML FREF? - (HHHRRR B BELUH AR &N

AR Ry REAFWAFRE RSN > EEHEEE ISR
% SREMAL BRI AN B WA B2 B0k - mEmEEER T
W M BREA AN B EEE - A AEH R -

4. NFEbRA

A EESRHE A A FEIRA - AR EBREAFIRA Z R - AR
DRtk ABHAEIRA L - A FERVEIRHEA A FEZIRA > SRR 252
Gravik HREAECERF I R EACHSE] - AR 2R E A AL
Fifg 2 s Ghacsk - AIEGAK A - BBOIE - AR ZHEKEEEESAH
2% > FEEHE M L =325 - (AR EAESERZZE - Al
JEZ = A un A - FERF IR » DURS &S EFR T LUK DA - i
At 2 B ERE o4 UM T Z e B - B4« 2222 - BNB
USDC %5 (ERC-20 fAEf7% ) - 59t/ LL ERC-721 ~ ERC-1155 FEAE7EES2 5%

{TZ NFT » S {E DURDT s - As -

o

Ny

81 —{%F% >~ By Know your customer, &% B KYC ©
8 ERC-20 FAE BRI UK @ B R HEAa(UHE (Token) [e88 5808 2 BERE R > HE
(R SRR 51T 2 R DU A DU L e - AJ £ A,
https://ethereum.org/en/developers/docs/standards/tokens/
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2 BRI TE RS (Blockchain explorer ) © AL 1 SEd /N iAW 2 fF
M EEEEER S s - B BE - B - HRESEE
SCERAEABANRA b > FEEEER SR UEET - S e EEE
s - BB GDIAEE T 2B - B AMFhET% - B ARE S 2 KBRS
At TR R RN A e A AR s SRR B 2R ~ DU
SRR AR S SRR A - A S S E R A B
a5~ I ERERGR LML T RS -

RNk BRRIEHE - AR RS Sty g 20 EE
s 2 ANFARA L RNREEBE R G AR ESHAER ZATNEA S > HIE
R AL G N AR BT E 2 5 L - T b ELE
I T% (Gasfee) » B G FTTGRHAEH S HHTNERA 5 Z Segk LAV ED
SCIRIEAECE: - A SR Z ek il - DIEREE TE - A P AR
N2 FEBEE TS 2SN B0 - X G P T &k ez sk Lo -

5. ELiFEE ATM

EERF I ATM (RSB B8 ATM AL 2 - HIIRE RS S e e
A (R ER (S A B R A L LR B i R R i E IR DA
o o HEsRE R E R A 2 LR Z sg il CRFE AL QR Code 7
AT - A0 R B A AN E R TS o I EiEs
b HEBZFREHE LR 2 FEEIERR G ER » — K&
EEE 129 % 2096 © HFCEERAE ATM ZARAYE S AT KYC Thae A~ —If
e Algie it TR ERRETIRE - B B 2 A REIEIIRE - M)

8 X5 5% (Transaction hash or Transaction ID, TXID ) {45 e B EZERX G2 Pk » HixB
EX 5 (Hash) MK > 0 SR EE IR E 25 & ELS -

84 See https://www.blockchain.com/explorer

85 See https://etherscan.io/

86 See https://tronscan.org/#/
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e HEA AR EIEFTA e e E g iR BRI - BEEGX]
ERAPAMT NSRS SN IR IIRE - BUE RAUIREBERFE Ra R - BREZ Y -

i=117'¢

6. TER

REMRHEZRE (Tether) AFFTHT » HET A UABERESHE
FEEESRSE Esd T - SCREERP &S 2 Se = A T OEARRE - IR AFE
TR 2 > BERE ZERTE#E (Peg) s - NI 1 R ERZ
ERHER 1 558 - A EREEN ARSI ERE RV > 87
BEIEB AT IR AEEEREEE e T E I 5
it - fEn B N EFFEEE M TR ) R RN B A
R~ PERKE TlERE ) (B ARE) ZSRATIRDE - WH#E AR E R E R E
Z SR EAT TR o i TR ) R RsE E ERRSR ML - 1
WEANBEREREEAE  SEECHEZEE - AR EHIE
TR B - IMEEIEET] TR, I TN, S ERNZEE
R ohaukailE - SR A EERER - WHRE C BTN > 8
B LY TR B RS

ZFEENEEBEE (Deploy) RGN TAAEAZ EITH F19H %
TTZREN > BUEEBE R as ARy - BT L R E T (R E
(RS E31T - JRRE MRS - SOATAAE S (Tron) E8#fT 2305

87 See FinCEN Advisory, FIN-2019-A003, at 7 (May 9,
2019) ,https://www.fincen.gov/sites/default/files/advisory/2019-05-
10/FinCEN%20Advisory%20CVC%20FINAL%20508.pdf
B BN FEEA TR  f#HEeR S B8 R —EEZ R ZRIE BRI R
NEPRE > BRI 2021 4 2 F 18 HEERFIME - HZENAEISE 1,850 ETEEHIE - 12
B, © https://ag.ny.gov/sites/default/files/2021.02.17 - settlement agreement -
execution_version.b-t_signed-c2 oag_signed.pdf
8 T L RECESIH TR BIERHREE A FTRAE - T R NSRS o bR R E A
BUEEH - H THRs , SE— I AR P E R MBUEEREN2N - BRE R
SEMSPEBTFIEE B G E 2R84 > T2 REERAHTTARE 111 S EIRTEE 32 981G
2z 2Bt s B M E 109 FEHFEE 11904 SREEHTE -
90 =411 & Bitcoin (Omni & Liquid protocol), Ethereum, TRON, EOS, Algorand, Solana, and Bitcoin Cash
(SLP). » T[£: R ZF3/\E)'E4Y : https://tether.to/en/transparency/ (Last visited Mar. 19, 2023)
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International Law Enforcement Cooperation Report], at 5, 42,
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9 ELIPTIC CROSS-CHAIN REPORT, The State of Cross-Chain Crime (2022), at 4.
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2019-A003, “Advisory on Illicit Activity Involving Convertible Virtual Currency”, May 9, 2019,

https://www.fincen.gov/sites/default/files/advisory/2019-05-

10/FinCEN%20Advisory%20CVC%20FINAL%20508.pdf.

104 See https://www.secretservice.gov/newsroom/releases/2023/03/three-individuals-and-one-

business-indicted-engaging-pattern-corrupt.

105 HyjE/E40H 36 EE LR ATM » T2 © https://coinatmradar.com/country/208/bitcoin-

atm-taiwan/(Last viewed APR. 5, 2023) » SS{KIFEZ LR EZ LT 20 =R IFLER T ATM 2 48

5 ZEWERS (iR MRS - & 2RI G AR R A F & i A ZEEER

SR RS IIAE o NEE RN BRI LM T 2 T A RLEIH COINME A SR E 7 LR

ATM - IRIEREE /D SEER - IR 2 WIRNZE K F il A F1FT9% - & DIRG A8 s

WS R EEE T - WEORIEEE Ty M EGZ A 5 2 88EME - HEAERE S FER - 1855

REERRE » HEE Y KYC 22 m R—3F -

106 Complaint, United States v. llya Lichtenstein, and Heather Rhiannon Morgan, No. 1:22-mj-00022-

RMM (Feb. 7, 2022), at 2.

107 Verified Complaint For Forfeiture In Rem, United States v. 280 Virtual Currency Accounts, Civ. No.
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117 FATF, UPDATED GUIDANCE FOR A RISK-BASED APPROACH, VIRTUAL ASSETS AND VIRTUAL ASSET
SERVICE PROVIDERS, at 18 (Oct. 2021), file:///C:/Users/user/Desktop/Updated-Guidance-VA-
VASP%20(2).pdf
118 FATF, Targeted Update on Implementation of the FATF Standards on Virtual Assets/VASPs, at 21
(JUN. 2022), file:///C:/Users/user/Desktop/Targeted-Update-Implementation-FATF%20Standards-
Virtual%20Assets-VASPs.pdf
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123 |nternational Law Enforcement Cooperation Report , Supra note 97, at 39.
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argentieri-delivers-remarks-center (Last viewed: Nov, 17, 2023)
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125 See https://www.kensatsu.go.jp/kenjisouchou/kenjisouchou english 00001.htm
126 See https://www.justice.gov/usao-sdca/pr/japanese-language-version-united-states-files-civil-
action-return-150-million-embezzled (Last viewed Mar. 19, 2023)
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129 https://www.coe.int/en/web/cybercrime/the-budapest-convention (Last viewed: Nov,17,2023)
B0 SRINAGLAKITN ] RE S A S A2 B P _LREA4EE ~ imal TAZAUREAE » 0« BRI R INAE
0T #iEE 5G TTENAEEEFE S ES » ZRIE A B 68 (EEZ 2 (fAZZE i/ A%)) (Budapest
Convention) HYERZZ £ BIGAE » 32 EESm A PE] ~ #8E] ~ MREETRIEAER - BUrhr T EME
BB AIEBESS EE 56 QR 2R ENIETAR R ITE > Dl m4E R IR i
HYEHE - a2 R, ¢ https://www.voacantonese.com/a/with-no-precedent-in-central-america-costa-
rica-excluded-china-from-participating-in-5g-auction/7344872.html (Last viewed: Nov,17,2023)
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https://www.unodc.org/unodc/en/cybercrime/ad hoc _committee/home (Last viewed: Nov,17,2023)
136 https://www.unodc.org/documents/Cybercrime/AdHocCommittee/CRPs/V2201024.pdf (Last
viewed: Nov,17,2023)
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https://igwatch.tw/2023/09/13/%E8%81 %AF%E5%90%88%E5%9IC%SBUE7%B6%B2%ES%B7%AF%E7
%8A%AF%E7%BD%BAABES%85%ACKET7%BA4%84%E7 %ACKHACKES%85%ADBES%BCHAAKES%ED%94
%E5%95%86%E6%9C%83%ES%AD%BO%ES%90%BD%ES5%B9%95/ (Last viewed: Nov,17,2023)

138 https://www.unodc.org/unodc/en/cybercrime/ad hoc committee/ahc_concluding session/main
(Last viewed: Nov,17,2023)

139 sE S bR Eleh BRS¢ https://www.moj.gov.tw/2204/2795/2796/58341/ (Last viewed:
Nov,17,2023)
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https://www.unodc.org/unodc/en/cybercrime/ad_hoc_committee/ahc_concluding_session/main
https://www.moj.gov.tw/2204/2795/2796/58341/
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https://www.moj.gov.tw/2204/2205/2263/%E5%9C%8B%EI%IA%IB%ES%8F%BA%ES%85%AI%ES%B

2%B8%E5%8F%BB%E6%B3%95%EA%BA%I2%ES%8A%AI/%ES5%BF%BB%HE6%B3%I5%EA%BA%I2%ES

%8A%AI%ET%8F%BE%E6%B3%81/109341/109716/post (Last viewed: Nov,17,2023)
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REE S AR R A PS5 i 55 o R UM R A48 B BEZATRE LN
LA ME AL - AEEEBEWNE - &EHIMCHEI MUE B
[FBRM S R R A E EIFIUSEEE U0 (International Crime Cooperation
Central Authority, Attorney-General's Department ) e S E G BIEEK » 555K
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Wz JHHELT - AIFTATAL - IRSIUIRATG Z St RSB 38 2 T\
fE > REEARMARE TEER I R EE R - R HEBHEemEE
ZIEESN - NS ER EE D E EASSE R T EE B RY
W > FHEUEBE RO E R EEFR] > SUARA IRV RS BB S

(Probable Cause ) 25815 > IEFURHGES KEWet SR LBIFK 257K A]
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GRHE  IRARERUCZ AT T EEZEEKE - oy 2 2 BRI IE

(=) FEEXEREEE

BEAMEIIEEEAE - JEIEAWBIRE SRR A M - iAW
o MRS Z EERR THEGIMEE (B0« BUSFE At e E R4 &% [F
B FAN EARSR ARSI o FREAXRBIES R - B
B sHA (BISEE T M EEEE ) BRI NG B B E & T %
BE - PUERRAIRIN G &S - BREMEREEN - TEmESE T - ]

BRI F R 2 ARG - Pl - SRR E B
143 (The Egmont Group » HFCfETH + SA&SEREIE ) - REL S Bl R S @ 10
(Financial Intelligence Unit, FIU) SCHARERE8E ~ ERMIIEE

N T EEREESUIEFT S 14EE4% (Asset Recovery Interagency
Network - Asia Pacific, ARIN-AP ) | {48&EE A FRZ2EE /55> 2011 4F 12 A » 1F
FATF/APG B[S 7 KRG FRHETIHE o K& 2B IIR R AR R4
SRR - G 2012 A 12 AAEBONEETIUIEATISHAEAE4% (CARIN) AE1E
REFREETETE © I WEEEFER TR - BRIER R 2

K ZENE - WEIREE WS B RZ AL SRS AR - AR

B0~ G R B R (X 7 e P [ e ] = e B {1 e R PR 22 B TR =6
HA PR AT R Is ) 0A T Bh A4 A AN AT Rk 2 i fir » 548 Hins - BB RENEA]
122014 4F 1 H 28 HAMA ARIN-AP14 ¢

BOMZESHUSEAT S I#4g4%™*> (Camden Asset Recovery Inter-agency
Network, CARIN ) ZE&ZEEHE - H&T - fIFIRDZUREBEVENIE A EAN B
HFRIERAEEE - R BB —HHUEE B —HEEANBRE - It

142
143
144
145

[FliE 44> F19H -
https://egmontgroup.org/ (Last viewed: Nov,17,2023)

https://www.moj.gov.tw/2204/2795/2796/56840/post (Last viewed: Nov,17,2023)

https://www.carin.network/ (Last viewed: Nov,17,2023)

68


https://egmontgroup.org/
https://www.moj.gov.tw/2204/2795/2796/56840/post
https://www.carin.network/

Hh o BEEIFTEUFRINE (the National Crime Agency » NCA) NHYESEIS &/5
E1EH0% (International Anti-Corruption Coordination Centre ) o [ [Ef&
SHR AT E B 2 i BEIE EEERBR e -

TEIRERBIE S E PG ZIEE - BB E AN B R 72 2009
T G 2 A AT S R IER R B 0 e EERR USSR
SRAHAEM - RMtEHEE R AR ARG ENH SRS - FHE R
FISZ G =i iE s 0 - A E R R IR & Y AL 25 TeA
(EH - BHREABUREE - 2R TSR - B - ZEATREERR
e TIREERE | AT RE[E RIS R STEAREE T AR SR B A i
(e ? ) BREARNEREAY R - Wl A REBUER R & E - thlEss
BIHIREY > A RTREREZE - HHRFREOESRIRAE A - RIS AR - T2
ERREIEDEAN B RBUEKRIEE -

(=)  24/7 Network

JNKTZEEIR =lEE (Group of Eight, i G8) » G8 Jit 1995 /1 & F
Mpgar a2 S 0 HPATEE T SRHEJUSE B LIE4H ) (Subgroup on High-
Tech Crime ) JERI{EREELESNEE] " EIUIERE R E MM , (CCPS)
FET - FEZEIIAEE2S T EREOUIEAE RS 5 L1 Kb
[F54E4% | (24/7 Network of High-Tech Crime Points of Contact ) » FZE{Y 2003
10 HEEEREVEEHEE - DEEBXFRERIA > S 35 HEE
(4 16) -

146 https://www.nationalcrimeagency.gov.uk/what-we-do/crime-threats/bribery-corruption-and-
sanctions-evasion/international-anti-corruption-centre (Last viewed: Nov,17,2023)
147 https://news.ltn.com.tw/news/politics/paper/301401 (Last viewed: Nov,17,2023)
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Members of the G8 24/7 Network (as of December 2007)

AUSTRIA GERMANY MALTA RUSSIA
BELGIUM HONG KONG, CHINA MAURITIUS SINGAPORE
BRAZIL HUNGARY MEXICO SOUTH AFRICA
BULGARIA INDIA MOROCCO SPAIN

CANADA INDONESIA NAMIBIA SWEDEN

CHILE ISRAEL THE NETHERLANDS TAIWAN
CROATIA ITALY NEW ZEALAND THAILAND
CZECH REPUBLIC JAMAICA NIGERIA TUNISIA
DENMARK JAPAN NORWAY UNITED KINGDOM
DOMINICAN REPUBLIC REPUBLIC OF KOREA PAKISTAN UNITED STATES
ESTONIA LITHUANIA PERU

FINLAND LUXEMBOURG THE PHILIPPINES

FRANCE MALAYSIA ROMANIA

& 16

2004 4 2 [ G8 ElEGFTHE | BRI TR | 1
Christopher ML.E. Painter i35 B REEI4E 3 H i35 AFIBR G (T 2 55—
RIS E S - SREISER U TE B AR « B BRS (SkEh
R R T~ SRR S S AR B 6 T 4R
IS ERE - G P RERELI I T EREEL & G REsR
(8 )~ T BRI T ) DR T BaE A SRS | SAREHR I
£ S G AP EEAENET

NG — BRI » G8 B G TR BRI TR E TR R

2006 7F 10 A 17~19 HERFEAFZRE > $FEEI0A T G8 Network of 24-Hour

B -

Points of Contact for High-Tech Crime | 7 €5 B S8 — B4R S LSRR B g
( Second G8 Training Conference for 24/7 Points of Contact ) - B {F3E[E] =])4
HO = ] AL IR R B Y FEdH B BRI F] % Richard W. Downing F2#5 5
& Aubrey Rupinta ([FIIRHEERH IS8 2 TR A ) DL TE R AT
HEaallE (20 LIF4ERS Christopher M.E. Painter Z #4350 ) HR1E
BHEL > s REHEIRHER A E e TR R E IR E CGREEEE

Bl ~ SAB RS R e R B (AR LE -
(IEEETAEY) Y 2004 FEAER % > HioEs 35 (RAUE ER 1L A RUE

Ny

SBHEERE T 205 EAERUIRR R (2007) -
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TERVHR4SET I « 1> 2007 FEEOMEEEE & ( Council of Europe ) AR5
YERIHTEE (Strasbourg) 2B " Octopus Interface Conference - Cooperation
against Cybercrime » DUNEfH OIC BISHET & | - IFEBONELE & AERE
EREBEBHER & (FREFHT Alexander Seger Je/EBIEEIRENR B2 - 4%
EBE IR EEZEZ 1L A e BB RH EEREE (HEE TR
Bl R IREANIEeREHE (REEEEE1HREE)
HEISNN - ez - WL T G8 24/7 WlFAHARAYIF B A4S R A & il
R (AT ALY) AE R ARBEEHE S AL > HmEH
G S PR TREE - 4E5E - BUR T BRESE IAER ) BV IIE o RLIRAEEON
ISR eI ZESER 2007 4F 11 HREER G8 mRHIUIRIIH TIFH
A R

MEFREREE - 48 G8 24/7 Network 1] m) HoAth & BEEEK# - (55 KiF
R0 R BAR EORIRIEE R TR » #3E kT T ORf# L (Data
Preservation ) s%ElSEA 2 4Epsfik5Eftg (ISP) ZHIEER » ENEAUG
Z Bk R HENE G B EE R 2 0 - TR H A G8 24/7 Network 2 Fifi4&
B R HE R - R - Ak Bz B %
PRI KA B R F BRI R RO A % -

=~ fTRERIUFEZES:

(—)  EEHEES
FEAEHISRTTH - BEIEHEHSE (INTERPOL) &y T EBIH & BRI A

FTERAEPLIISE - FEHTINHY AL 17 INTERPOL Global Complexfor Innovation

W DL EBRER 2 ABHEERE T HEEONE S SRR ANZ B G SR T REEI TR
e & B (2007)
0 BERNFISEE ~ WOM S RIS 2 (R F ~ SRELZ AR ~ BRMISE - wJ 264 « SR ~ 250
Z - NS T SIIEONEIAEGE S 47 EEsE , (2007) 0 SF12 HEFE 16 H -
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(1IGCI) » ¥ H & SREMEBIUTREE RS - B - e - &
BRI E -

FIRAEEsE & 0 (Cyber Fusion Centre, CFC) » PREE{EHUATERA K 3R
Fr4EEE < RS E o 0 o TEERUIREER - IREARUE BT B - 1T
Je ean AU gRE 7 > DML A BAGTTE) - IHAh  par B E e

( Digital Forensics Laboratory ) » fif B & S 4F H & TAF s e ~ B
B EEE - K T HB H ROV4EERIETE T4 o INTERPOL JRELAERESE L&
fF - EalamirtURiE - DB EIREREE T R L™ -
(=) EONEERIEZEF .0

B SEESIEIE S0 (European Cybercrime Centre, EC3) FHEIGN & 4H
a1l - BAENGRECEE HEER D TRARUEEIE - 1L E B IRERUN AR
ZEMBUN B 248 UIRIR S - B 2013 FRarPIsK - EC3 R TR4RS
JUFRMEH T ERER W2 E TR 2 8 H AV T BRI B S R T B SR
F o HERHTRELUNEATAERIUSE - ARERIUSE ~ HE MR ~ (15K
SRR ER AL TURREAY_EAVIUIRIEENNY IR

EC3 E R FR AR A B RAY O fEAE - BB R LT ~ eI
SERHOR R g BRITENIER S - W R S BN T B At = B bR
T FIE A sl S iR mE )7 - FEEONN SRS E fE N - HECHG R ET
GRS - W R A RS (LEA R LAt AH BE AR 1+ B B A ~ &
AGEATEREA (40 Eurojust ~ EEAS ~ ENISA ~ CERT-EU ~ BlHEZ B & - BUIAREE
G5 ) o B EITNECHBUA R SEE 754 (EU LE ERP) [ EUAERIR(HE

"24/7 ) EERIROT SR - DUER RS E0E - MRRaIr RN Eit &
JE - [EAh - EC3 TP (e S 48p AU TRITE R A LAE/NGH (J-CAT) T4

151 Cybercrime, Future-oriented policing projects, INTERPOL.
152 https://www.europol.europa.eu/about-europol/european-cybercrime-centre-ec3 (Last viewed:
Nov, 17, 2023)
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T & B 5 m R IR AR P IR
McAfee #HEE—TH4 % " No More Ransom (NMR) | (4%&58h2REES ) HY7T

8 BERPSRTEZE A IIEEE > MERRILES T

& ° NMR R T ARG TEEI T A B RYEILI R EE - 2F &M ER

BOE ST S BEER S - BE B WKIEE 2 B GV - EC3 Rz
FATRft 7B iR o BB EIFN 2016 £ 7 HifEL > EEBIE

i# 600 #A > HAETEHEAZREIENT « AVEEFTRIEM ST 170 Z(H
SFrafEBH - BRERA 37 BAEFESHRA - TEE 120 ZETE -
REFfEE 150 ZfEA [FEHAIHVEN RS -

"No More Ransom (NMR) | AJ#E/ER AT © 2FE A E " No

Ny
ZES

More Ransom (NMR) | HY45E153 » BEEE T 28X 5 | (Crypto Sheriff ) Ifj
fe > D B R R AR I 2k

GRIREWNE S 2 (6 v o] 3 D
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> HgHE ~ PERFIE SR DR BB RGBT 2 S8 - IR BT
EAMENTTE - MRERZSEAREES > MIERMGwEA -
EXERMERR 2 ST

EXBEAE RS 24 51> (The European Union Agency for Cybersecurity,

ENISA) SEE TN AERE BN B TR 5 /K AE RIS 2 = B AR - BRI
SRR 2004 F 0 WAREE (EUHRAEESZE40%) (EU Cybersecurity

153 https://www.nomoreransom.org/crypto-sheriff.php?lang=en (Last viewed: Nov, 17, 2023)
154 https://www.enisa.europa.eu/about-enisa (Last viewed: Nov,17,2023)
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FE— (il R A EN R SR o - R TR o T HEER a2 R
ONIRHVAERE 22 a1 BRIy » COVID-19 A {Tih#l 1 B e &2
VNN » R R AR IIAELERS - AIEE I DAERHE A SEER 5 - 4
EAUIR T HIF SRR - FrnlRe B AR T R R TS (R L
K EFIREZRAT -

EHEB RSB > g RS HEAURIRE R - B ¢ B
ELBEEE/NH (Computer Security Incident Response Team > CSIRT) &
RGBS AR EIETHE > WEIAKE OB - RREE) Al
HAAER 2T - mE EERE A A HR A a > (B EA R
ZEf > Hrp— (BRI R A & B8 -t sE - HEH AR Y H NS
B o [Ah - HAtRR e S FEA R E > Hrp il ~ A - A8
PRk > AR 2R FRTT R7E 5 - ENISA [l 1 Bl &L 2B
JEEs/[N4H ( Computer Security Incident Response Team, CSIRT ) ~ AR A
EAMBARARAIHSHES ~ AERKE - Wootr 7 HERHTIIES > U
K& EEEPRIEE HATBE T - B (et Z IS ELUR A
B > WA SRR - B PR Ry i st A USRI L R
A S HERAETETE » ENISA iR TAE SRR A 2157 o

155 https://digital-strategy.ec.europa.eu/en/policies/cybersecurity-act (Last viewed: Nov, 17, 2023)

156 https://www.enisa.europa.eu/news/enisa-news/incidents-handling-and-cybercrime-investigations

(Last viewed: Nov,17,2023)
1572021 Report on CSIRT-Law Enforcement Cooperation, availabe at:
https://www.enisa.europa.eu/publications/2021-report-on-csirt-law-enforcement-cooperation (Last

viewed: Nov,17,2023); Aspects of Cooperation between CSIRTs and LE - Toolset 2021, availabe at:
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(M) 4ERREFEstEAE

LA SRS JE LA IENHTE; (Bucharest, Romania) HYEIZ 8 &40
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MW A ReiimiEnE - W EREEB S FAYATEE - HIETARZCE B MFR
TR BRSO USREA SR ISR - RE R ERE SR TT > FEEEIUSE
FHES ~ MBS PRIRERC > BB S HEIREER - FUA LB ES IR
O R RE B R BB T RIS L -
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B~ Ksk c BeHEEE
— -  PH2FEHE (F—R)

RS c 111458 H 25 H%E 12 F 11
(—) HIE

1. 109 FFH] ZFIERE HHER

EHEANRE 109 FHKEEE M TREETRERZEE  FEE
HIEEBE AR N B S - [FF 3 H AR BRI 2 50
REFEENMIERE - JEAnG RS2 M 5e S 4R MR Bt i
(Berkman Klein Center For Internet & Society » NfE{# 5 = 1,0 IEAS R 55 (4R
& - 7% 109 £F 5 HEWEZ O 2o EEm - FEERER 10949 H 1 4
£ 110 F 8 H 31 HE Esz OB EhMEE - HreiI « Rehiise

(COVID-19) fifpglk - HGHARSEMAN 2R ~ TEEIZMELIEIG =
LT MR 2T Z 68 > RIEZ R - EEERIEFTE L - )
M S TS REREEE ZH S B AR E T —FE -
w2t - NEIMEEGRRERFEHEE - Fi% > SIRARE EREEE -
FHAEH B EWTTAERE GRST 2 BB B 28 FUCER
HE R EEERE - WBIHRRNMBUSREEHLG « ZERRIIAYE - £
ROFEEYERGEEEZ T - ERERGER RSO 2B 1M
EBSE NS BRI - T E R R AR Ak Z B RS T
FEEHINIUAE RO TSRS - BHMEBHSH LSRR - &5
HEEREEE 2GSRBS E 110 FHREALE -

2. 110 FEEZFHFEEHER ¢

MOSRER > HEBOATHREG 215 - 30 110 4 2 ~ 3 HE4ER
HR A S ORISR E Z 5 Aot 11043 A 3 H
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PRGBSI DL - AU S AL 2021-2022 AL B - DUA
JEFRE R - AR SRR R A 518 - R E AR TE IR
EHHEANG - BRI S SRl - B ARy > D S L
1T Urs Gasser 5542 K& A Rebecca Tabasky 2+ » &8 HS [0S © 1RIE
16 Bt A T IR R E - R T —F E S G e
F o THETI® 2022-2023 FEBHIERE - SR EHNERECRAZR ML
M HEERIMEE - WEUEBEEE EEREEE ZMEEERE 111
TR -

3. 111 R FHFEA R

SRS RER - M ST O ERBREIF SRS ZHEE > EE
FERACHES > 1Y 11145 A 12 HERZ T LZENE @ FZIEEEE 25
FIEEE S - BEEEEh 2022 429 H 1 H%E 2023 4 8 A 31 HEEZ T L
EAERIMEE - WS O ERES A RAE B R B MR F X0 R - 4%
HRRIEF B BRCE R S - BAERT SRR - e & oL JRE R R
BRFEREAR Rerg AR T2 - 34O Z RSB EE Urs Gasser Jo/E R E 1R EIE
ZUE® > TME Sue Hendrickson 22V R(ER% T T £ E - FEERE
1% > $AFE 111 - 8 AfEHHEENSS > FifEIS e -

(Z)  IafEREETS O/

1. &iE

H 1996 FIE5 1 KELEE[ZZ1T Charles Nesson EiZg$% Jonathan
Zittrain £17 " AEREIRI 2250 (Center on Law and Technology ) | 1% >

% TP EIET TR B PR S AR s T I © WY 1997 4 > Berkman 5¢

178 https://cyber.harvard.edu/story/2021-04/urs-gasser-embark-new-role-across-atlantic
179 https://cyber.harvard.edu/story/2021-12/berkman-klein-center-welcomes-susan-hendrickson-
executive-director
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JERIRRE S5 540 BT Taz T ISP HIZE - B2kads » s 0k 1998 4
ARy MRS b i ol S B S RS S & b 5E 0 (the  Berkman
Center for Internet & Society at Harvard Law School ) » IS 324 - fHivi S H
DR ERERER ~ RHAIEISEIREES - AR - BRR - ME AR

A8 - DR N EE RS E PR RS S T AR AR » M EHZERCR - %
SO TS A PR AR AR BB T - pREEZR - SRR R 2 AR H - B
AathER o 30 B ATETTI I Z SR EOE MBI A ~ Al BB S
FHE R 4R GE ~ SRR ~ 40 - RERAIHIGER - MRsEi ~ R
EEREFEEEE - ZTLANLES 0 B EZTUIITEZAE 40 BRELZ 55
B~ WIS E ~ T B S 500 £ 0 [ERFIAAE A S BH R

ArECEE -
2. B EHEAEECETE (The Institute for Rebooting Social Media ) :

TR B —F% - MrsduObs T RI=F2 T ERrLEE
BRIt E ) Wet % SIS - BAVERIIZRTE M H At
#asia VS 2 M > B EENE (misinformation ) ~ FRRAEEE
(privacy breaches ) ~ 4gp&E&#E (harassment) ~ RAEFRANZIEH (content
governance ) » #EH A EESEETT « BURFERFT ~ FAEIHG R Sl B HG T [F) 5%
&~ WF5T - BIRERGHEE 1 RFZEE 2 IRRE -

(=) BSHEZHERE - EEkEHE

1. M PO Z e E Y o

A S 11149 H 6 Hitl » 2R RHR—E > s
RIEEEE T X0 m - IEE#EE 25 ZP O RE FE 2 R
BUEENME - G ERREE) 0 HSF R O RT 25 B Bt
AFTAEENHIEESRR - bR T SEE Z8MEEIN  TREEE IR 2 35

23 T lnlieag ) LR > PR TN R M e SRS o IR Ay
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St T ER ST RS o AR S AdRs E0E 2 R R B A RE - BURTER
PEERREIERL 2 GF ~ SREL » (R 2 B o K O R
B Ry T SESREE ) (Cultural Humility) 2 EEETHR > HEEEBERFR -
fH) o EEMAZEM - BEREE Rl ANEE 28 - &H BB E
BN EBEEINZ 02 TT ~ B T RZIENS -
N ERE  PNURTEZ % - P E B B NS

» G ] B R ELERR AR 2 HFT R AT R B T AT
amERE o FENE ERNETERR - BN TR Z SRS
(Social media scam case ) » /M4EEEFIEFEEI 2 HPREIHTER
(Romance scam ) Z=fl| (fEHAEE KT " Social Media Scam Case ) > &#F

R EEERE T facebook FERIlME = AL FEE RS 1% » fE il ARFRIOHLE
HHEERF I ATM B85 EERF IR T 38 ik E R FHCR R 2 s8 AL - S el
ERIIEEBLEE T 2 W5 - G0 HEREELES &R RN R PR - FEAA
ORiE R BB B AR « LA EI SR ENEIINERER - SRR
SOTTH - SRR IR 2 (O] ~ FEEEE G 2 B R B RS A
B Z [ S e > JR5 [REEG 2 55w - LA - I Im SR I0E (End-
to-end encryption - 4%y © E2EE) ZIEEHERAG 2 ERHIETERY - AIREEIR A
HH%E - JUSRIEE AR 28 - IVERTETR - RIEEETE - &4
ZZPIRIRy " Signal | > Signal J£H Signal £7ffirZk<E: & Al Signal Messenger LLC
SIS - E & B HRAS < Signal L84ERE RSB E— ¥ — KBRS,
DRI Rk P i S U 0 2 Bl > 8 Signal M EREREG 2 (EIkSIEA HFHF Z
FEEaNE ~ BEAHAAE - Bas A AGE - TER AR o M R IR
R[] R fe 1% (o IR ] > J2H 2016 48 - SEEIUATRR R EHIE 2 - 1
PEAE IR I F AR 28 B HAC % < {2 (Grand jury subpoena ) ~ #2552

(Search warrant ) ~ EEd5% (court order ) Z[o] Signal Messenger LLC Z5HY
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HFE > L Signal (5 w1 R LR FH P ER R
o TEEREER AR o M IR A IR INEE 2 N RERLERSK » FIUTRHE 22
R Wt AT > BB RIS - &y 1 ZEm i I B o Z U SRH AR

> REFELAERFIR ¢ B F AR H I s AR Ak LA
il > (EEUFRES LUE EHARIREN TS - AN iR s L m] Bl K
AR AAYEERS - M — TR SR AT R AEERR LU FRAL A
RE Ry AR IECES > FE3e ANHEORIE R A Az AT HGS » AR RFERIE &
AT A SR o TIRE A PR -

fEEN R (U T A BEAGIEH ¢ Y 2022 4211 H 14 H » #5280
7 META A EI RN EEUR Z BI4EE Monika Bickert 20t > fEG (A2 058 B
BT TRAE®? (Austin Hall) HETTHEE - ¥ BB A0 AT IR RE 2 BBURF 7Y
Ham N 2 E RS i E L PR S R TR A o BRI
AR ~ T - BRENE BN AN BN RSt B G TR (IR > B2
BN > ARSI LA TR B S L BEEAS N 2R R BGHE
A AN S L% > B Ry KRB 5 S BT A RGNS Z A
U] FEIRSEIBURER NEANENE Z Sl - FR £ H L TR
B 2R FGERMREE - SEsahi RIEBIEINMERE SR IE R Z A Eall
BORE IpE 2 HIEMEGEE A PEGEE - R S S AR
AT SR > AIE H P A E SRy - & H B SRS - IR Pz E
B HTRAT 3R o WA AR e BRI - 5 PR i R
TEEE > (B PA E SRS S RO R AR IEREE © #ER

E[

\

180 https://signal.org/bigbrother/

181 https://www.justice.gov/opa/pr/international-statement-end-end-encryption-and-public-safety
182 BEHTORMEEY 1881 4F 0 Sy EEIAISAEERAT Henry Hobson Richardson Firagat » /MR RSB0
Hr it AC— DL B R R A SR A - T R VRS » BRI RE A G B 2 Bk
K& TNREBEEEEEARGRAE » 12

https://en.wikipedia.org/wiki/Austin Hall (Harvard University)
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Monika Bickert % +-7RZ R~ ALE 2 IEREMEIE 93 2 1 (B 0] & META 28
ARG EERE 23807 -
2. ISR B H W HERRE (John F. Kennedy School of Government, Harvard

Kennedy School, 5%, HKS) 2~ Z&FIEEE :

HNEE 2R EE S T T RERIDIE AR KBRS F 252 ) iR
SHERIUIRTA R BEE R H i - S B R P U TR 2
bge & E A a2 - EEETER L E RSB TERA - NimE
SRR A R - BN 2B AR ~ I -~ BREEE - KEATEREE
P FEICE A S IGEIBTTT - e fh H SR e N B ~ e
web3.0 FEEEHERHE RV REIE - EEMSIO S ECERA T -

5.2 TR | Congress and Crypto: What Happens Now? | (&1
REBEENS © BAESHE THEEE?) » EelE BIafhRENEE T Howell E.
Jackson Jz H#iHEEFE M-RCBG #(fi1 & EE EX 55T 55 - (F Timothy Massad >
Timothy Massad [l ARi{EEREMIAER ZHZE® (Commodity Futures
Trading Commission ) & o M5B IEEBET R X 52 & (SEC) ¥
PR 2 M EREE SO - HERE AR Ry R Bl = AR gt 2 T Howey
Test | 7 PUIFHIAE © (—)EAHE ~ (D)JHER—HFEFEE - (E)EA
TYEERIN ~ () N EERUAR SR ABEE = A 23577 o LR 2
BB IR RN ) R AL - RBIREESL - BOREE S - A
A AR E SR A RE G4 A 2 (Token) » (AR HI
OB E] ST - EZE A[REHETT 1CO (Initial Coin Offering) Z H&ERfF
RIA & gl e g s - R EREEEAGE BARFE = - REH
SEC FTE#E » WA BASE M E M A ME S - AlnRelw i E s

183 BHHA Securities and Exchange Commission v. W. J. Howey Co. » A £:H :
https://www.law.cornell.edu/supremecourt/text/328/293
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P2z BGFTE © MAE 2022 4F 11 H @SR BERE T AP FTX i
SR 58 RERE SRR RBUTIR]— 7 #1228 > Timothy Massad
so ENEEBEETE I B (6 FEAERIMA A - BaEA
BRE ~ BRI EZE ~ LIRS HE AR -
FEFREY - 5 (8807 TR BEBUN R ORIESIS N S AT S H P i - Bt

I EEETOR | FIX XGFTRESSL > WA G AR L AR - 1H
FEPan R ERT MR > B AN BT TEHE RS - il FIXEEHARAE T4
a] o AR H A SO HAR BE B B e R R B M B e
184 o Y FTX BRZE SR 3 s % A DATEEARYZ 25 B BUR S R RE B <2
S 2 BB JTEEIINGR  TINSRE BEE A AT L BE 1 - HHVUSE
HEMSEAG - ERNEHRER RAERE - N AR R
HeREEAE > FELERNRIRA ~ AR &R HEGE 2 e R B -
WNERZFEREERET OIERSATE > A R A A S AT A
R ENEZ AR 2 A - 28010 > S B GARE AT RE AT [ —
He > R BEE A F P B R E R B R M SR > EE(EaH
AN EECH - B T - SUATREI S s A R
Byl > Y N EIEEATA SIS TR RE R Z 485 - 28
BN G A LS SO RO Ry bl > EORFEET TR A A B EEe it
BONFEES - MEZEFERRREE - SGLERER Z &S > RIUEEE
S S E TR AR E - 0 —EEEEA L IR a5 KM
Bl B A B S AT SRR R A > QRSN H - & AK
= EHNEINMC G T Z E R E - MBI AEPRRE 2 B

LEhiE#E H0 (Financial Intelligence Unit » fifE - FIU) ~ T AR SEREE | 185

https://www.fsc.gov.tw/ch/home.jsp?id=2&parentpath=0& mcustomize=news_view.jsp&dataserno=2

02211230002&dtable=News

185 https://egmontgroup.org/

95


https://www.fsc.gov.tw/ch/home.jsp?id=2&parentpath=0&mcustomize=news_view.jsp&dataserno=202211230002&dtable=News
https://www.fsc.gov.tw/ch/home.jsp?id=2&parentpath=0&mcustomize=news_view.jsp&dataserno=202211230002&dtable=News
https://egmontgroup.org/

S EE S B ES EH ¢ (Computer Emergency Response Team » CERT'86) Z:JE

IEAZEER R - BIRIRSHEERIUSE  FRK - iR EE 2 B -
3. G RBAB BB Z HIK

William P. Alford ##%2 © HIH R s oo AEEMH9TETE (East Asian Legal
Studies Program ) F{f: - ¥ EE ~ P AR ROEG A FIENT - 2R
SRR T VAR RIE - G EEIPERFIREE (Lead Director and Chair of
the Executive Committee of the Board of Directors of Special Olympics
International ) TR E < & » William P. Alford Zi#7 fs A ZRAEE » 20,
TR EHRA N BRI IR A TR B R4 720 WS
2 NEIEE R EHZE 30 (Fairbank Center for Chinese Studies ) S >
bHETEe -

Alex Whiting 8% : HH Bia (22 e 2 FREER - HRATEBARIZEX
HEZMEENNEBNEIEZ 2L E (Deputy Specialist Prosecutor at the
Kosovo Specialist Prosecutor’s office in The Hague. ) - {£ 2010 4%l 2013
T MAEAL BB IHEE AR (Office of the Prosecutor at the
International Criminal Court » ICC) f@ZZ'E ¥t/ = TAFE - > 2002-2007 4 »

Alex Whiting 25 ¥ 2063 o B pa T R B E B IS ZE A RE (International

186 [ 1988 fFiHL > HEIFFIHIIE S REAYEICIRELELE » 4y BT EISRS EEEH R - WHAM
JPCERT/CC ~ 7 EfY CERT-BUND -~ ZZ[F|HY UKCERT ~ S HY US-CERT - 1990 fai ) JTE £ [o] JfE 2 4
4HEmYE (FIRST) RKIZ > F] 2012 42 8 A » iZ%amiE LK Fitd i 57 {EEIZ - 264 {[E kB 2 B[]
PEPEAHSS: - =BT RL T &8 ERS S E R B 7738 50, , (Taiwan Computer Emergency
Response Team » TWCERT) » Ay /-2 /B8 HEE L ER & > TWCERT/CC fERUi BEEIEE T »
WEIDEE LB RMGE - EmEZRIEER - SRR e 2R A 2 B S )
HFHEETAE - B BEBLIE A7 CERT/CSIRT ~ E274H4% - E2UHERS - IREEHEE - BUFEAL AN
PEMEZFERLS > BTG E LR E - L EGEZ SRR L e -

187 T IEE R EFZE 9.0 | (Fairbank Center for Chinese Studies ) B AKELRY TTANIFZE L) ©
B HRULRIA 1955 4F > fR Ry T EREEASE L 0 B ERTRABIES - B R T RE AN
By TERIEERGZE I, | (Fairbank Center for East Asian Research ) o 1EHS A E2E 17, Edwin O.
Reischauer Institute of Japanese Studies BARE IS5 > 5% H 000 2007 44k T B IEE HE]
e o MEEEPERRIRR - ZPOEE T RZEERE AL BT KENHEHE
REER » BEREEAICESE Y — o 0] https://fairbank.fas.harvard.edu/about/history-of-the-
fairbank-center/

188 https://www.scp-ks.org/en
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Criminal Tribunal for the Former Yugoslavia » ICTY) YR EERE AR - (ERI4E
P ETR TR R FREBISOERE Z AT > AL T ERVSEEIB R EE » 5t
ARSI @AY EEME S JHEEFR] (Criminal Section of the Civil Rights
Division ) A » ZMEAER LR REIRZ B A = TIF - BUERAHEIE
FEMIEIZZEN: - % Alex Whiting 2% — JTHIFERG (i A2 e (E# » —J5H
TEBARZR BRI E B A (TR » SO TR R SR R AT
HmEE S DI RRREZRE B A E G LR 1998 1 » fERFER
KA P R R ZOREGEE TR ARPOUZ R AFSE - BeFR IR -
Christopher T. Bavitz % : HH L Mvd & oy N 2 8HEZ AT

(Cyberlaw Clinic) EHE EAF: - HEAF IS E (FRELESE - TTHITRMEM
LS HULEERE Al BRI AT RES (38 2 FFREE Z R - bFFT<iis e R e
2 HERE A - Christopher T. Bavitz 545 B4 B - 4 U SR SIS AHRA
WAl CI g e

4 R FEREE

BB EEIR T EEVR 2 E T AR TR IUIRAS AR
5t I H R EEE AR - HEETAREMERIITE - ELE
7~ G R E IR S - BN EOE B B S IR s 2 M
AR PREEPHERICTE - BRSSP RS - maEriiIe s
U - JREZIR A S ¢ W54 (Darkweb ) {HE - AR - Ty
A ZJETTEN® ) (F4E © Operation Trojan Shield ) ~ FE#EE B A B 15 ks

B SR EREEEL ~ Ut U 0% A RN e 2 (5 R SR B e R A B 5o

189 TR & 2 JE178) ) (Operation Trojan Shield ) » {4 A R RAFS e s ERAE G~ fii & > 3 4F
KREHE IR 17 {EHEZRAY 9000 #E A B > BEFE(E 100 {EEIZ A 1 # 2000 7 FHE({#24HYT 2700
EHIEE 1Bt 300 Z{E4HAICIREEAES) - 7Y 2021 4F 6 HREKEF 0L - R ER
5 800 25 A > A5 fE 250 {[EE K EE ~ 8 WE Ay ~ 22 WEOARR > DARAr&EaE 4,800 HES CGiie
W2 13.3 (&7 ) o TJ£% © https://www.europol.europa.eu/media-press/newsroom/news/800-
criminals-arrested-in-biggest-ever-law-enforcement-operation-against-encrypted-communication
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Ao AN FERISSEHITE - 4888 IUIR/A4Y (Convention on Cybercrime
(ETS No. 185) » SUREATEE(RMET /ALY ) Y 2001 FAF AR S A i 68 FH % 4V Y
BB % 0 W 2003 41 H 28 HIGAN " A FHERS RS URERE T RENIRTT
BIUTEZ Mt EZE | (First Protocol on Xenophobia and Racism (ETS No.
189)) » X 2022 AN T —IEIHIEEEE | (Second Additional Protocol
to the Cybercrime Convention on enhanced co-operation and disclosure of
electronic evidence (CETS No. 224)) » BiFY (45 " TEIT IR E | 3 R EsRd
2 A E R A E R 2 (IR IME 43

it EFSIREEER - BFFRRSFEY BRI UIEHR - EE
g% MERIEIEE o MR H AT 2R N SR - Bk WA
&7 BB N BB AERR HAE BRI N H E R 25 -

(M) 2022 FELENBEREH SHRE

2022 FeEINBERGHRTEN 2022 F12 5 6 HE 12 H 8 HAFEHERK
TR AR - SHEIRENEBE S BAEE SN - EEINIA BB
28 (AlE 20 (G5H5R ) o bR TG _EBhEisEsr - IRREEEL A E
§$l§i$ﬂx£frﬁa%ﬁ @E#ﬂ@*ﬁ%?%ﬁ’c ESHARER, -

20 (F5MER)

98



() BNE®
SR G W S B A I B SN e SR B A AR R R e
P FEEIEEE R 2022 4F 12 F 5 HIGMR 9 B - S8 FRIEE 0 W
GBI B (KR - BRSBTS b R
WRINET, » B Bhase s 5 nas 7=t « FRRsscr - 1=t - SRt - 3
A eh oy (A SRR 40 -
— - giEgEHRE (EZXO)
B - 111 FE 12 H26H& 111 4FEH 2 H 25 H
(—) pERE
1. B SE R ¢
W AR B I R S AR TS R B 55
TEEIS5E | (AUDIT PETITION'™) » BASC 34 P Z B R B % »
AR [AINS (AR e IR A5 ((Office of Registrar ) » R B4
AIER SRR o 7 3 2 IR 192 505 » 2023 4E K TR S5 AR
ZE1H4H KEEWEHETIRE 1A 27 H - SEL TR Alex

Whiting 235" B2 > TIHEER2REE ¢ {84 | (Criminal Procedure:

190 https://hls.harvard.edu/wp-content/uploads/2022/08/Audit-Request-Form-AY2023.pdf ( Last
viewed 2/3/2023)

191

Alex Whiting

Visiting Professor of Law from Practice

2022-2023

e’

Alex Whiting ZHZA IS (£ BIBHTMZE T 147 » FLEEN 2002 425 2007 425 IR RFL P
JHZE7£RE (International Criminal Tribunal for the Former Yugoslavia (ICTY))I&{Ei822E - 2010 -2
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Investigations ) :RFZ ; 2023 F-HZEHAH 5528 loannis Kalpouzos %ﬁzfﬁ'lgzﬁcﬁ
# TEPEF]EE 2 | (International Criminal Law ) » 57 Antonia M. Apps 2%

P TSI IE AR AR | (White Collar Criminal Law and

2013 FAEEEME AR (International Criminal Court) E(ERE » HINVEFRIZR KIGE EH
NEEFEIEFmZLE (Deputy Specialist Prosecutor at the Kosovo Specialist Prosecutor’s office in

g <
<

The Hague ) » Wi [FEIRF RIS E KB A PGB (ER EEEY SRl eHT 2/
https://hls.harvard.edu/faculty/alex-whiting/ ( Last viewed: 2/3/2023)
192

loannis Kalpouzos

Visiting Professor of Law

2022-2023

9 N
)

- §
A

5

loannis Kalpouzos Z#Z BB N EIRE AVE ~ BIREHDE ~ BRE ~ AMEESECER - AT SR se oY
EES R EAR 2 38 - I R 2 BEROAFR TEI4EES (Global Legal Action Network (GLAN) ) 7 :[H]
Blle A o s¥el /48022 R/ ¢ https://hls.harvard.edu/faculty/ioannis-kalpouzos/ ( Last viewed:
2/3/2023)
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Antonia M. Apps

Lecturer on Law

Spring 2023

Antonia M. Apps ZIS R B E BIEE 5 5 & 8 e 4\ = £+ ( Director of the New York
Regional Office, Securities and Exchange Commission ) = i BB E M2 n] 2 2 M E
Bl > SIS S RS T A REL S - RIS N4 4T e B e R E CED
PRI 2 2 RS R 2 58 T R N4 A ) 24 > BHE ¢ S.A.C. Capital Advisors, L.P ¥kl
ZEM o BN RS or M ERUINERL B - BEFREEREILEE - B8 - ETER - gE1EE
B~ Ao FRR ~ #R4ETES ~ AEIERITECREE S (RMBS) SIECRERESES (CDOs) 2174
fF > PESE M - HABEEATRCERAR - Y ReRER - A2 ERERT 22T - BEIE
SERE - B RS A RN - HEAREME 15 £ A EHEE - el b2t - 18
SOXEET A > HEOSILRESEAEEHE o thET 2 se ) - SRl dH 2R
https://hls.harvard.edu/faculty/antonia-m-apps/ ( Last viewed: 2/3/2023)
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Procedure ) ~ Timothy Edgar Z#% ik~ " Eal L2 M aiifEze 2 AR

78 | (Legal Problems in Cybersecurity and Cyber Conflict) °

2. CANVAS RF2 2456851

IS RERECE CANVAS SRIE 241 - RELEE T HZ AN E B TER
MBS ~ SR - EEREGE - I - SREE ~ sZERE Z [FIERER
- BIEEERS o ERIRARN G HIE ) RGBS RGN
M2 HaZ 2800 mR TR T Harvard Key | RS ~ 2665 - WA AH1EE
& ~ FIEFHES - BAZLRGRIAEEEHBIRENE - AN L%
HEE ~ I ARELLEHER R ETH - (VA LEE LERIVEIEEE TS
ISR A ISR S - AIlA] B bR AB2RER » DU siss SEait e 2T
2SI

(=) REh THERERE.  HE
Criminal Procedure: Investigations [lb 5 SREHEAE L REEH] - BN ER—

FETFH A 9 Bz 12 Bif B3R > ERBGEE RIS MRS b BT T

194 CANVAS 245 EH AT ¢

1830100 —  Criminal Procedure: Investigations
2023 Winter . . . .
Criminal Procedure: Investigations
Home
) Announcements
Syllabus Criminal Procedure: Investigations
Courses People Harvard Law School: 2050
= Discussions
Term: Winter 2023
Calendar Course Media
Course Instructor(s): Alex Whiting
@ Library Reserves

Location: Austin Hall, Room 101 - East
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(Austin Hall » Bt 1882 4F » Tya Aot BT ") - Ihatgie
FEEZH By ¢ R. Allen, J. Hoffman, D. Livingston, A. Leipold, and T. Meares,
Criminal Procedure, Investigation and Right to Counsel (4th ed. 2020) > Alex
Whiting % DA B 8 2 BSR40 B 0 - (ESIRABIIBIER " - &
RABIEZE K mnEbeat 2 PIB R BB - ShamA i Rl N R Z A EERE ~ FEFL
fig > JFA LR e e%E (probable cause ) - HEUGTABERZ 3¢ 2 9%
o IBEETER - BREESERT RS G -

1% The right of the people to be secure in their persons, houses, papers, and effects, against
unreasonable searches and seizures, shall not be violated, and no Warrants shall issue, but upon
probable cause, supported by Oath or affirmation, and particularly describing the place to be
searched, and the persons or things to be seized.
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s R T EARHIIRSN » TRERREIER S IR B A - WA
{385 < A A3 (4 R P A8 B (4035 B B o B 5= B i
4847511 (Donald Trump ) 7 2018 i | W] #E)E /Y NERHF Y Bl 5 2
( Clarifying Lawful Overseas Use of Data Act or the CLOUD Act'” ) » 3% ZZ5&[X
REBIEDEER 2013 FHFRFEE —EEFEE AT AR - 20K
PRECER IO B R I EI RS LAV PR Mea AR H L5 - 58k
[B%) 2 M 1 5AR ELAth B 5R y EAE T S BB ALY &R - Cloud Act 71,
P EEARA AR AR T RNER ETAME S > (A3
F [ AT DRI NER R R AL A 2R PR B E Eo 4R B 5 IEAh - SEBBUN
JR AR B 5 R i ek - DA AR O R S B R A © BEE
FE A £ Bill Barr BLFEAEKES Priti Patel » {F 2019 /2 10 H 3 H%

7 HIE_ERRIEIE

198 https://www.congress.gov/bill/115th-congress/house-bill/4943
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BT ERGEEREERSE o KT S T S
BT » TR AT RIS R AT TR - A
T3 - REMEERS RAIRIUIES - I RGRIGR - IR A
2N YRR E RS AR A TR B T E R » B
BRI R B R « TR 2 FUAE T - MBS =AE
B (Mutual Legal Assistance ) T3 » tH4% 4 FE 44 FH A T4 BE AU
R RPN B AR R AR T Sh SR 2 T30
}Eo

TEGERE IS (> BERIDIE RS =0T - BB FI4EEs - R
ik > CAAERRIRE - MBS TS e 0 gE > SR - BB AR
IP ~ BT Bk 2 T B o o O (s B R IS R mT B
F—% o TSR T GBEINAT » H PR RSN
FOUMER AT BEE MRS = HATER S ML e Google -
# - META (B335 ~ LINE S A STt R BORRBRGE S A ik - [EEnE

fohafe 2002 RSB EDAE A -
https://www.justice.gov/ag/page/file/1207496/download#Agreement%20between%20the%20Gover
nment%200f%20the%20United%20States%200f%20America%20and%20the%20Government%200f%
20the%20United%20Kingdom%200f%20Great%20Britain%20and%20Northern%20Ireland%200n%20A
ccess%20to%20Electronic%20Data%20for%20the%20Purpose%200f%20Countering%20Serious%20Cri
mes
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https://www.justice.gov/ag/page/file/1207496/download#Agreement%20between%20the%20Government%20of%20the%20United%20States%20of%20America%20and%20the%20Government%20of%20the%20United%20Kingdom%20of%20Great%20Britain%20and%20Northern%20Ireland%20on%20Access%20to%20Electronic%20Data%20for%20the%20Purpose%20of%2
https://www.justice.gov/ag/page/file/1207496/download#Agreement%20between%20the%20Government%20of%20the%20United%20States%20of%20America%20and%20the%20Government%20of%20the%20United%20Kingdom%20of%20Great%20Britain%20and%20Northern%20Ireland%20on%20Access%20to%20Electronic%20Data%20for%20the%20Purpose%20of%2
https://www.justice.gov/ag/page/file/1207496/download#Agreement%20between%20the%20Government%20of%20the%20United%20States%20of%20America%20and%20the%20Government%20of%20the%20United%20Kingdom%20of%20Great%20Britain%20and%20Northern%20Ireland%20on%20Access%20to%20Electronic%20Data%20for%20the%20Purpose%20of%2
https://www.justice.gov/ag/page/file/1207496/download#Agreement%20between%20the%20Government%20of%20the%20United%20States%20of%20America%20and%20the%20Government%20of%20the%20United%20Kingdom%20of%20Great%20Britain%20and%20Northern%20Ireland%20on%20Access%20to%20Electronic%20Data%20for%20the%20Purpose%20of%2

{2 (SHFA B - 24 google 2 META (& Instagram ) #%7 » A AR {4
AP (B : Gmail BT B 9% - Google Play JHEFFYZ ~ (SHFF
B BREFLTIASE ) AYBEE - TS BISREL R P M s R
TERTENH 90 H ~ 30 H 2B A IP 308% - WAEiE R msiaa, ™ » HIWGE
S ZEE 7 A K B2 -

%%%ﬂ:m (IR EE - imEAERAE (Electronic Communications

Privacy Act » ECPA) Title 18, United States Code, Section 2701 to 2713”7

B s fg Z EREREUY R+ ABSAEEMEER (Basic subscriber
information ) ~ B.EAIEAZEAHEHER (Other non-content information ) ~ C.
WERANEE Rl (Content and precise location information ) °

BRI B R C. 2@ - LL Gmail ] - ETEM 2 F 5 RANEEBH " iE
sHAEERE S » 1 Email headers - BIE{EFEHEA ~ R ~ 0% ~ UeffstihkBl
B T IEN AR AR ) o bl ¢ TN A B R 2SI 0 R
HUEHR SRR E A ZLEE (Magistrate Judge ) s ZHIF ZEREA
MHEHH (Probable Cause) AEBUUIEARE » FRHUSERE SRR » 1615
HY

Bt A TEAGEME SR B8 FE S - Mk - E S
ERRLARHS - EEECHE (Historical call logs ) ~ {5 FHARBSAHAY R HART ~ GEMHE
Z PRI G~ B 1P ~ BREE R ATRRECE: - SUATRRIAGREULSTE
o ] E R T B S KRR EEE S (Grant Jury Subpeona) [m3E

A RS EE O] o (BT SR e m e R

200 MERE AN Z BHH . — T S BE AR FERE > WS AT IET R -
201 ) N ERBHECH H E /T A EISICIE R EESLSELH (Criminal Division’s Computer Crime and
Intellectual Property Section, CCIPS) & %EEA ] Ryan Dickey A 111 4£ 5 H 11 H R & i is
(M= BEEEEE 2l EF(HS)111 4 5 H 11 ~ 12 H4ER8IEIREELE A%k ) -
202 https://www.law.cornell.edu/uscode/text/18/part-I/chapter-121
203 18 U.S. Code § 2703 - Required disclosure of customer communications or records.
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HBIREZ FHEER™ o ik B, T EMIEN MBS 2 AT
AR EEE SR > (H B PHERAEEE R C. TN ELR | -
SR8 228 (Keyword warrant) 2 sk’ ¢ > 2020 4E 8 H 5 H{EF!

FEHIZ NPT (Denver) 2342 T —iBiE R L ASETHIMEK ZE M - BTk
FHIUIRMREEAN 2 5 > (AR | RIS RAREE ) JREE
Google /X5 HAR (I = Z 4k =50 8 - H LUBIRIT SR E SO F 34
Al —ERF A > AWE—LEH = G E1S Google #=RINRELL " H Kkl | KR
SR - AR SR R T IERE - TR 2 Google A FIEHHUIHREA
so#k > BHBETEIBIRE =25 VERIREEA o IS (8 2RI

Fo ot TEASRTHEREE ) (Rl Google A EIFEAMIRAY M F &k R E LA
FAFE > MEREEATHPA —ERRIETRmEE A - mEa HAr B A LIEL R
=M ASIUEZ A - BRI REEFEATS THERED
(probable cause) F TR§SE | (particularity) > FEHIUEIERATIR™ ?

Hrp—fkee N\ Z BT ESR © _ERR IR R R AE AR (a
massive fishing expedition ) {2 T 5T EE A HHBEA ERAYRER] K BERA - #
Tk ERABRGEIREIS - TR - PR ERDAE Martin
Egelhoff &)t T BRA TR » HaRbA © R RAPELLAE — Rz E s R =4
—RET - BEARZAEEL A RERBER - HEANS AL EN - HAEIEZEZ

200 IS > AR A HEEE@RAHF - REZAPARS 205N » HEEER
A RO Re e BEMETEE » fEIVBIE T - ERRUAMERA o] [m) AR FREE ARtdi < (Court Oder:
Nondisclosure Oder ) » 25 [F3E@MAIFHE -

205 https://www.theverge.com/2022/7/1/23191406/denver-arson-google-keyword-warrant-
challenge-constitutional-fourth-amendment-privacy

206 S H ISR EEHAH] © Geofence Warrants and the Fourth Amendment, 134 Harv. L. Rev. 2508,
MAY 10, 2021. ( https://harvardlawreview.org/2021/05/geofence-warrants-and-the-fourth-
amendment/)
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https://www.theverge.com/2022/7/1/23191406/denver-arson-google-keyword-warrant-challenge-constitutional-fourth-amendment-privacy
https://harvardlawreview.org/2021/05/geofence-warrants-and-the-fourth-amendment/
https://harvardlawreview.org/2021/05/geofence-warrants-and-the-fourth-amendment/

Bl IR R E AR CEERAIFEA " (overbreadth) o [k
2% E B BRI S N e AR B ({54 L -

AN - BT RS AR » B EEYERR T R S
ARy T ENTE 2 S | (Geo-fence warrant ) » ZERBH /N B2 LR E HAR
Py~ 1 A PO T~ PR - SRR TR P
(40« FIEHT google FES R #0k) ~ GPS ~ BEZF - 48 1P ~ Heth A fir
B - WIFIS2/E%) » Google /A1 2016 AL EBHGHE (S5 ES A %0 1-BH

&kl BEFEME™ o MR AR L SR sk A T S TR D SR

SENS T Z R - EREEEERF L TG A REREE S - IR
FEMF > RIEEFEEHERZ NMSEANZ 57T RS E ISR
[ R BRZASE 11 RZ 158 3 HZ BUEIKIBHER AR (S 508, > HEEAFE
LR ERFEEA - LG n] R 2 Bl & 2 Frra PSR mES K 4840 ss: -
e - ML HRIIERHLAE] - MGEEAE - AEEE
s AR 502 BRI 2 BERE > sEOLATERERE - E R R ANTFEALT
BERME R - DIRRERACTRE G L 2 AR E -

EAPRBHIE Z 8 © BN R AR E T E TR Z &
AL > (U BT SE BEUERR (E A T B ERI R, 8 - 4
RAAIRENT L A REE BN A SR EUH PRI e &R
GPS ~ BSZf ~ 4 IP ~ HME(IE - WIFI SBEFER - [N HATEEL
Google + Meta Z/\ FIIASE PR B ZR B BEARK R ERERL > AR

207 “| |iken this search to looking for a needle in a haystack,” he said. “... And the fact that the

haystack may be big, the fact the haystack may have a lot of information in it, doesn’t mean a targeted
search in that haystack somehow implicates overbreadth.” See:
https://www.techdirt.com/2023/02/03/colorado-supreme-court-to-hear-challenge-of-reverse-
keyword-warrant-served-to-google/

208 1% 2018 4FfH] - EEIBUAIKRIILE Google /A E#EH 941 {EFEK - 2020 FEfEIHY £ % 11033 ([
sEk o &AL ¢ https://www.wired.com/story/geofence-warrants-google/ - X[& T Google /\E4 »
Apple ~ {i#R ~ Uber ~ Lyft (EEIE RAVETAZHE AR - BN Uber) #VE WE EBIHUAR
BRI ELEHEH 2 Geo-fence warrant
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EEREE (PIHEREAES 133 (5% ~ 55 136 1k ~ 55 138 1k ) ~ VAR
CGEEFERE ? NG ? REEH A ? ) WEZFEATHESE - A
E ? inFR TR A G BIRR - HAHRRRER ~ BEH - PIFE KIS - I8
HE—ES -
(=) EER "BEFEE
AFREE (International Criminal Law ) 74805 & BRI VA 244 nf T 11
FREREPREE ISR - AR ¢ BRI ABARIISE 2 RhfA ~ TEIRIRARSE
(Genocide ) ~ fEFE ASHIE (crimes against humanity ) ~ BtF5E (war
crimes) ~ {ZH&5E (the crime of aggression ) ~ B[EAZ INEFEBHEA
B2 HI A e S R P B S BRI RS =5 B A e R T e
(M9)  AERPR 2023 FHFF TR
"EEE  PORT ~ EBEETE EURAY ))& ) (Reinventing

Money: Central Banks, Cryptocurrency, and the Power of Finance ) : L &% T.

TEEAEHE 2 AVIREEDETE 3 AJE - B3R BEIEEENT Hauser AE™ 102

o
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W= T AR G EIE A2 kR - (735 A Dan Rohde” A&l » NZHE

5 B pa e RLEHTAY (X - AT AR R E RIS (UST fied )z FTX
B > BT R B eV SR AR S BAM w8 - MRS sRny
BRE R R AE SRR T | B R (SEEET) > ARENBUTRIGSE 7

ISR > R T E R RS LEEEN R IEEE Ak E

210

Dan Rohde
S.J.D. Candidate
drohde at sjd.law.harvard.edu

Dissertation

A Legal History of the Bank of Canada, 1934-
1967

2 R R RRITEEG SRR | AN R - TSI A A - RIFEEL
ARG B, - FREIFTINBEITSE ~ BUERTT T I T %S | (Central Bank Digital Currency
CBDC) » WHZEPEEA Y « Fflohoels Bt ~ SUERMEES « Bt EaA B IEEY ~ 2 L4 FREL - HATHk
TTEERN 111 5 6 HE5ERGE IRz e - T2 - 585 » RTERS(FIsEEL CBDC HY
#2217 (https://www.cbc.gov.tw/tw/d|-177989-65adf5960c2b4e26902bd881570e68c8.html )
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&R (green finance ) » L T/EDIEERAVIE S R tERE - BRaTE AV EHIGE

e SR SRR o

212

AU

Workshop Schedule - All Sessions are Wednesdays at 1:30-3:30pm

1 Feb 8, 2023 - 1:30-3:30

What is Money? (And Why Should You Care?)

Part 1 - Reinventing Money Then

2 Feb 15, 2023 - 1:30-3:30 Government Money: Money as a Colonial
Project

3 Feb 22, 2023 - 1:30-3:30 Private Money: The Invention & Politics of
Commercial Banks

4 Mar 1, 2023 - 1:30-3:30 “Independent” Money: The Invention of
Commercial Banks

Part 2 - Reinventing Money Now

5 Mar 8, 2023 - 1:30-3:30 Reinventing Public Money: CBDCs,
E-CASH and Postal Banking

6 Mar 22, 2023 - 1:30-3:30 Reinventing Private Money:
Cryptocurrency

7 Mar 29, 2023 - 1:30-3:30 Reinventing Central Banks: Central Bank
Independence and Green Finance
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(F) Berkman Klein Center B2 E3 A

Berkman Klein Center” )j/\ 2023 42 H 16 H¥H

A
% Charles Nesson FREHIEEE 7T Z H R FEFEHIEAIASE - Charles

283 FEF HRIRFE Berkman Klein Center #E(FEH2E » 3% P OIINEEE Z &R KRR FISNE
49 E (https://cyber.harvard.edu/people/wayne-lo ) :

Wayne Lo

AFFILIATE

SHARETO § W

TECHNOLOGY & THE LAW || JUSTICE, EQUITY, & INCLUSION § MEDIA, DEMOCRACY, & PUBLIC DISCOURSE

Wayne (Wei-Yuan) Lo is currently a Taiwanese public prosecutor
at Taipei District Prosecutors Office and has been a prosecutor for
11 years. Wayne specializes in cyber crimes, cryptocurrency

crimes, money laundering crimes, and telecom fraud. Nowadays,

when criminal groups have cooperated across the border, the law

enforcement agencies need to work together tighter. So Wayne

¢ &

EMAIL legal assistance cases to practice international cooperation.
214 Berkman Klein Center i 2022 £ N AJ{EEENE (23 Everett Street ) #B AL EENEIREAY Lewis
International Law Center building ( Lewis Hall) {5 4 ¥ K, 5 &% » &3 K =iy Ze Ry - a5
BT EAORER g » IR AR

also helps the Ministry of Justice of Taiwan to deal with mutual
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Nesson ZIZIRAE 84 5% > (AEBIMAELEENT » AR BIEE 2
J& (the American Jury ) » 7% Berkman Klein Center 2 1997 &£ All#A A
> —" < Charles Nesson 35 g B 11 > s e E A E A SR SR MR 1 15

F > TG HEe Rk B WE /UG AR - BEREN—R AR
WY 2% IR R BT - 5 RS AIER Charles Nesson i BHZ & A5 4F
FEREHERESHZHE > HAEREENER  HEEWARARE

CLU**
Eﬁm

11

215 https://hls.harvard.edu/aculty/charles-r-nesson/
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R A E —FEMHEERE 2 8 IHRFRE M S ERERY Iy - B EDA
F - EEPNTRIBAE GG Charles Nesson ¥ & iEE 27" -
() maf AR wmeE"
(John F. Kennedy School of Government, Harvard Kennedy School, =

HKS) BRIE - S © BR TASEBELISL » SR S BRI (RIG (R H Il
HHERGERTBAS Z SRS R > LR FT S 12 BRE i T

216

272w B H il EURFEZE5E (John F. Kennedy School of Government, Harvard Kennedy School, _‘Z
HKS) 2 H R TERAYARERER - RSB RERIRTTAT 2 — < Bherl A HBER -
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1. Belfer Center for Science and International Affairs

Belfer Center 7 {175 Byt S B 2e 4 ~ RHE « il - BRBHOR R
WS A SR TR, - W LB - BUE R
NG o P OB S Al T TR B AT
PRI TR T RE R RS SO SRAERE » S cp OB R A Al 5

> 2502 (Al Cyber Lunch  Series : Explores Al and Algorithm

Regulations and Practices” ) » Hth Al F 25 HEELEL 57 Bruce Schneier 2055 &%

SUEHAIB A e S B2 - T SR BUANIBUT A BIAYBTSE - T

FEEESNEL T -

s 'l_-—-kz!"& .

il | ;
T i

218 https://worldwide.harvard.edu/belfer-center-science-and-international-affairs-0
219 https://www.belfercenter.org/publication/series-explores-ai-and-algorithm-regulations-and-

practices
220

FACULTY

Bruce Schneier

» Adjunct Lecturer in Public Policy, Harvard Kennedy School
» Fellow, Cyber Project

Expertise: Science & Technology, Cyber Security, Information technology
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RZEM TAZERT | (The Coming Al Hackers ) » &5 & Al S48 540
M2 ANFEOR ~ (18 RBUaEE % > RITENMNEESEZ SRR

;%%EZZI HETELENFLEIFE (Deputy Director at the Electronic

Privacy Information Center ) Caitriona FitzgeraIdZZZEU‘%ﬁt%% TAl FRE BN
( The State of Al Regulation ) - H BB TNt & T h™ -

2. Mossavar-Rahmani Center for Business and Government
Mossavar-Rahmani Center £ /7T 7 BR St SR I BGHY B2 R PRERG 7317
PS> HARIE S AR R S R MR« 2 b0 ST R I

WEB3.0 - & SRl St AR 2 IR - [ABR S it AU TR i S AH B
FEAT > HEFHNEHEE LI REE - BURPHE 2 AR S 8
B - BEEEIN S BZ AS R B T B GBEREY B ERE

T /8% ? | (Congress and Crypto: What Happens Now?"” ) » FSEBIHES

B HZ B e (Commodity Futures Trading Commission ) Fij 1 Ji# Timothy

Bruce FRBIFZE fy BKC 2 —H - HA AT - BN EVE > SR ERRE RS
R Pzt BLIEE B HRIZH -

221 https://www.belfercenter.org/event/ai-cyber-lunch-bruce-schneier-coming-ai-hackers
222

d N g
SEMINAR - Harvard Faculty, Fellows, Staff, and Students B A T

Al Cyber Lunch: Caitriona Fitzgerald
on "The State of Al Regulation”

Wed., Nov. 9, 2022 | 12:00pm - 1:00pm
Wexner Building - Room 434 A-B

Join the Science, Technology, and Public Policy Program for an AI Cyber Lunch Seminar featuring
Caitriona Futzgerald Depury Director at the Electronic anacy Information Center (EPIC) Inatalk

nnnnnnnnnn

23 7[‘5%%% E&IH%AT%% https //www belfercenter org/program/science-technology-and-
public-policy#!ai-cyber-lunch-series
224 https://www.hks.harvard.edu/centers/mrcbg/about/mission-history
225 https://www.youtube.com/watch?v=wglUgr-EqNk&t=1084s
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Massad”™' /M 4E 5B R B S M Tt (38% - ML~ IR 2 ) %
eI Bk B (SEC? CFTC? ) AHRHSARE » Lk EE 3560 H Al Foss s s
o RAEEZE  TiTE LUNA UST (SRFEEDEIBENS) S8/ EMEmSTR FTX 3
SRS o AR R B SRS - R RS
FENHB IR > FREE AR - ([HINAEESNCS R - Efu b
SIS 0 - AR RS - TR p
1 EEEREUE RS - S ROERT S L B B T S 5

F o SREEEEE - BININVEIDAR BEOR IR S E R Y S (5%
SEAEAEIR ] - 18T - R MR AR E I UHEERY - HES
RS 2 EHERE™ > I © FATF 55| ~ BRI S E i e A

(E.) Z (The Markets in Crypto-assets Regulation » MiCAZZS) s EEITLEST

s o 5] L BRI — BT 2 AR - AR B 1R Z IR A1

st ~ 2R - HitREae s "o - ¥Rl B2

226

Congress and
Crypto: What
Happens Now?

Harvard Law School Professor
Howell Jackson and Timothy
Massad, Director of the M-RCBG
Digital Assets Policy Project and former chairman of the Commodity Futures
Trading Commission, discussed the current state of crypto regulation and
the various ways that Congress is considering changing it. Will Congress
27 SRR VAT ERSER SRR B 2 01 o REIREIUSREE - SR B S AR S BT
KER B2 - MEREY (SEEHEWEA) ZEEFR DBl - 355 -
&~ SRITHERE - ARIUIREBIE A ETER - i R & UL TR B P R BN 2 B H
W W AEGEE Z BEEVAR > RIEINMRE 2 JBSRE e A B - EREEERM(GE —8E—
HeRE > BCEE A EDIRE ~ AU Bt R ERE R a s > B ER > E—Hi%
BT ETERE - RIAHEIE A TEIR - SRS 2 AR - BEdIlsERIVERE - BRI
AL EEEHE - BEEAH WRANERARE  IMEEZREER -
228 https://blockcast.it/2023/01/02/how-will-mica-impact-the-web3-industry-in-europe/
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N ESE EREE | (The Metaverse: Cool New Stuff, Even Worse Old
Problems™ ) ~ I =382 F- Section 230230J ( The Supreme Court Takes

Up) ° Section 230 JAZKIFAEZAFA ISP (MBS FRIL) SREHNEAF
R B2 (R - &ff ~ B8 - BElEFNE) SmFtaal &
MEABLEER G ISP B 2 REFREMLE > ARESH - HI OGS AR
G - (LEEHES >S40 ¢ Google ~ Youtube ~ Facebook - Instagram % -
HEWIHEGHY ISP 3 > HEEORAMEEEERS ? MRHERTH
PSRN ERAE S - 2 Res | ERARE RE R B EZ MR - Bl
A o Rl ESRE R AEG R e S8 A (AR T R (B A (B UE,
A B 7 BRI S BRI Kt am o LB ¢ Youtube 3375
BoEm THEREE, HPEE R o A RN ERE (BB ) -
Hil Youtube 75 (5REES | FBIMEI FREREE" 2 HRTAR 3
ESRERS R EAR - &miARRR 2023 42 H 21 HE 22 0B TSR
P ek - (EASFRAERE - SMaRE B PR 5 Ay NCC HEH Z Bfir s o
AL Z FEH MR ML ARBITEER > Ho[RER-Fa¥EE
LR ESomE B AHGE - EISEREE 201 » 3RS BALERR
LB ZEEIIR S G R RS-V e R IE R -« SRS P aRE &
 MAREAEIEANE (FIa: RECRE - B ZHEH > HESERT T
TEEEAERE - IMERRTTHTZERE -

223 https://www.youtube.com/watch?v=kkrfr7-hfdw

B0OEGAR R T B BIREHRIEESHF o B R A R & R ERSE AR RS
=oEEEE | (JESC ¢ "No provider or user of an interactive computer service shall be treated as the
publisher or speaker of any information provided by another information content provider." (47 U.S.C.
§230(c)(1)).

31 https://www.brookings.edu/blog/techtank/2023/01/31/the-supreme-court-takes-up-section-230/
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3. THEA WEB 3T RS TREEE

A

[EERAZ (Intro to Web3--From Zero to Token Launch ) {4 H i 2L P EE
FRASTE T E5 (MIT) Steve Derezinski” 387U « H & FLHR AT
SR B E R E R B A5 o Steve Derezinski (RAEfTI AT T
EIAIHIZEE (MIT Media Lab) ZiZIEHiE - H {54 MIT Bitcoin
Club » FylEEHsl & e B A4 B - 1 2/9 SFEsrg L b E a4
4% (Decentralized Autonomous Organization » DAO ) K B [&3E{TREHE L -
BiE SRS B o D TR A LB /N S AR AT A
P& SR G e B RS - (H S B G S
HIHEES - AH R DAO ~ TR | B - B bR BFTEI S BT
RE o GEA SR R E R R Y e -

=~ plEEHE (=)
Hifd - 1122 H26 H&5 H 25 H
PRIER S TR T A 2 B s R 5 « TR T AR &
fEZWITE | » SO HAR Ty A S AR S SRR R > 7EER R T TR -

232

v (i |

o il
Steve Derezinski
Steve has taught Blockchain Ventures at MIT Media Lab, Babson and MIT Bitcoin club,
and has been involved in Blockchains since 2016. The workshop is based on the
semester-long classes he taught. He has an S.B. in mechanical engineering from MIT

and an MBA from Sloan.
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FHAE 2023 FEFEMIFGESTE T AL 4 S R T ZE AR
(Legal Problems in Cybersecurity and Cyber Conflict ) » S fj[IH 1 2 [E 2R
Z R IEE R R e e mie s ¢ PH1EILE IR HUE SR = UEHL
7% A (4th Korean Security Summit at Harvard: “Korea — An Oracle of Global
Trends" : Curbing North Korea's Revenue Generation from Crypto Theft ) - ;555
FIRE B2 2023 24 UFEEHE (2023 National Cyber Crime
Conference ) » WEHUSSEANIEERT  tEAL - sHETRESEE N 2 B ARG » FETR
HUS 22w AE R ~ BIPERIAL SR A7 5] TRM Labs Z BEEFIES -
N RSEEIENEEN 2021 5 10 H BRI SRR fit & WA B R
( National Cryptocurrency Enforcement Team, NCET ) » S E45 R A B R A
a0 [ARZEFR T 2 GAERZLE C. Alden Pelker S5 73BN EBEE B S ~ 1
L Z AR - ZLREEEIF il |
(—) IEHFEREBZHBERESRE

1. RERRERRD < T gEpR I T MR ETZe > SRR R
HEERAR > %P2 B Timothy H. Edgar™ » H4RTEIR 224 HilEE « E%H

o N =aal: k<] 2 (American Civil Liberties Union){£5% - 5 2009

234

Timothy Edgar

Lecturer on Law

Spring 2023

Timothy H. Edgar is a former national security and intelligence

official, cybersecurity expert, privacy lawyer and civil liberties
activist. He teaches at Brown University and Harvard Law School.

L2REEFA Timothy H. Edgar 2% /148 » ©]£: R,  https://hls.harvard.edu/faculty/timothy-edgar/

2 ?./\EQ R R — (E SR R RIS R FIAHA - e atay » HEMNERT T JEF'%%D
HeEERFEANEAMAER T - EEEEESEAREANE AR B H | - BEEEETT
A~ DA R EHE R EE -

Download image
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RGBS B —(ERT R R e &k 2% T R RIEOI R
a R BN R Z AL AR > Timothy H. Edgar F/REIERTMAEA 0= L
fF > BaEEL M ANRELIREZFHE -

BLERAE B R T 48 At P B A R o L IR A A
FRECE - SRR RE AV IR ERER B AN S 0 B
% BN BREEENT T 7 )5k > BARAERRIUIE - SRR ME R T E
ISFER B VA ZE | (The Computer Fraud and Abuse Act  » CFAA) » [FE/AZ
TEESEEETR > IRAIREI R SGaRRE IR A B Z1T R - R
AZE s R - bR T % L BET B IR REAT M AE
RETAERE Z A (AERE —RAIEEN LV E - BRSEN
EEHMG > AR ERERERE - W T A E]) o JETEIZRE 2 DU
RZIEHE T BUTELEE ) o PIATICERANSERE (Park Jin Hyok) BTy HHICEREL
JFEBHI#Es © Lazarus Group (B¢ APT38) 7 MYEZZFEIRAVRLE » 05
ALEEEC AR F-23 5] Chosun Expo Joint Venture ( X% Korea Expo Joint
Venture) TAF » DISZRFICEEEURHIETR ARSI TED - Chosun REEHY Lab
110 - & FH AL EEEHEI A —EEFT - ANEMIE 281 T 2014 FA
REREFABEELNTF] (Sony Entertainment Pictures ) HUAEREIYE > K2 2017
FHY "Wannacry" JER 2 8 (I #E AN Z B E R B R EER
% RIS B AL IR s FE G 2 e L R = B PR - L B R R AR 2 B ]
JEERSTRIRY 2018 4 ~ 2021 4 2 H EHEFFANEM R AU - EERIERE

fii © IEEAREERE (computer fraud and abuse ) ~ $R{TEEH ~ ERIEZERL

236

( conspiracy to commit wire fraud and bank fraud ) ZE5EgE - - EBHEE

236 https://www.justice.gov/opa/pr/three-north-korean-military-hackers-indicted-wide-ranging-

scheme-commit-cyberattacks-and - https://www.justice.gov/opa/pr/north-korean-regime-backed-

programmer-charged-conspiracy-conduct-multiple-cyber-attacks-and  ( 1% 2% HHH :

05/25/2023 )
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https://www.justice.gov/opa/pr/three-north-korean-military-hackers-indicted-wide-ranging-scheme-commit-cyberattacks-and、https:/www.justice.gov/opa/pr/north-korean-regime-backed-programmer-charged-conspiracy-conduct-multiple-cyber-attacks-and
https://www.justice.gov/opa/pr/three-north-korean-military-hackers-indicted-wide-ranging-scheme-commit-cyberattacks-and、https:/www.justice.gov/opa/pr/north-korean-regime-backed-programmer-charged-conspiracy-conduct-multiple-cyber-attacks-and

KU ERHI B LA R4 FEB T (John Demers) {EEATHLATIGFR
IR R R 2 JHRE S RS A EREE - @A R — @ T

AP IR R Y

Br 7 EBHRESL - B sk L PR R BT ~ Iia s e R
fAgh ~ BRYNEZERERE D - (rbeiE] - Bl RN - B
BEahit (critical infrastructure ) BLEEH = 0  SSEIIHFIE 5% B &

(FTC) MUE=RIEA Z FHRAAR s Frt AR & L R R TRERE b
HZRART 4B 5 -

Ry " 2RI AR T (BF) A, BB TS
1P AR AR E TSI - HABHE & — 2T EFRESEA T > 15 2 4
SRAF 48RS A4 2 S 2628 EEE - SRR - SR RTER

WA BB BB o i 1P BT KA BAAERS IR TS HE

e (ISP) WIFYBEAN - bR T AITERHBN 7 3L BT RALIE K BlA L Bhfahask
A RINETRED A - IR B ISP S5 2 1P Bt Ea IR IR RAEA — - &
SR EMER - 5 B —(EEH B TRERICIRI ALY T AR IEIR ALY

( Cyber-crime Convention ) |, "R T4 » Hrhe —Z0h & (Second

Additional Protocol to the Cybercrime Convention on enhanced co-operation

and disclosure of electronic evidence (CETS No. 224) ) A EE RS AT AR AR 5

237 The regime has become a criminal syndicate with a flag, which harnesses its state resources to
steal hundreds of millions of dollars.
238 https://news.ltn.com.tw/news/politics/breakingnews/4305777 (% 1&%& HHH : 05/25/2023)

29 J% 2001 4 11 H HEONEIEEHY 26 (HECARR S LUNER ~ 1K - HAMREIES 30 (&
BRI B A AT E SR ERRIE ALY > Bt (HEERIEIREALY) it —ET
STHETEERILIRI T AP HIETHIRIRR ALY - 1 (4EERIUIRALY) HIEHYHARL — SIS R EPR %
PEERLTRIIL AR — SOt FSHIEN - A IR E TR D TR H AR — R A
Z’J%uiﬁ MR RETEIESF - SRZ AR EMITSE] - SO0RAmZ M~

240 https://www.coe.int/en/web/cybercrime/second-additionaI-protocol
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TRHESRE MR RN Z 55 K IR T LAET > B 208 AR T (F i 35K
ZHIE - BERRQTEE TS - DAZER AR LTRSS < ot - BEZATREY
HIRNEIZR IR - AN AT T A A B R AR 253 A Z IR

\

A RBIEHERDEEINES 2 (R HE" R AR
FHAMAHRARE ) MEM L > DR ~ JREXENEG B2 8K -
G824/7 NCP  ( Network of Contact Points ) Network : G8 Sileey DIE R
TTERGHIERHEIESEE - 485 1997 f£3FEN T \HEESETHA
o HoEm T 10 HITEAE - HEEBIEEORS B I & T %4
FIUIR - WEEIRE SHEENERERE &L BIUSHEIUSEREEE
ZHEEE o G8 it TS RHUR I T LIF4H L (Subgroup on High-Tech
Crime) JERfESEEL =AM ] T BEIUIRR S Bl | (Rt
CCIPS) F&T » SREXKENAEER=L T EREIUF EIEAE &S &
S RAEREF4E%% | (24/7 Network of High-Tech Crime National Points of

Contact) > £5EH 50 {E& 5 - FLEFY 2003 4 10 A #E#EEE A

HeE > DIEE AR TEIA > RS 35 EgER T (THEEBIATE

M HRIEPEM 2 FIEENA G BIEIE » RIGREY » SIRGIEIRGIRIAES > AL RERKE
o EANETRAE R HAMARR AR Z HUE -
22 TRAH ~ IS HEEONE S S HERILIEANZE B S A 1EITRERIESERFEHE & H B #H
& 527 HE 31 H - S EATHE - G8 24/7 Wl54HA%7 HY 2004 43 H ~ 2006 4F 10
A DL TR e AR IUEENTE & (Training Conference ) » H IVTERY #E & B RE1E[T;
HEREILTE Z BAERCE R FTT » SSREI 5 DL & & B B N A B R B IE B EIG & E 75 2 B
E BRI - TABETIRESHI1EE - KEFHEN  JABEN 2006 4 10 AR » f5IREHEZE
ZitH R EREEAEN CGREER) - FMEABTENEREE R ABESI T 2IE_E
MEPEIER g > 2R
https://report.nat.gov.tw/ReportFront/ReportDetail /detail ?sysld=C09600684 - M H &% Kz DL
% > ZHEERECHARFEBFEREES - KBRS AEIRSZEESMES > NEmA - £
POAUIREREME T BB RZ R - SIS IR S s - e IR E A B B S NaE
BENZ MBS - R TERESZEERE SN BINERARILTEZ & EEW - LBEHEFTE
%5 o
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2. Hif Ly

JErE R SR 2 i © (I ICRR DU U B s 7 =&

HUsk A | (4th Korean Security Summit at Harvard: “Korea — An Oracle of Global

Trends" : Curbing North Korea's Revenue Generation from Crypto Theft244) o I

S Y5 = KA IR 2 BV B S N E A I A = (Office of

243 @r 5 B n] £ L 256 The Organization of American States 4815 :
https://www.oas.org/juridico/english/cyb_pry_G8_network.pdf

Members of the G8 24/7 Network (as of December 2007)

AUSTRIA GERMANY MALTA RUSSIA
BELGIUM HONG KONG, CHINA MAURITIUS SINGAPORE
BRAZIL HUNGARY MEXICO SOUTH AFRICA
BULGARIA INDIA MOROCCO SPAIN

CANADA INDONESIA NAMIBIA SWEDEN

CHILE ISRAEL THE NETHERLANDS
CROATIA ITALY NEW ZEALAND THAILAND
CZECH REPUBLIC JAMAICA NIGERIA TUNISIA
DENMARK JAPAN NORWAY UNITED KINGDOM
DOMINICAN REPUBLIC ~ REPUBLIC OF KOREA ~ PAKISTAN UNITED STATES
ESTONIA LITHUANIA PERU

FINLAND LUXEMBOURG THE PHILIPPINES

FRANCE MALAYSIA ROMANIA

244

EZE3 HARVARD Kennedy School
BELFER CENTER Research v Experts Programs &

for Science and International Affairs

£ CONFERENCE - Harvard Faculty, Fellows, Staff, and Students

4th Korean Security Summit at
Harvard: “Korea — An Oracle of Global
Trends"”

RSVP REQUIRED PAST EVENT

Tue., Apr. 11, 2023 - Thu., Apr. 13, 2023

Taubman Building - Allison Dining Room, 5th Floor
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Foreign Assets Control, U.S. Department of the Treasury » OFAC)  F{F+
Andrea Gacki ~ #FEEECASEIEETT (TR MRS BB ESIBSHAR)
KIM Won-soo ~ EERHESTHT/\E] TRM Labs SEEE (R FBIEEE ) Nick
Carlsen ~ & B #5317/ 5] Chainalysis 7 44 JLIEFH A 2% Ashley Chafin-
Lomonosov » tEIERETHILF A A ER LIRS HUE e S~ 588 - OFAC
FE: Andrea Gacki 2 ) © B2 ik HUAYRE B T I8 R B2 SR R 2
SREMIL - KBRS BRI 2 Rt - FEREUSZ SR B RASR 2 IB P T - AL
PHIEEZ g8 Bt b2 FEBER RS HE > 25w > 241 H AT OFAC (R
HilE J7=0 > JRR - R L R E AR 2 SRR A AR E A S5
PSS ~ B - BEEZHBARE - S BEIN 2 EBEE TS 5 Are(E
NEE (B2 BRI sg B A sk - DA T sV kB % s il 2

B9 o LAl #EENESS Tornado Cash 22 8877 5y » OFAC JRES 0 % i 6t

1 FRE A4 (Smart Contract) Y ARIEAE"™ « FE1E I RIEBIE
BRI P AR IR ~ SUGE BB 274 0 R & 1R 2 B
o e AR W B Ry H 05 EESE Taubman Building 7f%22 Allison Dining
Room » 3 Zefil Fy— i (o iy 6 2 [ 22 » sl A T IR - TBe
BB 5 - PRI —EEmEHe - WERNE - JIEE EOw
EETEE IR - S E R T RS HE T U ERESS FER
[EI B B > R I R R IR R (R 5 R I 1 4
CAREEEMEE - SRR L A0 R B TR ES > B 4
*HR9 TRM Labs } Chainalysis 27 EEBESH 5T 57 » (LB RT50 EaEoRss
Hak b EEVE S B ARIEY - TR (TR B A £ 208

245 https://home.treasury.gov/news/press-releases/jy1498
246 https://home.treasury.gov/news/press-releases/jy0916
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W~ Bl bRl (Defi) ~ FSHEfE S BRI IR BIE & » BUUTRESS
AR Ry SR BRI T -

ARG RHRERI S G 2 Gt PR S HREEL - ke
KB EER IR BN R R LR 2 EEERRE > B (&R

AT 5 2 RRE LA HRS I  Youtube B 7" )

§‘g§$§§ Day 3 - 4thw Security Summit at Harvard

?;ggfgé Day 3 — 4th Korean Security Summit at Harvard

247 https://www.belfercenter.org/event/4th-korean-security-summit-harvard-korea-oracle-global-
trends#!day-3-agenda
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1 FEANE

488 JUTE &K (National Cyber Crime Conference ) {&% i NiRZ= Rk
NEEW ) REEEME MO GH - SRR SRR 12
£ NEEFREENRERE - FUAKEI T EEIUIR KBS AR 23
> BB ANEIERIDIRS o 2 S - SRR & 2023 £ 4 H
25 H% 27 H > #BELE Four Points by Sheraton Norwood » #5248 FH &5 A
F 450 7T 0 EEN ARG EHE - HTEVHREEZNEE - ZEES
FEN - ML EREAEIRFIR EAeRE - HEAR - SR ABFIEA
HIGRE  FHEA BRI G E 2E8REER - TSR]
H2EH WY - MEHENBESHEBIUIEEE - B - $UEEss
WA AR ZIRET 58S ~ 10T (Internet of Things - Rethinking Digital
Threats) ~ tHEFIAG(HERTY ~ B54E (Darkweb) 7M4H ~ (HEHRZES - F
PRIBHE ~ BES BRI EAE - EHREWES - WSS 2558

RENRUEREFERI ST F5aRE - BUGRIE 2SR RoiZd B - FBIERE ~ B L
ZEEUIRHEEEFT (HS) 23 A - HEEEHR (DEA) ~ Ek NBEFER S
SEEERD - SRR Z ERRGUR E— R B EA IR E R A FRRE - 28
AR E B EEREEE S NIERE - BRE SR B i S - SRE RN E —
R B A SR A R T R AE i — - R B — I ER A AR AR TR i AR A
ek EEUE - BUETERBIR=(E A -

2. EEHERRIE

RREN A RV E B S - /M aEIRMERIUIEES] - HEREREH
ECEEERES  REREREWREEIHSH - B TETHEEILIE Z KI5

248 https://www.mass.gov/service-details/national-cyber-crime-conference
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HEERZ B - BREMEECZIEEESE G BRUARES RS - 22

22— TEZ49 | (Introduction to the Dark Web ) RFZEREH > » A2 EEEN A E
-ec okl

Wﬂl%

PO A+ RIS B o R P 3 kst

o B R RTINS B > SR T AR B R - U

=3

SIS S > RSB B (L L - AR REEEINEY)
mnZ HEIFN - BEEAE B G - FEAAAER KA M FRTEZ
20 HERABEmIMEAEA - FrassgiiSxibeE 0 Erahi—rEk
HUER - IR EAENIRE L2 - SSEEE ARFETER > Fril LG
$E7 [ Taiwan | {955 > [HEE EIREITRE 2019 £ P BERET_ERFAETE

& HERAFEKEERER - B EREmEL T -

249 |Law Enforcement Training Advisor, Cyber Division » Federal Law Enforcement Training Center.
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FHENEESNE - TS 2023 F 2 250U IR & 2 Sl R

2023
NaTioNaL CyBer CriMEe
CoONFeERENCE

CERTIFICATE OF ATTENDANCE

Wei-Yuan Lo

Apri. 25 - 27, 2023
Norwooo, MA | VieTuaL

THIS CERTIFES ATTENDANCE OF THe
2023 NarioNAL Cyeser CriMe CoNFereNce

g
(=) EHRESHTAT TRM Labs ZEEFERIEE TG

B REE N 2B A - AN EIREAFIIRAZ R E > B T DSR2
Bes Ko THE r A fthhl 2 AHBAROAN - AT A pe TR DI 2
BER > LH RS AL 7 B R i B g8 St ik BReS - AR —
A 1r) R R S S By PRl KYC KX S &) - DU AL ThRE SR ml E BIE
i~ BEEEAHRR R o T RS S e -

TRM Labs (%8 EIFRAI A& S 1T A =] - HoBfE 2 bt THH
Al Ry R FEED R R Z HERBART R - RElSF s B/ A SR
TH - FEFAEEIMEEE b 40 g/ N BEESRIZ I A5 - HTS
TRM i BEE AR REE (TRM-CFC) ~ [EBEE SR E N B35 (TRM-CI)
=P EEE R E N BREE (TRM-ACH KR #EE HKioad (TRM-
CCs) - FHRHREZA0T ¢
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HTRM = memz RTRM s

This is to certify that This is to certify that

Wayne Lo Wayne Lo

having met the requirements prescribed by TRM is hereby recognized as a having met the requirements prescribed by TRM is hereby recognized as a
TRM Advanced Crypto Investigator (TRM-ACI) TRM Certified Investigator (TRM-CI)

In witness whereof this certificate is granted. In witness whereof this certificate is granted.

Taylor Windemuth Rita Martin Windemuth

Taylor W
a TRM Academy TR Bk a TRM Academy

% TRM orsmonas % TRM

This is to certify that This is to certify that

Wayne Lo Wayne Lo

having met the requirements prescribed by TRM is hereby recognized as a having met the requirements prescribed by TRM is hereby recognized as a
TRM Certified in Crypto Fundamentals (TRM-CFC) TRM Crypto Compliance Specialist (TRM-CCS)
In witness whereof this certificate is granted. In witness whereof this certificate is granted.

TRM
87 BT —(—;_E‘-g:- ﬁ,fj[a MWindgousth_ W ¥ udia Dopln imswuct_

Rita Martin Taylor Windemuth Rita Ma Taylor Windemuth

3 TRM Academy S s TRM Academy

() HEEEEASEEEEHEERREE ZGRagH

ERENEE HRIER R EHIUIEH N - H28gmE R - Fiik 2021 4

10 A E MR AR EEBEE T EUAE (National Cryptocurrency

Enforcement Team, NCET ) » ik & H ElVAER SN S B B 728 /NG (CCIPS) 2

WEE ~ R REREIES/NE (MLARS) FIEZH AR - If 2022 £ 2

H 17 B5)ki&ZZE Eun Young Choi FsiZ B[R £ - NCET SHEAKH 255

HiRZE B A =AHRAER - LAEkH] - A - SHEREREERAC ST - B

Tt LR ~ DURCELME: AR et S S A B 2 B e s USRS By B

S 0 MR R E BRI B E TR 3SR R o RERER

{EZ EBEEHOUIRESS - B RIRETE - BAERIAIR Ry NCET 2252

— o AN AARESTUSRERT R, - AU RS EUIR 2 (> H
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AR EER 2021 4F 4 AR TETEUUSERE B/ NE ) (elidU IR
#Z3 = N -~ Japan Prosecutors unit on Emerging crimes ~ JPEC) » E FE(T#
FBIRL I R BT P & (AR ~ & - IR He R B AR BRI
o AlGRELE) - DURBEIIRE(E (FEFHERILIMe S E ZIEEAEGIFE
B Hi BRSSP EBEEATHY - EINER - HREEHE/ MR
s g B PPk - HATECE L4 80 A © JPEC Jit 2021 4F 12 H B135E]
P A (FBI) &FEME T REAairaA s, BLERERLS - K
IEAEYHEE BT ERES M- B R SERERTTIR P I RAERKEY 170 (8 H Tk
pkTEERREE 2 E MR BB EF > R e TS EL R A R
w5 o DUER T AMSIUIRIESNE ) FRBETRZ AT - iz A > w2
Yt - FREIAE R R RS APk - TSRy ERREIY 2 485 - JEHE
REERRRERES W EREEIEZ &8 DIBIIEEREEEX -
PR E SRR FAR M B S EIRR  RUELE - R
X2 1@42E C. Alden Pelker » ZEi B - EEEFmBEEGERES
BRI SR EEREAN 4 (R AR -
() ER=EAZEHEREE
EHIDBENE TS5 T T 98 - gk 2 (82 ARt ElE] - F#T
RSB TES H31HE6 H2H » SEL IR B OhER EIENE K T2
o B CGES S E e (AHTD) ) 28 T EPE A DR &
S > FETIBRAEIR MRS RN E ~ RN Z T i g B 2O s = A A RE -

250 ZFpN 2023 4E 8 H 2 HAEH U AE i 9.0 HY Suffolk District Attorney's Office » fR 7 &
BEEW L E M EE R A CORENRZLE - Forensic Interviewer (ZEE AEDNAHM G > H At
G MEEREWNE M ZEEAE) g8 TR child abuse case FYRHURIE » A 25h
RN R EANSGEE (HERABEFMIEKIKE  FREEEEALEANE
FEVIRELE > BOTRESER ST ) - PN GBI R RE 7 KB RS F TR RA EER » €5 a
@WW)J H &AM AR A Y L E AR H 2B ) Now you see BB F (3%VEH) 5 B FEGH
peS R am A MIAYES R - W R MFIRVEIMER D B RE H 5 - SxEZAYE » (Now you see) E’anH
%DS{%**EJJ?MFW?%}\%EHETZ«“%’I%I%ﬂfg RESEEEAERRIRAEE ) - EEFHIRAAEE - B HAM
{F%E%%E’JAH”ML Suffolk DA's Office JEENE 77 Ig » /48R AZILHGZIREE » B

hashtag FLEZE - R T —HRE RS (AfE 21)
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