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Technical Director
information and Communication Laboratory

Industrial Technology Research Institute

Co-Leader of the Fab & Equipment and Information Security Task Force,
SEMI Taiwan
Chair of WG1, SEMI Taiwan Cyber Security Committee
(SEMI E187 Implementation and Cartification Program)
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T HAREWSZ EBEREMEUE - H AR RS me iy AL R
Wit Bl sF 5 Z B9 ( Cryptography Research and Evaluation Committees,
CRYPTREC) » HAEH5 R B AIEEA H A BUNHEE Z05)5 A S 2 e -
A E A B R E S EAR(E 7% » 5 ERARIRHS B 2L
IR TE 2 Z N HE 5 B LS M Emn L et - hHAEEE
( Ministry of Internal Affairs and Communications ) FIKEAEZES (Ministry
of Economy, Trade and Industry ) :[F#E » BEA=({E/NMIZES - HH
AR SHTZeH#% (National Institute of Information and Communications
Technology, NICT ) Fl H A% & & iz B 4 #E #% % ( Information-technology
Promotion Agency, IPA ) FL[E4%%E -

CRYPTREC Y+ % H L2 MEIRE LB L R BLla]5El: - Egs
B EF N Z 2 - A EANE T BUN RN ZEEE (5]
CRYPTREC #HE/F B ) » Mg 360 851 AU HHE 7B S M Y A0 i o PR A 1 3 A
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CRYPTREC activities et BPTRE

CRYPTREC: CRYPTography Research and Evaluation Committees
® Established at 2000 [Gcwmes
® Organizers - Joint project constituted by
® Digital Agency
@ Ministry of Internal Affairs and Communication

® Ministry of Economy, Trade and Industry
@ National Institute of Information and Communication

Technology 1 -
e Information-technology Promotion Agency, Japan e— :
® Goals e
To assure security and reliability of e-Government, . i
® Evaluates and monitors the security of cryptography hetps://www.cryptrec.go.fp/en/indexhml

e Develops the list of ciphers that should be recommended for use in the
procurement of e-Government (as called CRYPTREC ciphers list)

@ Carries out investigation/examination and publishes guidelines/guidance for an
appropriate use of e-government recommended ciphers ‘

[ 50 ° H ARG HEEhSH SR EL TS
BRI © IPA f2HE
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CRYPTREC Ciphers List IPA

® History
® 2003 Publication of the e-Government Recommended Ciphers List (1st Version)
® 2013 Publication of the CRYPTREC Ciphers List (2nd Version)
® 2023 Publication of the CRYPTREC Ciphers List (3rd Version)

CRYPTREC Ciphers List \

4

Candidate Recom merhdied”CiphéEl;lsit ‘
eTechnically Secure & Efficient
® [ ess Available in Market

S

BRPOR © IPA $2t

HAESE = CRYPTREC #S BB - AL " BT BUNHEE &S

AR FEH BT HAHEE R Y # FHY DSA ~ ECDSA ~ EdDSA ~ RSA-

PSS F&HUEHEEL ¢ FIIIERT RSA-OAEP » UK FRHEZER SHA £51

HEDEE - [HEEENE - IWEREPEAESEAHI A SR E THS

HELE - IPA 58 - BENE T RIS H BT AB TR - HAE JT 5
WEF R - {H5 R4 AE =R CRYPTREC #HE5 /& -
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3rd CRYPTREC Ciphers List IPA

o e e e e o s o

e-Government Recommended Ciphers List Candidate Recommended Ciphers List
- Slzzsificotion, Algorghms ) - :C'gs IERNRN e e e e AQOTNS
& DSA \ 11832 1
3 . ECOSA I s 7 73 |Key sharing |PSEC-KEM [v
i E No PQC algorithms _~"1|383 |
g [Sorowe  JEADSA H : CIPHERUNICORN-E
3 RSA-PSS 0 included g4 ICORN-E |
a L |64bit block ierocrypt-Ll
5 RSASSA-PKCSL-v1 5 g § fowers e
3 — = ! ‘ T —
g Encryption :iA OAEP g |128bk CIPHERUNICORN-A
Gl —
@ |Key sharing ECD ; ] R 5 |block CLEFIA
- - - | Classification Algorithms = ciphers Hierocrypt-3
o % |128-bit block AES : % CBC 3 Enocoro-128v2
g x5 |ciphers Camellia g cre g [Stream [MUGH
2 < & [stream @ rornaen lality ~ @ |ciphers =
4" 3 i KCipher-2 s | CIR |MULTI-S01
SHA- 256 ~ [OFB MAC |PC-MAC-AES
B . R
SHA-384 g ‘ IXTS Monitored Ciphers List
SHA-512 3 [’.“‘""*"l“le d C‘CM Classification [ Algorthms
SHA-512/256 GCM 958
Hash functions |SHA3-256 MAC CMAC i 23 |Encryption |RSAES-PKCS1-v1_5
[SHA3-384 HMAC 253 [
SHA3-512 | [Authenticated o |5
b—‘SHAKEIZB Encryption ChaCha20-Poly1305 %E ?:)'?;sb»ock 3:key Tripie DES
= 1SO/IEC 9798-2  ~ PR 7 et e
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(—) SEMI E187 §r4H — TRt 7ehe

Introduction to SEMI E187 and Its :
Verification of Conformity (VoC) . Technical Director
Information and Communication Laboratory

Ares Cho Industrial Technology Research Institute

Technical Director
Co-Leader of the Fab & Equipment and Information Security Task Force,
SEMI Taiwan
Chair of WG1, SEMI Taiwan Cyber Security Committee
(SEMI E187 Implementation and Certification Program)

Information and Communication Research
Laboratory, ITRI

Co-Leader of the Fab & Equipment and
Information Security Task Force, SEMI Taiwan

04/23/2025

REBOERE r TRRRRS

TSMC Strengthens "Specification for Cybersecurity of
Semiconductor Equipment’, Realizing Mutual Industry Benefits
Qur Journey in SEMI E187 / SEMI E187IC% | Z ) 3 TSMC d the Securty of its | by Requiring New E:

he through Procurerr ergthening the
Chain

pment to Comply
ybersecurity

SEMI Fab & Equipment Information  SEMI  TAIWAN

Security Task Force Cyber Security Commitee 2
o—o o

2019 2022 2023 2024 SEMI E187 VoC Program .
SEMI 6506 SEMIELS7  SEMIE187 e ALl o v

Implementation Reference &% FVT s

and Checking List esunsk »

B MERE ko sysvens
d e o Kainova
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HET: Mg b o s S Mgty oL A3 o™

ersecurity Committee Es ished i 202 Taiwan Semi Cybersecurity Committee

| YRR =Y A=t F 2 Z87 BEI VI A —HAN—tF21UTA1HEER

The SEMI C  is i to adﬂro!; — = WGLSEMI E187 Implementation and Certification Program
cybersecurity challenges, opportunities and innovations with vision of - WG2:Educational Programs and Confercnce Events

building supply chain resilience through cybersecurity.
* WG3:Supply Chain Cyber Security Rating Service
Many security domain experts of industry leading companies & agencies * WGA:Cyhersecurity Reference Architecture far tor Manufacturing

have been working together to build secured factory, secured business
and supply chain.
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SEMI 187 CHECK LIST_DRAFT_20230631

SEMI £187 Reference
Practice
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Reaurement > Documentverifcaton

[£187.00 RQ 00001 00]
[E187.00-RO-00002-00]

05 Life Cycle Management
7.2 Operational System
Operational Manuals far System Patch/Updata

8.2 Network Security [E187.00-RQ-0DA03-00] Network Protocol for Data Transmission
8.3 Network Configuration [E187.00-RQ-00004-00] Netwark Hardening
9.2 Vulnerability Management  [£187.00 RQ 00005 00] Application Vulnerabllity Scanning and Mitigation
9.3 Malware Mitigation [E17.00-RO-00006-00] Antivirus Scanning and Mitigatian
[E187.00-RQ-00007-00] Endpaint Protection Mechanism
5.4 Anti malware protection
[E187.00-RQ-00008-00] Peripheral 1/0 Cantrol
[E187. ) Methods
9.5 Access Cantrol
[E187.00-R0-00010-00] Least Privilege Authorization
[E187.00-RQ-00011-00] System and Security Logs last for one month

1022 Security Logging

[E287.00-RQ-00012-00] Log Fields

matic Verification of Conformity {Vo

3
BEMBEROELRNT 70— F
AVERE L FF—A . | T—
IHFREAPL | 45 N
44 sit and
1!*1'}7'47‘2}&”5/'};—-75/ seavs (N
EREEYTAF—

RNRpe*¥=)5q #ﬂ‘ﬂ@iﬁl
HE
24344

B NPT
Ty TP Y I Y—
B2

W -
2. Review of Results,
20yher security Team; 101 P BB K2

Security Testing and MG B Mans
3.Product Security Team:

1.Consultant Team:
1. What to do,

Enfarcement of Product Security Considerations
4.Equipment Owner: Engineering Support
5.Certification Body:

1. Site Visit and Final Review

2. Issue of VoC

oA
Review
Kick-off
dadgend

Case Study (Preface of VoC) / 7 —

[E187.00-RQ-00001-00]

[ )

Verification of Conformity

Clausa 7.25upport for Oprating System
Requiremen: | [EL67.00R0.00001-00)

©

Requlrement e shal not with 05 that. oy te.g. end of ).
Description

Chek List

3 version number and scree shot to proof the OS support s valid for at least 12 months by the time of product release.

Some cormmonly used Oes could b found in th following links:

® Microsaft wWindows: hitps://learn. 1 I

® sadhat: redhat.com, licyfupdateserrsta

@ Ubunte: hetps:/fwid ubunty comjReleases
1105 support s vald less than 12 menths,

ist the date 1o 5¢ end of support and the uograding and patching plans accordingly.
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The Checklist

« Buseline, Sirmple Lo implument

» kocus on sccurity checks before shiprent.

+ This may leac to improverents in product design,
manutacturing, and verifizatian processes ta ensura
compliance.

Introduce securily stanning Laols for vulnerability
und malware deteclivn, aling with reporting Luols
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Prepare for your journey
to SEMI E187
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2025
OT Security

ShareTech MINA HONG

SEMI E187 -ShareTech OT Security

1. Network Perimeter Protection

2. Access Control

3. Monitoring and Logging

4. Device Identity

5. Incident Response

6. Firmware and Patch Management
7. 0T Firewall LAN BYPASS

Thank you for listening,

5.

)
«Lsiarerect
B3 help@sharetech.com.tw
B4 mina@sharetech.com.tw

R AR A F]
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Sharelechy Products & Services | Hardware & Software Professionals

o Fatablished for 25 years
o Headquartes in Taichung, * 0T Security

* bail Server

uclsyg Jzpan, India,
Thailand, Indoacsia, cic.

Made in Taiwan
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g PQC-CIA PQC Cybersecurity Industry Alliance (PQC-CIA)
w + The alliance was established on 2024/05/16, with the CEO of Hon Hai Research Institute
as the convener.

+ The purpose of the PQC-CIA is to gather the research and development energy of the
domestic PQC chip industry, integrate and connect through the R&D alliance, promote
silicon IP

Opportunities and Challenges in the
Post-Quantum Cybersecurity Era
PQC-CIA Secretariat
§jraccia Commercial National Security Algorithm Suite 2.0 g pac-clA Introduction
Strong and effective
Focusing an “technalagy R&D, public-private partnership
application testing, and training
promotion," the goal is to strengthen
domestic post-quantum
cybersecurity R&D, faster industry Speed up the development
collaboration through zlltal:‘es of Taiwan's post-quantum
romote innovation, expand infa Lho
nr:\tematvonal markets aﬁ enhance ‘Ybﬂm"'! "‘d“w}'
our country’s global competitiveness
in quantum security.
Taking action to ensure
Taiwan is PQC ready
—
- e Cliw
1
2025/6/26
5‘3’ PQC-CIA Members §jPac-cia PQC Cybersecurity Industry Alliance (PQC-CIA)
+ We organize courses ta cultivate talent in post-quantum cryptagraphy.
L2255 | P AT | muswse @actger
Fe: ¥ AUTHENTREND + Our team has proposed PQC Chip & System Common Platform, which faciltates
industrial development of PQC chips and applications.
o, BRI
o nEparE srxe WBHRER §m§a
Gchelpis @ vanexr  inokewautt  #5 <eaves | [INOUR
i | EE e
Egis | WA=z
f- 0R M
2yell solutions
e Zois 7% KinsHold
| i
%’ pac-CIA To empower Taiwan’s PQC industries Lowering the Barriers: PQC Common Platform
) Deployment of PQC on Both Serverand Client>
Provides a standar RIL circutinse face for i zpreting arver
vl complete POC aigerthms er partial acce crator Clien
* Quickly validate market compeneni w5 e
() | demand lo shorlen the producl Complexity of PQC Security Architecture >
Manufacture development cycle (Gffers PGC Core Algarithm Platform vitk NIST starcardized
algorit1ms to “eiliae digitl logi cosign veris B
Save R&D costs and quickly -
achieve product innovation Challenges of PQC Algorithm Libraries> 4 o
gy % Enha?(g product security and APIs for easy industry applicator rtegration. -
" compliance High De s of ASIC Chips=> s ‘
) Provides PR ver feation nMmeErt to assistin the af a7 L
feas bi ity valldation of slicon I a7¢ U000rs $pecia lzzd
chipproduct eecign
1=
2
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PQC Algorithm Basic Types

and Authorization

Verify signature

E PQC-CIA Post-Quantum Cryptography (PQC} ‘q PQC-CIA Use Case 2: elDAS signature with PQC protection
o L tion (R. B =
“pQcoata >
FN-DSA SA % “PQCHSM Tkt
’
) Eaicon) e 1] certificate Generation
I Authority Verifcation Platform

‘6 PQC-CIA Use Case 1: FIDO2 Authentication with PQC protection

FIDO2@PQC Authenticatar

.
e

... FID02@PQC

Fast Identity Online. Server

s
3k comes

Identification .

2025/a/15-17
CYBERSEC Taiwan
launched

fq PQC-CIA User Case 3: Data Center Cross Domain Application
Comprehensive Enhancement of Cybersecurity Protection
Cross Domain Solution

Application scenario

s

; jim@”ﬁ

WsTzES st K

ey

§irac-cia Conclusion

The Years-to-Quantum (Y2Q) crisis will start in 2026.

e e, b1l

We all are facing the PQC Migration Issues

Hope that we can

(1)Share the strategy for PQC migration

(2)Share the case studies each other

(3)Share the PQC-ready ICs, devices and solutions partners
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Ch’ Tools and Methodologies for PQC Migration

.. Discass Quansum Safe eonmine Supply Chain
Fotoblisha Quantum Prepere aCryptographic " Resdimapaith Dol vy e
Readiness Roadmap. Invenzory Technology Vendors o

Post-Quantum @—» — @ —

Cryptography Method
Migration Guidance © B

5
output
14)

TEAWE  ammserenter oo st meh 1 BLERE w3

CyloerSeeurity Technoogy Instituze

CH Release of the PQC Migration Guidelines Chz Password Scanning Automation Tool

e Manufacturers can use automated taols to
= Taiwan' s first post-quantum

cryptography migration
guidelines was officially released
at CYBERSEC 2025 on April 16,
2025.

evaluate the security of data transmissions

in application systems. These taols analyze

encryption algorithms, key lengths,

certificate configuratians, and ather

- Itis expected to support \
demonstration migration projects
in the financial, defense, and
healthcare sectors.

parameters through traffic inspection,
enabling a camprehensive assessment of

encryption strength ta better protect
enterprise assets and sensitive data.

TERSE cammmenconu s e 3 BLERE wamaenlco s e 4

2025/6/26

Cl.’ The Necessity of Migration Guidelines

2 Raising Industey Awareries 3. Meesing Induscry Demandt

THALI Sl Uil polral = Sl
Furopesicy v threat: y reeds, providing
compuiers pose lacatent businesses wi

e migrasior: 1o o
quantum cryprograp!
actively ackdiessir [t
ybersecurity challenges

encryption tachnologies, migration pathway and
encoutaging therm :o implementation steps to

Tabwan must fallaw sui 1o ko ‘ process s secure and
SR cayplagraphy and exjiecdice operable,
compliance. their migration.

TEASE  ammserentcr o s eh §

BEHENERE

Thank You

[}

TeRSE w6
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Visitors Count

Tokyo Spring Show, 2025

Apr.23(Wed) - 25(Fri) Tokyo Big Sight, Japan 10:00-18:00 (until 17:00 on the
2025 last day)

April 30, 2025 RX Japan Ltd.

Apr.24 Ape.2S 3-days
(The) o) total

16,269 19,503 22,030 57,802

“The dally number of visitors Is the number of visits a day. A person is counted only once per day.
*The total number of visits equals the number of visitors of that day plus the total number of repeat visits.

*Above number does not include exhibitors nor press attendees
FrEaEssasE saw
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PR BB 320 - AR 45 B

YSIEE Y HARZHRMEERM
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