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SRFRAE AR (Aviation Cyber Security)
SMEZHET 1134 12 H 16 HE 18 H
ERRL ¢ ERIPRATAS A e o T O R O
(TATA Training Center — Singapore)
IRERAE] ¢ AL 24 /NI 0 & 1 TONIER - 3 REEE raHERE R 1 KE
RE P EHER S
SR8 - AIGRERITTABSL > HARE & « FB2kpbar ~ BE
Bibon BN B A 28 -

Day 1 Day 2

Session 1 09:00-12:00

Session 1 09:00-12:00
Day 1 review

Welcome to the course, meet your fellow

attendees and introduction to cyber security Risk & Threat Assessment
Cyber Threats, Vulnerabilities and Attack Exercise - Airline/Aircraft Risk Assessment,
Vectors Group Presentation preparation
Lunch Break 60’ Lunch Break 60’

Session 2 13:00-17:00 Session 2 13:00-17:00

End of Day 1 End of Day 2

Session 1 09:00-12:00

Day 2 review

Setting up a Cyber Security Management
System (CSMS) Part 1

Setting up a Cyber Security Management
System (CSMS) Part 2

Establishing and maintaining a CSMS

Course Review and exam revision
Lunch Break 60’

Session 2 13:00-16:00

Closure: Group Expectations review

ARTEISR Z ERAEAE
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Performance Assessment & Grading

+ Final Exam
50%

» Presentation (of the group exercise)
30%

+ Participation
20%
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ARXFNGRERTE > TEESHEBIRT ZEARS - S Z NE - & fms?
i BLEE T RS 2B A4 (CSMS) 2T » 24 ATGRIEN S SR,
e

— PREIsREE
AR SRERE HARA T - ARRBERHRT A AR 2 ACH 1R S =T

() PR AT 2z S 1 e o (B e

(=) TE B RS bt G

(=) o MraH ek Es iR

(V9) T e e\ b % et i i

(11) IS 2 B H A48 (CSMS)

Course Content

The main topics are as follows:

Introduction to Cyber Security

Cyber threats, vulnerabilities & attack vectors in aviation

Cyber threat response, mitigation and risk management

Aviation international regulation and standards

Cyber Security Management System (CSMS):
management responsibilities, governance and leadership, establishing CSMS,
quality control and assurance
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o WERRIREAS T

MR aR R ETERE (W1 2 B Pansk - WABsaen - BEERE - &
BIEE) K& (41 B -~ TEREE - FERRER - VIl - nRE ) 2Ok
& o BEHERWAS— » ELEEPRTAEL2HS, (International
Organization for Standardization » ISO) ~ &[0 57 4B BB Sl bt 22 F %
(National Institute of Standards and Technology > NIST) - B EE (S

B3 (International Telegraph Union » ITU) ZE& K[ B 4RSS A4S

PRz Z R - ATERENHH AT =R EEES - s CTA % =& (CIA Triad):

o f M (Confidentiality) @ WEMRENAGIZHE AN SRERUS -
o SEFEME (Integrity) @ HERERAANHIREEL -
o H[FAME (Availability) : HEFREERAEIE FFERFEVS -

Confidentiality Integrity Availability
Ensuring information is Ensuring information is Ensuring information
only accessed by not modified can be accessed when
authorized people illegitimately needed

CCINEZ=%ER

ARHERF A RS (R OAAE CIA SR PSP - AT ZZ4g8s =
ZRIE] > HE B e A\ B 2 e > DAPREEM = ek 2 2 R
EE R Tase

(—)4disEZ (Cyber Threat)
1~ EFE D ETATREEEARGETRESAERF - B - 1858 - &



SELEEEER S - DIEAER - B A S8 2 & ~ BiE
BRI BB B -
2~ HEREEEE (Cyber Threat Actors) JEH!
(1) BIZ4 %% (Nation State Actors): ZEFER) > T
HWYBFBEEUE ~ &K ~ RilrsEEBEHRFHRUEE
B EERMERE 2 B -
(2) 4EEIUTEST T (Cyber Criminals) @ B2 102 By 1 JEHUF]
o (TR TT > FINFEEUE R THEES -
(3) BUEEZ# (Hacktivists) @ &R H R {EIAR 25 SR B &
Bk AR e M EBUE ERYRUIR -
(4) Mo+ (Terrorists)  ZMBWIRIT R DLHUSERIRESS B
il -
(5) =|oRFHEZZ% (Thrill-Seeker Hackers) @ By T JE{SLERDL
AT B R DL 5 20 BRI S e 2 R Y 58 T BRI 2
TR AR B - (AR -
(6) WEREGE (Insider Threat) : 4H&RA B TR IR REAEITIN
B TIREE Ny T HAE RIS R TR
(Z)BE59%E (Vulnerability)
1~ EF AR —EEEERE B E A E < RE - HE
BT HASA S - e EENTEEY) -
2~ EARK : BoEsEER (Configuration Errors) ~ A7 H
(Gaps in Security Controls)~ AFKak ~ 1122 T2 (Social
Engineering) °
3~ EZFIAAR  FIOE AR - BRSSPI AR
FH RS -



4~ FRZESEMGTIRAE ¢ BREEAE - BLIERTR S - S RHS RN B
RREEF S RHEBARS B -
5~ HESHEISRE -
(1) e @ pEH 4% (Common Use Passenger Processing
System » CUPPS) * ¥R E A M A ESFRVRHE (BB B
FRENE) » B A A4S AR AR AU A Bl EI R 25 _EAY
N2 AR ] RS Sy TR R B L -
(2) 1TZBEE 440 (Baggage Scanning Systems) @ KB A FEF
FIAZEEH Wi-Fi #EEFEL (BIANHEE WEP) » ¥ 2 T
8 PERLIT R AR B AR IR LA A 2 R
(3) #ITEN] (Pass Control) @ BUEEFIREFEHH &4 B A EN
TERES R - EANE RSN TR EE TR K -
= EREEZAE

SR PR R AR 34 2 RSB 2= B > A0 ERNE (Data Breached) »
B2 (Ransomware ) ~ PHERARTEEE (DoS) ~ sl IHER R B &
(DDoS) % - fism/e EAEVE S BURAVARE BB > i & % AR BR A R
T RIRHAG > LSt ERIERIREE TS > B8 T B s TR B
AT EE M © RobEOR S HE N SR T AR » RIS DL N IEE
HEITRE AL
(—)Z4BA#ES (Secure Development Practices) : HECRBHSE A BRI
BASEAY A ME T2 2 s (OWASP Top 10) #EfTHSGE - EHEEE
ZESSEE SERIRGE -
(Z)MIE (Testing) © EHHSH T 2802 2o PR m] FPEHET TS -
(=) HR7iEE (Segregation of Services) : HEFRIE AN AR SR
RS bR -

Ay
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(M) F55EREs (Antivirus) @ BIRFEEEET (MR 55 oK AR PHAE I % -
(7u)REEERRES (Web Proxy) : Pk 8 TERfF HUE S AENEE T e S o T
(7N)f0%# (Encryption) : & &R K Akes B ZIFZEAB ZAE -
()2 EEEEE (Multi Factor Authentication) : $EFFERes ]~ B
[ -
(JOEIHE (User Training) @ 58(LE THIGERE LR  RBHEHLS
B MR RN S R - DU R AR -
(SR (Patching) * I HEITREE RIS » DUF RIFER RSRIE
(+)BEEZEH] (Administrative Controls) : Jek/b A BN Z iR 2 R -
(+—)EEEH (Asset Management ) : EEFTANENZE N ZHEME -
(+=)ZE 2B (Security Monitoring) © BEiBFFEEIEE AL 21 -
RIRELEE 2 F M - DS AR SRR PR B BRI ER -
(T=)ZREHIES (Incident Response) * Fy4ER& I Ey 418 FH S 1E 5
AT IERR -

o~ RSB R

JE\fg > T2 FERAR SRR RIREME: - IMAERTZE GRS PR s T P siam A L
ber > FERS FRBECE SRS T i A (E (H A& S B H R VAR 2 B -

52 HE A R s 2 AR

Likelihood of Impact of

RISK = Event Event

0 FHELANTRME FHRAMBRZIVE

Db R
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(—)ZEEEEAE (Security Risk Management Process)
EERERE R S R ERZENEREE K o I H
Wz BT H T2 B E Z AT RE M S AR A TR - UGS b
ST - HEIT BT 3% b B A M 2 e e - DARR (R e
SR ETEE -

Threats
Scenarios

Impact Risk = ( Likelihood x Impact)

[ $ Risk= (Polo)

Likelihood

Lo

\_/

— Security Residual
Risk

Reduce the risk measures

b E

1~ EEEAAAAEM: (Likelihood of Bvent) AR AL T = KNZE
LB RAYEER -
(1) H7A%# (The Natural Exposure) : Bl HIE& BN EEH
AR5 1) - BIANEERG R A -
(2) BSEARET (The Feeling of Impunity by the Aggressor):
RIS H Y aT REME: - SR BEE Al 2 EIRYHIBAE R -
(3) HIRMNEESE (The Base of Realization) @ HURPNILIRE L

12



FTRR SSRAIRE ~ MBS 2 I R TR R Z i
2~ BTG 22 (Inpact of Event ) BIX®E(T Ry CIA =
BHRELZIRERE -
3~ EfmAgts (Risk Grid) © RFEGE B IFSE LAY AT RENE R AT R Z &2
bR AERERE - THEHEEEEEE RS CEE
ZHiE B HEEEERITEEIIER - DR EEEIEE £
PEZHIRRE -

Jal

[

Likelihood

!

—>
1 2 3 Impact

DR\

() BIPEEER 2 EBE 5 7% (Risk Assessment Methodologies )

7 3 aHE Tk
[SO 27002
ISO 13335
IS0 [P 3 FH A5eAE ISO 15408

(Common Criteria)

ISO 27005
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X

OCTAVE
(Operationally Critical Threat, Asset, and

Vulnerability Evaluation)

RiZe 4R B R firZ B9 RTCA
Airworthiness security methods and

considerations—DO-356A

VA

EBIOS
(Expression des Besoins et Identification

des Objectifs de Sécurité)

MEHARI

(Method for Harmonized Analysis of RIsk)

SCORE

(Systematic Coronary Risk Evaluation)

1
/Pt
i

CRAMM

(CCTA Risk Analysis and Management
Method )

[5F * CCTA ot h st BRG]

SPRINT
(Situation of Potential Risk resulting

from the INTeraction)

COBRA

(Co-Benefits Risk Assessment )

RA2

(Risk Assessment 2)

LBy

[SAMM

14




(Information Security Assessment &

Monitoring Method)

[FGE EIOM ES A 22 55 (#4045 EUROCAE -
Airworthiness security methods and

considerations—ED-203A

7

(=) Z2HEH (Security Incident and Bvent Management > SIEM)
1~ Z#2FF (Security Event) BAZ72E#HT (Security Incident)
TR RHE A ARSI EE R R SRR AT TR 2 2

Hge
(2) ZEHEH  FHIEHE NS EL2EN > BREFEEZEE -
L BHERIR S > AR E R AR R BN B - EERE/
T/ BEERRESR  REPRERUSEE RS/ R4/ B0~ $98UE
> NEDEE - THETAR % (DoS) HEE. .. -
2~ EHUEHELRFE (Incident Management Workflow)
FREHEGISH MRS - 2 - 2RBIEESE
I FTERELY RS LIS -

(1)

I~

ik

i

NrERR S EifBERS

D EERUEHEDAE
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3~ H[oEA 4 ET (Incident Response Lifecycle)

2y I B B AHOUT HE A 36K D RS A X ST AEME o

3 0 I AR A X K AR 3E AR T R T AR T o

& AR F P K IE AR IR FRATER ©

D R R TR B A 6 ST AEME - ARdd 3E 2k & R A2 T

VVVVY

4~ HWEEBE
(1) EFEEMIRZE (The Chief Information Security
Officer) : EEUEEATHEA: - INMEEHAHE SRS A 7B
e L G ERR 1R P S MR R R
(2) BEHEEZESE/ N (Computer Emergency Response Team °
CERT) : JREBEESIER » WARSEFEEA 1] (Incident

Response Lifecycle) JFER °

(3) Z2& 0y (The Security Operation Center » SOC) : &
Bl ~ TSRS A ST - MR S ERL A
CERT -

(4) IT &M S (The 1T Helpdesk) : 1 FofTAa] o] SELCEAT Ry
ez L BRAE RS ©

5~ S HEEUGE (Enterprise Log Collection) : 4R&R = E &4 K
ENEIELEE (log data) » 1B BHRAYIREE SOE I N B FHY B
FUMIE R RASESE - [ SIEM HHIAVEELL » T2 HAVE S (R e AT

16



PEACHKAER A SOt -
f~ EREEEHEAG (CSMS)
RIS B 2 2 S AT (Cyber Security Management
System » CSMS) HBIIASEMEFTHARCRIVET - HFIFAALUTE
B PR L EHUERRCR R RERETE 2 A - §2
TSR R N TSR RIS R A L -

[ - s 2 e A U R

() JERE R A (CSMS) UK F i -
1~ EPEEE KR (Senior Management Commitment )
H I ZE A M - FEE TR TIFRE SR - A
FEFEFVYIR 24 A B &R - ELIRIES IR 7R Bt B 1 SE AR AT
(] HsF SRy B 2% R AR s it » D5/ DEGEN P AR T 4 s 4t PRl 2
NEHY - T HARERVIREE S BO 2R - G HH S PR B AR 4
RPEILESS ] -

(1) FEEECHE# (RACI Matrix) : Responsibility BEE » B

17



HATHIA 5 Accountability BEEH » BIEEEFTNA » BEH
H—AL ; Consul ted Bz > FEIeOLE AT A > Al ETTEE
[ 5 Informed S5401% » AAEEHERIA ©

Example: RACI Table for representing
Information security roles and assignments

Activities BOARD Head of A/C Maintenance Head of | CISO
Engineering Safety

Security policies

Secure A/C Data

loading

=R ELCE E

(2) JEHEIEE (Governance and Leadership)
f5F4<EE (Senior Management Leadership) @ 4gE&LR
ESFNIAEE R B L ARG » FHREY 2E - &

 [BAL R ERE I EEAERE - SUER A EE G ER
EHEGRE - ARSI E B R - A LB R
EE - MRS RE R A SRS IR A

IT. {7E&EEE (Executive Level Responsibilities) : %
17+ (CEO) FERETLSRNE 5 miim 8 TEEHEENE . 5%
*ZE (The Chief Security Officer > CSO) [EEFEREE
FYRITE B B b B A 25 B P A5 T A DAY T e

18
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B HEEHPRZEE (The Chief Information
Security Officer » CISO) FEAFHEIBITEMNIRLET
B RERSEE - RS E R ZNE RSN 5 &
#E (Chief Operating Officer » C00) FERFEEIZAEME
IRE AT E T BIRE o B - NS THTEE S Y
BT E N RS IR > M5 (Chief Financial
Officer - CFO) MESEHEEIRGFEIRZBUIR ZEIFIH - I
RE RIS FERTE 5 E S AJJE IR (Chief Human
Resources Officer » CHRO) JEEE B THNERs (R4S
HIREEN ~ dERFELE & Rt - WEHECREER B LHEE R
BATEINSURE N B

Plan

Define security policies and
objectives, related
responsibilities and applicable

directives, processes and
procedures

Act ' | Make all security policies and 1
(a2 objectives, related

Senior Management Commitment Maintain and Improve the CSMS responsibilities and applicable
Take corrective and preventive directives, processes and

Aviation Authorities | actions, capitalize and innovate procedures applicable and
Aviation cyber security Regulations & | < operate thellgvztl operational
standards (Airlines, Airport, ATM... -

refer to Module 7)

opean Union Aviation Safety Agency

National Security Agencies
NSA, ANSSI, BSI, NCSC...

IS0 27001 -

2~ JEfEEHE (Risk Assessment )

3~ HEHAEHE (Management of Incidents)

19



4~ SEEH (Quality Control and Assurance) :

(1) sEPZER] (QC) ranBEfRaE (QA) & FIREERIRE 1AL /\FT » &
&t B FHAE SRR B AN B 2% - DA LA e ey e B B
FRIR BRI EAE - FE B BTHIE CSMS S THYAER - AR
ERNAS s EEH > G0 ¢ SR R/ e () i
TTEAE ~ U ERBTE R - IRE [l e R SR T
LUk #3# KPT IET € B il B L 2B 2 o e B e HIHE
B2 M AEI BB RE IR - RiBA SR i = P e B A
HHE S A R R T [ B 2

(2) BZFHEA (Security Audits ) EE&EFIREIBLILHARELHS 2 FE
¥ IR = e R T NS & -

(3) HLIEFERE (Supply Chain Management ) @ EilfLJE RS 17 fi
HIEARAERA(R - RA T ERRYEGTIE & - HEORELER
JESRTT B B AT - T2 B R &R R A T E ]

Bi% > DRREMELE -

Airline supply chain example: EFB

Cockpit / Avionics )

Chemical content
Management chip

CPU: Controller card ~ Controller ship

Software EFB applications:

IBn:;ZJ;t/;‘eret Platters Flasuckay Take performance,
Weight and Balance
D BT THL (Electronic Flight Bag) fHjEs

20



(4) B35 (Training and Awareness) © & HAHERARRH S RER
B EBSEERFEEEETENLE > DIEERT 2=k
e B TEREERZIRRFED - Ca  NYREREYE -

(5) F9BEFFHE (Vulnerability Scanning) © HECRERES K AEHE L4t
TEPRFFAEA RE TR BTN /N 2 A R RE -

(6) Z2EME (Penetration Testing) : HHAHR PN ES B THABIAERE
WEEIEE » — T T ~ S T REIE - [EERLEE
Skt FTREMYZ R - DL RS L 2R & e 4 -

FEDMEES L R BT AA (CMS) UK T &l - AR —E/EH

i~ TG ~ (0~ NESIERAY e R E AL

W 2 EH AR R

()BTRS 2B A% (CMS) Zfife

1~ HEREEENEF < &8t (Regulatory & Procedural
Compliance) * B FEUF SRS E TS 2 R ERIER - HRIEHIE L
REMEE T S BORZ 240 > H B M e S8 IE L LITHHIR ARV -

2~ IRt EIFE (Cyber Security Resource Library) © HEpR
P sz SET < B s S AR s — B2 B R TF -

3 EEATHERS LA (Cyber Security Standards) : JELIFE 5=
WEs ETEEIT#T - WMIERF A BT A R A B RS -

4~ VEEEKIFER (Contract Reviews) : MESEIFTA vl AE R, B4AH A% 2 2E
Z B o BRAG 2 AHR S SN TEE - W wE] RIS E 175
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I - MERRRIZE e Z aka T A E ion 22 e ARE -
(=)Hpg 222 BOR (Cyber Security Policies)

WS =BUR (Policies) SEAREZE 2 oRilig (Strategy) HYA
i - AR EE SRR EN A 4t 22 = EH 448 (CSMS) > L
TEERFTH 24T REZ FIPReE H e N E 2 BRI - B ERES
55 0 BURIERR R B ISR B IR — B2 2 070% -

(P24 )77 %% (Security Methodology)

LETEEERGU RIS ERAE - EZA ] ~ #HE
TRBGAIESS 2 e i - FEMTZE RS TRZe<BIs > LTy kem < E I salE
S TRIERTEE 248 ~ 22 smE T (ATM) ~ 135 1T AR ke it e

1~ FEBIEIREER AR (NIST) 4Ep% 2 eHEZE (CSF)
CSF HH LRI O IIRESHRL - S ThREER A HAE 2 JEgh Bz 15
B o B ARINRE Y B FoakA] (Identify) ~ B3 (Protect ) ~ {6UM]
(Detect ) ~ [E]fE (Respond) ~ {EJF (Recover) » R SE#HTE L]

4 A o
A ES R

\\\\\\\

Scope the Organizational Profile
o°“eg '
& OVER
& o= Gather needed information
NIST
Cybersecurity Create the Organizational Profile
Framework /
Analyze gaps and create an action plan
DETECT
Implement action plan and update Profile

Repeat...
: CSF iR BhRE

22



2~ ISO/IEC 27000 & EHZ 4 EH L Ainde

AR IEREAHS, (1S0) MIERETZAE (1EC) BiaHlE -

REAERIZE GRS R 2 > AT BINTZE L] ~ 855 - fUEE (ATC)
TR ELS R HECRORTT / RF IR/ WUE RStz & > L HIB D4R

e b -

ISO 27002 ISO 27000
Best practices code Overview and Vocabulary

ISO 27003 ISO 27001 ISO 27006
Implementation Information Security Management Certification body
Guidance requirements requirements

SO 27004 ISO 27005 ISO 27007
Measurements Risk Management Audit guidance

t ISO/TEC 27000 Bl E B L 4R fEAE
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B e HEER

—  BEERHEE R > FIERE SRR - HR5EE - RITEHE
FIHAE Wi-Fi - BRARER AL BUEHY EAE - (AR - B B e (H
G 1T RS2 B iR RTR N -~ (e B RO BeE - B
MEFENZEAFINVEE - WRFRAT L 2 BRE L - NI - fizE
SERVAERE PR ROV B (B AE - TR SRl - BELE A S3Ik > LA
FEITSEEEAR B -

= BRI TR A S o IR E T E R o F
FIR MRS OR LR < B e B IH H N AR Esh S 5ERk - HEREE 1R
EFR BB ~ w2 FESRH U MR E R A& ER - f2lie
PR EER IR A - ENASHNER L 2FE T EED - £
Sl B e B REREIE T > (REE R A Ry - #ELIGH
B - EIATEISERE A T E 2 ELEHIER -« Egafihids
ME R = BIEITR R R - SR IS AE SR A AR 22 A 5
FESE TR B AL BT AT IR < G ES 2 PREK - 0 H AR A0 3 S5 R S e S
BEA T EERENRS SRR AR ER TN E IR L B
ks Z HIERE 1 KB 22 A B R i Z2 s LA ES R AL -

= THizdERs R ) Bl T E LR ) BEEAN ARG - SRR R
o MHECHELFIE AEE - SRS R LB R A SR T =
P EEE RS HMTE R AN BE RS Y E B TR -
PRI > HYHETT B 3[R R AR EREIEIR - fiize =T R Nl oy T B R Al

EIEHA RIS B B HER TR E TR (R 2 2 B - LA 5
FEEBRIA —2 - BEARA BRI - HEIRERNE - RILAERS R
HEEREGETAHERERT 2w - MRS ORI ORI 2 & 2 4 v]
i ERHEE o JE A SEERTIEIR T A 2 T2 IR 5ERE. - (ESAE
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VO ~ ARERIZIREE K > 5222 SE R E 2 AN F(E 2 B ROt Rell] > T2 A
Rl PTG Ry - INIE - bR TR0 E Ay g - fiasseiesg A8y
BLERGETTINER o T RS OrZ AH B Bl SRR e IS T
HERHZERZIGETET - HEEATEE (AD KYBE (1oT)
FATHERE - B2 PR Z BUE T ER AT HERR L 8T - JIN B (E1F
A THE (Social Engineering) ~ 48E&#Y#& (Phishing) @A
ZEPTE > BEARBISGRZ ELEHOUE - ZIL > ZEAMR
BRGSO 22 AH BRI SRERARF - JEEE B0 Z B0 - A ASHr B ZE B 7y
= IaReER ERETRER S RAYII -

i~ AR SRAS B T 2 SR B N 3R 1L B ARH > B YA
&b > TRAIE RERE SO ZAER - SR ASRIZEEATFTAL « © BhHE

BB BHUEE o AR E R ORISR o ) BORHE
B ERE F R RIEENE P AR AR B AR - ST RE Rl s $aEs PR
IR — (0] EIHIREIRE R Tk B 2 BRI EISER TS - DRI
MR BURIEE] RS ZHEAT -
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