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EHFZ2F (Militaire Inlichtingen en Veiligheidsdienst, MIVD) #3:5
Arno A ETTEZIE] OSINT s AfreE /12 LR - 58AM Arno BAZE T —FE L4781E -
GERELRCARTEIRY OSINT 43774 » AR AR (FJR) FVER=H ]t
HESN AEFITHYEH - BiEEERHI20 Factiva ~ Dialog F1 Lexis-Nexis ZEE]
KR SFRE IR - WER B L AGEHNZREES > Armo BRI R
RIREFR AL T AEMERYEZE > FTLA Arno J2E &8 A 2 BREAM e i A1 T o3 A7 158 B
K2 7291 > Arno SR 2008 EFERSET R EUMET T » {F NLDISS (FHk AR FIiF Al
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N IEE il > MEHIR BT ~ BIFELES - UESRFT ~ eplEffT - MAAE
B ~ BraE ~ LR EEECREER FEIE » I FFE 4IRS RV E IR
K World Wide Web (3W) EJRAo[EIRSHIEFEE MRt EMEERIARE - Zit
AR ENFE 2 SR 28 %20 Reuser's Information Services H&fERY 113 4 11
H 26 HZ 11 A 28 HEW A 3 H (8% 24 /N ) 2 TOpen Source
Intelligence Training - Pathfinder Program ; EZEFRIZ - HUSEBENGR  fal]
A

About us

Reuser’s Information Services consists of Mr
Arno Reuser and Ms Marjon van Dijk.

In addition, we have a cluster of subject
experts that help us provide in-depth training
on specialised OSINT subjects.

They both are the team that provide a wide
array of OSINT training programmes, deliver

consultancy, workshops, online OSINT sessions,
briefings and presentations.

Arno is the founder and manager (ret.) of the Open Source Intelligence branch of the Dutch
Defence Intelligence & Security Service. He founded OSINT in 1990 and was its manager until 2013.
Since then, Arno devotes all his time to share his passion on OSINT.

Marjon van Dijk has an extensive background in the hospitality business and event management. As
a former library assistent, she also has a wealth of knowledge of the world of open source
information, and her vast experience makes her the best general programme manager one can
have.

Reuser’s Information Services

The company was founded in January 2008 to meet the ever increasing demand for lectures,
presentations, briefings, workshops and complete OSINT training programmes worldwide.

Until 2013, work for the company was done in conjunction with work for the Service, with full
approval of the minister of Defence. However, the requirement and demand for our services
became such that we decided to go full time for the company and end our relationship with the
Service in 2013.

Reuser’s Information Services is a one-man company, fully owned by Arno Reuser without any
dependency on third parties.

VAT number: NLOO1126622B79. Chamber of Commerce registration: 273 123 25

1 ~Reuser's Information Services |5kt 44




2~ RIGERFEEEET Arno HP Reuser FZERIEH

Arno Reuser

Arno is the founder and owner of Reuser’s Information Services
and the primary teacher/speaker/consultant.

Arno founded and managed the Open Source Intelligence branch
of the Dutch Defense Intelligence and Security Service from
1990-2013 during which he developed an innovative system to
translate complex information requirements in actionable
answers using open source information. Since 2013 working full
time for his own company he travels the world to share his

passion, tools and techniques for OSINT.

3~ AERFZ AT Arno HP Reuser /1

A (113) FEFREIEZI SRR A B AR IEE B R HTERE " Open
Source Intelligence Training - Pathfinder Program ; HYEE 50 J& - 3ll|GRiA&RERs I
R ERE > SRAE I SR B AT RSP Y Bilderberg Hotel ®sBE (Zwolsestraat
22587 VI Scheveningen, De Haag, Netherlands) 224 » IHNEE— KERFZNG 220
RESEE KA EE & 7 B - NEsdivEa3ET 14 A BEwE
R ERAE - AEETBEEST AR - FEEZIRTNERRESR A
B~ mEE RS ENERHREZEN ~ A ABFEEIE AN AoRa =]~ R
FAEIERRHY (Information Technology, 1T) ABMEAGEE THEZFHRHES
{EZ AR /2 E](Naga Consultancy) FETE » JAERIE P BEARPEEE B AP EL/ N BT o
WETHFfE ~ EFESR - Khpsr = AN T8 » a7 s A B R A ARE E 4
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&l 16 ~ OSINT SRIZ & EER B3R

=~ AREEESITEREZIIRE

(—) AREE A A
RKRI|AS B EE R ITERE R Open Source Intelligence
Training 2 Pathfinder BZERIE » SRR A L1311 H26 HE 11 H 28
HEHI3H - &H R 178 - 5124 /N > WFENERET2ESINEE -
Ty EHET R o dH e s 0 JRRE 2 A ER AR SY MBS 2 RS P A 2 2 OSINT
Pathfinder &f&56E - AEHRIREREO T
1.E—K:
(1) RFEBFAA ~ OSINT 7r4H K222 BT © Opening and kick-off of
the training programme. Introductions. What 1s OSINT and what
exactly are you going to learn.

(2) OSINT 47r#7#8HH : The OSINT Intelligence Cycle.

15



(3) OSINT 73 2 481k ~ 451 0 T = MERVER B @ OSINT
Search Circle for systematic, structured and planned online
research.

(4) HEPEAEREHTRHE ~ R - BIERE - BEKFEFAARRE - Internet
general characteristics. Who owns the Net, the Filter Bubble,
trends, privacy concerns.

(5) 4IPEAEEET e = R ANeT A 2 48548 - 1P fizik - whois ~ ping
K¢ traceroute Z#EF] : Internet technical backgrounds. How
does 1t work? Domain names, I[P addresses, whois, ping,
traceroute.

(6) PR FHERRARAMERS - SRMPTTZESRIE  JRHUIRIRE 53 5 P Bl 5
BRI © Requirement analysis and problem deconstruction.
Making sense of a research subject. Techniques to break down
a vague question into Answerable Questions.

(7) Tk (434H%63E ) : Requirement analysis (exercises)

*EEE  EERCE (JEEE  filter bubble) - N AEDRRE - B EERENE - B/
~EHEEE - (EERE (information coccons) 2 E—fELEuLET EHE A ACHE -
HeiE AR B A E TR B R N B NIGE TR IR 2 -

TR

(1) 2Fk OSINF #&/F ~ FRER - EEEH Z=E ~ STEERHIM I
EE M rEERIEAERE © The global OSINF landscape. Open
Sources,Reuser's Repertorium, the added value of libraries,
commercial information providers.

(2) F4 - B - EABME - DEGFEEFER - 3 DUFRESH
PR B R4S AR &S © The Deep Web : what is it? What is
1t not?How to get access. The Onion Router as an example of
a deep web source.

(3) BRT RN 24N > WEEg FEA (T - What else is there out
there on the Internet that 1s NOT world wide web? FTP, NNIP,
IRC, POP, SMTP.

(4) EEFE - WAMRE T RSS2 > et UE R
45L& © Collection plan; how to setup your research
plan to get control and structure without being dependent on
tools or search engines.

(5) #=o[% - Hif - HEEo R LoriEEg %% > QM RE &R}
Search engines. Directories, single search engines, meta
search engines, others. The best, the worst, how to find
them.

(6) FEFMMTEE - EERHENE = 2 rh 4R 55 0 B W = R i 7 2 Boffo
# ¢ Semantics and terminology. Techniques to compose
proper keywords for search in databases and search engines.

16



3.E=K:

(1)

(2)

(3)

(4)

(5)

(6)

HESHENEENE  EUrmMER ST o Ym0 [
Hr[a[E5EE5K ¢ Intelligent queries for intelligent searching.
How to construct Boolean queries that will return exactly
what you need regardless the search engine.
SR ¢ FERH  BES ot R M s R R i =5 [ 2
A7 3k A SE 2R AY AR A - Boolean searching : pitfalls, traps,
concept analysis and how to translate Boolean queries to a
search engine. Rules to recognize errors and failures.

MRS — » BRI EE RS - e ST EAER
ERKFIEE S MBS E © Search strategies. Building
Blocks for a very systematic approach, Successive Fractions
to bring down millions of hits to a normal number with high
relevance.

= ORER —  HEERY r BORFE B A A SR D B E o HBAMEE
= © Search Strategles. Successive fractions to bring down
millions of results to a few hundred with much higher
relevance.

STERAE N SRE R - B LOG Ffig e A i =560 © Group and
individual exercises applying Arno's LOG techniques to the
search strategies.

DLBsEs 7 A A B ss Rl i & s ey m] SEM A v A M ¢ Validation
and validation techniques, things to do to establish
reliability and usability of information.

Training agenda

Moming

Afternoon

RIS OSINT Pathfinder training programme

Day 1 Day 2 Day 3

I Mindset day | | Research day I I Strategies day |

Opening and kick-off of the training The global OSINF landscape. Open Sources, queries for

programme. Introductions. What is OSINT Reuser’s Repertorium, the added value of How to construct Boolean queries that will

and what exactly are you going to learn? libraries, commercial information providers return exactly what you need regardless the
search engine.

The OSINT Intelligence Cycle and OSINT The Deep Web: what is it? What is it not? Boolean searching: pitfalls, traps, concept

Search Circle for systematic, structured and How to get access. The Onion Router as an analysis and how to translate Boolean

planned online research example of a deep web source. queries to a search engine. Rules to
recognise errors and failures.

Internet general characteristics. Who owns What else is there out there on the Internet Search strategies. Building Blocks for a very

the Net, the Filter Bubble, trends, privacy that is NOT world wide web? FTP, NNTP, approach,

concerns. IRC, POP, SMTP, .. to bring down millions of hits to a normal
number with high relevance.

lunch lunch lunch

Internet technical backgrounds. How does it Collection plan; how to setup your research Search Strategies. Successive fractions to

work? Domain names, IP addresses, whois, plan to get control and structure without being  bring down millions of results to a few

ping, traceroute. dependent on tools or search engines. hundred with much higher relevance.

Requirement analysis and problem Search engines. Directories, single search Group and individual exercises applying

deconstruction. Making sense of a research engines, meta search engines, others. The Arno’s LOG techniques to the search

subject. Techniques to break down a vague best, the worst, how to find them. strategies.
question into Answerable Questions.

Requirement analysis (exercises) Semantics and terminology. Techniques to Validation and validation techniques, things
compose proper keywords for search in to do to establish reliability and usability of
databases and search engines. information.

17 ~ &AZ% OSINT Bz3[ERFES:
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AGRIE(E N EHE TR E 2 L4085 By Windows > W AfHEAH Mac 0S fEF
242 BB E TSN APPLE B SEREEBH% (Virtual Machine, VM) #ER
85 Windows (RS » HAZ S AE S Mac 0S EZEZRER » B4 H
Ll VMware Fusion Pro K Parallels ZETIFREE > F IR BeERts » W28
Windows 11 {fH -
2 FRIRRAG AL KB TRE

R OSINT FRA2RTHE 2 ERSIRIR R R IR ERV B g % - T
U ERAT AR T E (A EE (L AH B RS - TR 2 A8 RS R » R 3ERIE AL
B2 B > B2 N BRSO SRATEITER ~ DR ZAEE K THE FHRAER
RN o & aEkFHETETHEMt > ZIP #82E (OSINT Package) fRBE4E{ZEN
THSE start.exe R MERERIG B EISE BEREZAE > N EBHRGE
Windows 11 {EZELRSHTHER » STMT/MERE T — 320y T - fi40
B 4E (Dark Web) {#HAY Tor Browser & 2% ~ XMind Portable 2%
[l R T RS o N Rl 3 HAVERIE A -

The OSINT Software kit

Since the last newsletter, we had a little technical issue, which made it impossible
for you to download the software package.

I am happy to say that the problem has been solved.
Please use the same credentials as before (see below).

After login, you are supposed to see the following in your browser:

Index of /

Name = Last Modified Size

OSINT Software Kit.v07.202411.zip

Just double click on the ZIP file to download.
The package is for MS Windows operating systems only.

Move the downloaded ZIP file to a directory of your choice. Something like
OSINTPackage or something. Or may be you like to run the software from your
USB stick. In that case, move the file to your flash drive and UnZIP.

[l 18 ~ SRATAER 2 2R - BERERET

T TR R A A ARB ST i CE - THLERHH
FRIE SR KR » SRR R R EHLEE - B TRAIGE
FENA

(1) "The RIS Open Source Intelligence Cycle / Arno H.P. Reuser |
(RIS BHJRIE#H#EHA/Arno HP Reuser)

18


https://opensourceintelligence.biz/?nltr=MjUxOzk1MzI7aHR0cHM6Ly9vcGVuc291cmNlaW50ZWxsaWdlbmNlLmJpei93cC1jb250ZW50L3VwbG9hZHMvMjAyMy8xMi8yMDE3MTIuLVRoZS1SSVMtT3Blbi1Tb3VyY2UtSW50ZWxsaWdlbmNlLUN5Y2xlLXBhcGVyLnBkZjs7ZGY0OGY0OGEzMzU2YzE0MThlYzAzOGJkMzA0ODgyMWI%3D

(2) TJournal of Mediterranean and Balkan Intelligence.- Vol.10,
no.2 (2017) .-p.29-43, (HHUEBMEREESRMESE - & 10~ 5F 2
5%-2017 ~ p.29-43) : fFERE(HEEE OSINT LUK EANAE OSINT 15k
HHEAFEM -

(3) "Open Source Intelligence : so what? / Arno Reuser ; (BEJE
58 IBERE 2 /Arno Reuser) : {FfEEGHEEEE P3 Group #EFTHY
e OSINT B /7 I Y e A

(4) TThe role of OSINT in intelligence research / Arno Reuser |

(OSINT 1B EHRIFZT HAY/E A /Arno Reuser)  (FEEEEELCH
ERIVAITLRE Z g2 itar g LayEsE -

(5) T"OSMOSIS Quick Hits : episode 3 Arno Reuser ; (OSMOSIS i
BHEE © 25 345 /Arno Reuser) - FRAVEHAERE TACERLM4E 2021 4010
JNEEM B EF ek LAY — L - A > FFTIZK T Arno Reuser ©
Arno A& HAIEY OSINTER o 12K 5 {57 i > A B2 & & o
Arno F% T —(E A% - BEIEHERRAZE FROIEENRE - fEmeE
e ELER -

(6) "Let's talk about Open Source Intelligence (OSINT) - Out of
BandInterview on the role of OSINT in cybersecurity ; (FEFk
PR BB 5 OSINT » BRI OSINT fE4ES 22 HHVERET )

(7) BEVEIE#R4EnE (https @ //opensourceintelligence.biz/)

(8) OSINT &} (http: //rr.reuser.biz)

(9) OSINT %% H (https : //bib.opensourceintelligence.biz/)

(10)#z3lEHE] Chttp @ //www. reuser.biz)

(=) ZHEREAE
1.55—H
(1) K& - =EARTT ~ TR - 1P & - BF (M) HAVHE
PO K AT > GERD Aron FFRIA Google =5 [ ZEBTIHLIT
R IRBE BT ABIE & BT AT - BB TR & AR
8 K PR Al Rl H R
A. Aron's law one : Check the number of results.
B. Aron's law two : Is there a match between result page and
query.
C. Aron's law three - Use parenthesis for every set.
(2) HFEANE -
A. OSINT E# :
BRI e — B (E - Bamy 7 /Am ME RV EE > &l
REFREEEENER - AR FPIBEHREK B8 EHR
B EMENHTTEIEMmESL - #1522 0 OSINT @fs(Efak
B & EEREaER - BT ARG ~ shRGED 7] AR
EE o OSINT &-FEEFAEENR » B 17/ VEERE > FIAIARFE -

19


https://opensourceintelligence.biz/?nltr=MjUxOzk1MzI7aHR0cHM6Ly93d3cueW91dHViZS5jb20vd2F0Y2g%2Fdj1wVURXbTcwd2FsOCZ0PTgwcyZwcD15Z1VMWVhKdWJ5QnlaWFZ6WlhJJTNEOzs1NTcyMjU0Njk1ZDBmODU0YzE0ZGRhZDFmYjBlMGJjMQ%3D%3D
https://opensourceintelligence.biz/?nltr=MjUxOzk1MzI7aHR0cHM6Ly93d3cueW91dHViZS5jb20vd2F0Y2g%2Fdj1wVURXbTcwd2FsOCZ0PTgwcyZwcD15Z1VMWVhKdWJ5QnlaWFZ6WlhJJTNEOzs1NTcyMjU0Njk1ZDBmODU0YzE0ZGRhZDFmYjBlMGJjMQ%3D%3D
https://opensourceintelligence.biz/?nltr=MjUxOzk1MzI7aHR0cHM6Ly93d3cueW91dHViZS5jb20vd2F0Y2g%2Fdj1TdXVJYVF6LXNSYyZ0PTE3cyZwcD15Z1VMWVhKdWJ5QnlaWFZ6WlhJJTNEOzsxYmZjNTQ5NTcxMTU4MGQ3NDMyZjUzZDZiOTkzNmU4NQ%3D%3D
https://opensourceintelligence.biz/?nltr=MjUxOzk1MzI7aHR0cHM6Ly93d3cueW91dHViZS5jb20vd2F0Y2g%2Fdj1nVHo3UXVQck5QYyZ0PTMxOXMmcHA9eWdVTFlYSnVieUJ5WlhWelpYSSUzRDs7MmE4YTFiZGEwY2EwZjg1MjRhNjNlMDZhNjMyMTgwOTU%3D
https://opensourceintelligence.biz/?nltr=MjUxOzk1MzI7aHR0cHM6Ly93d3cueW91dHViZS5jb20vd2F0Y2g%2Fdj1nVHo3UXVQck5QYyZ0PTMxOXMmcHA9eWdVTFlYSnVieUJ5WlhWelpYSSUzRDs7MmE4YTFiZGEwY2EwZjg1MjRhNjNlMDZhNjMyMTgwOTU%3D
https://opensourceintelligence.biz/?nltr=MjUxOzk1MzI7aHR0cHM6Ly93d3cueW91dHViZS5jb20vd2F0Y2g%2Fdj16aVAxdVA5dGVqNDs7NDliZDRmMWJjODNjNmJjMWYxMTE3YWQ0OWNiZDdlYmQ%3D
https://opensourceintelligence.biz/?nltr=MjUxOzk1MzI7aHR0cHM6Ly93d3cueW91dHViZS5jb20vd2F0Y2g%2Fdj16aVAxdVA5dGVqNDs7NDliZDRmMWJjODNjNmJjMWYxMTE3YWQ0OWNiZDdlYmQ%3D
http://www.opensourceintelligence.eu/
https://opensourceintelligence.biz/
http://rr.reuser.biz/
http://www.reuser.biz/

Eq:ﬂ*D%'%ET FERE - fEAE [5E > OSINT ZATA AIVERRIE
afl o GHATICERE TR o BEPREEESE OSINT ZEZATR - HE
KF“ LR Rt — YA - HoAth Rl s

oEmr:ﬁlJﬁ&F EHEE - el - BRI - T 2555 Bt o

B - B - ERE - AEUh - JEEREEEOE -
O%EL%E:%%%W\%%% ap L EmiE - REERS - Pk -
O NI AR © tHEFELAS - BERE - REE IR -
OSINT #HHA :

BRI ARG ~ 5~ BHE - o WG B
BRI - B AR E(ERY AR - fEE B T i E
— S thmiie " PEEE - FELLPEER R ENE « eI
"EE L BIEEREK > LHEEE FREFTAER K > LURE
F RIS A RR - B A MERTFR K > fIl40 =P
"SRR E R AR E AR B RORERSE B 0 IR
FAERRBMESE " EEANM WERVERNBEREXEEM?
FHE - BEEE - WH(EEPTRRER - e —bryREk
Al ~ SHEARREEENAVACR - MHE TR A B HETE -

EFIRETTER R - WPIRARE T ER ) AR
J@EEE’J$E$DEET§?*% B R OB R B A AT A B

"“*ﬂj  ME Y AR EAABGER EHER - IRALE

LREHFAZEER -

BT R - HE -~ Kol > Bl %??E TGO
“MHH% TRICIHGBHT - WA S F#EAE - SR A] (E Ry i (K
CBEBUBERE N T B, - &% LL%&iﬁ B2 B
)E‘Jﬁﬁaﬁ ARSI TR B %JE' BT T AR 17 24 1 F L RBE A
BAatE ~ ITEIMER AR B - OSINT fE e — (5K
IIEZR » IR ~ ot~ EHZRE ARG - BEE
& OSINT FIHYEHESE: - % Pl ] USSR EEREEFE
DUT S AR R - RIS > AR S L PR A PR

ion

& 19 ~ OSINT #H{ERAE ($1#f Client U)

20



R RO

Hiafl= A A L E IR A =L
fr BAEAME AN &R} R =EE R0 A EARSR - ErfEgE
B A R i B I A BRE RAR RV &R - M AR
FIR[EAVERL o 535 | AE M EE AR M &I T
s BIFE -
® U= -
® TR -

o I E -
® (I RFALESIEE)

TRIE s o > s gl =aE g - DUEEL

U B T RE BN S E R EF T AHER A
"&afdEE = (Echo Chamber) | - Wl s S HIRAEIEH

FIHVERR » BERVEIR AL

® (R I {FHEBREA FHYEES -

® fIE Tt EER LAY o

® E(IHEFERGZERENEFHAYZE -

R RO R R GA AR RO A FEBGEL RE
FERES KT o David Graus f#E78E 2018 4 3 HHY "LOGIN
IP Lezingen ; (VOGIN IP Lecture j& A& NI A - 22URIH
HMEEEBNEEER) gL  NME R EEREE
TG o HMERZ L0{r] 46 fe 2 8 SR IE 2
o FIN[EIMIE = 2 « E5lff A DuckDuckGo ZERIBHLEHEHE

=R i =S (2 o
o SR E RS - ERERRIE F M AR 0 o] DUR D e RO
HIRZEE -
o L Hjil = AN AYEEL - AR s E CEE AR AN
a BB TR R R -
Google =Ty ¢

TEfE S = E R AT > T TR PR npE s B =
GERIIRE - AERVE =S [Z (F120 Google ~ Bing) ~ FrfEH
YT EAGIE (F140. com ~ . tw) ~ FEESEENMEEHEH VPN & >
BRERERGEN SR EITHENEEH -

FHMAIDLE B google. com/ner » && Google HY—{EFF A
g4k 0 Hob ner fB#E"No Country Redirect" (R#ETTEIZZHE
W) o ErEHME AU - EgRIREE] Google HYREKIR
A ANRIRAYELALE 0 5 B EE Y Google 481k (4l
google.com.hk ~ google.com.uk &) - DLGoogle [2IEs 25 By fdl »
DUR a8 H 2 =500 (AEFESEEE AT AR AE) -
a. ZHAEEE R

21



® AND, :Fon TEEREE, o (ER AND R
PEEEAE » TR B IR = R R 5 A 2 LR R RT3
- Blanfd=s T EEER A AND (BIEE ) REEHEER
B TEERTA L N T ERIRE ) B -

st - [ZZEf&(space) 116k AND » ZH8= TEEER 5 AND (RI%
& FEN s TIERTA (228 (space) ] BIRE |

EETEAND "BRE x 4 G
X op s a NI sEs=a XIS AFAN = /0T 1 R T L AN TS

i @

(7) TesTEEE

ol

A

20 ~ SREERFE N A EERE (—)

® TOR, :Fon " E—E,  (EA OR e ol
AR R MEESAEED —HELFFERX
- planidss T EEERTOE OR &ZEH BEiFEsE

"EEBR A BT ZEE ) EREE WA

cllcetachuwgun »precinets §

BRBORFRFEZ— "T=AFR. - BF

F-oE =5

21 ~ BREEFE NAEERE ()

® ., tFRTHRRR, - (ERTBRTTIE T - PERRETE
FaE o Pl TERE (165 KEHREIEE T ERK
= EANEENER 1165 Iy maEds &
BEE | Mg B =aR A 165, ZNE -

22



W
=
i}

o 165dashboard tw
https://165dashboard.tw

mﬂ%iw%ﬂ¢gﬁﬁ

7 ZF]3F & #E17165 Dashboard

G - EEREREE  SRTERERAT 5
FIRFFRA - BERFRER

) EETREAE

ttps //law. moj.gov.w » LawClass » LawAl

FHDERBAR - 2 EL B EK

HITRSH - Hi— 18t SESERE (

3 1'%.3:2;3@%@& ExE UBETIER:

PIEE e

57

22 ~ SRENTE N A E (EE( =)

EEE -169

SEFEMLUAT
\EiEE - EEn

® MEEEEE
hitps:freli.npa.gov.tw > index01_1_1

BilESas=Hire
AREG - WERE X

FFREE

23 ~ BREEWTFE A E(EE (1)

b. 555 ICHC
® PHEmTEESIHRATIE T
56 2 A0 [A] Y 55 4E W%&E

J o BRI EE =
" National i
" National

Agency” | BEgREZEERIGCS
Police Agency  E{E52EER4HAYE » A EEEE

L B S (B E PP A RIS

"National Police Agency”

MEE SR
hitps: e npa.goviw » - BIBIZEERE

57

National Police Agency, Ministry of the Interior
National Police Agency, Ministry of the Interior. Beware of Fraudsters Posing as Police - 2024-11-11
National Police Agency, Ministry of the Interior. 2024

Online Application N
National Police Agency, Ministry of the Interior. : Home
Affiliated Police Agencies >

National Police Agency, Ministry of the Interior. ::: Home | Sitemap

Introduction N
National Police Agency, Ministry of the Interior. ::: Home

Police Units Links & Hot Links >
National Police Agency. Ministry of the Interior. --: Home

Criminal Investigation Bureau >
Criminal Investigation Bureau, National Police Agency

npa gov.tw IR AR KA »

W Wikipedia e
hitps:/fan wikipedia.org » wiki s Natio.. - @SEIEER  }

National Police Agency (Taiwan)
The National Pelice Agency, Ministry of the Interior is an agency under the Ministry of
the Interior of the Republic of China (Taiwan).

24 ~ BREEWMFENEEIFE (1)

23



c. EHZ23REAEMNTIT
® ESRFFR T AIDMIREMFITEE TR Pl
=7 ﬁéﬂi’*ﬁﬁi’*é % . HEalas " ReEREE
—HREE L ﬁét’ii% WBEHEE, ~ THRTYEREE
fir - &8, > H 2 ﬁZﬁEﬁﬁgiﬂﬁﬁi?ﬁ%ﬁdﬁF °

d. M site EITRPEELE S ¢

® Igite, WDIHZKIEHIEZLERERF ~KE " FEL
ph BT Ak, NS BENEIEE N - BT E
=R E RSN ESIEE B BlaRs
REHT " EHEREMET AR ERE ) 19
RIS > BNEfEAEEES T “BHEEE" site
cib.npa.gov.tw T  EEEEK HEERN
HE AR EE 2 N -

“FHZ{AE" site:cib.npa.gov.tw

26 ~ BREHTENAE (FE(T)

24



e. [/ filetype B TIEFREAIE S ¢

o flletypeJ H] R B PR E =5 65 R R e SR ALY
&2 » JI40 PDF ~ DOCX ~ PPT % » ‘BRI E
EASHFRINIEE B > BIOTHFe S SCE ~ T ki
S EETE IS SRGE A

"OSINT* filetype:ppt

rase. combinations. title. domain. doctype

27 ~ SRERRE N EEERE ()

® EERIMABAIZE 112 FRPEABMHBENR - EEAE
B WATFERN USSR F I ZHIET “rIaE"
EHEH - F— - RUSRAERAFEAT > ol
BRI > FEEITEEM T BES R AR T EE
MEER - FTDAERFIY LR T IE S HE A R gt i
SARFFEPIAHRE PDF SC-fEZE ) > BRI {EADI T
FEEEk T 112 LT site | educate. tpa.edu. tw
filetype : pdf |, » $EFJEERK G BRI EHLIE RN
phrh i 112 FEEFHEA RN PDF AEZE -

1125 4517" site-educate tpa edu tw filetype:pdf X

-
5}
£

W
m

28 ~ BRI E NS E(EE (L)

25



o UmEEERMIIEINGS 112 FEHTA SIS
T (e & A e ) -

TI2FEF5 BT (f7E0) ol (275 5T (70 a7y e S 2 il
#EF 3 == 4y Bt B
L= T =

[Flw N

7 miEE Eil B

5 = Loz

S =

= = S

EET ozt

el oni

ER] Hir

|=£ = Z-fﬂ’

= mA Dy ms

= mz B

= = = &

E = =

Es I+

| i = &

| B I+ Bf

ESE E

= = EE i

EST R

= = EE I

ESlE] | o

EEm—]] ElE

e ~ Tam A

= SE IO SIS o 28 B e [
29 ~ PRI E N A EFE(T)

E.  fERo i R
AT ) R R R PR AR T R 17 i T RSO R A A ] R g i ][]
EHIRIE - EHETTRREEER (OSINT) WFZERE » FFsR o irAlfRE
it R EEAVEE - BRI A BREEE PR
TR AT ~ BSEGCHYMIREE L R n] [RIE Y B G TERE - DAHE
PRI FERRSER AR -
a. HUENTIE T
o FEANESMEEE - MEET T BRESg > 1L T EEE
MHBERIEE S ~ BLIRAI SR RS -
o XFEHHERFEKNEE  MEFFFHEEBRERS
WRLLEEER > DA s e SR (T i (E
o FHIVERHACREMEER © RFE A AR -
B e E ~ 1L ACEE ~ BT~ BUR SRS
THEE WREEACR A A P RETR BLRT AR &EH -
® RIRHEINIEIRTEC © HEE 58 T Fe Ay R & > I
IECLEEIR - PIOAR ~ ERAMLE -
b. [HEMERTT
ERPRHROREEAER: - ] DU PL IR 7
R AT (B Y B R
® EIRHAN Y ¢ Rl AHY ~ R HY R R o A 5 2 (18
/N~ BRSPS T IEERE o BIAn R R
"o R A EE B B IR (5 2 (R T R A
T3 Ry TR L A 0 B B o R AR A R A B
=70 THRAERHERARAWRE ? T hEgRAe
FY 5K e LU 3R 42 1 4 2 2 R 2 I AP AE Rl T 7
CRERAE RIUTEZ AR ? 5 T A IR

26



A7~ ToER AR R B e e B AN T AE

M2 TR -

s A EREY © AR 2T e TP ATy EEt - WigBRiE st

fREe e M o fla s e AR At G T

YRR EREER > A ST EmEREE RS

BT > W T R B e -

B E EEEE g R R R B S E T EE B

RS ~ AT EALAYIEE o Bl

B THRAEEE ) REBEENEEFERPERA
EL B AR AR B A Y S 1R B A S R
E U hiREReE s (DU ERA ) HEE
R/NERERETEELFTYBEZ —F
(—) REFHR - BERELESCNHFEE KRR
PEREEE-HD - (Z) #ELRNHE
N> HEH 2 HEE= H AR A A ZR 52 R 2
F4E -, o HEEPTAIFR A FEEREERALTY 6 5%
E155% -

B TREEALESR ) KEBAHA O EZEEEE,
FUEGHE  TAEBESZAHAD - f5EEZ
HEFPE - WEMNIBFE BT HABEE
(—) B (B EEEER - (Z) Bxd
e (=) BANKEEE (flaE -~ 22~ EE
) o (W) #iRELR - (A) ETERE -
(78) BREEREL - (L) BHERES -
(O BEEERL - (L) RAKEE (10K -
Koo - BEXKE) o () HMERE
HE o o o EREETIATD > FE ST TR A B L1
R > BT 10 TEAHERRE TR E SN
#r o

SOETREIRM: © RbToe iR E R R ~ #sk ~ Bk

TEEIREIGRME - DRSS ZeAy st S F a7

B EFEFRS] -l hriE A A FE SRR R A
PN e

BRSPSt R E HEET - B SR
SHELT ST -

B ERIJRRS - planEEE R -~ R
A~ Bl ERE BRI -

IR ] B b Ry m] [ Y R

FiE BT o RS R B R T A1 ] [E]E L

RS

EEAZCRIRE - ] DUE @AY B 2 AR A A R E (B
mrg, &) -

27



2.8 _H

o GG @ TR - MRS AV -

o S({LRHE © [ DUHEEEEET IR AR B SRR -

® [ChERMRE © ELE R (E 22 (E 5 5 2 Ay 72 2 AR (DU
AR -

a5 I
DU 2 — BLRe AR B b By ][] 25 FE R R -

HEEE - BEERABERNEGBRERSERNM ?

H[EEAYRRE

o IERPERHHEEN (FlaiEE 5 F) » [FEEZEKE]
BEEAERENAGIEN A ERNRFNBERES
AR ?
> B R I RCE B RE o EAg b TR

5 .
o HBI[ECEEMEL - (RS0 | [ FEERER 11 2 &R

NABEAMZE A EERZ /D ?
> EERCE T HhECEE ) A0 T BEEERE o E(EM
R R e R B L Ry T B B TR
® URLLINZER [ KBS |1 B BT MAETTIEN A
AR ?
> R TERERNABEREPABERN ~ 8
B~ AR LIS R ARTRE
o XEZEMENTIFNABERNRFZIEZITA AR
TERAMLE - BB ENAH AR ZEE ?
> EBLERCA FIEEAVIERZ T A R R (F Fy - R
THIEN AR B ZE R RENE (& 0 tdiH]
fE HIR R S EIRR A AR T2

DA

BB EF] > mTEE RN IR 47 TR A

R LRy HT (B & R

®  RUEHATERYI AR AR ¢ B T IEAEI I R
PRV LS > JLFE I EAGHY B SRR Ry

o TR - MY T IERAHEN ) HIERE » Bl
P BUE N A S A B ZE (e T, -

® (HAHE(MIEE  FIERRE - BorEFRE
% DA ERHEHEATEEE -

® BRFEFRNFIFE - oITERIENABEHNE > Lo
KB E AR A FET ARHIIR R -

® EEEIAT | RS BRI 2R T R B R (R T
Ebi - DASHA MRER B E MR S s R T 2 -

28



(1) K4 - S OSINT SRBEHEEE ~ %48 (Deep Web) ~ BF48 (Dark Web) -
EIRETEAFAR G EIEIEE RIS ~ Tor Browser JAEHEZ &R
fr ~ ChatGPT &/ ~ sr4EitaET Koghss -

(2) HEARE -

A. 44 (Deep Web)

A HTE N PR GRS e A AR RV = 5 [ B R 5 [ R AV
gy HAJEERR o MR =L [ T ERE ) ISR A -
EERMHEEAD " REAEAE, RFE > REEEAE T L
#% Google ~ Bing Fi =5 | EiKEI =T - FHPELE T SASHE
HVEER - A R ERRIVEEIR A seFHL > NIt E &N S
BRG] BIFANERIE ~ 2ot - BUN L ~ BFERN
ERAEES ~ BERACER SR Ak o

B. HE&49 (Dark Web)

HE 48 T 1 s R — (8 7 e JE TRV E Y P ek A pS T 57 > BfEZR
KR E R —S oA IEE ~ JUIEEEE) > (HERtER
EERR > FINRERLASmEH - BEAE ISR
PEEN—H oy (HEANS AP =G (BRG] » EEREE
&A% Google BG Bing F—RE(H B AT{EHAVIE =S %
HEEEHE AV ER - HEIFEIREEATE > ReHEERNE
KRS B ST R BRI > F20 Tor 2
B AR AREAY - B RHSURE A H F (5 AR I
4 - BALET > BN S TTRELL R A S HE S B E 28T
& o Btobh > Bt B A aAR R > Pl — S B BUNEENS
SR DUEIRE 4 EH IR ZER - BA S EERLAE AR
T EAHGSHF R RE &L 2 -

KA 5 R AR B E—E WY RS o MEAEA T R EER M
A E B EAMAE OSINT 2842 5 22 iy F 22 (&R
o LfEfy  BEHY LIFA T 2 B MRS £ A s >

TR/ INVOGENE » B2 B EE o
o RUEEE c BEMY LAY —EEI R RES S IRE ~ JUSRET R

EHBETEE T AR AR B lAE -
® CHTEmm : B LA — BRI EAREMESAEEM

BT R ORFA I 4 B EEEE -

C. OSINT S #EEE

AWM ETE > FiEsTEI AN (Failing to plan is
planning to fail) o RELIRFIAEHEEST OSINT MBFERT @ EE
HEiEstE RIS EEE |, o B IREKEE - WA ER
HOLFRETTIE - BERTHTERN - FFETHEBE PR
HARE HA[ZSIIEE » E#0MBE OSINT AYSRESHEEE » 4FAYTRES ]
DABG IEARIE R B Ry iR Hh 2KiEg - o m] DUk se /e B — 4T -
EE R - WRRRBESE @ EgSTMRAEEZE
1 - AN ERNGTE LGB RENE TEYEER - £

29



WY 5 4R AE  AEH TRy Boéa Hofh N\ BT - FREERT
=ETXEA=EROER ¢

® ( (Question) : —{ET[EEAYTHE -

S (Source) : AJREAVE LI

D (Deliver) : FATREAS{HYRER -

HAFHERE OSINT RIS HIFIIEZ FE NS IHAZ -
BT

B T P R L B ?
B EIERY NS ?
LREE A Y
RS e Y

RS S LS R
ATERTREEL?

JE Fo NHAERY 4] 7

B EER R T EY?
FEEHBEE - Bk 7R
AT B RV E K
THEZ/ D&

FiTHS B R e ] ?

T Y& ER ALY

A AIPRA?

1~ AIGRAZHEST OSINT SRSt E 2 HFE ]

Wil EB

FEIT—1{77 2022 & 2023 4R >
Q [B8] Iy S A% T R I R T 2 B4 o

(Question) | MAHERZ =TT RN 15 RS

JHHE -

AR g ( Guardian ) ( Times )

(Financial Times) {Sunday

Telegraph) {Independent)

D B - FH - MK - HiKH
(Deliver) | HH~URL » &3Z

(Source)

A it Bl

o BT

A

B Q‘S‘D

HEE -~ g

30



IR 4H

LR R

HH

Hb

i
PARN)

B
5

HEEREE

Podcasts

D. EBRBHABHACRE BRI =TT

BRI SAE FY 2 58 R = RS > ARSI =5 8N E

BHEERFME - BRIZRERTSRE Ly ZE— T ARDT - i T

a.

FEAEE F M

® TrhAthTE =R - fERFFEEE IR HEN R ENE
e

® h e i SRS > 35 0T RE B AG AV RE SR BRI A H M #D
&

® fETEFTHEENVENSA > FIEECE - Eiirm
HACBEERGRESC ~ A EHES -

=R B =L

AEHE Google > 5 EslEHHAME =55 > 40

® DuckDuckGo CJEEERERL > RIS )

® Shodan (FEf R B QYR AEERHY S A - WEEUR
H TP ikt ~ MWL E ~ FEBUR - BT HAVEREE A A
%)

® Bing

® Baidu

FHINEELRE
B EE R R R E IR A B RO - i

R AT RIeREEH - Bl

® [exis-Nexis GABVAM ~ M K& RS TRt
P )

® ProQuest Dialog (EIFEEE KHVIEHIGE 241 )

® TFactiva (PH3E ~ RlCHEE)

Vi A P = R
=M R A S = T RE o B DIRE T DIE

BRI AE HE IR BT R AV & BR » A0 R/ D dk BRI 45 SR A T

% i -

® [REES - ML - Frfi#slE -

® (RAEZIEAY - 4Euk - fEEEREE

31


https://zh.wikipedia.org/wiki/%E6%83%85%E6%8A%A5%E6%A3%80%E7%B4%A2%E7%B3%BB%E7%BB%9F

® (HARFESEZE il Tsite: 5 ~ Tfiletype: | 2
Tintitle: | & o
e. BB EMNKIR
® MFAlREE AR T MBI TERE » FRELE
s T R EERYE R o
® S EELEAR L A [EIEES - e b A KRR B E
PHIRZE °
® EEENBMAVE o MECREHIEERE -
® ([HREERAM T Hei4gul - &l EEM: -
f. FrEEEUEE
OSINT & —{ERErsg fEayEsk - iy T BRI AT
B o o TRt — BRI
® ERSEHREETLEE - B4 OSINT WatEr ~ 4R _LamiE -
ARG EFAHSE - BEMEE N XOREE -
® [EEMHRAER - (EEHE - DEBERIESERIE
R o
&r b BETRERIET 4G T-5cEl © BHY OSINT &R EES &R
g~ SRES AL AIME B4 - MRS N ETHYE ARG - A
RES S ARCRAIE R EREFEREARN AR ARIREE4L - BEIHEGRD
FERAEENER -
3.%6=H
(1) KR4 - 4845 OSINT A2 ~ Syt Feless ~ 4535 -
(2) WFEAE -
A. OSINT Process L2 [E]

30 ~ OSINT Process /[ &
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HEMEPSES (Preparations)
® ra#Efff (Security preparations)
B REHFEN - EAENKME -
B PFrHSAEER AR - BHE -
® IfiEfG (Technical preparations)
B PSSR S ER R OIRE -
B (AR R (VD) BT 22 20T OSINT sREIRES -
® ZE:fUEfr (Information position)
B EEETE -
B R AR fORE o
Bk (Requirement analysis)
® [0 EHYRTE -
® R EHURA
® fE{TRTEMM
NBEEJE (Open sources)
® CURIAG - ZFE - Hak - T - T - 2FFFEKE
#k ©
® ErAE B - ERE - 4905 - AEsEEs
AR - ETE - EEE o 4 LERTE - FEEER
Vilsiad -
AR - (L EHAE  BRHE - pEE IR -
PHEEARIE © Factiva,Lexis-Nexis,Proquest Dialog °
R o
HE4Y -
ECIN-E
SEEET (Collection management )
® RfERTE
1872358 (Search engines)

o

!0 @ © 0 O [

o

® (oogle
® Bing
o HE

® DuckDuckGo
FiEEA A (Smart queries)
® (fiffMIEE R (Boolean algebra)

B AND
B OR
B NOT
o MR
B site



filetype
intitle
inurl

intext

o
=N
[ujs;|

%D%_
B
AT {LAEE
4AE
o. ESEEHAET (Validation regime)
® NHEERES
B EE 25N AOR - 51 -
® flahuEs
B EXIF - BGEE -
B E L
B WHOIS ~ Traceroute °
h. OSINT #e

® ERIRGEA -

2~ SEhBE

17 Fod] ¢ 2% R ) A AR AC ¢ 1T TR R R AR (faf I SE ¢ Korps Nationale
Politie) - FofEfafEI R BRI ERER > TS 2 BT EHEEL - W
{EEYZ B AL ~ EEEE0E ~ ERRH T OMBIZGRE S F0 - BB AHAE
SHESHUTRIES) - A A RSO ARE LARAE B AT E S RO U SR
A [FE SRR RO RIS A BUA RS i B e & & U SRS Eh A7 (U SR ) &
FEEYEAE - MEAFTHEREREE > FrAFEEHIRNVE ST FAERNRERZEE
el Hp STz P RRERZE ~ WA KEr TREAERED -

-




— ~ M R TR L R

(—) SR | N EES

AV SFFEI S (Utrecht) R ETBEIORIT » HEFEZEEE K
N - Ea EE TR - B8R - JEn s esE - S0
BEAS B 7,746 N o RRSEHTIESE —Uh AsZ B¢ 2024 52 9 HBH4RE(ERY
"R R AERENELR )  RBOOE "HEEE - EHERY
T g E g (Utrecht Centraal ) it Hoog Caterijne AL » BIE[HE
SRR RS o —f/] > R A — 2= B 8 BhEiR b 8
B EVURE A B 8 BhiEEe b 10 B~ N B 9 BiFEke b 10 BER
HH 9 Bk B 7 B

AR SRR SRR 2 2 AN BRYS R4 - BETRA T #
B SR EHE R R IRE - R ME T RASEE S EN
ZNEGERFEHERE NEEBEER - (GHIERY > REWOHEHR
ZERR SRR > A ALY SR ZE R B faRe E IR ZE R R e
FURS LR R BT L > BOBIRE R AN GRS i - R0
Rf oA B AR Z R AL FEhfE = AR D iies S HE - At —
A REAFREEL > BT BB RN - e - #ZE (Flansk
- BEE) S WIRBAFEEEM - 7 N EREIA SN (E B
I R] B e Y L TR 2 T (R T - B E e e —
Sl B REARENS - ZREBARRR - IHREELRENH
FEEW R - BB E AR -

bR TR NS S E ER At = PR B i SRR U AR B 24 - 5 (E
mANESERNSREER OBE T ENGEH - LU &R RS g
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EEEN - B/ NERIHES B TSR EFIRE > T BRI
ERGEERE - RER OREAT) AHEHEEASRRAH -
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35+ 4 B EEE R R R kA S
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37~ IEHRERER R A

han >

38 ~ Zm A BRI M B G B ER S
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[l 39 ~ EFRERFZ A BB OB R A

& 40 ~ &%/ A BRI E S E R A

&l 41 ~ BHEARGS TZEAR
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42 ~ B ARG i T A B

()i SHS2 (Utrecht ) 25

SRR RN E BT 2 — » e BB S Y E AT
B REZE SR 10 EHE > 457 " A EFE % (Nederlandse
Politie) 8%, @ BHEMIE P HEBEAFNITER - ARSENE
PrE 25 (Utrecht Police Office Paardenveld) BliEfarfd e 57 &2y
&I E 2 — ~ BRI EH T AR . — BRI E R A A
B B35 SR B S i DA S ISR AR i - Ht A B A SR s
FE# s (Utrecht Centraal ) » ZZE{EF] - LA SR S TRo0
Paardenveld AE » B —E&EERALET KL E A IRBIIRER B
2 SR T B BCER EER R Z — » & EAREIE BUE AR -
G A% e N B EE G4 RV E B BEAE s REBHSUEE I TR » fEEAX
{772 5 IR e S R i S WY B BUEAE ROBZAARM - R a AN BB T4
[EFAEIBA S IRAVRLE - SOAHUSHEEIAET IR R Bia IR 2N AR S
th o R EBEAHIF S EEGN AN - Nt BTk A L
LRJTIHHE T ZEEAER - HENA Rl
1. 3% S AR i AR MRS Al 4 R P (A E s T AR HE RS

FRIGRE T R o] DU L A B3l BEfF & - SR ANHEH 2 IRt

NEI -~ Gk E - WS - e B ES TENFRE -

2. ZEEEEFY IO EEEENEZ - KENILIETR FE

{E » SENERERE

(D) fHEEFS - B IR ~ 136 R EMEUR S P S s - DURITE
PtERE i T ~ FREEIUIERR -

(2)SHEH ¢ 32 SR e A AE AT - TTES R 2% » B PR IR
il REAET(EHoERE -

Q) E=E8% - 2R AR HENTEEEEG, — » KHEHESHE
=3BF 0 BREFEEFE - A% - BAKEMEERA: -

il

T

i
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(HrtESE - e gt E a8 > R TR E RS0
Ry PR AERSE - MEERGS I EMERIRFSEE » A E BRI
A R B o B R RO IR R TAERY Sy - G EHE
FrErt g (FIOF/ PFILSEsEmE ) R -

L JEWEETAE S T AR B LS A T AT E AV EZRIER > 0

LB A 288 (BIORERE BN ) ~ BEPEsefls (FI5Y) DIRATENERTE

= ARNIREEE A B TIERE  SZBENEFERETT A AR E

B HUERCE - DR H a5 @AY A H 22 2 PR

(O RHEAEEERRTENE - R EETEy  ERAATEE - 88y
MR sRadRe ity - DL TIRIEFEPRIES » o0 altl s -

()BT ¢+ Z M E & A% (Geographic Information
System, GIS) - FENENER ] HAERMZHRAEEL LR > W EH ¥ E
bl S T A Rk 2 05 S5 DU SEE R A TIL SRR ES AT
FEEE AR EE RIS - EIrUIE R E

e G - A ERHEE A4 (Closed-Circuit Television,
CCTV) - NZEFZEE R BN —RERREHE (General Data
Protection Regulation, GDPR) - {Fril&EsiEmestkiViEH A%
HIFRRS] (CCHE AR ) - Hossa N TEE (AL s -
HEEATEEAT Rl > BIAIRC RS 28 ~ Bl ERUS ] g8 T Rl =5 -

(HEFAYE4E (Internet of Things, IoT) ¥ : BEEEENTHEN
(B BE Rt Bl BRI ES » 3% /5 B BB BRI iy o Y B B RS
I > IAIREER ~ EUERIPGSE R0 WHEEEY (ASEasEeizest
EHD PR E -

) BUALEE TIERIE © sZEFE R TIEE DAL TIERE - 2
FHEAE TAERTAE -

A EHEH AL - RPN AT FE s S EEAEN > AR
BRI AGAER A DI > DI EIEBF IR (E -
B ATEIHEIER - EEBI A ZITEREME » NEILTEEERERE]
A ERIAE - DIFIBUGBUERIE R R -
C.Eiz8BHE - EARUEGEE TE > o R mEN /T EIER EE
ST - BISEHAM B AR > CHEEERILIREE -
HEEIUSEEE - BB AEEICSERFAININ - S ENaE T B EE R A R

JUTFERVERFT » WARHR S A 2 ZAF B B B 2 22 2 S RHOUIRAE (R

BEAMESEHZ A & EE > TTREP RIVEA -

(1) ZE4gemsaa a2 - FIFHEE T EERIRER FIERREACR -

() AR EERG A - FIFER A = AR S ER EdE - (EHITERYIE
FERES > AR B B S E) -

) ENEIREIEY © B2 E AT RIESMERES R RIE I > I EE
BHUEIRE -
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5 ALESBELEYE © 22/ 5 —(ERER S S 7 "Veilig Utrecht”
(Z2=SFES0D T RERENZER > WS REE) > #% APP (h
H SRS T T BUR BRALATRR S - RIS ~ &k(b ~ 5308 ~ 20
HriEsRE - BRI - EESRIEERE > kT ERE SN - BEA
WhatsApp #REHIHZ > % 7 —(E APP I EE © (EHRESESEINES -
BNt Bl S E g ~ FEHULIREGRLE S ~ PCE T S AR R TaEAl
iEMEE APP HUHER A R M E RS ENVSEE - ise T & HHt
& P (E (LR (%

%
= 4
e
‘ 4

& 44 ~ PE%FEAPILER
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(=) AR RERFST (Rotterdam) 225

RERFPHE AT SE R > (LN RE YR R R o A > #E
HARZXLEL > NILELEE RGN G ZPEEIERFEIESE - HimEf
PURZ e bi & PV S E R > REFFFTE 22/ (Rotterdam Police unit)
e E R & 2% (Nederlandse Politie) HYSTE&E Y — » 5@ DARERS I
FofZ0s o Sk FEMELTEE (Rijnmond HUIE ) - 3% /EEEEEY) Y By S A
HYEEEE » B —PRER Y BE LA BB AR > SRR
Woa R SN SR BB AH] » BEAMNERC E5 R o 12
TR E T 2R AHE - EHRHEERR - BEFER T 85 A
2 HAFZELED AP BREFZEEENSTHEBIRE -

45 ~ [EERF 1225 (Rotterdam Police unit) ZEZL[E{CEFH 2 ¥k S K AEINE

‘”L_ILJ.AMIMM

:H -

46 ~ FEEFFFFE222)5 (Rotterdam Police unit ) EhfEEFTINE
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Kaz HEaEEIMNEAHTHEIE®E Mr. Gieas 5520 » Gieas BE+4
Bl NMERZEIRMNEE T7ZESTHESEE R HRE S B EE
EAERER > BEEALE 40 ~ BEPT AR ~ S 2R s 18 U
EIE - ZHERELRGER ~ KB A - TIRENRFIGEREAS
VE By AR AR E AT R TV E G A4 FOmER 2 408 R AL g B )
BEVN TR+ R > &&FEGERIBA0T -

| ZHERZEHE - RSB SEE T - BEERN T R A EME LY

e HBE T AE

(1) BLREE - AR HFERKE - S8BT -

(2) HIEFHEEFT « EFEREBEREN W& - FEoU3E - BEE

g - DUKEIFEIESE -
(3) EEHEP  FHEY S AEEEL > BEAON SR
INEEIA ©
(4) #HEBELE  HEEREI T2 o IR RFE -
(5) FREESR AR ZER AL © AR REL - KAV ~ $848J05EE0PT
F A2 FERA RV B -
2.3 FEMEFEPREL - A A2 R R RO — » BRI

VIR AIESEPLTE - BERFPHEZE TAEA AR - 5 it T

(1) fTEEBUSE © R FHERILHEL B LA ESERE - Hit

Gieas FnaZ & BB 4HE% (Europol ) Ko AR
&IF -

(2) HEEZ R %Sl - &R EREEN S b
REDAZHIE » T REV R E R &AW B (e L
GHIEE o

(3) FEEZUGEE © (F REZENEIE - RERF P A SIS A R
S BT SM EREE » R R EAEENEEIEE 7= > f
W JERF R -

(4) BOZE  (REBLIERER - MRSV AFHVET -

(5) FHALFETEDS - msmb gt SN E EE) - WEEEELRE
DA RF/DAEITER

3. AR AR T A AR 2 2

(1) BEPGHIEETE LA © BB A LS AT E GRS - 1
RIER R B AR B — A ERHREE R E (General Data Protection
Regulation, GDPR) - {h38HA —ERIERIEH -

(2) BB ER - REERESE - WHPNEFESES TR a4
AR ©

(3) BBEHRAGIER « 2t BN Bk - BREEACH
Fhhs =S -
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NAFITIERRR > Gleas BEHEKRMAMERNVEEIE Mice > I
AT RIS R ATECEATRZ B E R Politie BE - MENZ /S EF R (4
Gieas BEHABIGHEIIEA HZEEA LR EENHR - BINVEER
I RPICO A R B R FT 2 A2 B Politie BEGRAD > UK
[ R ENE R TR R

47 ~ PRk E A AR 2

48 ~ NE%EE R T Gieas BEEEIEHTE R Politie HESH
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49 ~ Mz e @ BB OMERER - WNZm R &7

() faf B R 2 = 22 = RO USEAH. (NHTCU)

Al B R B2 AR - AR B R B B B ZL 8 R - o BT {E
EEAY - MRS BT - BN - BB OMBIRFEE SFEF L
FITIES TN BN BB R R E LR TSRO IE4H , (National
High Tech Crime Unit, NHTCU) - AIXSEHEA (a7 & 2= 4% B iR
HIZS TR » ez IEIRIE & eI 178 Gea Wind 2t WHE B
Sven Terhiirne &4k ~ 28 Arthur van Bunningen o8 B3/ 42B Rafar
T ZEHE DL R e BT P Y e RO U SR - W& AR i i B AR
i N BT SIS EEE - 4Er0TERE KPR EEEN ST E » 2
B AEF — KA B S RO U TR A B A N B A T B R bt A e
LGRS - AFSE RKIEE - NSHREERHHE GRS - 8N
THIHY A2 ARG Blax BT RN B A B VSO = - T BAEESE
KR 25BN R ESRHEOLIEE 2 Sy il T (HrBasE i)

1. 25 HI -

(1) RRAZBIRESM Al &R R ARKIRIEE (Open-Source
Intelligence,OSINT) EEEFEH 5 IERIZF ISR - DsssssIA
EEBER O TER I AEBER T B RE ) E R A TR E
R > DUR AU 1% SRR & SO T R BUU IR B & o ek 2T -

(To participate in professional training courses on Al data
analytics and Open-Source Intelligence (OSINT )  for
intelligence analysis, thereby enhancing the data analysis
skills and tool usage of our police data analysis team. The
insights from this training will also contribute to the
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planning and development of our national crime intelligence
analysis programs. )

(2) BB R B SR A BN T IO IR E R R BRI K oy
Mriiile 2 23520 » BB B B iR - JOFEHEEH K
ZHE - BB E R E S HERHUER ISR Al BEEE s
DI R R B B BOE SRl AR e L #2275 -

(To exchange knowledge with the Dutch National Police and
related law enforcement agencies on big data applications
and analysis techniques in crime data. This will enable us
to learn from advanced 1intelligence analysis models,
criminal 1ntelligence applications, and system designs,
benefiting the practical implementation of technology in
police crime investigation and Al-assisted policing. This
experience will serve as a reference for advancing our
police 1information technology and improving public safety
measures. )

2. Sl

(1) BEEZE RS HE R EILIEE R Z REIE o ER B -
(Current applications of big data analysis in police work
or crime data by the Dutch police.)

(2) ARPEEEIUIEER SO EAHBEER RSEE 8 HEA?

(Availability of information systems supporting practical
applications of technological crime investigation.)

(3) WMEAENBEESF - BEEEZEABNTEMHMERILSEERETHEHED
fir? ( Methods by which Dutch police utilize relevant
criminal data in investigation and analysis during criminal
incidents. )

(4) BEEEZENILSEERITEES » 26 Y EHARARBEE
i HEAT(H A Y B A B ZE A Re il fe TH? (Use of open-
source intelligence analysis techniques by the Dutch police
in  criminal data analysis, 1ncluding any specific
professional analysis tools and technologies.)

(5) S AIRHEGEDHE » BEIE T2 G E M AL R E BB HE?

(The use of AI technology by the Dutch police in policing.)

(6) 8K T BB NRHEILIREE 2 A 53R EZHE R HIE - (An
overview of talent training programs, arrangements, and
systems in the Netherlands for technological crime
investigation.)

47



W@'z'? e Fe ,' ) jj
. Strategies ofthe NHTCU

,—X;Yib\/\‘lg,
50 ~ MBI R EZ &S RHIEIRHE (NHTCU) f# s HECdE

ARHIEZEEHEVIE » SMEKRE TRE R NS +0%%  REEE
HELHEE AFSI N B REFHBRFEL 2 " &RHIL5EE , 57T
Z B SE A — (R B e - R SESFE AN BT A
B 1% HAE A BRI EE AR T —EFIEER R - fERFIOE]
ZEBEMANEERER/ DR T 3 EESL - BFEEAE A BRI EE
KRG N EHAEE 2 1% 09 B -R[FI0S A P2 (i IRUIE - 7 sERrBRPERERT
NEEHEE - AIFFHZAIUTEBE S ITE I EE Gea Wind 2t~ &
& Sven Terhiirne 4¢4: ~ & Arthur van Bunningen ZoA=356F - Eersh
H—Bfth > HZAIETRIEE S EFIEE Gea Wind L A-F35 Mg M 404 =
FHOB TR AV AH &% S 8 (F - FRIAIEE & Sven Terhiirne 54k ~ HE
Arthur van Bunningen o4 B3R FTERBARMEE N E ST ER > HHEE
PETAES > Jpalldn s -

1. (RELZREBN LA NEE-(EE s B A s th LB AT
(1) GEIRERAL © (e 2B E 7 R - S E s s A B ey E
A > AFEEZEBANNELER - MR EEE - %
B i RH RIS BRI - [T Atk A e Ry 40A
(2) FOREr oy R B ERIGR LS E A - AR MR E R EEA
SCFIR AT SZHF - PIaER - BE - B - B85 - B8
TE/NGE ~ RS S ~ SRR - BRI -
(3) AEBEFTREA - BEFfTAEREUIEEBINEFTN - flasF
FABSE ~ HLEHA] - BREUIEMLRILIE -
2. ARSFhHZERHIESE4 (National High Tech Crime Unit, NHTCU)

el X EZE [N AT NE S PR ICIEEEE R - S

A ENAERICIE - BRI - E B TSEILEHE

ZEBFIER ALY 2013 4 0 SWIHA 35 A0 HAEIES&EERESE 250 A >
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AFFEIE AN o % B FRSS BER S - M B T38 e —% CSAE 24
IR i B S AR AR U TR & - HRRA &5 -

. | /
51 ~ FZAHEr FE (Gea Wind 20t ) I 48408k 4R H]

BHFEGETRNS © NHTCU FRIRE 2 AVERIS B 220 ~ VAR F M - 78—
BMEFIsH SR S SRR SRR - B TE % SR ERE
FIGTESRNE » TR N2 B B PR TR 4 4 5 B PR 4H AR UE B - BBk
ML B & fESE[E T SR AUTE - BEA1 - M E e F ] FHE R AV
FHIE AR F AR TR T =g/ 104A 7 2&(E NHTCU 2 B2/

(1) AlphaBay&Hansa Market : AlphaBay &1 & 48 4F E BB TS 4
oG AR EEEF A (FBl) BIREEFILEEE -
NI > AlphaBay HYH FFE&ERS F]55—(E%4 Fy Hansa AYEEAE 5 -
NHTCU Z4& T 7S {d#24% » a2 BFE T Hansa Market HIfEIAR
2 WEEHR B EAVESEEE RE—EH 2 A WE 2B
EEIREESR A T R T AR IUIE T

(2) Emotet & Operation Endgame : Emotet j&—{fE M &KERE2ERAYA
RITEREAERS > TR BB A A B E R B AR
f4pIESEVEEN VI E AR T B » RIS TAER MR E A E
BheE > —H Ry > o DU R A RS - W RS 0 BARL
FIEEREEEE I > UMM H SRR ~ EEZ G ERE
7 "OPERATION ENDGAME ; 178f - HIFEEs R Eae s 6y

"VIEE AR ) EREMET TTE > IGECNELAE T Emotet JRBEAEES o 24
i+ JUSESEBEIESE 7/l H AP REIEEEREE T Emotet » @ENThHRA
R R RRATTER T - H S E R BIZE8 T T B MEr LT8R
PEFIRR AN o B Bl Ry iZ B e Ty FLAR AR s T B2 S R (R YA RE:
EiAZ T BB BITEINEIE AR - SRELT — &5 T
AR IDIEAR TS © BUATRAEEIE T BA R SHISUAE R Y & R
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FIHALEER o (AR F B A 2 e AU TR Y N B & 2 515R
ARIEEST © |

THIS DOMAIN HAS BEEN SEIZED

Through the international cooperation of Operation
Endgame, a series of coordinated actions to dismantle
cybercriminal services has been carried out.

Law enforcement agencies have seized databases and
other information relating to this domain. Anyone
operating or using these cybercriminal services is
subject to investigation and prosecution.

If you have information to report about cyber criminal
activity on this domain, please contact us:

operation-endgame.com
contact@operation-endgame.com

POLTI

52 ~ 3 B ) R AR T 5 e (5 PR 2 AO03

53 ~ BN R RAR (Power Off ) EFZ USRS B B4,

CSAE fHAEIZHR]

CSAE fEZR » HHE =y Collect ~ Store ~ Analyze ~ Engage HYEE—
TR - ZEANUERSE T RIRR T REEN, - THEE
sy~ TOMEE S - TEETE, o BINEBASUARENRES
HEIUITERYEE P EEHVPREL - FEpl B S REIERT - WA
S e B K B BB I e LR By R IR IR e - (A A T A
BSUTERY RS A M 7 e R - JETR A H S R i Bk
PR IR EE) (S AERAEE DUBHRI EEEESYE » s B AL CSAE
RERISE S USRI LR )7 A 2R E 3 Se pk L - 0 o Rk AR i = Rty
Toh e AN - Rl b i R R 2 2 B ME R R S [R] HUAREE ~ B TORAR
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Mg — TEAR R - A e A BIF e s o &850 Rt o 8 R e & A

ARSI IERS (SRS ) ATfRIR - CSAE TEAUHYPUERS B R
—(EFEIRAVAAR > 5 EHUEKBIE B R E R B AR R TEN A 2
12 - CSAE PEAVREEIRAE R BB (UA BB HAMDIE - EibsiaEk
PHETTE ~ BURHIERN % 5 &F - AR IETHE IR ERERTA &L
M ERERENEIREE TV ERERIE R S5 -

BEngagey ~qgAp = Store

with facts information

Analyze

intelligence

&l 54 ~ CSAE fERIVUPERE: (GREE ~ f&fF ~ ot ~ 1780)

CSAE for Data Science Operations

Key Technology: ETL Tooling
|

: AL
<8 it A @ Transform s

- : n@ Coordinate
R

KeyTecnnnlngy I]mScheme

2. Store

Attribu
tion
Fraluate | . Damage
Effects ch—-g Mmza
A
ik
| h

[& 55 - CSAE fHEUfE FH?E’\:’”‘frJrﬂHZ*)“EﬁmL&

&

Investigate
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56 ~ & Sven Terhiirne 54E570H CSAE 7 VORE ES > FE A

(D

(2)

B4 (Collect) © MRFISUITRHEMITZRACE - Bk Y B &
TIERR: » ZRIAC A (R T - B~ RRSS - AR
&~ KEBEIE BRI SR RSP T BT S B
-

57 ~ CSAE A7 3£ (Collect) 2PBR

i (Store) : LRIV ERHEIA LE N » B E R 4RI IR
TEREE  FEFEEMBMEMREMY > A ETL A2 © FEE
(Bxtract) ~#E#a (Transform) ~ #kA (Load) > BEERLEHE
AL > R B dR — RS L —(ESERE B EdE At > A
SEEIESEATE % Elasticsearch @ DUERBENSMAIEH
Hr Elasticsearch B —{EEA Lucene BBV S (2 (13

RN &g R g = 2 fUR G EUE ) o Bt T —@ a8 -
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ERZ AP =S % o HEA HITP Web /1 E A A JSON
{0 Elasticsearchi@MH Java BAsEHY - ‘B )78 P URAE Java ~ NET
(C#) ~PHP -~ Python ~ Apache Groovy ~ Ruby FIEF2 HAthzE =R &
TR Y - AERHE R Y48 Elasticsearch B 2B 1 344

514 -

Key Technology: ETL Tooling

Traditional
Investigation WPDF

Tools & Formats
’ Criminalistic
Tools & Formats

Investigation
Tools & Formats

. ' Database Queries

Descriptive Statistics

—

(3) 53 (Analyze) : BFEE BB T2 &M (BER) BB
5~ R A SOLSEEEI AR R A A S R R HBE
T RGOSR G B YR 22 OB g > (058 23S 4948 704 (Social
Network Analysis, SNA) EEUERiGoKERAIUIEAELE 2~ B EER
& (node) FIREfR (relation) - #HE—TEkRPIEIEME - JLTEHEL
HBIES B Byl » (E BB EETEI M5 - P aiife i e
& T e (Coordinate) ME'E (Enrich) HIEREN » /3 RlIB(TER
RERRHVIR%E - W fmfREEHL > DLRERIVES » fEAHIEE -
A (EHEERHE R 2 n R HAVR R - H{EE N BB FAE -

Coordinate

J. Analyze

Reduce

Evaluate
Process

59 ~ CSAE #5847 7347 (Analyze) DB
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(4) 1787 (Engage) : MBS RERIUEIFITE) - WHRFZHEAYT
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