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. Arno HP Reuser

Arno 1990 Defense Information
System for Security of Netherland, NLDISS
Open Source Intelligence, OSINT
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Militaire Inlichtingen en Veiligheidsdienst, MIVD
Arno OSINT Arno

OSINT
Factiva, Dialog Lexis - Nexis
Arno
Arno
Arno 2008 NLDISS
Reuser's Information Services
OSINT s s s s s

VWrid Vide Wb 3W
Reuser's Information Services 113 11
26 11 28 3 24 _ Open Source
Intelligence Training e Pathfinder Program _

About us

Reuser’s Information Services consists of Mr
Arno Reuser and Ms Marjon van Dijk.

In addition, we have a cluster of subject
experts that help us provide in-depth training
on specialised OSINT subjects.

They both are the team that provide a wide
array of OSINT training programmes, deliver

consultancy, workshops, online OSINT sessions,
briefings and presentations.

Arno is the founder and manager (ret.) of the Open Source Intelligence branch of the Dutch
Defence Intelligence & Security Service. He founded OSINT in 1990 and was its manager until 2013.
Since then, Arno devotes all his time to share his passion on OSINT.

Marjon van Dijk has an extensive background in the hospitality business and event management. As
a former library assistent, she also has a wealth of knowledge of the world of open source
information, and her vast experience makes her the best general programme manager one can
have.

Reuser’s Information Services

The company was founded in January 2008 to meet the ever increasing demand for lectures,
presentations, briefings, workshops and complete OSINT training programmes worldwide.

Until 2013, work for the company was done in conjunction with work for the Service, with full
approval of the minister of Defence. However, the requirement and demand for our services
became such that we decided to go full time for the company and end our relationship with the
Service in 2013.

Reuser’s Information Services is a one-man company, fully owned by Arno Reuser without any
dependency on third parties.

VAT number: NLOO1126622B79. Chamber of Commerce registration: 273 123 25

1 Reuser's Information Services



2 Arno HP Reuser

Arno Reuser

Arno is the founder and owner of Reuser’s Information Services
and the primary teacher/speaker/consultant.

Arno founded and managed the Open Source Intelligence branch
of the Dutch Defense Intelligence and Security Service from
1990-2013 during which he developed an innovative system to
translate complex information requirements in actionable
answers using open source information. Since 2013 working full
time for his own company he travels the world to share his
passion, tools and techniques for OSINT.

3 Arno HP Reuser
113 _ Open
Source Intelligence Training & Pathfinder Program 50
Bilderberg Hotel Zwolsestraat
22587 VJ Scheveningen, De Haag, Netherlands
. 14

Information Technology, IT
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Huang-l Sung PAO-CHING HUANG

OSINT Pathfinder 50 OSINT Pathfinder 50
training programme training programme

16§ OSINT

()
Open Source Intelligence
Training Pathfinder 113 11 26 11 28
3 9 17 24 ,
OSINT
Pathfinder

1.

(1) , OSINT Opening and kick - off of
the training programme. Introductions. Whatis OSINT and what
exactly are you going to learn.

(2) OSINT The OSINT Intelligence Cycle.

15



(3) OSINT ) OSINT

Search Circle for systematic, structured and planned online
research.

4) Internet

J

general characteristics. Who owns the Net, the Filter Bubble,
trends, privacy concerns.

(5) , IP , Whois, ping
traceroute Internet technical backgrounds. How
does it work? Domain names, IP addresses, whois, ping,
traceroute.

(6) ; ;
Requirement analysis and problem deconstruction.
Making sense of a research subject. Techniques to break down
a vague guestion into Answerable Questions.

(7) Requirement analysis exercises

* filter bubble
) ) information coccons ,

2.

(1) OSINF , s
The global OSINF landscape. Open
Sources,Reuser's Repertorium, the added value of libraries,

commercial information providers.
2) )
The Deep Web what s it? What is
it not?How to get access. The Onion Router as an example of
a deep web source.

(3) What dse is there out
there on the Internet that is NOT world wide web? FTP, NNTP,
IRC, POP, SMTP.

(4)

Collection plan; how to setup your research
plan to get control and structure without being dependent on
tools or search engin  es.

(5) ; ;

Search engines. Directories, single search engines, meta
search engines, others. The best, the worst, how to find
them.

(6)

Semantics and terminology. Techniques to compose
proper keywords for search in databases and search engines.

16



(1)

(2)

3)

(4)

(5)

(6)

J

Intelligent queries for intelligent searching.
How to construct Boolean queries that will return exactly
what you need regardless the search engine.

J

. Boolean searching pitfalls, traps,
concept analysis and how to translate Boolean queries to a
search engine. Rulesto  recognize errors and failures.

Search strategies. Buildi ng
Blocks for a very systematic approach, Successive Fractions
to bring down millions of hits to a normal number with high
relevance.

Search Strategies.  Successive fractions to bring down
millions of results to a few hundred with much higher
relevance.

LOG Group and
individual exercises applying Arno's LOG techniques to the
search strategies.

Validation
and validation techniques, things to do to establish
reliability and usability of information.

Training agenda

Moming

Afternoon

RIS OSINT Pathfinder training programme

Day 1 Day 2 Day 3

I Mindset day | | Research day I I Strategies day |

Opening and kick-off of the training The global OSINF landscape. Open Sources, Intelligent queries for intelligent searching.

programme. Introductions. What is OSINT Reuser’s Repertorium, the added value of How to construct Boolean queries that will

and what exactly are you going to learn? libraries, commercial information providers return exactly what you need regardless the
search engine.

The OSINT Intelligence Cycle and OSINT The Deep Web: what is it? What is it not? Boolean searching: pitfalls, traps, concept

Search Circle for systematic, structured and How to get access. The Onion Router as an analysis and how to translate Boolean

planned online research example of a deep web source. queries to a search engine. Rules to
recognise errors and failures.

Internet general characteristics. Who owns What else is there out there on the Internet Search strategies. Building Blocks for a very

the Net, the Filter Bubble, trends, privacy that is NOT world wide web? FTP, NNTP, systematic approach, Successive Fractions

concemns. IRC, POP, SMTP, . to bring down millions of hits to a normal
number with high relevance.

lunch lunch lunch

Internet technical backgrounds. How does it Collection plan; how to setup your research Search Strategies. Successive fractions to

work? Domain names, IP addresses, whois, plan to get control and structure without being  bring down millions of results to a few

ping, traceroute. dependent on tools or search engines. hundred with much higher relevance.

Requirement analysis and problem Search engines. Directories, single search Group and individual exercises applying

deconstruction. Making sense of a research engines, meta search engines, others. The Armno’s LOG techniques to the search

subject. Techniques to break down a vague best, the worst, how to find them. strategies.
question into Answerable Questions.

Requirement analysis (exercises) Semantics and terminology. Techniques to Validation and validation techniques, things
compose proper keywords for search in to do to establish reliability and usability of
databases and search engines. information.

17
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1.
Windows Mac OS
APPLE Virtual Machine, VM
Windows Mac OS
VMware Fusion Pro Parallels
Windows 11 .
2.
OSINT
. ZIP OSINT Package
start.exe
Windows 11
Dark Web Tor Browser , XMind Portab | e
3 .
The OSINT Software kit

Since the last newsletter, we had a little technical issue, which made it impossible
for you to download the software package.

I am happy to say that the problem has been solved.
Please use the same credentials as before (see below).

After login, you are supposed to see the following in your browser:

Index of /

Name = Last Modified Size

OSINT Software Kit.v07.202411.zip 2024-11-13 12:12

ved by LiteSpeed Web Server at softwarekit.opensourceintelligence.biz Port 443

Just double click on the ZIP file to download.
The package is for MS Windows operating systems only.

Move the downloaded ZIP file to a directory of your choice. Something like
OSINTPackage or something. Or may be you like to run the software from your
USB stick. In that case, move the file to your flash drive and UnZIP.

18 ;

(1) _ TheRIS Qpen Source Intelligence Cycle  / ArnoH.P. Reuser
RIS / Arno HP Reuser
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https://opensourceintelligence.biz/?nltr=MjUxOzk1MzI7aHR0cHM6Ly9vcGVuc291cmNlaW50ZWxsaWdlbmNlLmJpei93cC1jb250ZW50L3VwbG9hZHMvMjAyMy8xMi8yMDE3MTIuLVRoZS1SSVMtT3Blbi1Tb3VyY2UtSW50ZWxsaWdlbmNlLUN5Y2xlLXBhcGVyLnBkZjs7ZGY0OGY0OGEzMzU2YzE0MThlYzAzOGJkMzA0ODgyMWI%3D

(2) _ Journal of Mediter ranean and Balkan Intelligence. - Vol.10,
no.2 2017 .-p.29-43 . 1Q 2
-2017 p.29-43 OSINT OSINT

L

(3) _ Open Source Intelligence  so what? / Arno Reuser,

/ Arno Reuser P3 Group
OSINT .
(4) _ Therole of OSINT in intelligence research / Arno Reuser
OSINT /Arno Reuser

L

(5) . OSMOSIQuick Hits episode 3 Arno Reuser OSMOSIS
3 /Arno Reuser 2021
. Arno Reuser;
Arno OSINTER
Arno

L

(6) _ Let'stalk about Open Source Intelligence OSINT - Out of
Bandinterview on the role of OSINT in cybersecurity
OSINT OSINT

(7) https  //opensourceintelligence.biz/
(8) OSINT http  //rr.reuser.biz
(9) OSINT https  //bib.opensourceintelligence.biz/
(10) http  //www.reuser.biz
)
(1) ; , 1P ;

Aron Google

A. Aron'slaw one Check the number of results.
B. Aron'slawtwo |sthere a match between result page and

query.

C. Aron's law three Use parenthesis for every set.
2)

A. OSINT

. OSINT

OSINT

L
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https://opensourceintelligence.biz/?nltr=MjUxOzk1MzI7aHR0cHM6Ly93d3cueW91dHViZS5jb20vd2F0Y2g%2Fdj1wVURXbTcwd2FsOCZ0PTgwcyZwcD15Z1VMWVhKdWJ5QnlaWFZ6WlhJJTNEOzs1NTcyMjU0Njk1ZDBmODU0YzE0ZGRhZDFmYjBlMGJjMQ%3D%3D
https://opensourceintelligence.biz/?nltr=MjUxOzk1MzI7aHR0cHM6Ly93d3cueW91dHViZS5jb20vd2F0Y2g%2Fdj1wVURXbTcwd2FsOCZ0PTgwcyZwcD15Z1VMWVhKdWJ5QnlaWFZ6WlhJJTNEOzs1NTcyMjU0Njk1ZDBmODU0YzE0ZGRhZDFmYjBlMGJjMQ%3D%3D
https://opensourceintelligence.biz/?nltr=MjUxOzk1MzI7aHR0cHM6Ly93d3cueW91dHViZS5jb20vd2F0Y2g%2Fdj1TdXVJYVF6LXNSYyZ0PTE3cyZwcD15Z1VMWVhKdWJ5QnlaWFZ6WlhJJTNEOzsxYmZjNTQ5NTcxMTU4MGQ3NDMyZjUzZDZiOTkzNmU4NQ%3D%3D
https://opensourceintelligence.biz/?nltr=MjUxOzk1MzI7aHR0cHM6Ly93d3cueW91dHViZS5jb20vd2F0Y2g%2Fdj1nVHo3UXVQck5QYyZ0PTMxOXMmcHA9eWdVTFlYSnVieUJ5WlhWelpYSSUzRDs7MmE4YTFiZGEwY2EwZjg1MjRhNjNlMDZhNjMyMTgwOTU%3D
https://opensourceintelligence.biz/?nltr=MjUxOzk1MzI7aHR0cHM6Ly93d3cueW91dHViZS5jb20vd2F0Y2g%2Fdj1nVHo3UXVQck5QYyZ0PTMxOXMmcHA9eWdVTFlYSnVieUJ5WlhWelpYSSUzRDs7MmE4YTFiZGEwY2EwZjg1MjRhNjNlMDZhNjMyMTgwOTU%3D
https://opensourceintelligence.biz/?nltr=MjUxOzk1MzI7aHR0cHM6Ly93d3cueW91dHViZS5jb20vd2F0Y2g%2Fdj16aVAxdVA5dGVqNDs7NDliZDRmMWJjODNjNmJjMWYxMTE3YWQ0OWNiZDdlYmQ%3D
https://opensourceintelligence.biz/?nltr=MjUxOzk1MzI7aHR0cHM6Ly93d3cueW91dHViZS5jb20vd2F0Y2g%2Fdj16aVAxdVA5dGVqNDs7NDliZDRmMWJjODNjNmJjMWYxMTE3YWQ0OWNiZDdlYmQ%3D
http://www.opensourceintelligence.eu/
https://opensourceintelligence.biz/
http://rr.reuser.biz/
http://www.reuser.biz/
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Echo Chamber _

. David Graus 2018 3 . LOGIN

IP Lezingen_,  VOGIN IP Lecture

DuckDuckGo
Google
Google Bing |
.com .tw , VPN
google.com/ncr Google
ncr "No Country Redirect"

Google

Google

google.com.hk, google.com.uk . Google

a.
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( National Police

A - ¢ [ _National
Police Agency .

"National Police Agency”

o PmEenE
- hitps: /Awww npa.gov tw - EMEEEE

National Police Agency, Ministry of the Interior

National Police Agency, Ministry of the Interior. Beware of Fraudsters Posing as Police - 2024-11-11
National Police Agency, Ministry of the Interior. 2024

Online Application N
National Police Agency, Ministry of the Interior. : Home
Affiliated Police Agencies >

National Police Agency, Ministry of the Interior. ::: Home | Sitemap

Introduction N
National Police Agency, Ministry of the Interior. ::: Home

Police Units Links & Hot Links >
National Police Agency. Ministry of the Interior. --: Home

Criminal Investigation Bureau >
Criminal Investigation Bureau, National Police Agency

npa.gov.tw B E fth 1IN »
Wikipedia
W tron i org» i Nt SSEAR o

National Police Agency (Taiwan) 2
The National Pelice Agency, Ministry of the Interior is an agency under the Ministry of

the Interior of the Republic of China (Taiwan).
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e. filetype

. _ filetype
PDF DOGXPPT

"OSINT* filetype:ppt

ResearchGate

i.e. information available to the general public. This

Universita degli Studi "G. d'Annunzio” Chieti
dsgs s OSINT

https:/frspsc.unich.it

Introduction to Community Oriented Policing

L'OSINT nel mondo della Security. Nel comparto d Ilintelligence, il grande vantaggio
associato all'utilizzo d nella sua

The Climate Change and Public Health Law Site

Except for open-sourc n\n:chr\r aach of the INTs has a self-contained process, from

collection to delivery. 6. The Nature of Intelligence. What

Library of Congress (.gov)

education

OSINT -. Search and Retrieval. AND. OR. NOT. phrase. combinations. title. domain. doctype.

nonyms. proximity ... Reus

112

PDF .
1 OOP [ site  educate.tpa.edu.tw
filetype pdf
112 PDF |

1254537 site:educate.tpa.edu. tw filetype:pdf

EEENER
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var file» img  PDF
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(1) OSINT
, ChatGPT
2)
A. Desp Web
Google Bing
B. Dak Web
Google
OSINT
C. OSINT

planning to fail

(ol
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s DeepWeb, DarkWeb |
, TorBrowser
Bing
Tor
Faling to plan is
OSINT
OSINT



Q (Question )

S (Source) .
D (Deliver ) .
OSINT
?
?
?
?
?
?
?
?
OSINT
2022 2023
Q
(Question) 15
S Quardian Times |
% . HAnancial Times Sunday
(Source) Telegraph, , Independent
D J J J
(Deliver ) , URL
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Pacasts

Gamgle
DwekDiekGo

Shodan
IP

Bing
Baidu

Lexis - Nexis

ProQuest Dialog
Factiva

J
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3.

(1)
(@)

| . site _, _ filetype
intitle L
e.
f.
OSINT
b OSINT ,
OSINT
OS'NT ’ J L
A. OSINT Process
OSINT Report |— ﬁ Preparations
N\ =

Validation regime.

3Q OSINT Process
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Preparations
Security preparations

A J L
A J L
Technical preparations
A L
A (VM OSINT .
Information position
A L
A L
Requirement analysis
Open sources
Factiva,Lexis - Nexis, Proquest Dialog ,
Collection management
Search engines
Google
Bing
DuckDuckGo
Smart queries
(Boolean algebra)
A AND
A OR
A NOT
A site
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Validation regime

EXIE .
WHOJS Traceroute
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Utrecht

7,746

L

Utrecht Centraal
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Utrecht
10 _ Nederlandse
Politie
Utrecht Police Office Paardenveld
Utrecht Centraal s

Pardenveld
1.
2. s

(1) ;

(2)

3)
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(4)

(1) p

(2) Geographic Information
System, GIS

(3) Closed- Circuit Television,
CCTV General Data
Protection Regulation, GDPR

Al

(4) Internet of Things, loT

(5)
A.
B.
C.

(1) .

(2)

3)

41



> "Veilig Utrecht"
APP

J 3 J

WhatsApp APP

APP

7mE 1 AV W
RRSET LT (T
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Rotterdam

Nederlandse Politie
Rijnmond

Rotterdam Police unit

43
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Rotterdam Police unit



Mr. Gieas Gieas

(1) )
(2) J J

3)

(4) .
(5) J J

(1)

Gieas Europol

L

(2)
3)

(4) .
(5)

1)
General Data Protection
Regulation, GDPR .

(2)

®3) ,
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Gieas

Politie

Gieas

Politie

Politie
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() NHTCU
_ National
High Tech Crime Unit , NHTCU
Gea Wind
gue->r o+ §L - Arthur van Bunningen
1.
(2) Al OpenSource

Intelligence,OSINT

L

To participate in professional training courses on Al data
analytics and Open -Source Intelligence OSINT for
intelligence analysi s, thereby enhancing the data analysis
skills and tool usage of our police data analysis team. The
insights from this training will also contribute to the

46



(2)

(1)
)

3)

(4)

(5)

(6)

planning and development of our national crime intelligence
analysis programs.

J

Al

To exchange knowledge with the Dutch National Police and
related law enforcement agencies on big data applications
and analysis techniques in cr  ime data. This will enable us
to learn from advanced intelligence analysis models,
criminal intelligence applications, and system designs,
benefiting the practical implementation of technology in
police crime investigation and Al - assisted policing. This
experience will serve as a reference for advancing our
police information technology and improving public safety
measures.

Current applications of big data analysis in police work
or crime data by the Dutch police.

Avalilability of information systems supporting practical
applications of technological crime investigation.

? Methods by which Dutch police utilize relevant
criminal data in investigation and anal ysis during criminal
incidents.

? ? Use of open-
source intelligence analysis techniques by the Dutch police
in criminal data analysis, including any specific
professional analysis tools and technologies.
A Al ?
The use of Al technology by the Dutch police in policing.
. An
overview of talent training programs, arrangements, and
systems in the Netherlands for technological crime

investigation.

47



Strategies of the NHTCU

. Gea Wind
gu®a->r azx§L +- Arthur van Bunningen
Gea Wind

gque->rao+x8 +-an

J

L

Arthur van Bunningen

1.
1)
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Through the international cooperation of Operation
Endgame, a series of coordinated actions to dismantle
cybercriminal services has been carried out.

Law enforcement agencies have seized databases and
other information relating to this domain. Anyone
operating or using these cybercriminal services is
subject to investigation and prosecution.

If you have information to report about cyber criminal
activity on this domain, please contact us:

operation-endgame.com
contact@operation-endgame.com
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(2) Store
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Extract | Transform Load
Elasticsearch
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HTTP Web JSON
Elasticsearch Java Javg .NET
C# , PHP Pythonn Apache Groovy Ruby
Elasticsearch
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Hack_Right

Hack Right - Talent winnen & Recidive voorkomen

Haarlem
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68 Haarlem 2

International Rechtshulp Centrum, IRC

Willam
s Willam
. Willam
Willam
1.
Grote Markt
g3L>" upu®y2>a 3 8umEf+ «
2.
3.

57



(1)

(2)
Al
General Data Protection
Regulation, GDPR

L

(3) Bodycams
4) GooglePlay APPLE APP Store
Poli tie - Nederland - 112NL APP
. APP s ,
APP

@ Politie _ Nederland Waakzaam en dienstbaar.

112NL
Politie - Nederland

T12NL is the official app of the Dutch Emergency Services
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App Store Preview
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72 Willam 2
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HSD Campus

The Hague Security Delta,HSD

2013 300 , , HSD
. HSD
77 HSD Campus
HSD
CFLW
CFLW CyberStrategies 2019

Nederlandse Organisatie voor Toegepast
Natuurwetenschappelijk Onderzoek, TNO CFLW
Dark Monitor
Google
CFLW
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