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Developing an Incident Response &
Plan

n

* Preparing for an incident is a crucial part of

the incident response lifecycle

Roles & Risk Detect\o'n @
. Scope I Analysis
* Once preparations are made, tools, Responsibilities Management o ———
processes, and training must be in place to

ensure that a cyber event is able to be

detected and analyzed. A strategy should be Containment & Incident -

. . Lo o ; Communication -

in place for containment, eradication, and Eradication Reporting Plans Training Plan
recovery based on the company’s priorities. Resources Requirements

* There should be a process in place to Review and

ensure that lessons learned are captured and
planning documents are updated based on

Exercise Plan Improvement
Plan

the learnings from either an event, incident,

or test.
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2. Insufficient Network Knowledge

The team just ran the installs of the software — things aren’t
working as expected!

* Many organizations lack in-depth understanding of their OT
infrastructure, including network segmentation,

communication flows, and device behavior.

* This can lead to incorrect sensor placement, suboptimal

configurations, and missed traffic in critical areas.
* Does this support wireless networks?
* | have 4000 network switches.....

* Oh, the “Honeywell VLAN" has all the data necessary...
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SETTING REQUIREMENTS

All the vendors we reviewed offered both of these, in varying details.

Setting requirements for the asset discovery and vulnerability tools is a challenge for OT teams that are just starting
Al ’ bn the journey.

J L

ASSET IDENTIFICATION 4 VULNERABILITY ASSOCIATION
OT protocols Big time saver
Crossing multiple network Consider YOUR scoring
layers v variables
NAT’s, Switches, Firewalls * Communicating risks up
Windows computers Helping IT understand OT
Air gapped systems
Multiple vendors
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What guidance
and direction
should
environments
take?

Daniel Paillet -

A common sense approach in deploying Zero Trust

Architecture in
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Zero Trust mapping to 62443

The previous reference has been removed in version C7 of the preliminary versions.
NIST SP 1300-35B clearly demonstrates that Zero Trust Architecture (ZTA) did not take
into cansideration in providing guidelines for OT / ICS environments. NIST currently

environments. If we look at NIST SP-800-207 for Zero Trusl Architet Figure 3

it take into consideration the following: Example of Enterprise IT

P4

= Safety and Reliability

po
» Protocols: Modbus TCP, IEC 61850, Profinet, OPC-UA, etc. 774
» Upgrading older equipment may have negative effect on ope

Businass Logistics

m

= Devices and software can be a mix of out-of-date Operating 62423 Demilitarized Zone (DMZ)

» Devices have a lifespan of 1-2 decades e

= Roles and responsibility within ICS / OT are often different 62443 Manufacturing Operaticns Systems
ZA

¢ Serial Communications (RS-232 or R$-485)
62443 Control Systems

Schneider Electric

OT and ICS Networks

https://www.linkedin.com/posts/danielpaillet_zta-for-ics-industrial-control-system-
networks-activity-7168625127054643200-Lx_w/
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THE PROBLEM

The ICS / OT Sector At The Crossroads

A myriad of industry transforming people, process and technology challenges are
driving organizations to “/nterface” previously separated and isolated IT and OT

environments. These challenges and concerns include:

* Peak 65 - The aging of * The use of IT tools by OT staff who
America. lack confidence, experience and

* Therise of attacks on OT e

critical infrastructure. * IT and OT are not viewed equally

at the C level (funding, staffing,
* The real harm to people, understanding).

economies and the * Outside of OSHA (Safety), Cyber

epvnron_ment that OT system Security is not a primary driver in
disruptions pose. oT.

2024 Securi ityWeek ICS Cybersecuri ity Conference
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Peak 65 "3 I'-““m
A record 4.1 million Americans are set to
turn 65 this year and each year through “ \ clI 4 V4
2027, according to the Alliance for Lifetime N/ * * * #

Income’s Retirement Income Institute. eww
Although not all of those boomers will hang 202"

it up, as of May 2024 there were 2.8 @M
retirees for each new Generation Z job Wﬁ[ﬂﬂl“& \\\

market entrant.
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Common Findings: Jics
Poor Authentication

Exposed Admin Interfaces

Lack of accountability with 3™ parties/vendors

Over-reliance on physical security

Patching - Not enough/None

Insufficient segregation between OT and IT
Myth of Cloud security

Network Convergence
Supply Chain

2024 SecurityWeek ICS Cybersecurity Conference
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GOVERNANCE

= Establishes policies,
standards, and procedures
to ensure accountability
and strategic alignment

= Ensures that your OT
environment operates
consistently within
organizational objectives

COMPLIANCE

= Ensures adherence to both
internal policies and
external regulations

Identifies, assesses, and
rml\gales risks to protect
critical assets and ensure

= Supports risk reduction

objectives and prevents
penalties by meeting
industry standards (e.g..
NIST, IEC, NIS2)
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operational resilience

= Focuses on maintaining

resilience against evolving
threats in industrial
environments.
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Unique IT issues in OT environments Frics
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= Don’t touch that PC that controls OT or
ICS systems!

= |t has one process control or other
automation job it does well

= Old hardware, obsolete OSes
* Windows XP, 2003, 2008

* Old versions of Linux

= Vulnerable to malware but too old to run
modern countermeasures
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