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55 B ni S A A S IR %5 A F) ( Amazon Web Services, AWS) Bt 5
A AEmRBRAEE  THEREEIRSE - 0 RHES 200 EE
R HRBZHFEEZEAFEBRR RSEESR > AXHEEH
BRI EEBE A A4 2 0% A5 B 2 " AWS re:Invent 2024 |
KRB E I R B SREE) - B2 HERHNERERRBEEER
EFEBEMNEH#ES S2EEEREERENAATERES SR
HAREEBAYERG Q> AWS A 2] B B K BB 2055 > 118
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WRIBANE 113 2 117 F4E 2 R/ Pl E 2 + KRS © (1) HEfR
fREft®E ~ (2) WLEMEHIM: - Q) MRV BKE - @) BEFZED
B~ (5) EEKEREE - (6) #EFHE M EE - (7) HEMHFPRS -
EEBELZE ) BIPANEERA0) BEEEEME  A0HFRK
HEB) S N TH R BS B A AT > H AT IEAE B (E B iw &R L Bl AL
EimE R L HETH R 114 FRH R E R ER $0 > 115 FEUH
BEERERTL - WHEFHASZSRER HLEESSEE RS

SIATER RS EARREERN A ERE - EE M EE R
Hig e - FR e Sm sl @it E g SR Bk > 2
PRI E L - R P IR Z kg H A -

RMBIANFERKEGEZ 2ERGHER > MILEBZE
WHTEREEEHVFERE  DEIHRKEHLCEE Z EmikHE
SRR I R IE S B AR R S o R 2R 1Y 3 U e S BE
HHEBELN G EMRAALNFEREFENE L - Em/a g H
MRS ER R - BB R FEwmAGHE » AN 5 A DU Ok Em ik %G
HAER ~ BallZ 2 ~ A B LL R A Ay m e s B [ E 2 & N
{7 {5 A0 18 SR e

il

4% i B W FE %% Synergy Research Group % 2024 ££55 2 & B
ANEENEERERSE  ZANAEmRBEREE T E—2 8
Amazon Web Services ( L N flTE AWS) DL 32%09 i {5 % H % » 6 =
% B Microsoft Azure i {5 23% » % =% B Google Cloud {5 &
12% > BE=EFRAAEmRBREZOTEREGETES 67% - AWS 1
RBERAAERB 2 HEMFE - B " AWS re:Invent 2024 ; FIHEL K

F3H
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o~ KA EEEEY > B RKEMRS 2 ERREBEENE
WA BB - oE o BTEEAR > HEEFHEKE - 91k
PEZLBET -
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BEEAE
(—) RELEERIIFER

B EESZEWNMAER AWS 2 E & EEER T/EA&#E (Cloud
Workload) > BB FHRHA = FEFEEE © s&sr B2 FEE (Design

and Build) ~ = #HE[EE ( Operate ) BABE(L[EE: (Evolve ) °

Why are we here?

A workload is like a bridge, it needs
thoughtful planning, ongoing
management, and adaptability to remain
effective over time

&1
fEavat BB FE B - FBEAE LR > ET 2l HE B
o HREMEER CFEE > B2ULRCHREERE Rt ESET

BEEm TFEENEBRLYSE UM REENAGANNHSE S EE
kB~ BECE R R E NE R
Many ways to build a workload

200+ AWS services
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AWS i 200 %M E I ik 75 - I H 5= U Ak 75 2 [ AT DLEE TS HY
B A o R AT DABE 12 A (R A P 5 AR 72 O S I L F Bk 0 X
RETEAFNE AR ERE - TLUEEANRF k4 (Based on
Server) ~ fE (A e &% ( Serverless) ~ 2% g8 ( Container) HYZEHE -

Many ways to build a workload

An ecommerce app Also an ecommerce app

Fasc@fFlTdieorreMds g M
[ oesignaald >

3

PUBETL & Fra gt Bl » AT DU AN FEIAR S AR > B
AWS HJ Elastic Load Balancing ~ EC2 #1 RDS % I flg 7 5 o o] DL
ARSI > (FH AWS 1Y API Gateway ~ Lambda ~ DynamoDB
FEEm S EBRAENE N TIF 2 &AM - 2 E R E S H
-

Core capabilities for an optimal workload

Security 10 Operation

& Data, systems, and asset protections I Smooth operation, and adaptability

o Performance

~ " Consistently and efficiently perform

FEREILEm TESEEE > FERTERERE LHFENKE

FO6H



HEE > Ba et wENE - A BE - R AR
A VEE R R — R R 2R R i LF R > BB E AL
BWELGIREITINE > NS TR ERER B R AF L - e B ]
SEME AT DA Or B LEF R d iV ER TR > a] DU B i > e

LLORFF 5 8 e Y 2B 1F - 40 R R 2R 3% 2 B 15 TP B0 R A HY B30 R IR
o EHREMIRKESE > ERNEERFENHEHRE -  EEEHoTE

R P B 12 Im T &8 - I B W Or ) DULE PR 38 & S 2 YA
fE N o HEFFERERY T AUELT - AERRA B Al FFEMEE 7y > BRI
MEm TIFAEHARERECETUILELR/ NN ERRBEMN > £
PATA R 58 O 3 07 R B 1 St F FE AT -

T

AWS Well-Architected Framework

« Core capabilities to make an

< Sustainability optimal workload

1 Cost Optiniization « Six pillars of important

; - architectural domains
Operational Excellence
+ Over 300 architectural and
operational best practices along
with implementation guidance

¢ Security
 Reliability

: Performance

Fo THEEW THEATBRER Ll S K EHET » REMRT
Z B AWS Y T Well-Architected Framework | Elm R G EL » &
& AWS 24t 59 I DLt B 3 U PR 75 2R RS - k3B AWS WY R R E K
BILEN LIFEHE - AWS IR 2 ERAKE 26 R FEEEERNEER
FoBAHEYEMNEREGESR - ErEERE - lARENL =
B E - et WREMESEE L #A AWS fEHEY ST R A &
(R EH® -

FT1H



DUEEE T B uaE R el - R IRBEREFZEMRTEHF#
R4 8% 3 4F > A LUK P AESuh LAY IR ME &0 3% 88 ik B AWS
CloudWatch #1785 % » 0] LA #RAE&C Bk {F Ry i 2 B 3] AWS S3
EHF > AR LR E IR BAERER T - EEE AWS S3 LA
HABRAEALR R & » WL AWS Well-Architected Framework #
T EEEm TR IR ERE -

IR > FEMHE N LIFREGET R EAVEZE  EEE
1T 99 Bh 1w a6 ~ 99 Bh 12 i B oG 5 > DA Fy L F & 8k AT A (£ 1b
WA Bl 2 - EEFEEFER LIFAEEEBTFRNFAEN

[ FHEIHY AWS 5E U il 5 B0 o] RE & ORGSO BOEE B
(B 4EsE N Bl M EE DL E B E B > NEEAE R AWS 2 U il 75
> B —EfUREEEREREERENG - WELCEH T EIE
WEE > aDIERRFEE AWS R EE B R —

AWS Trusted Advisor

Over 400 best practice checks
across 47 AWS services

Data ingestion from AWS Security
Hub, AWS Config, AWS Compute
Optimizer

AWS FEfit Trusted Advisor BIf g% > TIUFEREM A ZE IR E
JRAECEANEE » B AN EiE EEACE B8 E 400 (8 & E T % B R
P& 47 {H AWS 25 IR %5 #E 1T LR - A6 B F1 AWS Security Hub ~ AWS

Config ~ AWS Compute Optimizer El R BHETER B S > 24—

F8H



MEBEEEHETEHE Z2HMAERNEENRRE

AWS Trusted Advisor A BAF1 AWS EventBridge B & » [# 5 1E #E {7
Tl e B - MR ER TFABRERT S AGEESEE > TTLE
i E B S R U T R BT AERBAESE » B0 - fEA AWS Lambda
2 AWS Systems Manager $h{THEZ0 « WL —2K > B T FRFE G IEERE
T TFABMBR 4 > EA L EBCRETE) > ERZEEE
Ay R 2R 2 E AE

Streamlined
process

7

LIS E: » AR EEEE G LA S — R AR 2
& > FHEENKRD TIEMEEE NS EN A DER - Bb AR
FUERY R B B b o A B £ T B b T AR B PTEY TAERCR - AR A
TRESREF AR TRIEAERAANTEZHEEFEREE
PE Tt TAFROR e R st g A A JEl b > 2507 AR RCR B TAF &

k> B LEW LFRSEEELEESEET - KEIEER
SEHVEETT ~ BUREVELE ~ Y SE R AR OK ~ PR AT Y 5 I ik A S R P
7 W B 2 ) o R AR 2 E H AT AWS Well-Architected Framework fifE
PrE i T/F Sk ] LR FF Bl a6 B AV R R H 7 -

FIH



() ZEREEH

% ZE 33 ( Multi-cloud Environment ) &35 1F % ([ = Iif 8 53 b &

fE LE G #k - 1E 2 (8 5 U B2 55 of 2 2 3 D0 BH S0 By Bl AS B AR R -

Multicloud-enabling services and features

AWS Security Lake
Athena and
support

2022
AWS Glue
2 CloudWatch
2021 DataSync

mult
AWS Distro for OpenTelemetry pec s
blob storage support

2020
Amazon Managed Prometheus

Amazon Managed Grafana
2019 IAM Roles Anywhere

2018 Cloudrrail 3 Data

Systems Manager (555

s Hybrid Activations

aws

8

AWS 7€ 2016 FEREFEEH B L E R EEGENB AL FTE  FEHEA
DLERR AWS AR > & A Hh Iy K At 25 g AR %5 (L FE =& (il 4 -
Microsoft Azure) W EE R > Uie X ERE > HPEEEEHE

Our model company

A ecommerce company
in the US, Canada, UK, and
Singapore

Operates several white-label
brands

Recently bought a

a real company but a combination of our
most sophisticated customers

aws

9

\/

ERBEFRHVFEESEREEHNEER > ERBHETLE LN
ERHZER > FAHF—FRAH (Octank) £ —{HEWFE LEHE > 2

FE10H



" UL T 5540 —2¢ /A F (North Wind) » & A=
FHEmFa > NEFERE  EOFRER]
LUK i B & LK -

ﬂ

&8 55— (8 A
Bt E Iy T{F &k

U

Octank needs
multicloud management

We are into the cloud
clouds means tools

We need to and

& 10

R Byt W g HY 2 =] (North Wind) A —SBEARHF## » =K
%N E G R AN E I TAF A EEE - EAE A EHF 2 EAER
B BRI HKRESK LFRHBHEEARERER  BELKE
A THHEREEME  FELEFEHIIET I LE - 25
M EANERA  EREZERBEEHNEERE  RAAESENELRAG

ZERTFAMMTH  SCEFEFEHETEREG - @0 RER—
S Qs

% EI A DL AWS Systems Manager IR % 7 BEUA I ~ AWS
s H A Eim IR %5 F & 2 E ket 0 Hi2 HE R ES 0 LUK = B 8 2E 17
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| Accessing AWS services

MEETING

°
g
8
g
&

€8 systems Manager

°

AWS Systems Manager
Agent (SSM Agent)

(10 000 (0 000 000 0o
(100 (0 (0 (00 D0 0
(100 000 (00 (00 000 oo

B 11

{5 FH AWS Systems Manager ilfi H 1F 4 #h B8 5% 5 H il = I iR 7% &
Z a5 % 4 AWS Systems Manager Agent fUEL#RHAG - 6 HiRF Token
(BT AE AR NG VRS 2E 25N > 38 28 Token 7] DLEFEE] AWS 1AM £
B FH&H —SEEERE > Bl E# AWS Systems Manager & H % &

R 2 A ik as e

PET 2R R EAT AWS B R FER BHRY &6 o)

B A AWS FZE ]

& clovawatch [ Lambaa @ ecz B M G systems Manager B Key Management Service @] vPC Bl Secrets Manager '] Amazon Prometheus 8] Certificate Manager (& Amazon Grafana B8] Dynamo08

Console Home . + Add widgets
i Recently visited o 3 i Managed H i Patch compliance i
instances i Region: US West (Oregon)
b e A 2 Region: US West (Oregon)
Systems Manag
CloudWatch
B3 Amazon promett
E oynamons
B secrets Manag
CloudTrail
anaged
B w 3 instances.
View all services P Go to Systems Manager Z
i AWS Health it H i Latest
announcements info
Open issues. Go to Patch Manager 7
OEC  Start collaborating on multi-
(o] Past 7 days 4 o e
Partner Connections .
Scheduled changes (Preview) (2 i Cost and usage o
n SR

& 12

ol DLEEEE i A AWS Systems Manager ZHEE H iH -

F12H



& Cloudwatch

e AWS Systems Manager > Review node insights

AWS Systems <
Manager

Node summary

Review node insights New
Explore nodes New
Diagnose and remediate New N

Settings New

100%
¥ Node Tools
Compliance
Distributor
Fleet Manager ———
Hybrid Activations 16 nodes

Inventory

Patch Manager B Managed nodes [l Unmanaged EC2 instances
Run Command
S

State Manager

n Manager
i SSM Agent versions
¥ Change Management Tools

Automation

Change Calendar

Change Manager

Documents.

Maintenance Windows

3313450

— SeAe

By T RN #Eg

13

Managed node types

Managed EC2 instances
3 nodes

13

Managed hybrid nodes

13 nodes

1 Managed hybrid nodes [l Managed EC2 instances

Ubuntu
6 nodes

Ak #8 > 7£ Microsoft Azure 7. —{EH# E Mk 8 2 1& > [ F] AWS

Systems Manager HY Hybrid Activations I EE > Bi#E Create activation ##%

o

5 ey M

AWS Systems Manager A DL#E & °f [6] 2 U AR 15 - & 2 18]

AWS Systems b4
Manager

AWS Systems Manager > Activations

Activations

Review node insights New

Q
Explore nodes Mo
Diagnose and remediate Mo
© Description
Settings Mew

¥ Node Tools ° -
Compliance o 2
Distributor
Fleet Manager
Hybrid Activations o
Inventory o
Patch Manager
Run Command
Session Manager

State Manager

¥ Change Management Tools
Automation
Change Calendar
Change Manager
Documents
Maintenance Windows
Quick Setup

v Application Tools

Registered instances
1

1

14

Registration limit

1

1

View details

Expiration date

Tue, 12 Dec 2023 01:44:01 GMT
Sun, 20 Oct 2024 16:21:32 GMT
Mon, 21 Oct 2024 15:48:40 GMT
Fri, 15 Dec 2023 15:20:05 GMT
Thu, 24 Oct 2024 18:22:03 GMT

Thu, 07 Dec 2023 20:51:07 GMT

1

Creation date
Mon, 11 Dec 2023 01:44:01 GMT
Sat, 19 Oct 2024 16:21:32 GMT

Sun, 20 Oct 2024 15:48:40 GMT
Thu, 14 Dec 2023 15:20:05 GMT
Wed, 23 Oct 2024 18:22:03 GMT

Wed, 06 Dec 2023 20:51:07 GMT

EAESE R 2 1% o BT DAL B Eh B8 K 1D > A A 01T 2 i £ AL -

E13H
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& cloudwarch

B un G systems manager G xey Managemer

AWS Systems x
Manager

AWS Systems Manager > Activations > Create activation

Create activation

Review node insights

Explore nodes Mo

Activation setting

s or virtual machines. Learn more [2

0 to register 55

Diagnose and remediate Nev

Settings Mo

Activation descri

ion- Optional

¥ Node Tools azure-4

Compliance

Distributor Instance limit

Fleet Manager p e
Hybrid Activations 3
Inventory WM role

Patch Manager en s:

Use the default role created by the system
(AmazONEC2RUNC

Run Command

Session Manager
e © Select an existing custom 1AM role that has the required permissions

State Manager

@ 1f you select this option, AWS uses an existing role that you specify. The role
must have the required permissions or commands fail to execute. Learn

¥ Change Management Tools

Automation

more (3
Change Calendar |
Change Manager X
Documents | demo-tybrid-instance =
Maintenance Windows
Activation expiry
Quick Setup This date it e
o oL

 Application Tools

[ yyyy-men-ddThh:mm-05:00

0 o

B AFE Microsoft Azure HY{EI IR 28 > B 1T RXL A AWS Systems

Manager Agent FYF2F ©

wager [ Amazon Gratana ] Dynamoos

you will not be able to access it again.

Diagn

Setting

16

B F] AWS Systems Manager » #

& s

A Fleet Manager Ifj

iy Microsoft Azure {5 IR 25 1F A &7 %5 ( Node ) °

RE H mE - B A

& couawatcn N 1AM G5 systems Manager ey Management Service 49 VPC (8] Secrets Manager & Amazon Prometheus  [§] Certificate Manager Amazon Grafana 9! DynamoDB
= Systems Manager > Fleet Manager > Managed nodes @
e
Fleet Manager e Settings v | [ Account management v
=
Managed Nodes (16) QEENTETD C |[ % meport |  nodeactions ¥

Q [ritter

© Last fetched at: 4:20 PM

(=] Node ID v | Name a | Patform... v | Operatin... v | Resource.. v | Pingstatus v | Agentve.. ¥
mi-07. ea contoso-gep1 Linux Debian GN.. Managed in... @ Online 3313450
) mi-Ob a26 contoso-pi Linux Raspbian G... Managed in... @ Online 3313450
( mi-02 0 northwind-azure-1 Linux Debian GN. Managed in... @ Online 3.3.1345.0
o mi-09 15¢ northwind-azure-2 Linux Ubunty Managed in. © Online 3313450
(=] mi-06 124 northwind-azure-3 Linux Ubuntu Managed in. © Online 3313450
o mi-Ob 222 northwind-azure-4 Linux Ubuntu Managed in. © Online 33.13450
(=] 108 northwind-enterprise Linux Ubuntu Managed in... @ online 3313450
(5] b5 northwind-fedora39 Linux Fedora Linux Managed in... @ Online 3.3.987.0
o mi-Oe 87 northwind-firewall Linux © Online 33.13450
(m] mi-09 0a northwind-monitor Linux @ Online 3.3.13450

F14H

1 S
Patchinst.. | Patcherit...
20 0
° 0
67 o
153 °
155 0
154 0
161 o
0 0
43 o
58 0




B2 e e 25 B BG4 e o W] AR R By & S % (el 2 WAV N & -

& coudwatch [l Lombea B ec2 ' ystems Manager y vic ) SecretsManager & Amazon Prometheus [§] Certificate Manager Amazon Grafana [P DynamoDB.
= @
Systems Manager > Fleet Manager > Managed nodes > mi-Obl 22 > Inventory
: = ®
northwind-azure-4 Node actions v
. Nodesctons ¥ | =
General Inventory
¥ Properties Inventory type
General AWS:Application v
Tags
Inventory Aws:Application (628) [e]
Associations ¥
Q_ Fitter 12 34867 .65 @
Patches
Configuration Name Application Type Publisher Version Release Epoch
compliance
adduser admin Ubuntu Devek by devel by 3.118ubuntus -
v Tools
= amazon-cloudwatch-agent admin Amazon.com, Inc. 1.300049.10929-1 -
File system
Performance apparmor admin Ubuntu by devel-di i 3.0. iby 2.4 - -
counters
apport utils Ubuntu bu devel. by 2201 6 - -
Processes
Users and groups. apport-symptoms utils Ubuntu bu 024 = =
Execute run - ki Jbuntu buntu-devel 2413 - -
command [2
Patch node [2 aptutis admin buntu-devel- 2443 - P
base-files admin ubuntu-devel 12ubuntud.7 = =

MREEFREEENTR  @WAMETES (FI40 ° bash)
AP RIAEE > HEEH -

P Lambe: - ey Management Service Secrets Manager % Amazon Pror DynamoDB
= @
Systems Manager > Fleet Manager > Managed nodes > mi-Obl 22 > inventory
X E—— ®
northwind-azure-4 Node actions v_|
=
General Inventory
¥ Properties Inventory type
General | Aws:Application v
Tags
inventory AWS:Application (1) [c]
Associations =
Q Fitter 1 match
Patches =
Configuration Name = bash | X | | clearfiteers | i @
compliance
— Name Application Type Publisher Version Release Epoch Installed Time Arch
File system bash shells Ubuntu Devel ibu devel-di: lists.ubuntu.com> 5.1-6ubuntul.1 - - - x86_
Performance
counters
Processes N
Users and groups
Execute run
command [2

Patch node [2

WRMBEFEH AWS Systems Manager | #k 2¢ - {H 18 & 2] 55 & {65 Ik
zs 0 #E A File system H @& » 0] DL 2 Al -

EI15H



Lambda [ ec2 Secrets Manager % Amazon Promethe: ertificate Manager Amazon Grafana

Systems Manager > Fleet Manager > Managed nodes > mi-Ob 22 > Filesystem °
2 — ]
northwind-azure-4 [ Node actions v
| oceaon T =
General File system c Actions ¥ Create directory
Q Find file system 12 3 > @&
v Properties
General File name Date modified Owner Group Mode size
o Dbin Thu, 28 Nov 2024 06:44:16 GMT root root drwxr-xr-x -
Inventory
o O3 boot Tue, 26 Nov 2024 06:51:07 GMT root root drwxr-xr-x -
Associations
Patches [e) Didev Fri, 29 Nov 2024 03:14:01 GMT root root drwxr-xr-x -
Configuration C Detc Tue, 26 Nov 2024 06:51:33 GMT root root drwr-xr-x -
compliance
3 home Mon, 25 Nov 2024 15:20:26 GMT root root drwr-xr-x -
v Tools
File system O D Tue, 26 Nov 2024 06:50:54 GMT root root drwxrxr-x -
Performance o Dlibs2 Wed, 02 Oct 2024 02:10:49 GMT root root drwxr-xr-x -
countérs
o 11 e =
SIS O  Diuibss Wed, 02 Oct 2024 02:11:33 GMT root root drwxrxr-x
Users and groups O Dbz Wed, 02 Oct 2024 02:10:49 GMT root root drwxrxr-x -
Sxpoute o O Dllestrfound Wed, 02 Oct 2024 02:14:04 GMT root root Prrao— -
command [2 —
Patch node [2

20

% AWS Systems Manager HY Performance counters H [f @ A DA &
s fE Ak ey 2 M EERT e > R TR GEIRESEIENEERBE > B8 ¢
CPU EH* ~ Wi A M ~ A E - BB HEAHESE -

& cloudwatch [P Lambda &3 systems Mana: y ansger % Amazon Promethe: Certificate Manages Grafana [P DynamoDB
= Systems Manager > Fleet Manager > Managed nodes > mi-Ob 22 > Performance counters @
= N ®
northwind-azure-4 Node actions v
= =
General CPU utilization Disk input/output
Live view of CPU utlization for the Last minute. Live view of disk /0 utilization for the last minute.
v Properties
% Utilization Megabytes
General
100 10
Tags
Inventory
80 8
Associations
Patches
60 6
Configuration
compliance
40 a
v Tools
File system . =
Performance
counters
o o
Processes -60 -s0 -a0 30 -20 -10 o 60 -s0 -a0 30 -20 -10 0
Users and groups Time in seconds Time in seconds
Execute run [ cPU utilization == Disk reads == Disk writes
command (2
Patch node [2
Network traffic Memory usage

21

MERBIRERERFEE > o LB EEEEME > # A Process H
M o BEEEAE E AN AT YR P 0 BEEE Terminate process % B[l 7] 4% 1F
B REEEEENSE -

E16H



Cloudwatch BN Lombaa p——

= Systems Manager > Fleet Manager > Managed nodes > mi-Ob. 22 > Processes @
: P— ®
northwind-azure-4 Node actions ¥ =
=

General Resource Usage

The usage of resources on your node

¥ Properties
cPy Memory

General
5 32% 58%
Inventory

Associations

e Processes (102/102) Actions & | [ISEaRE)

- The table provides information about the processes that are currently running on your node. Terminate process
compliance [ Ster processes Tomiialeprocetee. i w1l
¥ Tools
Process name v ProcessID ¥ CPUusage ¥ Memory usage ¥ Start time v User ¢
File system
Performance e} /10663, i rk 223004 37 33 2024-12-05, 04:21 p.m. root
counters.
e} 223845 25 28 2024-12-05, 04:21 p.m. root
Processes
Users and groups o fssm- 216895 00 42 2024-12-05, 08:10 a.m. root
Execute run O  Jus/lib/snapd/snapd 137429 00 a1 2024-11-28, 07:13 p.m. root
command (2
Satchinade 2 ©  pythons 1330 00 36 2024-11-25, 06:38 a.m. root
O /sbin/multipathd 154 00 30 2024-11-25, 06:38 am. root

22

i | AWS Systems Manager HJ Patch Manager ZHEE » T DL 38
HER=F T (Patch) > WHZRBME X EERES - £ BIRE
b EEBERANGERS > BT ESHERKEBETH T AR

Dl R & @27 = mmty - WIREMEEH -

|

& covawatch [ Lambaa [ ec2 Systems Manager 91| Key Management Service  £@ VPC Secrets Manager % Amazon Prometheus Certificate Manager (8] Amazon Grafana [P DynamoDB
" @
AWS Systems Manager X Patch instances now X
New Features. X
We listened to your concemns and now we provide a way to orchestrate complex patch operations in a way that does not ®
Review node insights New compromise your fleet's availability. The Patch Lifecycle Hooks feature is available under advanced options below. The Patch now optian Lets you run =

an on-demand patching operation
from the console. This bypasses the

Explore nodes New

Diagnose and remediate New Patch instances NOwW w« requirement of creating a schedule
Settings New to update the compliance status of
your instances o install patches on
Basic configuration non-compliant instances.
Sean for missing patches or install patches, with or without rebooting. For more p3tching options, use the Configure patching p3ge.
¥ Node Tools == As part of the Patch now workflow,
) Yyou can run Systems Manager
¥ Patching operation documents (SSM documents) as
Distributor - H
O scan lifecycle hooks at specific points.
Fleet Manager © Scan and install during the patching operation,
Mybrid Activations N such as before patch installation or
Reboot option after instance reboot.
Inventory . Patch Managy Tnstancas, or ssboot on 8 schedule e s G
atch now uses AWS recommen
Patch Manager © Reboot if needed
best practices for concurrency and
Run Command © Do not reboot my instances

error threshold options.

Session Manager © Schedule a reboot time

State Manager Instances to patch =
a patch all instances or only you specify Learn more (2
¥ Change Management Tools O Patch all instances Patching instances on demand
Automation © Patch only the target instances | specify
Change Calendar Target selection
Chimios Manaom Choose a method for selecting targets.
Documents O Specify instance tags ‘© Choose instances manually
Maintenance Windows select instances that share those tags. register as targets.

23

R 2 B TR Z & W -
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AWS Systems Manager X

)

AWS-PatchNowAssociation

Associa Executi

aaaaaaaaa bea [2 becc10: 2
Status Operati

© success L] Install

Reboot option get:

Rebootifheeded tancelds: mi-0bi 22

Scan/Install operation summary

¥ Change Management Tools

Automation
Change Calendar

Change Manager

& 24

{fEFH AWS Systems Manager 7] DL %5 8 fd 28 BL s /T F2 e A > 22 A

HENb4EERThRE - AWS $E Bt B b Hyakat /| > 5 (£ 5% B #1k
R HA > T E R el -

= @ zoomin @ Zoom out © Center Step details (S}
=
start
T General Inputs Outputs Configuration
3
Document name
AWS-RunShellScript
Instancelds
- "{{ Loop.CurrentIteratorValue }}'
L]
aaaaaaaaa
commands :
- "if [ -f /var/log/syslog ] ; then *
*  echo “Found"*
- else
echo “Missing"*
- fi

FEEEESEEFIAT  EHEEREFARGHN S EERE
to ZefAkasEETEeRERENVEE > THHEESEREFET
AWS DynamoDB & fHE > DIF| Rt E B B PR NG =R - T

T E1T8) > T & f B Execute automation ## #ft DL 1T H B1{L 12
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TH]

AWS Systems Manager > > Up gFi C]
; : =
# UpdateSSMLogFileTableNoWindows Detete | Actions v |
Description Content Versions Details.

Document version

9 (Default) v

¥ Document description

Platform Created Owner Target type
Windows, Linux, MacOS Wed, 06 Nov 2024 21:18:00 GMT -

Status

@ Active

Run command on instances

@ zoomin @ zoom out © Center Step details

General Inputs Outputs Configuration

Systems Manager; Describelnstanceinformation Step name Action

DescribeAllinstances PutitemFromLinux aws:executeAwsApi
26

AI1E AWS DynamoDB &R E R % » # A Explore items I AE H
B DL R A S AT AE R e

e DynamoDB > Exploreitems > ManagedinstanceLogCompliance (O =3 C]

> ged eLogCi pli; e @ Autopreview View table details

DynamoDB <

Dashboard ¥ Scan or query items

Tables

Explore items © scan | © query

PartiQL editor

S Select a table or index Select attribute projection
ackups.
| Table - ManagedinstanceL ogCompliance v | | Auattributes v
Exports to 53 2 R e = —
Imports from S3
» Filters
CRinD  rese
x
¥ DAX
Clusters [ @ Completed. Read capacity units consumed: 0.5 X
Subnet groups
Parameter groups
o Hems returmed (5 © G o) Gemenn)
1 e
[ | instanceld (String) v | File o
o Missing
| O Found
a Found

AWS Systems Manager ?V H #{ETheE > B S HNFEES &6k

el EMITREFNER > HEETSERENESEETH -

By T REE Ak & 1T REEIF4C 8% - nT AR A kS5 Y T A R 1F &C

Pk & 2] AWS CloudWatch B R 1% ©
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Cloudwatch

B Lambaa

DynamoDB

e CloudWatch > Loggroups > session-manager >

CloudWatch <
Favorites and recents >

Dashboards New
> Alarms &: @ ©1
¥ Logs
Log groups New
Log Anomalies
Live Tail
Logs Insights New
Contributor Insights
» Metrics
» X-Ray traces New
» Events
» Application Signals
¥ Network Monitoring
Flow monitors
Internet monitors
Synthetic monitors

» Insights New

Log events

© Gam) G

(&)

You can use the filter bar below to search for and match terms, phrases, or values in your log events. Learn more about filter patterns

Create metric filter

| Q Filter events - press enter to search

| | Clear m

{"eventVersion™:"1.0","eventTime":"2024-12-06T00:22:562", "awsRegion":

som  h

“eventTime™:"2024-12-06T00:22:552", "awsRegion™: "

12h

:"2024-12-06100:23:102", "awsRegion™

“2024-12-06700:23:132", "awsRegion”

:72024-12-06T00:23: “awsRegion"
£"2024-12-06700:23:192", “awsRegion":
:"2024-12-06T00:23:222", "awsRegion™:

:72024-12-06T00:23:242", "awsRegion”:

:72024-12-06T00:23:252" , “awsRegion” : “us-west-2'

+72024-12-06700:23:262", “ansRegion™:

> Timestamp | Message

No older events at this moment. Retry
> 2024-12-06700:22:55.0232 {"eventVersion™:"1.9",
L4 2024-12-06T00:22:56.023Z
> 2024-12-06700:23:10.0232 {eventVersion™:1.0", "eventTine™
> 2024-12-06100:23:13.0222 LeventVersion™:"1.97, "eventTine™
> 2024-12-06700:23:16.0232 {"eventversion™:"1.0", "eventTime"
4 2024-12-06700:23:19.0232 {"eventVersion™:"1.0", "eventTime"
> 2024-12-06700:23:22.0222 {"eventVersion™:"1.0", "eventTime"
» 2024-12-06T00:23:24.022Z {"eventVersion™:"1.0", "eventTime™
> 2024-12-06T00:23:25.339 {"eventVersion™:"1.0", "eventTime"
> 2024-12-06700:23:26.0222 {"eventversion™: J"eventTime"
> 2024~ 0222 « ion":"1.0", "eventTime"

:"2024-12-06T00:23:302" , “ansRegion” : "us-west-2", “target”:

No newer events at this moment. Auto retry paused. Resume

28

£ AWS CloudWatch AR %5 HY Log events E A

£ AWS CloudWatch e # N » A #& i 48 P& 48 % K SR
B SR 2 G PR A S O B A
AL 0 A

weather map ) HYIHAE »

IR % A 4R [ R

B Lambea

CloudWatch

ems Manager

IR 5 [ 5 B PR

AME
R E RS

iR IV

R 5E B

B Amazon Prometheus (] Certificate Manager

“us-west-2",
us-west-2", “target
“us-west-2"
us-west-2
“us-west-2",
“us-west-2","

“us-west-2",

“target”

“us-west-2","target":

\

,"target”:

custom @ | [ UTCtimezone v | ( pisplay ¥ @

:"mi-0bl 22"}, "userIdenti_.

“mi-0bl 22"}, "userIdenti..
+"mi-0bl 22"}, "userTdenti_
22"}, "userIdenti..
22"}, "userIdenti
22°}, "userTdenti..
22"}, "userIdenti_
22"}, "userIdenti
22}, "userTdenti.

22"}, "userIdenti..

22"}, "userIdenti—

G IR Y $ 0

BHCHAE

( Internet

& oynamonB

© couawatch > intemet Monitor

CloudWatch <
Favorites and recents >
Dashboards New
Octank_alLinfra
> Alarms &3 @11 O
¥ Logs
Log groups New
Log Anomalies
Live Tail
Logs Insights New
Contributor Insights
» Metrics
» X-Ray traces New
» Events
» Application Signals
¥ Network Monitoring
Flow monitors
Internet mojitors
Synthetic monitors

> Insights New

HEHREEEBT &1
B2 R B 5

¥ Internet weather map

View major internet outages and impacted client locations in the past 24 hours.

& - >
. R
- o o & & o G
[« ] ..
i oA
.
+
y ‘®
Was this map helpful? x =
o ilability issues O issues @ in the last 24 hours #® AWS Regions

Copyright 2024 Amazon.com, Ine. or its affil

<. All Rights Reserved.

Impacted city-networks (127)
1 hour ago

British Telecommunications PLC (ASN
2856)

Horsham, United Kingdom
Availability issue  Active event

1 hour ago

Reliance Jio Infocomm Limited (ASN
55836)

Hyderabad, India
Availability issue  Active event

1 hour ago
Reliance Jio Infocomm Limited (ASN
55836)

8engalury, India
Availability issue Active event

23 hours ago

Google Asia Pacific Pte. Ltd. (ASN
139070)

Seoul, South Korea
Availability issue  Active event

VPC, NLB, Cl

A &

V]
)|

29
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LLEEA AWS CloudWatch iz #5 » B S B EINAVES - BARGEH
N B R B AE A 5 U 5 L 3R U Al S 4t E A ok 2 R B D) 0 12
FFTAER S - NE A AWS CloudWatch fg % < =K -

@ covawatch [ Lambaa (B € & systems Manager Key Management Service Secrets Manager |8 ometheus (] Certificate Manager mazon Grafana 8] DynamaDB

= CloudWatch > Dashboards > Octank_all_infra (= C}

@ Autosave: Off @ Period override mixed (auto) @

Octank_all_infra v # SYe)[ 1 3k 12h 1d 30 1w Custom B | UTCtimezone v \@ save @

Alarms, all environments. : VPN tunnel state @ i 1m AKS load average
Last 3 hours
[ (] LAKSAHPodsReady No unit
os
23

[ @ ‘AKSDcfaultPoosRnady

| e )
lo ‘Azured(PU . WR%WAJ\NWM\/J\!\JM

l @ ‘ CloudWatchLogsPUTs

=

Tunnelstate
L . ® node_load1(app_kubemetes io_component="metrics”, 3pp_kubern

l A l DemoNetworkMonitor
® node_load1(app_kubemetes._io_component="metrics", 3pp_kubernc

—T

AKS pods in ready state & DCR®: AKS available cores H Sm AKS load average
@ Last 3 hours
4 No unit
100
= x 108
054
35
. 3 °
° 200
Kuibe_pod_status_ready
®labe - - @ node_loadS{app_kubemnetes_io_component="metrics”, 3pp_kubernc
] <pu_cores ® node_loads{app_kubemetes_io_component="metrics”, app_kubern¢

& 30

#E i AWS CloudWatch i % #Y CloudWatch settings ThgE » B DL B
% Create data source ¥% #f » % 77 H it 55 I AR 75 3L FE & 1 B B R 2R
TR e

@ cloudwatch [l Lambda [ ec2 Systems Manager Key Management Service 48| VPC re 2 h Certificate Manager @ Amazon Grafana 8 DynamoDB

19
@

© coveoir > setings

CloudWatch < CloudWatch settings

- Aarms @33 @ @1 ) N
® Global | Dashboards = Logs-new  X-Raytraces-new  Metrics data sources-new  Application signals - new

v Logs

Log groups New
Configured data sources - (2) info @ Create data source

Log Anomalies
You can query these data sources from the Multi source query tab of the CloudWatch all metrics page.

Live Tail
rce namy 4 | Actions

Logs Insights New Sourck aame

Contributor Insights azure Query from CloudWatch metrics  Manage in CloudFormation [ View in Lambda console [2
MG reinvent Query from CloudWatch metrics Manage in CloudFormation [2  View in Lambda console [%
> X-Ray traces New
> Eve

ents N

» Application Signals
¥ Network Monitoring
Flow monitors
Internet monitors

Synthetic monitors
» Insights New

Settings
Telemetry config

& 31

TE AEERARIFHEA > 0] DIEEE Azure Monitor 2 17 B %
Microsoft Azure HYJ{a] g 258 o
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h [ ambca @ecz B w

1F 8% 7 Azure Monitor &R R JE Ay 2 o > @@ A ID Bl 5 8@

Al E SE R © BXE B Z & > A LLE

CloudWatch > Settings > Create data source

Data source types (8) o
Select the type of data source
connector.

| Q Find a data source type

Amazon RDS - PostgreSQL

Turn data stored in your Amazon RDS
tables into metrics using SQL.

L3 2
&

Azure Monitor o

Query metrics for your Azure resources that
were collected by Azure Monitor.

o

Amazon S3 - CSV o]

Display metrics data from a CSV file stored
in an Amazon S3 bucket.

o

Prometheus O

Query the metrics of your own Prometheus.

installation.

32

you want to query metrics from. Choose Custom - getting started template if you want to supply your own custom

Custom - getting started (@]
template

Starting point to create your own
connector.

» B

# AWS CloudWatch HY Metrics

THAE EH | > & RK B Microsoft Azure {E| iR 259 CPU {1 F B & F M

(40T &l )

e % E

K -

€3 Cloudwatc! bda jecz
© couswsicr > mevics

CloudWatch

Favorites and recents

Dashboards New

> Alarms B4 @10 ©1

¥ Logs
Log groups New
Log Anomalies
Live Tail
Logs Insights New
Contributor Insights

¥ Metrics
All metrics

Explorer

Streams
» X-Ray traces New
» Events
» Application Signals
¥ Network Monitoring
Flow monitors
Internet monitors

A0SR R R A s

nnnnnn

e
0200 0500 o800 D 1400
® percentage cPU
Browse Multi source query  Graphed metrics (1) Options  Source
et

Legend position Live data

O Hidden O oisplay yet ully
| © Bottom

EERRE >

33

ERGEEFE
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Jg FIEEF AT AN E > AWS CloudWatch ¥ 2 # & Grafana # =K T
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5 Q @ cma. + ® &
= Hom bo: K_alLi o © & @ - EX © e o -

@ o i VPN tunnel state Im AKS load average
> 7

State

> |88

@ &

8

@

e Ps.

@  Admini 1

AKS pods in ready state AKS avaiable cores Sm AKS load average

“’iﬁml’l R !‘H

& & o
BeeE a2 3

& 34

ELZERRBNEHEEM S » 7JRLEM AWS Systems Manager 82
AWS CloudWatch i 5 - i 2K B A #f Ui B¢ 2 At 55 Ui i 755 0k 1 =& 9 (] i
as Al 0 PRERE G EEH - RBEFNR - I H A LT B #i{b iR 7 Ml
Ao EEEEIFE KRR FARGSREGE®RE - A DR J7 EaY
B W HA R - AN E RS HIT - REETH T R -
SRHEEXS Dt EEZEERET] > BN ERRZEE
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(=) EmSoEE
Charting a path for the
future of identity security

Problem statement
Identity security in the digital age presents daunting challenges

Gaps with traditional
dentity security solutions

Growing prominence of
onhuman identities

35
» B B 4y %4 (Cloud Identity
RBEEREAEG

£ 7 SRR 52 DR 5% R A B X

Security ) [H & 7S KPREE > 47 A0 2 -
) = FRERNGEELERTE
Ze b~ 5) HEg oy

SALHEHME -~ (4) BRI
6) FEANBHE THIKREKE °

REBWRIEME R ) DT > HArE A H
A8 EgHEH

(1) aﬁﬂﬁﬁﬁ& ﬁ/\/tb = =

(3) BS RFAYREIR

FEME R &

EHIEE
o R TT A ERES

& ET
=~

T b e S R
BE BERZELEEHANERFEAEGH
% fifl 3 Ui~ & [F I 2 AE > 10 B I A [F) Y 5B O P 5 5 A # H T
B BEHEMKEZEERMS  LHAEZSEAENZ 2R FIRER

/

EJT I e
Charting a path for the
future of identity security

So what can we do?

This empowers organizations to
achieve least privilege, reduce risk,
and secure critical assets — without

mpeding workforce productivity or

digital transformatio

t tur
titlements across aH

OCOCDO

grained
systems and identities
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I EMERNAEELCEETE ) 7o REEEERE
B FBEEAAEFEAEEA G 70 E KRR E R R MR E T
fEIR » (EZ B AL £& AR WA F R E W a E AWS Y 17 HURE
R EECERNTATREAZESENENEDRRE S @ mhEE
P e AERS E XA S E AR (F140 0 AWS FH 107 {E 17 HUHE
PRE%E ~ ServiceNow # 45 fll ~ Snowflake A 67 %) > H A ENH
EANEREHHELSERKRE FENFIERIIEER  BE2EMREE
ANBUAGREATHRER S  NEAEEREBL L FTEIRBEE
WP ENREBLEEEHETH  EEEXFREMUEERMMRTEHRE

A E 17 R E 58 5% 5 &R a7 HUE R -

HI

W

FIBELZGNEREHIEESBLCEEE ) 7o WhEBESE
Wil %P G FHUE RS E B S - B - IREBEHEFEA AR > W H
BER BT Ry TR F B - G 57 B R 7 AUE R 2
FE 0 [ESThAE 2 M BB 8 4 - N IL 3R R & (1 B Ui B %5 ¥ & Y 75
HURE PR e e 5 A\ — HIEMAE -

frTEERER 2R R, THE EREET > FERTE
TREZEBEMMATER ETFEMFENFIRER - NAR T IIHR
HEMSER  EHHREGHAWERTLIERE - FH5E - EXH
o Rk B TEEHAGHAMM TERFEZELN 8 £ 10 (%8 FHU#E
R FHERAE=(EEZR : N8 ~ I AFIEYY A ~ 0] LU E] R L8
#}E - R/NERFAZFIRERNEEZEHE  BERDARELL
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AT EA Dlax EWEE A B ] LLE AL ERF a5 HERDVAE
e T A DIR G E e N B AN E i P& 2 1% - 7 DL AT R e 1

¥ WhEPHEFIERNAE ZEIRGR - BIZEHK% - AP H
BRaHAV AR L N EHEERAYEm - HEAF S ENRK /D
REPRJFLI - DURE SRR R B - ES WAV A % 2 ie &40 & =< E
HimT 2 EHE TSARR > HE - H#EBE TSAWNWEZekE o EAK
SN Z 4% o BT DUBE SRR — 2R TR ~ WP — {8 R A U 7 EE BL AR
JE R B o HEABUE Z1& 0 AT LU AE(TRY Y ? 22 HATKZ#
ST ENHE > FEENEREARNZ 2N B2 T
AN ZBAVERIEIT REGIGIAH S 6 = -

ETIEABESNRERE ) HHE - BATEMAMEEETRE
KENE] ATIF M TR EE S AT PR TIERCE ~ 8 - HF
BN ER - ARSI NE T LUE®E AL B 8116 #Y 77 208 1% 55 K &
FHER - 22 7 HURE R 9% 6 8 3k o 1y 52 2 PR R -

ANEW ARCHITECTURE

Key requirements

mm(ofof 2 °
[}

o (o]
& 37

FoEMBMAEBREE » 24 " FHUE 5 ( Access Graph)
Y ERHERL > B DL 8 & 54 (Identity ) ~ Ef4H (Group) ~ A
(Role) ~ #PE (Permission) ELEJH ( Resource ) o 1F 17 HL [& #Y &
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ARFELEZ  EEECENATERSAHERENER > F26ER
RHERKZZ  (HEBERVAORS HSHER - ERSHEER L
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HREE—EEEABITEGEZEENARA R EmMRE VG
FHUEZZEB API & Z(E AE P E > AL ET
HALEEENRFETE > FHEBZN RGN a@EE L E#EFEH
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The vision Control
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(W) EwmEZE

Al: A New Frontier of Risk and Defense

« Using Al to automate and
accelerate attacks

« Targeting cloud-hosted Al and

LLM services, e.g., LLMJacking

« Al insights help teams quickly
analyze incidents

« Al accelerates human response
to security issues and evolving
cloud threats

Security teams must both defend Al and
embrace Al to augment defense

FE A A AT BRER 5% J By BRp Q- dH &k m] DLER VR ) AT PRER$2 T
TAERCR > Bzt DU AR g2 AT PRER A= p 8 B i 208 - 2 7H &
EWBAECR - WIEE R EE - FEEEOMA LR AT 2R
RIETE G BT ~ BE T KR -

Al presents a Major Security Concern

USA: Proposed
Uncontrolled Al use Federal Al regulation

outside of IT
governance

34% of all GenAl
workloads are
publicly exposed

Attackers exploiting
vulnerabilities in
running Al packages

EU: Passed Al Act in
2024

& 40

HIEF > 3 4 THRH
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FE BT 7€ 35 Ui T 1F &2 5K HY R 52 2 &= 1 1
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TEEERE, BEEEUERES R TEAET  BAFE
FY 59 B 2K AR F 458 Y AT O B 5 Y D

T Al B ARRAEBSERREN AIEE > WERHAE
WEBFRM A ELXSNEHRZERNN  MRARNLENZZRE -

CEMEE , BEMEM Al R ET S E M BUT Y E B L =M A
AL e

Identify and Prioritize Al Risk

Identify . Address
Al Use (Visibility) 7 Vulnerabili

Where is Al
deployed?

R T REER TFEHE - A 5 HRERE - (1) H21E5 - Q) 55
Bifm Q) RMEEH - 4) EFHEFEM - (5) PREEBE -

"HREAL ) REATUAARELCEZER TR > BHHENERK
TER#IEZFEL -

gy REE R L 245 TR E B A I L F & sy 59 RE 0 B PR
fEfise ik - DARARE 27 = B g -
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GRTE
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WEREHHEEZEHNTR > #la : s LENEE A AHE - 15
L BE R IE £ AT -

CHREREIE RIS R EA R A ELEE R o 1 LU 10 o7 ##
ZWHREERIATENET > UFRERDVHEREAENEGE -

Cloud Security & Gen Al with Sysdig

Stop threats faster and work smarter

Al Workload Security ¢ Sysdig Sage”

Detect, prioritize, and remediate Al risk Al Cloud Security Analyst

Including support for Amazon Bedrock, Accelerate human response
Amazon Q, and Amazon SageMaker to cloud threats

{5 F AL m] DUBR R HE 1T DB (00 - 3 H 2t 9 e B mi 2 42 (& 2l A
SMBETEER  AIBRNELV &N S MO E = > 0] DU 2
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(B) EmErGHE

T & RHAE (Cloud Data Governance ) JEf5 £ BRI b H &
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Databricks Fe it BRI 48 | 12 (M 1z 2 5
W > AR T
Unity Catalog JETRE - I RE
AE °
FE it &R E by
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B4 AR | LERABLE T
Redshift I RE
TR - (Row-Level
Security) °
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Orchestration Engine ) AV & >
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What is a policy orchestration engine?
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Compute performance
for databases, web, and
Java apps vs Graviton3
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(—) Cloud Market Growth Stays Strong in Q2 While Amazon, Google and Oracle
Nudge Higher
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