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Gartner Opening: Augmented Cybersecurity: How to Thrive

Amid Complexity

Outlook for Privacy, 2024-2025

Outlook for AI and Cybersecurity: The Perfect Storm for CISOs

Outlook for Cloud Security

9H 24 H

Top Trends for Cybersecurity 2024

Crossfire: XDR: Hype or Hope?

Cloud Security 201 — The Cloud Security Cocktail

Gartner Keynote: Cybersecurity Turbulence Report 2024: 7

Forces That Will Threaten Your Organization's Future

9H25H

The Top Predictions of Cybersecurity for 2024

Expel: Minding the (security) Gap — Connecting Cybersecurity

and Risk to Build Resilience

Improve Security Posture Using Threat Hunting Outcomes




2~ TREREE
— ¥R : Cybersecurity Leadership (FZEETT)

(—) Gartner Opening Keynote : Augmented Cybersecurity: How to Thrive Amid
Complexity (A EZL * FEREFMIRFEANEZZR - 587 © Akif Khan,
Christopher Mixter )

Eiflfiflo#E—H T8 » UBEZEEZBEHEY - 175% (Threat
Actor ) BHAHSRIAEEIH (Attack Surface ) Z fEIAYEEREEEAREL/ N - ZATHe S
SRR R BRER - WA B E H B e B AR A
TR BEEIREE > g " F3EERE. (Zero Tolerance for Failure ) ; E4fE
(EEZERF UK 5 - BEMEN T ARTAE ) By —H3#
FEELEH BE A A GUWALAG IR S EETE T ERERRE - |
DI AT » BE0Z NFEITEER(T - S5 1" 484 (Fault Tolerance ) |
HIBE S A AT - B B HA 5 i th # R 132 B 2588 - s T &
ZITHEARREH OV - 4FEhRe 2 RE ZFESRE 2 3% AR -
Al A B L BIS Y (R A R -

RIS EREE R - (3 R 2 B L B R a0 Rl
VR E T RBEAA ) AL U Z AV Z A T TR E

(Response ) ; Jz " EJR (recovery ), FAVE(HEEMAEST - LUERIEREE
RSB L BEEE T ETEZL (Augmented Cybersecurity ) B
& o PR S A T AR SR A S R T 5 A 7 - (HEE
AH&HAT HE R - B BN T - EeeEed IR - (FREE
A Ay [B] JE R AR R BE T o AR4E Gartner " & %2 ¥% i #8 fiti 2¥ Ah

( Cybersecurity Controls Assessment ) ; 5 " [BIfE ; & TER | e i &
SN T OREE ) BT MER S SEAH AR K i 7o B WA THRE T

3



AT B R H B M - I SR BB R I AR ZE R
THEIERARIRRE S - 08 T ORe& | B — sy /KP - (HEREAS K
WA B BB S -

Cybersecurity Controls Assessment

Average Maturity .— Gap —. Average Importance
Identify 2.84 —H 3.30

Protect 2.88 — 3.33

Detect 288 ——H 3.61

Respond 294 ——— 3.90

Recover 260 ———l 347

scamersec  G3@rtner

B 1 : Cybersecurity Controls Assessment B ZZIEHHE G2 (BRIAE © SHEEH)

Gartner $TEFHSREL AR TIES T L » F20E T AR
- BT TRFFARHL ) WIAHERST{E (Fault Tolerant Organization )
1) HHE— : R A TEE (Generative Artificial Intelligence, Gen AT)

HRHEEMER M B SR WIELETE
FHRE I E AR R FE i - PR TSR » IR E B4R - (N
A B B e R I T B AR - SFEURHEEF SR -

(2) ¥\ — : 88=75 (Third-party) HYHEF] :

Gartner 2% ¥ & SH B F R 7 A A HYFE B E (Due
Diligence ) » FIZETEAERY S5 =J7 ik - (5 AT B P AR AV B S,
BRI SE =7 eas - AL Garter Z3RHIE ERAVE =
JiFESE R HEETEE (Third-party Contingency Plan ) » A& B 5 5R0E -

(R BT B8 S IE BN 7 5 - PR AT 43
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%= HEZE ST ( Third-party Cybersecurity Risk Management,
TPCRM ) | HYSRUR = 55 Gartner SBIAH &k B 55 = J7 BT 5 Gy
JE b E HELRE T 0 KB C I RS TS E T (ransomware
playbook ) ~ EZHE eI FIRtGE =77  HEET - @it
B - R RERT AR AR A B8 = T JE b e B AR

2~ FIEGREAEXRTASE (Minimum Effective Toolset )

(1) SREE— : FEARATI TR T - $HE R Dl e R SRR B
A FELEEEHEASEEELZTH - FENEREG R
HWEZ TRNEEHGW AN - HIR DB EZHTERE S
fEAEEHE TEAIFHEE SR E » DUSORAERE B THEICR Y
JFR - BN BAE RS S N AT LR ESMEEE ( Gear
Acquisition Syndrome ) | » Gartner ZEskaH4kANE B TE TE. -
DA HA AR L 5 T Y P2 R T A X » R ] 38 B BT 7 i A U
BRI - L HIFATD Gartner” Cybersecurity platform consolidation
tool y fER2% » DUREZAHE({L THEE -

Inventory Your Tools Objectively

[ control Coverage M Partial Control Coverage (] Control Gap

Control or Risk Management Framework

Control Control Control Control
Category 1 Category 2 Category 3 Category 4
—
_
__

2 * Inventory Your Tools Objectively W EHE BRIV TE CERAIE « #E&EH)

#GartnerSEC Gartner

(2) & : Gartner ZgAHE4H%2 Gartner Y " 2024 Technology

Adoption Roadmap for Security and Risk Management (#1[& O ) | Z&
5



TS BT RTERRGEG R CHESHH E TR AR
FIEE - WATE THE 45558 (Proof of Concept, POC) Hf @ E&

" & 2z E B ( Cybersecurity Risk ) j ~ T A A %G & ( Talent
Unavailability ) ,~ " 8= 8 Bl THEARY B A (High or Unpredictable
Costs ) | K T HfiiAMHZE (Technical Incompatibility ) | 2 4 {E+5
fE o

2024 Technology Adoption
Roadmap for Security and
Risk Management

Peer Experience
POC Checklist

D Cybersecurity Risk

D Talent Unavailability

Symonuises

l:‘ High or Unpredictable Costs

D Technical Incompatibility

a N
"9 Access Manage™®” Gartner.

3 1 2024 Technology Adoption Roadmap for Security and Risk Management
B R E b E PR R R A RS AR e (BRI ¢ sEE )

(3) TRE&E= : Garmer FEFLHMBHIOAHF Al R - T HEAAEL S
FIERRERZ2T)7E - ZHARKTC AT (Generative AL Gen Al)
HRIRCRIE ] - IR T REEEL A BB R E NS R E LA
DI E S R E LB A SRtz H Y - SR A
LERERAR (WBAEE) KRR N ERELHIS R T
H » Gartner TEHIF] 2026 4 » Al ¥ SOC (Security Operation
Center ) g 2HAEHY 40% -

BEAh - EIRFERZR Gen AL HYHEFERETST » Gartner TRHIE] 2028
o EREIE S (Generative augments ) FETREATE 4/ NS EE
72HE 0 FEMIHEE S0% 4IPS & LMk (i B BN SR 20K -

-
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Augments are Al-based agents that are
deployed to observe specific user tasks
and workflows, providing in-line support

(augmentation) to boost worker Host
capabilities beyond what the average application
person could achieve. Prompt +
context
Observed data
Application App workflow trigger

= Augment

Process response Response

#GartnerSEC Gartnel’

4t Generative Augments B E BT (ERIPRR @ sBEREH)

3~ EEMERIAEREEIR: (Resilient Cyber Workforce )

B AR LAERAEPREA T EIHEEE (Self-care), HIE » E#
FELEMAE YRR S8 » ST ORI - NIEAT 577 5 E)
AR - DUETLHEA BRee ) B E A EIMERIROGE R - fRE
Gartner 2022 4518837 - 212/ V—IH & THEAET S]] IR
MR 5% o B T EIME ) REE S AL RAVERE ) 0 45T A
TSR - MR A AT & B FRSE S (B3t 7 - i

(BALEEE TR - (EEER BT~ A5 HEE -

A TELR BB Z A B WA B L & §EE &
BHO WAIEFTrA BRE S EERE AR - A FrA B L E S 2
P AHAIE D VISR G - SRR Ry T T IR B ~ 1R I PRAYRTRE -
TR E S - AESRANTERN > &% " ESEERRNEEE

(Praise worthy failures ) ; » S&MAYEE LG ZR BIMTEALS SHEY) -
M EERERMRARIHHRES] -

W$$
w5

(=) Outlook for AI and Cybersecurity : The Perfect Storm for CISOs (B Al B

&2 ¢ CISO IEHEE FnFEHV/EHE » 58% ¢ Jeremy D'Hoinne )

7



stra e ALUEEEEEE H & A [ AAEAR R R T E RS H ai 5
FEREEESE T > HeRon ERptt ARVEDR - M AZIGR » HelH 2
—EEERAE RATR SRS - s ERIHTEARE L 0 BRSNS > 4]
EREERIINEREERNE - 2 T INAME ) AVRESFEEEE A Al
YA R REFE 25 HHIE] © Gartner $H¥] Al £ B2 FUSHTZ B YH
Tl 5z Jek -
1~ HER/D Gen Al HEHGHIFTER

ST AR IERRE A AT £l - BAFTFRIIAATA AL AU SOC

FELFE - BieEE AT NEE LS Gen Al FEMHVEES - 5

BT E HAE B 2 T DU AR (TR e > BRAERTE SR Al BERT K

%/ DR BB BB AT R A B LGRS -

Gartner 1 Al ¥1& 2 F( Chief Information Security Officer, CISO )

YRR By 4 THIE) - BLE L (Build) ~ A (Consume ) ~ [

& (Defend with ) ~ t#& (Attacked by ) °

The 4 Impacts of Generative Al for CISOs

* New attack surfaces  + No best practice + Regulation and immature tech

* Noise vs. signal
+ Social engineering
* FUD vs. scary POCs

+ Embedded

Generative
Al - .
* Policies and monitoring

Attacked by Consume

}» / + Out of the box

Defend with

+ Too many + Unpredictable + Skill and change
Al assistants value and costs management

Gartner

5t The 4 Impacts of Generative Al for CISOs

AT ¥} CISO iRy 4 T8 CERCR « SEEH)

FEITAHERAYE et S R E R R - DANE AT FERIRE
AIEAHS R EH AR - B KBRS S AHAY Gen AT Z(#

8



VBT » MG Gen AL &L MR E R - [ B % -
FERETELHVEE - [RINFRERRA ST Y
+ K THFEEZ (Augment Cybersecurity ) | BEEEHE
Gartner TEUHI 2025 FEBH4G - BEBIEAY Gen AT £filg—AI Agent
R —IR AT ATIES - RERERAIL Prompt FRREFE < » TRAE
LA LR AR L TAERAR » B RS T S ER - ThEAE
ELEISAIEFI S - T Gartner FREEAVIES] -
(1) 27 AT$E5( - et bEE R R
48 Gartner 451 86%HY NFTHEZBEHIE Al BELHE5] - R
EARNETENTEILES R ERRTAEARAE - ZAIM AL BLARS e
15 ALVEH AT & RT RR B Y » PRI Gartner FRR4H 4%
FIAFRLHE > W T 3 98 (S ( Augmentative Evaluation ) |8
TR A JE B e A 07 B HEE OB RO RS U705 - 3B
TEAR S AR T LR AT - By e S B S EAHRRE S |
FETL Al ZE BAAGEE R ECENVERAE FIAEIHNT AL BLALET
A RERA e H P RN A4S T HEaRrI e fE - EEHEL Al
%]5 (Hallucination ) 52 » fRATHIZESEHT Gen Al HY45 R AETE
B T1%  Fr AAHSE B S i S F AT BERS I STAS AL
FEdh 2 ZEHERS ~ AEE I - I E R S AL e B
Fe RN AR -
() FEEHEE (Change) BIE
Gartner ZEFR4H AT TOCE R - JEEAS L XCE H AR LA IR
ME &R RHEEEE - ERHTAT - BEE B TR gy
% R ARG " B SS (Change Fatigue) | » HEL
SRR S FREA - WA SR E 1% - Fran s BN IH TS

9



B 45 R (Outcome metrics )~ AEETE1E ( Experience
Metrics ) ~ K EEFEE( Commitment metrics ) 5z 88 JJFEFE( Capability
metrics ) % - DS K B T8, - e EA
BRGNP - DIER LR HE S e -

Manage Change Continually

During and
after change

= Monitor change
fatigue continuously.
+ Get specific about goals
= Collect metrics selectively.
* Uncover pain points.

Timing

Commitment metrics Capability metrics
e

Before and
during change

Less Frequency More
frequently frequently

4 Changs Measiremart Staegies Are Vial 10 Change Success

Gartner

6 * Manage Change Continually Ff48E S EfE (BERACH - FEEEHR)

() BRELEBHRES
RERI SRS RIS R BB Gartner FERAHBHEI TS
BRI S - MR RFE 7 BRI AL RE ST > DA PREL
KT AT FEEEHUSE R - BB {REE AL TH > —IREERE Al
FyEE R R HE
@) REASEIEERELERE
EAFZam GEE B EEHAEEHE Al Agent #hfT
MR 2 RET) 0 2019 AR CSGE N B E BB R(EEE
(Reinforcement Learning, RL) $fiiy - 2= H B LBUE H A FERGE
HEEE - HAE AR REE VirusTotal M (EHIERTE 80%[
£ A0%LLT ) - RSz sHAR s L T BB RIIR#5 ( Obfuscator
as a Service) | HYREFEIET o Gartner FaR4HSBAAGHH] & &

10



BRHY AT B8 (ARSI ~ Wi s ) 25 - s E
SRR - DS I ~ T 4HERE -
3~ ZEMEAF Gen Al BEFHRTHIRISEEE F

Gartner 238 E#EKF Gen Al iy EF5IER SR THYSFALEEAE T
LGS RE RS Gen Al BRI EZIWERE - WA BTSN
TRl L i R e S B s [ A R AL TE AR - FERRE AT ResHARTR
TH2 DRERE TR B A B A F R B L - S s B 1A Al
TIFEME ~ EG B2 S (AL Trust, Risk and Security Management,
TRISM) | HEORAAGR BTt A (R AR e i hilia i ~ BRET
Bl it OG- R R SR AH AR Y
TRiSM R

11



— -~ FE_ : Infrastructure Security (ERBEZE)

(—) Cloud Security 201 — The Cloud Security Cocktail ( E¥mZe 2R » s -

Charlie Winckless )

e =2 PL T Cocktail (HERE )y Fola - RFHCELHER —FRE
GEARFEFRHIEERIE - TSR A 2 PR i R S U5 SIS PR
R EEA R (Ingredient) » ZE L& AN FIRELEE —2HAR T A
WEEE - BUARN S —(EHS AT HERY T REl > WEUEAR - A ERY
ARE RSB I L =R B ROR A E R E AR -

Cloud Cocktail
Ingredients @ Zra

+ CSP — cloud service providers
+ CASB — cloud access security broker \ [

+ CIEM — cloud identity and entittement management

+ CWPP — cloud workload protection platform L aas SeCU
Cluud risk Operahnns

+ CSPM — cloud security posture management managamant and momtnnng

+ CNAPP — cloud-native application protection
platform = CWPP + CSPM + CIEM + |aC

8‘
+ IAM — identity and access management Paas
+ KSPM — Kubernetes security posture management e‘?
+ SSPM — SaaS security posture management Q
+ SMP — SaaS management platform ‘

+ SSE — secure service edge = CASB + SWG + ZTNA

+ SWG — secure web gateway

Gartner.

& 7 : Cloud Cocktail Ingredients ( BRIAE © s )

Elit 2 S VERIFE T R 75HE - 3 HIE Governance (J&H) ~ Identity
(&3 ) ~ Controlled access (#ZEHI{FHL) ~ Managing the configurations (&
HHZHRE ) ~ Advanced controls (HEFEFEA) Sz Convergence (Flie) o R
’F—— A Gartner B 2 BB K e

1 ~ J&¥ Governance : B/ EHRBAKABLE
4H 4 MEBH R E B A ERAVRRED - DURAHSN S A BT

12



[FIRF R S L e e R R B 2 N B I ani (e R RE ) B
e 0 AR T BV EIm e st Bt B e RE ) R AR S
RItL4H SR A B E T8 7 1 AR AR S B AR NS S L BRG HR » DA
KB =T7 [z - LES1 - ELAAERER RIS BT Sy B T @A Al
B 4 T ENHZE 22T (Cloud Security Architects) | (H2 FEE
U a TARRIRRSE A (0 BPE IR A B HEE B2 & TR
FITAE

Cloud Security Architects (Head Bartender)

Architecture and Strategy Technical
I.agemi
X native Curated security Relaiancs !
Dnn:
Cloud Risk Management 0 a Cloud DevSecOps - Learn and apply now
& vVnIu-hIo: !
Cloud Security Architecture Methods 3 1 a Container Service Security Q7 Begin learing

“ Specialized/Emerging:
Learn if applicable \

Business Archi tectu re # Q Clo dlAM Patterns

Cloud Security Frai nmvk .
Standards and Best Practics :

Positive Impact on Security

'335/Saas Security Deployments ‘ 0

High  Significant Moderate

Business Relationship Manag ive C’u id Security Tools Learning Curve
Strategic Planni ) ﬂa #cnss/cwpwcsvmc pabilitie: 4 & o
Difficult Moderate Basic |

|
Political Navigatio # Impedance to Apply

a Cloud WAF/CDN/DDoS Services 5

Privacy Advocacy 42 o Hypetvisor Security Heavy Moderate Light |
Leadership Operational
. : Gartner.

8 * Cloud Security Architects ZElZ7 44 (BRACK @ #HEHH)

PR IR ¢ T IR RS BRI - FEZ IR aa
TEHEBEEG ? | AR - BIL - S RS E s | Eln
Bty (CCoE) | B M e Elm e B &R B S E i
EEE T EI E R SR T - CCoE MEEEFEAHSAHIFTA B FIFIE
BUERE > DU e R S RE S0 B R S L B B S Fr - IS
CCoE EHILImE V& - REB kR St HERREIE R > LA
FET T AAPIAE T2 0 g B 27 = SRRy SR TR B S AE

13
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What Is a Cloud Center of Excellence?

. 0@
. 1
Governance Community
« Cloud strategy + Change leadership
* Cloud economics * Cloud evangelism
* Policies * Community of practice
« Guidelines sponsorship
«  Guardrails « Collaboration
+ Standards * Best practices
* Recommendations * Knowledge sharing
* Training
« Ideation
I
|

e Gartner

9 : Cloud Center of Excellence (ZHRIACIR © &)

2~ 55y Identity - $€ " By BARETF
5o B RSN 2 %0 BB S ] UA SIS
EHEIR KA HURIE - MECRBURE I Z FIPReE - Garter HEFERH ' &
I LR 2R R REFRE H (Cloud Infrastructure Entitlement Management,
CIEM), LR - BB SAME L5 S EimiR R i 1 =iy Sy
FERR - A ROt op 1 RE PR P B R B A LB

Cloud Infrastructure Entitlement Management

Analytics platform

Monitor identity Monitor cloud Assess Assess
events audit data entittements data access events

Review dynamic user
behavior, provide
alerts

S Gartner

10 : Cloud Infrastructure Entitlement Management (E&RIZE : #Ef5H )

14



3 ~ FFEUZEH] Controlled access
Gartner HEEEFEM " Bl IEZE (Cloud Access Security
Broker, CASB) | LEBTHEVERE » 2T 7 & T 4H4R L =k
BALER MR » DURE BN REREANEZ S &5 %
B~ PR R RN E R N - MR B T S
5l - CASB W& T B1ngss - H—8 A -~ SEEPERISLIHAE
BEAh - B R AR > I APL S ~ TE AR
QRS (RN ERAN SRR B » BEPA ] AR S A4
A2 AITE] HE R R FUISEE ~ o 25 A B R RO A Ak BT o 2 - R
S TR G B T BN EE IR L B S R E R E R
SRS A QU S5 TR A e -

><\

CASB Architecture it

© Forward Proxy Mode
Ui d 3 Reverse Proxy Mode
¢ ot
c?:l?: :;;s 4 Existing Proxy Mode
No Visibility |

[ (]

Unmanaged Endpoints

« Client PAC File
« Client Agent

Managed Endpoints
Gartner

11+ Cloud Access Security Broker
I AE A CEREOR © sEE )
4 ~ Managing the configurations (EH4HRERER)
SERAFILS i PEli%  FBRECREHEE 2 | HHIAFTA E MBS
BELEEBIGEE AR 0 HiERE B EBRE S o HSEE
Tt & FEALRE KB B A N TIE&# (Workload) 4t

3

D]

bl
i
by
o

il

G
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EEHEERA T EimELIREER (Cloud Security Posture
Management, CSPM ), T.H. » H 5 F #2lE M Z AR HS AT &
JEWRz: ~ SHREZZ 2 G5RE R 2 - N E B R 218 E i e AR
HISERRAHAR - [RERESIMERVFEL - BERYNRATEA: -

Types of *SPM — CSPM
Cloud security posture management
c [ c
g £ - ‘12- 2 E ? a\
SEAEHER RN . G 5
A E AL BN || g
o = 9 £ -
N EIEEEE : g
S [ & = =
>
=2
aws cloud Subscription '-) Cloud Subscription /A Cloud Subscription
Gartner

12 * Cloud Security Posture Management

EinE NG EH (BRCR « shE )

bl

SHREEEENEH T AL Ein TIFE#EIRE ¥ & (Cloud
Workload Protection Platform » CWPP) | » i Agent DA DaemonSet 2K,
Sidecar 15 2\ %7 2L 1F Ji & Ui Rl DA BB BE 9% - OREERE et (Virtual
Machine, VM ) ~ 2528 ( Container ) DA #E(EIARES (Serverless ) 2 2l
TAE&#E - CWPP B CSPM HYFZRE(UEAT - EIEM &I HAY
AAAEIE - CSPM E A B 2 = ImaH A& < IEREM: fe S 3 - CWPP
RITE A RO EE PR 5 g TG Y 9598 R B -

16



Cloud Workload Protection Capabilities

Public cloud

* VM's have agents

-— EQ Containers _Se“_’”f*_’sf @) deployed

—
Workloads &4 Qﬂ& —_— + Serverless can use:
— Embedded agents/
. (oL enforcement layer
On-premises —

virtualized data center

» Containers can use:
— K8s host agents
— Sidecars
— DaemonSets
— Kernel agents
—eBPF

CWPP portal
and management

Gartner

13 * Cloud Workload Protection Platform
i LIFAEIRE & (ERAR @ &)
5~ Advanced controls (#EF&I%H])
AT AR T 2 A B B MG PR BUE P PRI > Bl st R
( Confidential Compute ) » 5% fla A EBIOM (S R 5 Ry T PRIBR RS
PR RLZE SRR 7 it o & R B B i &R - i FR 5
Hg# A ge T » s EEt BRI 2 it — (8 " S EAVPTERER
(Trusted Execution Environment, TEE ), » S B2 HEAYIE AR
REAERZIRET BRI TARE S > DD IR 8 & 2 EImfk
BieftBEEEHNE > NI RV E AR e m i AR - {RIA
R AT IE R EE R -
6 ~ Convergence (Bi&)

i EAPR &R R RS A IR AR’ T
B EE R ERAEENE S R EH BRI L
fEfE ? Garmer 2t " Ehnlf A EAE R reE & (Cloud Native
Application Protection Platforms, CNAPP) | fE A% - &EEATHIFE K

1 CIEM ~ CSPM ~ CWPP % T H. » &40 A8 Bim e 25 HLR
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B8 DURARS BT FE BB A 1t > [F8F Garmer (8 1

sl /ct% (Shift-Left Testing ) e » SBpH TR P SIS &

Exploit Protection

Application Allow Listing

ol st
E

Workload Configuration y “

Govemnan

14 ¢ Bl £ RISSERIRE CRACR © SHEEH)

(=) Outlook for Cloud Security (JREENGZ = > 5% * Richard Bartley )

B I R A SR B IR % - B ER A2 2 P A I e
HEEAL > eI E - B 2l - FNEHERES  F
BIFE " HZF{T (Shared Responsibility ) 58 | » {1 L FE K& 57
BT M L AHRE 2 E R 0 6h = SR 1R A & 22
SEVESE - SHEA B R EE B A BT LAY S B H S B S I AR K =R
ORI AR S A = o R B ER B R AR e T R A H F SR AZ
PAR Ry Gartner $1¥1550m2 a2 tH 2 BURG R e
1~ BEmEe

(1) PRER— : HEF(THRER
S U I 5 1Y 2 4 PR AR IS Ak 5 (hE P R A (5 FH = = [l Y 7
1B IR ETEHEA - ANERAAIRSEE A RREEIE -
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"ERESEIAR TS (Software as a Service, SaaS ) ; FHAEMER &S
RES LR BT BT 2 R PEERY a] M - sHAREETE
Bt L BUR A (e ~ PR 2 B ERAR - WIS T
EMRTE KR (Service Level Agreement. SLA ) 6k » it IR
FERE I - -

BRI (Infrastructure as a Service, TaaS) | HIIFHZ
FRIEE L2 EHET HSEMRRE B BV ENEREA 2
EERE ) R FEIELIERG Y& 23 E T ESE TR
FERGHE » 220 B S0 (Security profiles ) WVEEHTES » EHE
ZEF KPR -

A - B EIm A iE ke & S M E R - BUREL
AT L (Sensitive Data Visibility ) ~ 2 #F548 ( Business
Continuity ) #3385 5z SLA HYAESE - A1 8T B A B Im 5T
JeB R ST aw bR R TT 5 MR R A ARAR TP T H
P B EASE A

Shared Responsibility Challenges

M Customer Ml Cloud provider [l Joint

All clouds Saas$ Paas Iaa$
« Compliance « Data backup + App orchestration + Inventory tracking
-+ Sensitive data visibility +  Third-party/ » Faa$S workloads + Vendor lock-in

O

« Business continuity fourth-party risks « Container runtime

* Confusing SLAs * Identity & access * Resilience
management

App-app visibility

000

15 © Shared Responsibility Challenges £ E(THkER (ERIZIR @ &)

Gartner.

() ERZ - G NELHEHIZER

BRI e R HBE R i =Y EE N2 Z — Gartner 7
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aal & T Ehm e (Cloud Center of Excellence, CCoE ) |
BB %L (Transformation Project) » DI TR B T35
U2 R0 R B B AR

AR E IR E LT RN A B T M E IR P4
2 M EmL e Easm A HEEET - ShEZEF R
BRI > EHER LR IERGT - BIR T EHR(E - DevSecOps
IR - Aes . APl Z2EH > DIURGER T AR AR =S
(Infrastructure as Code, 1aC) ; B " BUEREIRZZ(AS (Policy as Code,
PaC) , #EITHENMLEZEAVAEE

() PER= : Z2HEF Gen Al > MFIFHHABERZ S

Aepls AT (AOHIR AR 25 AN ECBhER IR ) MRl R 4H 4 A 7
THEM—#B57 » M EAT 2R A 257 M © Gartner ZEa4H SR IER
AT FHUE G A SaaS ZRMEZR T FEIREGIAFHUILEIZRE - I
R B RO A 2 2 P (o P BBURR O - [EIHHRR T AL RTRET 2K
HERDEEE ~ 28 B G MM

S5— 718 » AEREC AT RER R SR Y E R ) - ]
DU AR ~ SRR HER ~ B R B LB - a4
& PaaS JEMY " By 5 AL e FTE = & (CNAPP) | & SaaS
(Y T 22 2R84 (Security Service Edge, SSE) | » Al FeffifE#E—
AT IR ~ SR MR A R B AR I AT RCE - MR
FfH 5 8)& A MITRE ATT&CK ~ STRIDE ( Spoofing * Tampering ~

k

Repudiation ~ Information disclosure * Denial of service - Elevation of
privilege ) FHEAR > TeF I HTBCREL K AT
2~ SaaS BIERFEZEH
(1) EEBZASERE
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FEERRAHARTE SaaS EEHZEEEE - ERATE FHEEME
BMERIFAN - Eil ek (SSE) TERY " S(S(E49E
7-HU( Zero Trust Network Access, ZTNA ) THREE A~ BYOD ~
IR TR 555 =TT BERERS 2 R - I8k D P R BB A F e
[EHFFI A SaaS 2 REEAVE I T B r B B TAI LREFR B2
PR I R BSERVERIFE -

Implementing a Zero-Trust Architecture for Saa$

SaaS security
governance

B Microsoft 365 GSuite 2Zo00m
SaaS

services @ W

| e, CASB
Brokered =% ZTNA
contextual Identity Security
access services service edge SWG
Distributed Users in branch Remote Trusted BYOD
users offices/HQ users third-parties users

Gartner

16 © SaaS EEEEEEAME CERHCR & EH)

HAth B R

Gartner ZERE(EHZRHERE - W52 B4 20 & B AT
24/ (Cybersecurity and Infrastructure Security Agency, CISA )
fet " e EimErEEMEATES | (Secure Cloud Business Applications,
SCuBA ) | FIZErw2 428t B8 ( Cloud Security Alliance, CSA ) 9" SaaS

Governance Best Practices | 55| » ] % FH4H4% &Y SaaS Z2E

=,

[==]

HA > EALIEHE SaaS EHIBREEFR - MOREER

B ARES » LUK RIS EE T OREZAERIEEE ENER
(Shadow IT) ;> HEUEERIRFEE I ARMVE =TT TH - 5%

Y R B (AR o0 S B R R I R B VB E B 2 v 8 T

21



AHERAY DT -
Beiz > Gl 4EEFHE " ELEHESREE AR
( Security Checklists for Incident Response ) | » DUFE AR/ 522
R [EE S BRI « S5 iR & = BIAS (Playbook ) » HE(R
AR AAE DR I ¥ 250 SaaS B
3~ 1 laaS K PaaS JEHEREZBH
(1) EHZSEHH
AHAR[FIRE AT H SSE HYZASE4EREAFEL (Zero Trust Network
Access, ZTNA ) THEEETEFHUERR A1 % P Im{E TaaS S PaaS
BIEN R EE A NILFRE D FE OB EE R VRS
fE(implicit trust) « 4H&R{EHFE#S APl WEIGIREETHE > 40
H1] 97 P B v B R v e W 3 S P AR A 2 R T 5
73 RAFHUVE L -
() ZEEM
H -~ EmFR4eERENREFE (CNAPP):
T35 DevSecOps 1 AT HIEAPEEEMER] T BApEa it
BIR2=ES (1aC)y TH 5 fEEnmikeddae a7 @ AAT
MM T Eim TAEE#ERE & (CWPP), VI TIFAH
WEHTEHEE 77 BOETEIE - HhAh - Bl T B E W 2 E
( Cloud Detection Response, CDR ) | T ELF&ff: FF3C& R
ERIEIE AT freg TAF B R R E L R E R Im e
2 ( Control Plane ) » $#M] ' Bl RREEHL (CSPM) |
DIRECRAHRERCE IEHE - 1A ? aC MEBCRE SR ETH
> [EIRSF A T SR AR 2 i A PR B 2 ( Cloud Infrastructure

Entitlement Management, CIEM ) | f#lE B3k AlEtE > &
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HETRER - DR -
JFE 2= 2248 T4 Application security component
i T Web JEFHA APLE/E& (Web Application and API
Protection, WAAP) | ffE/ 17 IR L BT B 2 - WA F
" E R 2 R AR B (Application Security Posture
Management. ASPM ) ; 2ty " AR =2 ]I ( AppSec
testing ) | DIRE » MMEEE (OFH) B@hRE () Ml

R Web fEHFE VRSN 31 £ R e

laaS & PaaS Security Technologies for Zero Trust
@ Cloud-nat ication pi ion platform [ ] security
| Users |
Cloud application
security WAAP API
. Devitest Runtime Cloud
Identity & —
AppSec ' (ﬁ' management
ww || m@Ey B HE® G
. Storage/DB Workloads Apps Orchestration PaaS
Cloud DevSecOps Cloud infrastructure security @
: Gartner

17 : TaaS J¢ PaaS ZS T2 &5l (BRACKR © &)

() HAtEZER

f£ CCoE HrEiEE DevSecOps il » iz 8 1 SE v i e ' 2
[FlfF&S = CNAPP RS » FHUE laaS M1 PaaS JEHVEAH]
R DIgEREEZ26H » RS IASEE ElR L -

eI E N 22 TR - APl S 2 2 R > ik
PREZEFRFGE LR (RlEH & TIEmGET - AN > ek
e R L IR RRERS - FERE 0 A8 (RS M 5 - ERNEL AR
IS HERREE ERVE > AR IUE Sl E - (I RE DR
WEZ NIJRR -

ES
E
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= - FFE= : Cyber Risk Management (4E&EEEHE )

(—) Top Trends for Cybersecurity 2024 (2024 FEEEZEE » #HE © Alex

Michaels )
2024 FERMHB R BALE LHNERSYHE - B TR L 25
=IMEM Gen AL BETIHIMES - DUAIE AT BLE ~ B2 A4 ik - HEMR
AR ~ RS HYE R ZE R RN s AV B I B S PR - Gartner 2
HTE 2024 FEE 24BN L BRI N RS

B —— Top Cybersecurity

1"\ Trends for 2024

Cybersecurity
Outcome-Driven Metrics

-))l((- \ Security Behgvior &

D
Culture Programs

4
Third-Party Cybersecurity
Risk Management

5 6
Continuous Threat Extending IAM’s Role in
Exposure Management Cybersecurity

Gartner

[E 18 : 2024 FFELZETHE (BRHOR © #EE®R)

1~ JEHAMS - & Gen Al RARER ; REIZKE > Gen Al #7%
CHERFR AT ARK -
B R i R T 38 2 > Gen Al JERRZAZEREH T H R

Gartner #5#% CISO FREERUHTHY AT FIFERAMG » A EEEAS Rl

HEIRTTORGE T - DURESHARFROK » LA - AL EHAG R AR oK
AR ECEENY 0% HE SolarWinds ~ WANNACRY HUEEEZAARA] -
ZRTSGETEA M ~ mERAyZE M AR R R T - HE AT B RS
AN FEHE TR B eRiE > [NEE CISO FERUIINR Vb 255 - WFraaE:
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el 1SS - WhErRHER B A e SRR -
BIUISHEEG L REEIER MBI BRDE -

#F% CISO IEAE(E M " 45 R EEEN AU F5HE ( Outcome-driven Metrics,
ODM) > 8L EFI ARAREZFINVEZIE8CR > HEESE
o PR S R AEEPT (Functional counterparts ) T f# CISO Fy4H 4%
wOARHVEZEE - i TR R E R - BT et

(qualitative ) k7€ & (quantitative ) B\ fgaF (b 2 RITRGFHI AT TH -
ODMs — Why They Work ...

E] Cybersecurity Benefit Current Level [ Protection-Level Agreement

Additional Investment Adequate Investment No Additional Investment

50%
reduction in
likelihood of
reduction in data breach
vulnerability Potential
exploit time % to invest
elsewhere
in security

Average Days Production Workloads User Accounts with
to Patch Deployed as Immutable Access to Sensitive Data

Gartner.

& 19 : ODM #5FREEENRIFEHE (BRI - & RH)

24T R0 (b51E (Security Behavior & Culture Programs, SBCP)
BRI N R E L2 B b T AR sz e -
#% CISO IEAEfEH SBCP L RffkE &L HEN TA »

e BB R B4 - DUBEEHIZ & TIERAR - WA HZR AT 4H 48
A2 Bk S B 2E S L - BBOIRER - A E B HEE4l st - BT

B A0 Hm BRIV ER T & - MR ER S CES i amt A TR -
E{EEREE SBCP 0UMEH - 55 Gartner %2 PIPE  (Practices,
Influences, Platforms , SE) #EZ2 {78l SBCP Hy#EE) » 77 &5 SR B )
RUFERE (ODM) ZKaFfh SBCP Ry » PAFHUS IS LB RS FY
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Security . SBCP and the
Tanavor . Gartner PIPE

Program Framework

_Gartner...

& 20 : PIPE fEAR (ERIAIR &)

4~ B=FHEZEEE (Third-Party Cybersecurity Risk Management,
TPCRM) * MBI REH - SRERER
Gartner S &I 2 F 05SWHVE L EHBFRAET L E S ~ 16%
HZaE T AR ZIFE RS = T E LR ER - - CISO MELE
HEMGE O R EESLE TR f£ARER MErHH
SAVIIE S B2 - (F4 EETZ CISO g ERTHAT A &Y EE
A - 2RI A 2o Ay SR A th O A 38 TR P 58 = 05 7 AR A Jel e »
Rt Gartner ZEFEAHGRET " E2EHEFESTE (Cybersecurity
Contingency Plan ) y » RyEAZRAVIE I MEAF 2B - W HLIERG S B TH
aTE o [FIRFEE B =7 & TERRA - JOBRSSEEERTER - (1025 R4l
SRE T E ENE =07 R RS B B A - DB EE
AEOAMEG
5 ~ R 2 5 B3 ( Continuous Threat Exposure Management, CTEM ):
SNHE H 258
(&1 RIFE TR (Vulnerability Management, VM ) F D) fite) £ 20
TREARYE R R » Gartner EsR PR CTEM DAAS (LT /AR AT -
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AR~ Bt B B 2R\ - 1 SR AR T B T ] B et
FEFRE » tHEfRe e B IEHE S e T VM BV &R A #ls - H
RS T B s R R B s 1 > AR T RIERI S R &
EEEFERRT ) SR T - HE e TIE - DI
J\ bt B 5 s B EHARAEF > DU Sans e A B PRAI (M R Bl ERE T T -
PrE 2 EIxIN > IR Eh SR AR I3 [F h U F & 2 o i Bt 2l v
Jiti

CTEM

Steps Toward Producing Prioritized and Validated Risk Exposure

Mobilization

Team 1

Gartner.

[E 21 : CTEM R R E s (BRACR « shE )

- ERERAEEIER (IAM) © EARRE IAM MERLE
R
i TIERREGE " Bl ) R &L b A — 2 3F
% CISO % IAM TE RS 4HARATIZ SR » BN I AR A T 55y i
{60 B2 [/ (Identity Threat Detection and Response, ITDR ) | £ 77 » i
RHHERY B 7 BERRE 2R 45 2 Ry S A 18] B 0 s HI R B 8T B 7
(identity fabric ) > F2f B 1A HEEN 5 73 & HET - 554K Gartner
WREUR - =70 2 “HZEERME R IS TAM & - 2800
AH 4 [E R =5 B RS TAM 15 ZRRAYEL Mo & (Technical Debt) fe ik
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BT IAM ASBESIS VAR MNIA ~ R B4k ~ ISR aehi
HEERE -
(=) The Top Predictions of Cybersecurity for 2024 (2024 FFEBEEZTEH] > 5%
2 * Craig Porter)
CISO HEEEE " RFZIGRFFEIHY A8 - LAB B R R & 2
R SRS 2 TR ~ RHEE M ~ #RAE IR RS (Volatility,
Uncertainty, Complexity and Ambiguity, VUCA) | » BERELHS N AEFE
BREE & - A 2% R A BRI - Gartner TR ARAH @3t e E 2405
B ] RE  HIRE Y KSR - S s 15 e S 5 1 I L sIE P Mt 4
4 BETT HE AT S ERF RS b AR AR 2
HBH PR EE M N B gL
1~ E] 2027 4F - 23RE 100 REEBZT - H=02 “HIHESGHENE
HREEAAZTE  HRZFAEERMEGEEREERS (Directors
& Officers, D&O) EELREE « 51 4HERFRIHTEE R CISO At K E
B - DACRE HA SR IER B DO MY R - BOERERY (7Y
B R Bt = S AR B AR TR S (NIC2)) K (B2 i)
4% (Digital Operational Resilience Act, DORA)) Bl il B 17 1=
s
2~ B 2028 £ - EARNTEERE GRS HRAEE 5 TRET &
T —F0 T8 B2 TAR - Gartner E R ERE &N il B E LEH
BE B8 1% 7 B 09 55 3 & 5R ( Misinformation ) ¢ R 5 & &
(disinformation ) » {5 {52 AR EI ER A HAS T Bt E - R
REVEE B ATRE A Al 2780V E » B EREHSE TR

MERBASEEENASEED W AE R TEA NN
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https://www.aon.com/en/capabilities/risk-transfer/directors-and-officers-liability-insurance
https://www.aon.com/en/capabilities/risk-transfer/directors-and-officers-liability-insurance

B PR B I B

~ 2028 4 » Gen Al HYEFIRF R/ DICREZERE » i S0%RYRIPEE 22
AR ETI4R - Gartner 2537 HH (H RV A= 4 7 ) TEH
BUTEF% Al AR T IRE - SR ALV RERNEE AR - EEaReHEFI
PR EAENGEES o i Gen Al SERNEL TR b (A REGESH
A (large language model » LLM ) H&EEEA ERATERY BN SCBRIA Kk
BrHAL - (RSB R RE T -

» EEFSTEEEEAVRETN - 8] 2026 4 T5%HVHBRHEHE
EERIEPHRIETE  RENEEE SR - Gartner HRAHSY
oF 1T IRIEERZEEARELS: - WEREEEARG e T R
AEAHGRERIE 1 o W] AR ERIRL b DA S A el B -

~ F 2026 £F 0 RETEE 2T RS EEHET - B GenAl DIREH T2 &
HZEHE (Platform-based Architecture ) ; FH&EE RIS - PRAERIIG E4E
AEIEE TAT Ry WD 40%EPER A BB KISV E ZEM -

~ 2026 4F - A0%HVEEEROOBRE SRR EIE T 5538
FECER (IAM) | HERREVERTT K o RiRRERRE F BB R U2
ERTRANEE M CISO MBS E IAM /Y T AR - It
Gartner ERARBEREE B TS > I IAM EREL TREER
fhi#& (Protection-Level Agreement, PLA ) HYEE » DIS|HEEfTE
s ez b B e B AR R T = -

~ B 2027 4 - TO%HIAHEHE T TP EHES | T B R SR
B IAM B S  DAE AR RISET Ry « o HCUETEN &k
413 ( Data Loss Prevention, DLP ) #5ffir (%58 Bl B U Bk
b7 (b AREE A RS B e (E FIRE B E K] - M Zhitik SOC N EE#H
55 - B Bkl e G R H A B4 DIERZ 2 RH
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T A S E - T ERETEERY T LS Ryl ) /Y
il 5 ZE i BREA Y - RS8N R (o R 2 R BT T R BRI 2 5
BT Ry > T DR bRtA A > SR W mith | Ehkl 2 2 E
B -

8 ~ B 2027 £ - 30DV EZEIF G EREAENZE » BIFE L EHEEH
e IT ARRVEHEHEREAZE - HMTaREMAEAZ 2/
ATTEEL A ST EE e A e 7 eV EH TE &
SIS 22D > Gartner FERRAHARFE AL E N BEE 5 F[SRE R > A
e TR A A2 =S (low code/no code ) | HIBA#E T/ » 3
IR HEEN A TR - Freics EFARE ~ fE T BACETL
JE PR R s

-

Top Cybersecurity Predictions for 2024+
oo
o,
2/3 50% 50% 75%
of global 100 of marketing and of specialized education of organizations will
organizations will extend | cybersecurity budgets for entry-level exclude unmanaged
D&O insurance to cannibalized to battle cybersecurity positions and legacy systems
cybersecurity leaders. malinformation. will not be required. from ZT strategy.
2027 2028 2028 2026
inesgration — |~ donity || isider ik
L)
40% 40% 70% 30%
fewer employee-driven of IAM leaders will be of organizations will cybersecurity functions
cybersecurity incidents TESPOT_\SIUE for combine DLP and will redesign
from GenAl integration responding to IAM- insider-risk disciplines. application security.
with security behavior. related breaches.
2026 2026 2027 2027
o Gartner

22 © 2024 FFEREE L TN CERHOR © & EER)
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B~ OREESREH
BURFHSRERA KRB MEZEE - A\RERL - REEERERERGER

BEERBER > BN AZEESHBRIERE > A HEEEZ R KE
PERINY - BETEERE  ERERMAREGNVEZ S  PERRY
BURFMIEIERE - BESBBIRER - (e ElmZ £ Gen ALHEH - BZEE
AERE P EG RIS - BRI E b - AR L R R R LA
ZRBERIA R » [ > FFZEALIARER T RE R ) RYEMm Ay 1404k
B > tWEECE L EBER @A - HIAE ~ (B FRAE T BN RE T &R S e
PN LIRIESEZ N P CEE U TE SE - e NI Sl = e R a

AREHRL TERE Y ) B BE IR E R KRS (E EATE
fESEHE > Gartner Z)HTHIRY & AT AR AT FETHECER ~ fasss =T )&
bEH ~ 5R(E B ERad R P HUE B > DUREBIME S b i A e
i oo SEAH A 2 R TR T B PZE TR R AR TR AREUR - PR

EEGHVE 2N - AGREAE TR b H D BHEREAVEREE T - OREFRIME 2 BRiE
REEFNERE o DU MEARGHIR I EES2 S 2B R T
— - BEE

(—) BUAFRMEERIIMAESSUL
PReE" TRl B T B B B R B2
A 1 [ S & TANSERECY ~ BhYRIRTHY B SR - [FIRF AR T [BIfE , B
TEIR ) BET] > EIRHIE AWV E Z B EER T WE A
& > ARHETH AR -
(2 IERE=JTRREE
BN Elm It R R -t R e IR 5T e B R 2 FI Y R
LB - e e - R et B = iR se BV e i B G T
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AR ERS B - BIGRIE RIS - DUREIEER
€ B H I R PR B b TR (Y B AR AR -
~ BT
(—) EBAER AL EilT BB EE
VEFI ARt AT AR 3T ~ SFEM e E B DI - DRt
BEZNTERER WP RETHEENESE - (72 THRIER
127 FREE RN ENGIREE g AL HAE » 1B TN IR T Rl
RIHF[EIHE - 40 B BhimEe sz By T S et SRR a%
(D) BEAEZXTIHE  MEPAEH
HMERHEIE S CNAPP (Eim/RAEMAEXIGETE) BE
CSPM ~ CWPP ~ CIEM % TH - HHETLER - DUV EIF7ET
FAPGEBRME - SEk T et BN - TEERESH S 4= an E
ZNEF B 2 PSRN AIRHE IR (R REEAS BEIR A -
= ABFA I
(—)  RANEEMERRATEERES
PHEFE LR N BRRAL R ] - (2B - Rk AL E
FA Re B2 4= T. 5. (CSPM ~ CWPP 55 ) B {E#RAE » A FECR AL ATEE
OREHIEE AR RERTREYRE )T - S5PR AL EES DevSecOps Z & » 5231(5H
# N BB AL 2T EA -
(D) BURELFBEEREER
FyE LB EAT B EE) » A T B TRIEEE ) IR IR
SR B CERE - W HAE R LS B S DUBM LS E L
TERAR - IAh  BELRATEAGES(LTE  AGEREEIATEEE - [
MEE B EE L TIFNEEBRRK  FREEIREA KBRS -
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