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12:00-13:00

I Swear, | Have Never Seen That Image Before! That Statement
Can, in Fact, Be True in Devices with Reused Memory Chip
HEE : Ballroom B

SHAM © Martin Westman, Exploit Research Manager - MSAB




Brave New (Forensic) World: Unraveling the Impact of
Artificial Intelligence on Digital Forensics

HrEE © Ballroom G

SHEm : Joe Pochron, Managing Director, Digital Investigations &
Cyber Defense - Nardello & Co.

Brooke Berg, Director - Nardello & Co.

Strategic Alliance of Analytics: Unifying SIEM and XDR for
Enhanced Cybersecurity

&L : Ballroom F

SHEM * Yung Chou, Cloud Solution Architect - Microsoft

The Need for a Top/Down Security Strategy/Best Practices &
Solutions

HrEE : Ballroom C

SR+ Rex Lee, Security Advisor/Tech Journalist - My Smart
Privacy

Linkage Investigations: Cryptocurrency, Dark Web & OSINT
HEEE © Ballroom A

Z5EN © Melissa Maranville, Founder/CEOQ - DeVille and
Associates, LLC

Enhancing Homeland Security through Advanced Digital
Forensics and Criminal Investigation Tools

HPEE : Ballroom D

=HHM © Alexander Banks, Program Manager - DHS S&T

Unmasking Deception in Al-Generated Images
&L : Ballroom A
SHEHN © Jeff Lomas, Detective - Las Vegas Metropolitan Police

Enhancing Digital Forensics Efficiency: Triage, Selective
Extraction, and Al Methodologies

HrEE - Ballroom G

aEM © Javis Olson, North American Sales Manager - Detego
13:15-14:15 | Global

Synthetic Media Detection and Advanced Mobile Evidence
Analysis

HEL : Ballroom B

afEM ¢ Chris Vance - Magnet Forensics

Modern Attachments or Old-Fashioned Links? Navigating the
Collection Challenges of Hosted Email, Cloud Storage, and
Collaboration Platforms

9




HhEL © Ballroom F
SEE © Brett Burney, eLaw Evangelist - Nextpoint

Case to Closure: How Cellebrite Solutions Can Support You
Through the Entire Investigative Process

Hh#E : Ballroom D

aAM @ Matt Goeckel, Senior Technical Manager - Cellebrite

14:45-15:45

Best Practices in Public/Private Sector Collaboration — LockBit
Takedown

&L © Ballroom A

=EHm ¢ Jon Clay, VP, Threat Intelligence - Trend Micro

Cloud Atlas: What Does “Cloud” Really Mean to Your
Investigations?

HrEE - Ballroom G

s5Hh © Dan Dollarhide - Oxygen Forensics, Inc.

Avoid a Chain Reaction: Safeguard Against Supply Chain
Attacks

HrEE - Ballroom F

SEEN © Stephen McGregory,- Keysight Technologies

Rapid Response: Triage Collection and Incident Analysis for
macOS

HrEE - Ballroom C

S ¢ Jeff Stanton, Sr Incident Response Commander - Adobe

Unraveling Hidden Clues and Protecting the Innocent in Crimes
Against Children Investigations

HrEE © Ballroom B

SHE © Page McBeth, Customer Success Manager - Cellebrite

Bridging the Gap Between DF and IR with New Capabilities in
Magnet Axiom Cyber

HEL © Ballroom D

=AM @ Jeff Rutherford, Forensic Consultant - Magnet Forensics

16:00-17:00

Navigating the Shadows: Linux Tails Examinations for the
Digital Forensic Examiner

Hh#L - Ballroom B

ZEEM © Rob Attoe, CEO - Spyder Forensics

Why Preventative Security is More Important than Detections
&L © Ballroom C
ZHEM © Derek Melber, Chief Strategist - Nanitor

10




Locating Criminal Suspects by Tracking NFTs
HrEE © Ballroom G
Zf5EM ¢ Chris Groshong, President - CoinStructive Inc.

Digital Forensic Stories from the Frontline

HhEL : Ballroom A

=AM © Felipe Chee, District Attorney Investigator - San Diego
County District Attorney’s Office

Leveraging Artificial Intelligence and Fundamental

Human Behaviors to Revolutionize Insider Risk Management
i EL : Ballroom D

ZEEM ¢ Colin Brissey, Sales Lead - EchoMark

Using Open Source and Free Tools to Locate Hidden Web
Artifacts

HrEE - Ballroom F

=HHN © Greg Tassone, DA Investigator - High Tech Crimes -
Nevada County (CA) District Attorney's Office, Bureau of
Investigations

11349 A1
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8:30-9:30

Keynote: Navigating The Artificial Intelligence Era: Challenges
and Strategies for Future of Cybersecurity

&L : Ballroom B/C

SHEM © Roman Yampolskiy, Futurist,- University of Louisville

Al Image Synthesis Detection: Unveiling the Limits of Realism
with Shadows and Reflection Analysis

Hr®EE © Ballroom F

SHEM © Melissa Kimbrell,- Amped Software USA Inc.

9:45-10:45

Don’t Go Down that Rabbit Hole
HrEE - Ballroom D
sAM © Adam Firman, Tech Evangelist - MSAB

Extracting Actionable Intelligence from RSS Feeds
&L © Ballroom G
ZGEM © Chester Hosmer, CEO - Python Forensics

9:45-12:00

LE /Government ONLY:Operation Bayonet: The International
Effort to Dismantle AlphaBay Market (LE / Government Only)
HhEG : Ballroom A

ZEM © Nicholas Phirippidis, Special Agent - FBI

11:00-12:00

Mastering Live Volatile Data Collection on Macs

11




&L © Ballroom B
S#fT ¢ Steve Whalen, Co-Founder - SUMURI LLC

Generative Al Growing Pains, Security Value and Implications
HrEE © Ballroom C

SEEM - Michael Melore, Senior Cybersecurity Advisor, CISSP -
IBM

Keith Clement, State of CA Workforce and Development Cyber
Task Force - State of CA

Timothy Swope, Interim CISO - University of Chicago
Medicine

Veronica Mitchell, Supervisor Cybersecurity Advisor -
Department of Homeland Security (DHS), Cybersecurity and
Infrastructure Security Agency (CISA), Region 9

Unmasking the Deepfake: Detecting Al-Generated Video
HrEE - Ballroom G

ZEH © Chester Hosmer, CEO - Python Forensics

Julie Lewis, CEO - Digital Mountain, Inc.

eDiscovery & Forensics: Optimizing Internal Investigations
HrEE - Ballroom F

=HEN © Bree Murphy, Sr. Solutions Consultant - Women in
eDiscovery/ Exterro

Angie Nolet, Co-Founder & Podcast Co-Host - eDiscovery
Chicks

Oxygen Forensic® Detective: Faster Results with Smarter
Technology

8L © Ballroom D

ZEm © Dan Dollarhide - Oxygen Forensics, Inc.

13:30-14:30

DFIR Communication Skills - Report Writing and Testimony
HrEE - Ballroom C

aiEM © Joseph Greenfield, Vice President; Associate Professor of
Practice - Maryman; University of Southern California

Finding a Needle in the Needle Stack: Real-time API Security
Investigations

HEE : Ballroom F

=AM - Tony Lauro, Director of Security Technology & Strategy -
Akamai

Decoding OSINT: Let's Unravel the Complexity
HEL © Ballroom G

12




ZEM ¢ Cynthia Navarro, President - OSMOSIS

Pondering the Perplexities of 3D-Printer Evidence

HhEL : Ballroom A

=AM @ Chris Vance, Senior Technical Forensics Specialist -
Magnet Forensics

Don’t Get WASTED: A Look Into the Wasted App

&L : Ballroom B

=HHM ¢ Peter Phurchpean, Digital Forensic Examiner - Federal
Bureau of Investigation

Expediting Investigations with the Advanced Analytics and
Automation in Detego Analyse Al+

8L © Ballroom D

afifM © Rob Maddox, Director of North American Training -
Detego Global

15:15-16:15

Factory Reset'ed Phone, Game Over - Or Is It?
HrEE - Ballroom C
SEEN © Martin Westman, Exploit Research Manager - MSAB

Post Breach Response — Demystifying Data Mining —
Addressing the Challenges in Identifying Data Subjects and
Building Out the Data Breach Notification List

HrELE : Ballroom B

ZEM © Shawn Belovich, Senior Vice President - Digital
Forensics & Cyber Incident Response - HaystacklD

LE ONLY: Unmanned System Forensics: How One Drone Can
Change the Course of Your Investigation

HrEE - Ballroom A

SHEM © Andrew Michaels, CAMDEXx Lab Manager - U.S.
Customs and Border Protection

Mobile Device Faraday Shielding and Charging from Field to
Lab

HEL © Ballroom D

SfEM © Ryan Judy, President - Mission Darkness

Case Study: Todd Engles - Construction Superintendent During
the Day and Producer of Child Sexual Abuse Material (CSAM)
at Night

Hh#EG © Ballroom F

=AM+ Jennifer Wing, Detective/Task Force Officer - Orlando
Police Department/FBI Violent Crimes Against Children and

13




Human Trafficking Task Force, Tampa Division

Special Delivery! Defending and Investigating Advanced
Intrusions on Secure Email Gateways

&L : Ballroom C

=AM © Nader Zaveri, Senior Manager - Incident Response &
Remediation - Mandiant Inc.

Unveiling the Hidden: Navigating the Maze of Al Artifacts in
Windows Forensics

&L : Ballroom B

sEEN ¢ Anna Truss, Founder / CEO - DefSec LLC

The Dark Web Has Changed Investigations
HrEE - Ballroom G
ZEHN © Todd Shipley, President - Dark Intel

Taming the Tide: Building a Scalable Vulnerability Management

16:30-17:30

Program

HrEE - Ballroom F

Z8EN © Krishna Chirumamilla - Amazon Inc.

Kashif Memon - Amazon Inc.

LE ONLY: Unmanned System Forensics: Hands On Lab

HrEE - Ballroom A

SHEM ¢ Erik Modisett, Supervisory Agent - U.S. Customs and

Border Protection

Andrew Michaels, CAMDEXx Lab Manager - U.S. Customs and

Border Protection

VR Headset Acquisitions — Apple Vision Pro & Meta Quest

8L © Ballroom D

ZEM ¢ Paul Aleman, Director - DATAPILOT Inc
113498 I8 HEHH=

Using Open Source and Free Tools to Locate Hidden Web

Aurtifacts

&L © Ballroom C

=HHN © Greg Tassone, DA Investigator - High Tech Crimes -
9:15.10:15 Nevada County (CA) District Attorney's Office, Bureau of

Investigations

E-Discovery, EDiscovery, eDiscovery ... eDiscovery Basics 101
HrEE © Ballroom F

=AM © Grace Parker, Principal IT Specialist - EDiscovery &
BCMP - CEDS, EnCE - Parsons Corp

14




Deep Fake Dangers: Protect Yourself From Al Lies

HrEE © Ballroom G

SEM © Anmol Agarwal, Senior Security Researcher - Alora Tech,
LLC.

Windows System Meltdown, Analyzing Windows Crash Dumps
&L © Ballroom B

=AM Steven Bolt, Acting Chief Information Security Officer -
Bechtel

9:15-11:15

“3 Under Par”: Daniel Bowling Case Study
&L © Ballroom A
=5H - Roo Powell, CEO and Founder - SOSA (Safe from Online
Sex Abuse)
Jennifer Wing, Detective/Task Force Officer - Orlando Police
Department/FBI Violent Crimes Against Children and Human
Trafficking Task Force, Tampa Division

10:30-11:30

The Art of the Possible: End-to-End Best Practices to Close
Your Most Challenging Cases

HrEE - Ballroom G

=EHN @ Michael Joy, Captain (Ret.) - New York City Police
Department

An Overview of Business Email Compromise Attacks
HrEE - Ballroom F

ZHEM © Robert Gaines, Director, Cybersecurity and Privacy
Advisory - PKF O'Connor Davies

Securing Your Serverless Workloads

HrEE - Ballroom C

SHEM ¢ Patrick Davis, Principal Security Consultant. - Hanabyte
Cybersecurity

Introduction to Digital Forensic Hardware Solutions

HEL © Ballroom D

=AM - Daniel McGuire, Digital Forensics Technology Specialist
- Ace Forensics

The Dark Web Has Changed Investigations
HEL : Ballroom B
SfEM ¢ Todd Shipley, President - Dark Intel

13:15-14:15

Brain or Brawn: How Al is Ushering a New Era in Personalized
Decryption Techniques
HrEL © Ballroom F

15




=AM : Marcelo Bursztein, CEO - Novacene Al Corp.

How to Protect Privacy When Modernizing Your Surveillance
Technologies

&L : Ballroom C

SEEM ¢ Phil Malencsik, Strategic Account Executive - Public
Sector - Genetec

Defense in Depth Mitigating AI/ML (GAN/AML) as an
Offensive Weapon for Cybersecurity Attacks

&L © Ballroom A

Z5Em © Adam Sewall, CEO - WATERLEAF INTERNATIONAL
LLC

Cryptocurrency Investigations — Pig Butchering

HrEE - Ballroom G

=EHN © Kyle Krueger, Network Intrusion Forensic Analyst -
United States Secret Service

Jose “Cruz” Uriarte, Investigative Analyst - U.S.. Secret Service

The Threats/Risks of Advanced Persistent Threats to Energy
Infrastructures

HEE - Ballroom B

ZEEN ¢ Larry Leibrock, Researcher — USG

14:30-15:30

Birthing Perjury-free Al

&L : Ballroom G

=HH © Charles Herring, Co-founder & Chief Technology Officer
- WitFoo

Let's Talk Why You Need 360 Degree of Cyber Visibility
HrEE - Ballroom A
ZHEm © Dewayne Hart, CEO - SEMAIS

Linux OS Triage Tool Head-To-Head
HrEE - Ballroom F
afEM ¢ Thomas Millar, Senior Security Consultant - TrustedSec

NMT, NFA, LLM, VR, AR, 3D, ASR... Exploring New
Technologies to Use for Investigations

&L © Ballroom C

=AM Phillip Staiger, Consultant in machine translation and
multimedia - TheBest3D.com

Terrence Lewis, Translator and Software Developer

Steve Braich, Computational Linguist, Localization Consultant -
Robotic Polyglot

16




Gilberto Segura, VP of Technology - PGLS
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Cellebrite 18 | Monolith Forensics

DATAPILOT 19 | MSAB

Detego Digital Forensics 20 | Open Text

Digital Intelligence 21 | Oxygen Forensics
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&l © Enhancing Digital Forensics Efficiency: Triage, Selective Extraction,

and Al Methodologies
KI5 By Detego Global 23 S AYEH EE4KH Javis Olson » 7 M4EH#

17




A s i ¢ Triage ~ Selective Extration k2 Al Methodologies * FZEIHEE
B FIERA T AT Cellebrite AEI/INE » B HITER S HEMHE 096 S
WEIORE - W DAEIE SO R R BeE S EIVRES Wk KB
i ADVESEH TS - SMUA L Greykey 185 » I LUERELI
RS E A Z DAL - HRIEJLSEEE N EAHEE RN

WE

»
"

A ER: & IRE & IR A FRL A
- »

1000000000

z
i

-
§

=
D
-
L
D
[
(e
-
-
-
-2
- QD

(=) HEz% : Operation Bayonet: The International Effort to Dismantle
AlphaBay Market

R IR ERVEN B S B IL MRS - B FBI AVERAIER
& Nicholas Phirippidis ##ICiE 1T A H Tor 44p&EEEE 1P Atk » A
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(78)  Es%:LE ONLY: Unmanned System Forensics: How One Drone Can
Change the Course of Your Investigation
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(J\) % : Cryptocurrency Investigations - Pig Butchering
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+ Along-term fraud scheme

+ Combines investment schemes, romance
scams, and cryptocurrency fraud

* Evolved to a wide range of social engineering
scams [i.e. tech scams]

* The FBI’s Internet Crime Complaint Center (IC3)
reports that losses to investment fraud became
the most of any crime type tracked by IC3,
$4.57 billion in 2022

(L) JHs# : Gilberto Segura, VP of Technology - PGLSNMT, NFA,
LLM, VR, AR, 3D, ASR... Exploring New Technologies to Use for

Investigations

Ballroom C

Phillip Staiger, Consultant in machine translation and multimedia -

TheBest3D.com

Terrence Lewis, Translator and Software Developer

Steve Braich, Computational Linguist, Localization Consultant -

Robotic Polyglot
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