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OLIS 2024 Autumn: Risk Management
Program
Wednesday, October 23, 2024
18:00-19:30 Pre-Seminar Dinner
Thursday, October 24, 2024

Time Lecture/Agenda
9:.00-9:20 Op=ning Ceremony

9:30-12:00 Invastment Risk Management at Life
Insurance Companies

12:00-13:30 Lunch
13:30-16:00 Op=rational Risk Management

9:00-11:30 Life Insurer's ERM in Japan

11:30-13:00 Lunch
13:00-15:50 Participants’ Presentation (D

9:00-11:30 IT Risk

11:30-13:00 Lunch
13:00-13:30 Magic of Life Insurance (Video)

13:45-16:15 Underwriting Risk Management

9:00-10:30 Internal Audit

10:40-11:30 Participants' Presentation @

11:30-13:00 Lunch
13:00-15:25 Participants' Presentation &

15:30-16:00 Clcsing Ceremony

Speakers

Mr. Hiroki Fukudomi
Manager
Risk Management Team
The Gibraltar Life Insurance Co., Ltd.

Mr. Masah ro Komatsuzaki
Function Leader
Risk management Function (Operational Risk)
Prudential Holdings of Japan., Inc.

Friday, October 25, 2024

Dr. Nobuyasu Uemura
Professor of Faculty of Commerce
Fukuoka University

Cambodia China, Indonesia, Korea, Malaysia
and Mongolia

Monday, October 28, 2024

Mr. Koichi Saito
Business Information Security Officer
System Control Team
The Prudential Life Insurance Company, Ltd.

Mr. Akihirc Fujibayashi
Appointed Actuary
The Gibraltar Life Insurance Co., Ltd.

Tuesday, October 29, 2024

Ms. Nozomi Takahashi
Senior Audit Manager
Prudential Financial Inc., Japan Rep. Office/
Prudential Holdings of Japan
Ms. Sammi Liu
Senior Audit Manager
Prudential Financial, Inc.,
Japan Rapresentative Office

Nepal and Pakistan

Philippines, Taiwan, Thailand, Uzbekistan and
Vietnam
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7. Soundness Regulations in Japan

SMR (Current) ESR (From FY2025)

« Both assets and liabilities are evaluated in a way that is
consistent with the current financial market.

+ The economic value-based solvency margin is defined as the
difference between economic value-based assets and liabilities.

« The amount of risk is recognized as a change in the economic
value-based solvency margin (qualifying capital).

. Liabilities are book value (Lock-in (basic rate is fixed atthe
time of policy issuance))

. Risk amount is calculated by multiplying the driver by a
predetermined coefficient.
Factor Method
Example: ordinary death risk =amount at risk x0.6%o

Solvency Qualifying
Risk tal Risk
arain Amount Cap Amount
oy — 4 ~

based on
Assets economic

value Liabilities

Liabilities based on

economic

base

+ Changes in policy reserves are considered: the following advantages
can be obtained.
v The future soundness of insurance companies can be assessed.
v Insurance companies’ risk mar can be sophisti d.
v Information on uniform economic value-based indicators can b
provided

. Liabilities are book value — The situation at the time of evaluation
is not reflected.

« The risk characteristics of individual companies are not reflected:
v Differences in products sold
v Differences in scale
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General : =

oy 23 iion yen 346 tillion yen 46.8 trillion yen 37.3 trillion yen 5.7 trillion yen 11.8 trillion yen
Assets
1.2%

Cash and 2.5% 2.0% 3.9% 1.8% gg%
deposits 37%

— 20.1% 23.6% 19.7%
[ stocks | 33.6%

" Public and
:  corporation 5
62.5%
S : 61.9% 65.4%

panhe Gpfieseensss BauARstPenes o sy sagasesasssasenas sRisPREaERaRERS ossossnanssssartatonhin

b v 5% 306%

13.4%%
2/6%

Nippon Life Dai-ichi Life Meiji Yasuda Sumitomo
Source: Prepared based on financial disclosure materials of individual companies.
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Present Value
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DO
Under the long-term nature and uncertainty of
_J liabilities CF, it is difficult to perfectly hedge

interest rate risk through CF matching.
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Market P(+Ar) P(r) | 1 P"(r)

e Py — = T TR M YT XA+ o(Ar°) (Ar—0)
change Taylor SN W
Market Velue fate sl e Modified Convexity
duration (Secondary
(Primary differential)

donvexi differential) «  Due to convexity, it is not
possible to follow large
:I"Egtkuetﬁva'"? fluctuations in interest rates.
:ssez';:: * Ingeneral, “liabilities
liabilities due to convexity > assets
interest rate convexity,” therefore interest

fluctuation rate risk remains with

duration matching alone.
Price fluctuations due

to duration Convexity

Interest Rate

& e G A
3. IWMERCETE © NS AR EIRIUZ B S R 40 NE AT
0 AT AR EBURAY M SR E A BRI S - FoH ) | BERET
BEBRAVEE G A ESURRTEEA -

Decrease in ' | Increase in interest rate
Increase in 3 3
interest rate market | —» Surrender of fixed-interest insuranc
value (dynamic surrender)

|
i —To a more favorable product
] —Insurance liabilities CF is brought

forward.
o ! —Shortening of duration and large
value (= Value of convexity

Cash
surrender
value (= \;‘;m Decrease in interest rate
Statutory V) 8 e bilities —Continue fixed-interest insurance
—Insurance liabilities CF is postponed
Wb 'T —Lengthening of duration and large
53l convexity
Cash Decrease in |
surrender market 1 ]—'
value (= value |
Statutory V) | ‘ } ‘\—_1
Market ‘, \
Value of “ ‘ &
Liabilities | &
Increase in | ! ————

interest rate

&7 Al
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< Assets and liabilities DV01 *s *Dollar Value of 1bps: Market value fluctuation when interest rates move by 1bps.

Liabilities
Convexity DVO1

4

Assets
DVO01

Hedge liabilities convexity by

i hing is performed usin Lok ;
e P 2 utilizing receiver’s swaption.

only zero-coupon bonds, the market value
fluctuation of assets can not follow the
market value fluctuation of liabilities.
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Risk Category in Japan PR S R DERPUR g .

1 I
1 I Operational Risk I :
' :
P T T 1 s
Insurance || Investment || Liquidity | A.‘i'-"{{" | I S!é%'im I l L;gz;l l Re%qtaktlon | : Crisis
. . . IS| ISl
Risk Risk Risk 1 ie || Management
1 HR Tangible Asset| | Subsidary Model 1
] Risk Risk Risk Risk :
R e R e O S R e T g o
Summary of Operational Risk Management
Admin. System Legal Reputation HR angible Ass Subsidiary Model!
Risk Risk Risk Risk Risk Risk Risk Risk
» Monitoring of + Monitoring of » Monitoring of legal, reputational, HR, etc. related risk events » Administration of Model Risk
admin. errors system risk » Coordination with business functions in remediation / recovery action Management program
* Root-cause - System failure / + Root-cause analysis and remediation > Maintenance of model inventory
analysis and recovery mgmt « Organization of periodic training, maintenance of related risk manuals and risk -~ Model assessment
remediation - Root-cause prevention communication éMc;nnormg of "‘T"e' "Skd
> i + Root-cause analysis ani
Assessment of analysis and + Assessment of legal, reputational, HR, tangible assess, and subsidiary risk veriddtaton ok myodel ik
program/process remediation management program / process s
* Loss event « Assessment of events and issues 3
mgmt program / * Maintenance of model risk
process policy /guidelines / standards
« Assessment of model risk
program / process
& Prudential

[ AR b A E

=~ HAMREZEAE R EH

HAZSmAE—3 41 2 - TEVER A S S REWAIT 28 50% » 57
HI#E Nippon Life(mutual) ~ Dai-ichi Life ~ Sumitomo Life(mutual) ~ Meiji Yasuda
Life(mutual) ~ Japan Post Life(privatized in 2007) » @ N & /\F1s » {E A IETES
b 0 {H 1980 - DUR PrEERYEH B BRIA 2 1R L - 2000 FE0rba A SIEERS I 2 &
5 AHRBEFRI R > SRR A BHIIRE LR A REU A T R » FrlA
B PSR A ENE -

(Conpanies)
50 i S — T i e

45

40

35

1870 1975 1980 1985 1990 1995 2000 2005 2010 2015 2020

LSource: LIAJ ’Life Insurance Fact Book” {2023) ]

EIVANIS RNIR VAL e 2

HAFRREHR EZLUNGE 2 AR L > BB 5E(SEEEY 30% ~ 2 A/ NFREE

10
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{E A B EZE S A B AT - 5 REEESY 31.5% 5 43.6% » HACRIR A =15
Bl EELRRE R L > IR - MRITH S ERE H&Y 5% » 4888
SHERIEE /N -

Number of New Policies for Individual Insurance
_by Type

(=
mil?gn)’ Others
]
186 15.63 Jevenile Insurance
13.71 Cancer Insurance
14 2.71
12.26 1230 -
i | 0.28 282 11.35 ealth Insurance
212 2.63
0,20.. 2.66 Endowment Insurance
10 183 247 0.13
% 0.14 1.68 Vaiiablel
3.45 0.16 142 /ariable Insurance

Term Insurance

Whole Life with Variable
—8f464 Accumulation Rider
T Whole Life with Term Rider

= Whole Life Insurance

Note: Excluding converted contracts
Source : LIAJ "Life Insurance Fact Book” (2023) J 11

(EIPANN (NG bir

EE 2023 FHACRREEE S FEZLIEANRKIAGES /E - A0 NEF
T BB aENENMEN - GEERETEIUPIMESR BT - FTLIEESR
MR - BEEREE RN H ASmEEEM LA ER -
Investment assets outstanding among life insurers

250 tril. yen ratio to total assets, % 25
200 1 r 20
150 1 - 15
100 1 + 10
50 1 5
0 0

FY 10 11 12 13 14 15 16 17 18 19 20 21 22 23
1 Other assets (lhs)

Equities (lhs)

=" Foreign bonds (lhs)

=== Domestic bonds (maturity of over 10 years, |hs)
[ Domestic bonds (maturity of up to 10 years, Ihs)
== Repos and interest rate swaps (rhs)

[Source : BOJ " Financial System Report” (2023.10)
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=
*
ERM Traditional Risk Management
Purpose Enhancement of corporate value with Avoiding and reducing losses
maintaining financial soundness
Covered Al types of risk Specified risks
risks (Incl. emerging risks)

Oljganizatio Not a specific division but the business Risk management division or other
nincharge asawhole (Company-wide activity) dedicated organization
Perceptio Integrated and consistent view of all Recognized by risk type

n of risk risks ( silo approach )

Respons Continuous activities Response as needed

e to risk ( closely related to business strategy )

[ +— IR m e R b e 2 =R

HASRME LG =R > hlksFaBciE - tEmEE B85 > &
PR A SIS N EE R R RERR - HARE NS S ARSI E
fEAE J7(Solvency Margin Ratio) » HAEZE KA EH H 3 EEAFFEE - AKX BT
&+ —Fr -

Margin (Capital) ‘
Solvency Margin Ratio = = 200%
1/2 * Risk Amount |

&+ — EFEE{ERE J1(Solvency Margin Ratio)

g~ EEHE b

EalEbs o B KR E/-E > SRl AN T REE M EesEY - A TREREETE
oM ~ MR ET T ~ MITRE ATT&CK -

(MALEZ RIS
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Artificial Intelligence

Machine Learning

Deep Learning

Generative Al

= AN TESHE

(OOANTEEE e 2
2023 F 1 H jE—..%R’FEEE%B’Z?ﬁﬁﬁ%lﬁ(Naﬁonal Institute of Standards and

Technology; NIST) #$40 \ T ERE B I » Koy BRE T - F—H07 Ryl
AN ol 2 N\ TR E0AE R R K AT (58 N TR E0VFs 0 B0 \%E?%J:éﬂ
AR N T2 LR

AN TEER b EHEEEIZOEN G - Bl - 12 - B3> st -
A e K E B E R E UL

BEE - PERE RN A
s« V4G ~ oA - BHE R HERIRYE R o
B EE B ER - AETEI AN —ETE R 2 -

Sl

()W Z 2t ot

2024 AR A = Ry E s R s e e im0 TSR FEEHUA :J:§
B REJE =57 2 —HVEHR AR Ry S = aa i g - e A REJES -
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8% I IFAE °

100%
__at 30 days 85% of vulnerabilities
were unremediated
at 55 days 50% of vulnerabilities
. were unremediated
50%

at 60 days 47% of vulnerabilities
were unremediated

at 180 days 20% of vuinerabpilitic
were unremediated

at 365 days 8% of vulnerabilities
were unremediated

Overali survival probahitity

(&}

Days

Figure 19. Survival analysis of CISA KEV vulnerabilities

(S U =GV ENEIEZEPN e KL AERRRS

(P9) MITRE ATT&CK

MITRE ATT&CK £y A& 8k ~ Feffgfirs Hizk/E (Adversarial Tactics,
Techniques, and Common Knowledge) » ZLIEZZ VR » $HEERRIAEE A
T SERNIEREAM RS » thIFEF4E4% MITRE FraliE - HIH 14 fEEklT - 40
NET IR o

i First, in planning an attack, the attackers gather on the target and IT infrastructure. The more information
1. Reconnaissance they know about the target, the higher the probability of success of the attack.

Next, the attackers develop and secure resources required to carry out attacks. The resources include malware itself, an exploit (a
program that takes advantage of vulnerabilities to “unlock” the system) to be used to infiltrate the system, servers used for the

N

. Resource Development

w

. Initial Access

FS

. Execution

[}

. Persistence

o

. Privilege Escalation

~

. Defense Evasion

©

. Credential Access

9. Discovery

10. Lateral Movement

11. Collection

12. Command and Control
13, Exfiltration

14. Impact

attack, their domains, email addresses and accounts to be attacked. In some cases, they are developed by the attackers, but in
other cases, they are stolen during reconnaissance stage, or recently, they may be purchased from RaaS (Ransomware as a
Service).

Using the exploit, etc. mentioned in securing resources, the attackers infiltrate the target system and gain their first foothold.

Execute the malware, etc. sent to the target system and start reconnaissance and information gathering within the system they
have infiltrated.

If the malware, etc. is i i after the target system, the attack will end there. So, the attackers will try
to stay inside the system until they gather enough information and find the target to attack in order to achieve their objectives.

With general user-level access rights, they cannot cause much impact within the system. So, the attackers will try to obtain higher
privileges (privileged access).

This may be related to the previous “persistence” tactics, but in order to continuously leak the data collected within the system,
the attackers use various techniques to avoid detection by behavioral analysis and infiltration defense system, etc.

To access important data, the attackers need credentials of a user with the right to access such data. To obtain the credentials,
they will view files containing credentials or intercept network traffic, etc. They may also use the privileges they have obtained to
add rights to the account they have obtained.

Find out the location where important resources to be stolen or destroyed reside in the system or network they have infiltrated.

Move from the system or network segment they have infiltraled Lo the neighboring system or network segment and try to expand
their controiled area.

Once the location of important resources is identified, the resources (information) will be collected.
Communicate with the server operated by the attackers and control the active malware, etc. that has infiltrated the system.
Move the important information in the system they have infiltrated to a location which is difficult to monitor and try to leak it.

Finally, they destroy, falsify or encrypt the target information to achieve their business objectives.

B+ 7 MITRE ATT&CK Y8k E &5
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Amount of payment per case

Large Small

Need is great
High |Insurance premium

become higher

F —— B —
f f Need is great

. Low |Insurance companyisat  Need is small
high risk

What does this mean for
insurance?

B+ PREREARATAR R REE

E+EATr > BEEGRREREMAURER BT T - WHRREEES S 5
ERRPRE R TR R RN T R A FR AR R EES - IR RH
trbg A EEERFHIE - EIRERS NI - §ARRSIEERS - BFERE
PATREARE > GHEREHEL -

Traditional Products
Surrender Rate=0 o ) 'No surrender gain occurs.

Surrender Rate>0 ' Surrender gain occurs.

Surrender Value Reduction Type Products
Surrender Rate= Expected Surrender Rate | No surrender gain or Ioss occurs.

Surrender Rate>Expected Surrender Rate | Surrender gain occurs.
Surrender Rate<Expected Surrender Rate Surrender loss occurs.

[ B ARREL AR AR B A B

2. Eams]E  REBAFINRERGER - AW A IR - #ERIENRYEA
BEAHER ~ SRR ~ BWREE > L NE /AR -
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Assumption

How to determine

Sales volume and
Policy distribution
Mortality rate
Morbidity rate
:Sprreir:u‘ciér rate
Operating expense

Investment yield

Discuss with sales department to make a decision.

Use the compéﬁ;l's experience with similar pfoducts.

Use the company's experience' with similar broducts.

If there are no similar products, set based on basic data.

Use the company's experience with similér products. 7
Use the company's experience with similar products.

Future projections can also be used.

It is set based on the company’s actual results and

future market forecasts.

[t/ HERAERIAYEA

121
F4

FERIAIEPEEIE AT ARER « FPERSE > FBREAER SN REAFHTE
FESURME i 25 T i ORbR A AR 14 > 40 N ILRTR -

A [E R O e 2 H B2 I A FAE R - 5 R AP R R R B

Scenarios IRR

Base case 11%

100 0,
Mortality rate 4 il
-10% 13%

2 0, 0,
Surrender rate S 8%
-20% 12%

0.509 0
Investment yield & 15%
-0.50% 9%
L 20% 9%

Operating expense

-20% 12%

B s TR A S

fxfR

Ji\fIH H A E B R BURITEC - B R RI=F 2 TEU B2 - OREbRE

HATECH R © LR PRI S -

PrbzEE BRI HEAAD N =R > B RPARABEBRE T Al RER
NEAHENE o FHR_RBPARIB » {H/NRARIES T - RIfRER A SHIEFESH
FIAAE R (AKP) © ER =P/ NRBEAER T » RIfrbe A 52 7 BN EIH
HE{ B (ATBB) e B Tt 2 (7 e P, -
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P : Benefit amount based on expected morbidity rate
A : Benefit amount based on morbidity rate that covers 99% of risk

B : Benefit amount based on morbidity rate that covers 97.7% of risk
P

A
1. B<A<P - No action required

-

i e S ]

A Accumulate "A-P" as contingency
B reserves

2. B<P<A

Contingency Reserves

A Accumulate "A-B" as contingency
3. P<B<A l - reserves and conduct a liability
B adequacy test

| Contingency Reserves

&t PrbasERIER T

AR ORI E T A DU SRS > o3 Al Rt S SR o3 e
RENTR - BEENAEN - NTEEERE - F90 - RiEEE -

N~ WEFEZ
WEFEIX L2 s =R EHE - 7Rl RPEERZ A ~ EhRefEiXaT= - 3R
P PUT R Bl =8 £
1. NEFEIR A4
NEEE—EREEE AR EE AR EHE > KT WNEEZER =8
P& - WEFERZIVE & HEBIEESER EAE - ARG E AR 5ASGE
JEbR BB ~ ] ~ JRERIBAEHTRCR
2. BIREFEIXZETER
BEEREZTERERY > AN ETE X R EE R 2 2 Jaf
Ry T BCEHER R > NEIREZ INEH ARy HIRRT & - WA B ER BHER
J&\b - A ISR AR E WEEIXETE - BB ISR AL AR ~ H
T~ b - BIREREIZE TSR A AH AR H AR B b s AR M R s > LT
B ~ SELAVEREE ~ NANERIA T3 DOBRUERTE: - FEIXE TRV IR IR RN
HNER R ~ BITRAR R bR AL ~ HE S EbREY R EETE] - fIERE B RAE
2
3. PEHERE
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PEHERBTHIE RPN B Tl se Bl 217 Ry - ZEFIRE— 10 Ry
VUSZAE > oAl Fosade: ~ JEBE B ~ NSEabs ~ A=lDas > 0 N E = +—Frs -

Control Environment Pillars

Tone & Climate Risk Management People Risk Governance
] Level of oversight by Effectiveness of org |
interview : 5 leadership; frequency structure and !
Topics Associates” 7 of feedback; adequacy 4 governarice framework; !
understanding of their ‘,I of resources to roles and 3

responsibilities toward | complete job responsibilities;
managing riskand responsibilities; process? sffective challenée; %
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