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International Symposium on Cybercrime Response 2024

< Invitation

We would like to extend our heartfelt thanks to you for your
continuous interest in and support of cyber security.

Korean National Police Agency’s Investigation Bureau hosts
International Symposium on Cybercrime Response (ISCR) annually to
ensure safety through cyber security governance.

Since its inception in 2000, the ISCR has gained recognition as a
premier venue for security experts from around the world to engage
with one another.

The 25 ISCR will be held from August 27 (Tue) to August 29 (Thu)
at the Fairmont Ambassador Seoul. This year’s symposium will
reflect on the past and present to envision the future under the
theme ‘Cyber Security Future Vision - Next Step’.

We will welcome law enforcement agencies,

international organizations and global IT companies to contribute
their collective expertise.

The goal is to exchange knowledge and experiences that will aid in
the effective use of new cyber technologies which can be both
advantageous and challenging.

We invite you to join us for this valuable event, where we will share
insights and ideas with colleagues dedicated to advancing cyber security.

Thank you.



on Cyb

ponse 2024

Programs

|

12:00~1300 | Welcome Reception

Keynote Address 1 by Ped-o VERDELHO,
Chair of the Commiittee of Cybercrime
Pre- Convention {T-CY), Council of Europe
13:00~14:00 ' ceremony | .
Event

| Keynote Address 2 by L jong i,
[ Special Acvisor to the President for Cyber,
Day1l Office of the President
(.27 | 1400-1430 Opening Ceremony
14:30~15:30 Coffee Break
3 1. Next Step: Future Vision of
1530-1630 open | Cibersafety o
1630~17:30 . 2. Korean Society's Cybercrime and
i Global Response
0030~11:30 | Closed | 1. Dark Web and Secure Messaging App *
T30 Session Hideout for Criminals P
11:30~13:00 Lunch Break
2. Doul Sword of Hyper-
1300-1500 | Sosed mvi‘t?f’sxpanaed Network
pay2 with Heightened Vulnerability
(8.28) y500-1520 Coffee Break
3. Expanding the Scope of Digital
15201650 | So%ed | ™ Forensics and Transcendingits
Limitations
. Welcome Banquet for
1630:200 Overseas Lay wEhfor:ng
4. Establishing Governance of Law
Dazy )| 08:30~1230 s;"’:;‘ Enforcement for Cybersecurity
@21 (10:50~11:10 Coffee Break)

Download Open Session Files

Please scan the QR code to download
open session files.

@ Pre-cerembny Event &
Opening Ceremony (8.27.Tue)

Pre-ceremony Event

Keynote Address

13:00~14:00 | 1. pedro VERDELHO | Chair of the T-CY, Council of Europe

2.UM JongIn | Special Advisor to the President far Cyber,
Office of the President

14:00~14:06 | Opening A
Opening Remarks

CHO )i Ho| Commissioner General, KNPA
14:10-14:13 | Opening Video )
14:13-1420 | Congratulatory Remarks
Congratulatory Video 8
14:20-14:24 | 1. Ghada WALY | Executive Director, UNODC

2, Nirgen STOCK | Secretary General, INTERPOL

14:24-14:30 | Celebratory Performance

14:06-14:10

© Day 1 8.27.Tue)

Session1: Next Step: Future Vision of Cyber Safety

I UAM Cyber Threat and Future Public Safety

YOON Donghwan | Seriiar Research Engineer, KIAST
Intelligent Malicious Script Detection Technology
KIM Jungtae | Principal Researcher, ETRI
Session 2 : Korean Society’s Cybercrime and Global Response
Digital phishil P System to Minimize User’s
16:30~17:00 damage in Korea
LEE DangYeon | Director of Digital Yser Damage Response Division, KISA
The Way Forward: The FBI's Evolving Cyber Strategy
Brett LEATHERMAN | Oeputy Assistant Director, 781

© Day 2 (s.28.Wed)
“a i v approval
[l = LN e pogn S|

Session 1 : Dark Web and Secure Messaging App :
Hideout for Criminals
Investigating illegal scam/spam activities usmg SNS,
09:30-10:10 | Telegram and SIM boxes detection
{ Alexander SRNGISON | Riglonal Diesctoc of Korés, Copnyte,
| shumng down an anonymity tool for criminals:
10:40~10:50 | The 911 S5 disruption
! Williamn HALL | Assistant Deputy Chief, U.S. Department of Justice
Uncuvenng Evidence in the Shadows of the Dark Web:
1050-11:30 | | Reveal The Onion
_ KIM jaeki | Director, Threat Research & Intelligence Center, S2W

15:30~16:00

16:00~16:30 I

17:00-1730
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© Day 2 .28 Wed)

'ﬂom vl be g he & members with prior approval

Session 2 : Double—edged s\nord of Hyper-connecmnty
t ened Vulnerability
! Suggesnng c ized guidelines based on analysis of
1300~1340 | top LLM threats
| PARK Junyoung | Engineering Manager of Global Platform Dev, NAVER Cloud
| Zero trust and a safer internet

1 1
=142 | Smrithi RAMESH | Senior Manager Outreach= APJC, Cloudflare

2 TBD
! 1600 Jlohn CRAIN | Senior Vice President & CTO, ICANN

Session 3 : Expanding the Scope of Digital Forensics and
Transcending its Limitations

Alin Investigations: Accelerating Case Resolution and
1520~15:50 | Uncovering Evidence

Mark FITZSIMONS | Managing Director for APAC, Cellebrite

From Al Proof of Concept to DFIR Workflow Integration
James GREENMUN | Program Manager, HSI

ldennﬁanon and Extraction of Crypto Currency Artifacts
16:20~16:50 Al/ML-TooIklt for lmestlgators | Digital Forensic Examners «
of Poice, Central f India

15:50~16:20

©@ Day 3 (8.29.Thu)
* Closed ytoth ith prioe approval

Session 4 : Estabhshm; Governance of Law Enforcement for

Cybersecurity
08:30-16:00 tACaseSI:u.ldychperation 'Endgame’

F‘ekg MIEDEMA | Digital coordinator, Pofitie, Netherlands

Recent Cyberterrorism Tnends and Proposals for
10:00-10:20 | ‘ | Response Strategies
LEE Seungwoon | Section Chief of Cyber Terror Response Division, KNPA
Securing Digital Landscapes: Strategies for Effective Law
10:20-10:50 | Enforcement Engagement in ity
Nils ANDERSEN-ROED | Deputy Head of Financial Crime Compliance, Binance
Governance of Cross-Border Data Requests:
11:10~11:40 | A Private Sector View
Nima BINARA | Counisel, Google LLC
International Response Against Exploitation (InaRAE) for
11:40~12:00 | the Removal of CSAM
HAM Young-wook | Director of Cybercrime Investigation Division, KNPA

INTERPOL's approach to reducing the global impact of
Cybercrime

12:00~12:30 {
Peter STANIER | Cybercrime Intelligence Officer, INTERPOL
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