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I
A hashchange event listener
e |n addition to a message listener, edgeservices.bing.com has a hashchange
event listener.

e |t was acting as a command listener with the syntax of
sjevt|{command}|{arguments}

window.addEventListener (" hange", (t) {
(il & URL(t.newURL). hash
u l= & ((i = decodeURIComponent(u.substr(1)).split("|")

'i || i.length < 2 || i[@] != "sjevt") || ((r = n.GC.Event).fire.apply(r, __spreadArray([i[1]], i.slice(2), !1))
window. location.hash = "#"))
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UnserializePropertySet

Application
L. -
User Mode
IOCTL_KS_PROPERTY Kernel Mode

1/0O Manager

KsPropertyHandler

If this property set exists,
call UnserializePropertySet
KS Filter I}

DE\/CORE
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Hunting the Missing Threat on Large-Scale VirusTotal Samples

* In March, we daily capture

* So, we collect

® 3

* Successful Detection of hidden behaviors

obfuscated samples from VirusTotal
; exclude them, only

fresh samples in March

VirusTotal Flagged Obfuscation

~1200 samples

YARA Scan 78 Behaviors are none-sensitive for AV/EDR:

1. Mutex-Access

4.
5.
6.
7.
9.5\
|
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Large-Scale Threat Hunting for The Missing Threat

nnYARA: Neural Network-based YARA Detection

\scan.py sample

es\vcdotnet-sample
Predict the hidden used APIs and pattern matching by YARA rules s

ectRect
eToWideChar
Large-Scale Threat Hunting on VirusTotal ~1200+ binaries ExpandEn

Search the binaries that are difficult to identify for most vendors
size:5SMB- type:peexe

L LstrcpynA,
L
tag:obfuscated
f$:2024-03-01T700:00:00+ fs:2024-03-30T00:00:00

2 Key Findings of Missing Threat In the Wild
1%

Anti-Sandbox & Anti-Emulation
2

VC.Net abuse of hybrid MSIL/x86
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SBOM in Regulations and
Guidance Around the World

* US Executive Order 14028

* US FDA Medical Device Requirements
* US BIS Connected Vehicles

* USArmy

* Indian Securities and Exchange Board
* CERT-In Technical Guidance

* Japan METI Guide

* German BSI TR-03183

* PCIDSS 4.0

* EUDORA

* EU Cyber Resilience Act
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& Date: Nov, 14th 10:00-17:30
Nov, 15th 10:00-16:00

Cyber Range Exercise

A blue team exercise centered around cybersecurity incident response. This .
89 Location: Track 2(HALL A)

exercise simulates cyber attacks on enterprises, where participating teams play

o & [® Share: Copy URL @

the role of a cyber incident response team. They analyze a large volume of threat e

alert data and system logs to trace the attackers' footsteps and respond
correctly to the attack incidents, thereby enhancing the enterprise's defense

capabilities against cybersecurity threats.
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nge Exercise Invitation

LUE Cyber Range Exercise.

you will play as the role of enterprise cybersecurity

As the participant of exercise,
tion attacks, handling security incidents, and taking

defenders, facing APT organiza
on challenges.
Here's your login credentials:

| Dashboard URL : https : //cb2024. cyberrange . tw/
v Username : NS
v password : I

e feel free to contac ve any questions.
TRAPA Security

B 10 ~ & & 5% ¢ B & » TRAPA Cyber Range™z % it 22tk 5

R

TRAPA
CYBER RANGE™

B 11 ~ TRAPA Cyber Range™z (a)% » E & 2 (b)H F
% % » TRAPA Cyber Range™"®-T 55> 233 3B ¢ 7
£ % Dlenwt i Blor o A W LRS- (Battlefield) ~ % > %
&g 4= ¢ o (SOC Room) 2 % ik 4k (Dashboard) » ¥ 3-iE 78
N R %%E’ BIARL I o e0 3% B w2 52 (Internet) ~
< B % (Demilitarized Zone, DMZ) 2 % p 3R % §%
(Intranet)e 3 B2 72  Blo7 REF R IR > 4B 12 (a)#7

|

i

W
\ﬁ"

—‘ 7. i_, . N — . ~ N pa

o R EFV AR L N0 fEE - S Fap
== > L A 2. N )] s

P e gk EgI e IP 3 B 12 (b)T s HFEILH
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% 7 — & Exchange-Server #7% 32 F 3t o

(b)

B 12~ Battlefield 2 (a)®-+ i* 2% (b) DMZ # ¢ - &
Exchange-Server 2. § 3t
B % 2FEEip? o F 6w oon LiEa (M)
H 02 24 s - X BAE2 %% 4Bl 1397 0 % o
SEFERT e LA FAEE N R R o
TR LM LR ek S SR 0 P g B AL
P 3 4 i (Investigate Action) ~ #& -7 (Notice) ~ 11 2
%*?ﬁiﬁﬁié%*gﬁiﬁﬁmgﬁﬁa%@%
A B~ 3 P @ & (Action Detail) ~ 2 2 B =%
(Investigator comment) ~ #T# % ¥ % 2 F 3 (Submitted
Information) - & > ¥ 2 ¢ wd 6 + L FPETF -
SN B2 ticket %d L BAEI FEZ ticket: i
¢ P 5 FAE4E 2 ticket B R F A4 F2 ticket €
Ma e s e BT oA FHTEFLASERE &
B 14 (a)hRekF® B > TR FRETHB S FHFLL S
FRICEFEF# 0Bl 14 (b)#r7 o

407 -2 T9F



SOC Room

Action Timeline
Tickets

WordPress Bruteforce Password 3 iovostigation 3 Resohed (M) Rejected

#81 Privilege Escalation

P

® 14 ~ Dashboard 2 (a) § 4*7 ¥ 2 > 5 2 () & S FIRIL
74 PR R
2 7 TRAPA Cyber Range™:"#®-T - L H F » JRAR AT

—a

TR2 AR EOMETEE Y- B Splunk = ’3:?3%1;‘5?
¥ ¢ 1@ (Security Information and Event Management,

SIEM)® Sig- #H A s et 7 2% o 45> % ~» B w
4oB) 15 #7177 o FIFFEEPFIAM % 0 B ANE - B 0TdS
T2z F oo Flpt 8 Splunk SIME 2 log
2 {7E Bl e 7 Firewall Status-Mail Log from Snort ~
Snort Log ~ Web Access ~ Windows Event Viewer - 14 %
Windows Host Monitor % log B & » 4% 16 (a)x (f)#r

7T e

FA4F =2 T9F



B 15 ~ Splunk SIEM & » | w

(d

B 16 ~ Splunk SIEM 2. (a) Firewall Status ~ (b) Mail
Log from Snort ~ (¢) Snort Log ~ (d) Web Access ~
(e) Windows Event Viewer ~ »2 % (f) Windows Host
Monitor 7 w
Exercise #-f248 158 % 4~ » 13 BA 2 2 32 2 i
AAENME AR e o (e RN fRAEZ AR P € BEor 4 i)
At Ae T
1.Ticket #516 - WordPress % # #t f% % #% (WordPress
Bruteforce Password) ° +100 pts °
2. Ticket #538 - WordPress #% -« & # # # (WordPress Plugin
Scan) » +100 pts e
3. Ticket #549 - AR e SQL /2 » 7o # (Time-based SQL
Injection) » +300 pts -

FA2F 05 T9F



4.Ticket #561 - E & IP & » = # (Malicious IP Login
Success) » +100 pts e

5. Ticket #610 — % 34 % ;%5 (System File Leakage) » +50
pts e

6. Ticket #618 - %= x:pe % 4 % % /& (Web Config File
Leakage) » 450 pts e

7. Ticket #685 - _+ i# Webshell (Upload Webshell) > +200
pts e

8. Ticket #688 - F #L & /% /& (Database Leakage) > +50 pts -

9. Ticket #784 — DMZ % p 30 p e it 47 3 (DMZ-Intranet
Network Scan) > +100 pts °

10. Ticket #844 - 5% 49 4 2% ¢ (Phishing Mail) - +400
pts e

11.T1068 — 44 = (Privilege Escalation) » & % = o

12.T1003. 001 - HR-1 & # &5 (HR-1 Credential Dump) -
YA

13.T1550. 002 - # w» # #-#1f2e% @ (Lateral Movement -
Pass the Hash) » # % =& o

F AR BP s W AeT

1. WordPress % +* # 2 % 7 (WordPress Bruteforce
Password)

® it - BIPERFE A EREE G 5% [P

® SIEM 4p B ik % 4 : Web Access °

® (“Eiwma gy - B [P e Y LRHBEE
admin & 5L o

@ N HRTHh W REERY UK GEHEDE ASEL s ek

E

FA3FT 2 T9F



® FATHTHR T2 T
> Ix‘t%t"ﬂh’ [P :10.101.0.22
> ITH B AR D 2024-10-31T17:32:16
> 1z# ¥ % URI : /wp-login. php
> I:cgfa‘zﬁfé’*if‘e"*-‘ﬁd’éﬁiiadmin
> AR RASEP N B AoR 1T SR o

B 17 ~ WordPress % # #f% % #% (WordPress

Bruteforce Password)#g 2 p %

2. WordPress # “¢ & ¢ # $» (WordPress Plugin Scan)

® Fh gyt - B IPEF7 5 WordPress 4 v & #* 2 B JT >
43 di3n 1P

® it @ SIEM ¥ i ¥ 87 chp &g 3 "o

® SIEM 4p B & % 4 - Web Access

® (Ffiwmi C FEILc F - B IP =n E A Portal ¢ A E
WordPress # v & # o

® AR L R FFF ML AP F 0 T A g BRI
- B F B B KR PP L R -
¥ SIEM piateART EHE T EHREE 7 F e
RAF ZAAFLF-ZWFFI L RREL T
2 o

® FARIATHR I Z T

> s % [P 10.101.0. 231

FAUMT o ET9F



> TTEH R pER L 2024-10-31T17:32:29
> iﬂz 1@ (User Agent) : Mozilla/4.0
(compatible; MSIE 6.0; Windows NT 5.1)

> AR E RAsE P p O AcR] 18 1o o

Bl 18 ~ WordPress # “t & ¢ # 4 (WordPress Plugin
Scan)#& e p %
3. AR SQL /2 » 52 # (Time-based SQL Injection)
® (Fffy it 5 - B [P~ &% ¥ POST -+3/4p ke [R] -
EREF w BFRF o 5 1152 1
® SIEM 4p B ik % 4 : Web Access
® (T md lc Fgilo F - B IP R MySQL i H 2 ¢
4 admin ek B o
@ NLEATHh - LEEERE AP PERZEFERL S
WPmE o RS SEE N (TS *‘F"K'Vs BT e B o
® AT 2 T
> &% [P 10.101.0. 231
> HH T A LH wp_users
> ¥ ¥ % URI : /wp-login. php
> 1 EAE N R AoB] 19 o o

FAHTFT o ET9F



Ticket #549 - Time-based SGL Injection

B 19 ~ AR e SQL 2 ~ 52 %¥ (Time-based SQL
Injection)fg = p %

.ER IP% » =5 (Malicious IP Login Success)

Fomid - BRI EFZHIP e 2% » Portal o
AR etk gL TR BEE LS B A
[P -

SIEM #p B ik % 4= : Web Access

FRmE e RO GEL PR Rk atesla s g

> I’{?J‘F}‘ [P :10.101.0.231

> Ii-c%t—"ﬁfé’ ~pER L 2024-10-31T17:41:18
> I?c%tiﬁ’g—?%f%’i*if%’i* f*ﬁ & #  admin
> Firdg e RALEP N B Ao B) 20 P oo

FA46F 0= T9F



B 20~ &R [P & » &7 (Malicious IP Login Success)
Hep 7

5. % %t % mikE(Systen File Leakage)
® FddpitiaN il pT| Portal Feh— B R ALAR RS BIE
e B4R BRI
® SIEM 48 B % % 4% : Web Access
® (FHlmd 1S Rl stF H P www-data gL Fp
W3 /etc/passwd s F AR IE o
® 2 h R st 4 © M/ete/passwd F A AP ek
S PN ERMEEE S N R AR 0 AP LY s E » ek o
® FAEATHR L Z F A
> s [P 10.101.0. 231
> @ﬁi%lfi%:@_&(Bytesout) : 968
> FHERIE C /etc/passwd
> PFFRF 1 2024-10-31T17:41:21
PSR T N . ) R

FATE =2 T9F



6.

B 21 ~ % sfh %8B (System File Leakage) 38 2 p %

fexbae ¥ £ % A (Web Config File Leakage)
Fdedy b2 Rl T] Portal e BAesbfe R fLE B
o Gte BAR MR
SIEM 4p B & % 4= : Web Access
T dmae e Frelo s X i i Webshel 1 JE B~ e B 4 %
G R e T ERERE -
B ;,-p?—*ﬁ CBEFHE R BET K E B
R e
FATH “‘\F' B

> s [P 10.101.0. 231

> @ﬁi%lfi%:@_&(Bytesout) 2041

> pxhpe ¥ miEAH%E L4 wp-config. php

> FhEMEFRF 2024-10-31T17:41:21

> b RAE RASEM N F Ao @] 22 47 o

8T £xT9F



B 22 ~ exbpe ¥ 4% 8k (Web Config File Leakage)

ep %
7. + i# Webshell (Upload Webshell)
® (7 ¥y it EF RO FH- BE SRR B2

Portal » 333 E’? EAN I el i A
® SIEM #4p B ik % 4 : Web Access
® FHimE I T Il szé’*dﬂz;‘%—— ® Webshell * @& %
Portal o
® 4 Himh I{?i%\ﬁﬁk #7 Webshell » ¢+ 2 %2 A »
R TR APLFEH I BAITEF AP
(77 PRI g (F o
® FRATIE L Z FI
> I{%J‘z IP :10.101.0. 231
> Webshell } @pFRF @ 2024-10-31T17:41:21
» URI : /wp-admin/update. php
» Webshell g5 :
/wp—content/plugins/VTKYVpYG/VTKYVpYG. php
> Pt R e Rdss P ) g Ao B) 23 fror e

FA49F 5 T9F



B 23 ~ + & Webshell (Upload Webshell)#g = p %
8. 7L R 3k (Database Leakage)
O FE AP HRIIITAHE S BRI AARM R
® SIEM 4p B ik % = : Web Access
® Ffiwmir oS Frl o stHF @ * mysqldump T3 i PR 0
RABFNTAHLE
® A e E L EERETH

B oo & hE > T
B¢ s z 1B adninteg > ¥ & SR #cdg o
® FRATI L Z FI

> o 1P 10.101.0. 231

> T E % - WORDpress1234!!

> Fh& - db. dump

> R 2024-10-31T17:41:21

> PR e RAs P ) E Ao B 24 fror o

F00F = T9F



Bl 24 ~ F 4 » /K (Database Leakage)48 e %

9. DMZ & p 3R i a0 (DMZ-Intranet Network Scan)

® (T it ¢ A MR D DMZ I MR R KN E
BAAM IR

® SIEM #p B % % 4 : Firewall Status

@ FHEimi e FEil X R 4 i 8 Portal o RRAREELF A
TR

O NHATw U AL FF T RLEIL R
3 B - h TN IR o Pow oy A IRIE P 15 IR
% o

® LAIATHRIZFA

> B fF 4R 3389

Boo| frde 4R35 0 22

Fra Kk IP 192, 168.0. 80

P& e 0 192.168.1.0/24

bR AT R A N % o] 25 A o

, 2
Ff

>
>
>
>

$O01F % T9F



Ticket #784 - DMZ-Intranet Network Scan

B 25 ~ DMZ = p $R gt enie B 5 (DMZ-Intranet
Network Scan)i% e p %
10,  pa49 4 288 (Phishing Mail)
O Tl I APHERGRY LR AME L A
HR-1 &3 w2 7 Fadd et AT E9
i = vt (cal lback)id 4 4z &
RALH AoV 4%
AT R EDRE
FEEE ¢ § T AR
SIME #p B¢ ik # % :Firewall Status~Windows Host Monitor ~
Mail Log from Snort
® T ma D¢ Al AR e 7 I CVE-2017-0262 iF
4t ¢ (payload) » % @& * # * Word Sci4=/H = = pF > 4
grwel [PirigigfE 2 oMM o
@ AL REN AT E LB
‘§”$ pi“:ffi%?;‘ff’fa L5 R féf“ B’**p Ti B e F] gt
5

' Ep
4B AR AE T AT AR D A ) STRT 5
j:"é’%ﬁ’f DT A e
FRATR I Z TR

F02F x5 T9F



> i &AL ¢ gbcPfYJFeX. rar
ok FE e L4 (fully qualified domain name,

Y

FQDN) : webshop. xyz. com

w ek g 43R 1 37880

2R {4z # X ! hruser@enterprise. com

#8i% ID 1 20241031174414. 001804@Attacker
FREEAL R @Y F  hruser

AT RASEA P F ho ] 26 4 -

YV V V V V

it Firesall Staty

1 dashbe .
Mindows Host Moaitor  Mail Log from Snort

Bl 26 ~ B 49 4 2% % (Phishing Mail)3g & p %

11. #4##% = (Privilege Escalation)
® 4 iTH L HHiER
® fF P AR 5 HR-1 et - BE G kR
s AL R 0 G A ARS o
® SIEM #4p B & % % : Windows Host Monitor ~ Windows Event
Viewer
@ LITETHRI2ZFU
> FHEMREAR Y RRAFROTREHEH
> o Rde L RA i F LA

$03F x5 T9F



> OBEREAS B RRA T RS
SR L RE EES RS SRR B
> AL R AP N FAcR] 27 4 e

Investigate Action
Privilege Escalation

Bl 27 ~ {2 (Privilege Escalation)dg e p %

12. HR-1 & # #& 2 (HR-1 Credential Dump)
® 3 d tHR-1 A {8 &E R
o %\‘B Ll e iR 3 Windows E 2t 3 R EE G
WoGTH AR
® SIEM 48 B % % 4% : Windows Host Monitor
® FAUTRHEIZF
> #& 5 1D
> A L
> FEgg 4 pER
> AR R K L
> b EAE RASEHM N F Ao B 28 AT o

$04F x5 T9F



Investigate Action
HR-1 Credential Dump

B 28 ~ HR-1 & # #& 2 (HR-1 Credential Dump)4Z e p
=

13. # = # & -#i3e% 8 (Lateral Movement - Pass the
Hash)
@ NtLiFH I Re#d - BiitE
@ HudP I XRRPAPE AHENT - AP HFAE
PR o
® SIEM 48 B & %  : Windows Host Monitor ~ Windows Event
Viewer
® FAUTFRILTA
> &~ 2 B &3 % (Host)

T
ié

> 7~ gl

> %k IP

> RS SR
> E o E LA
>

0O AL R AR N R 4o B 20 47T o

F0HF xR



Investigate Action
Lateral Movement - Pass the Hash

B 294 w» # d» - @ v 5 E (Lateral Movement — Pass
the Hash)#z e p %

fn

'gﬁj\F]’LE'—kII‘?P gb\_“ﬂpm %B&;}Q\*K ,}__,
FAER N E RARfoATR TR > JIF ferbop IR P GG

,.3

-"Ef‘*%%‘fc EX S5 EEER L L A LN
R EIE AR e S - B D7 ap SAHR
35 o

M 2P *i:”'ﬂr’}; ey itp F 0 & ”fth U FEEE e

B AT AT e BRIt YA 0 2 ol 240 T

1. 4= » &2 % 4 BLjRsTH
T ﬂ'\?’nb*ﬁ’@% A PLRE 33 RABITHRT O A s
& o 1‘53:}7; Ticket #516 g it » s H R * k4 pLjgch
SR ERET R E > T EFE T adnin RELEZHIE - &
Voo A EV LR RBAB R/ RS e

2. ER AR @
- LA A E g 1945 Ticket #685  se ¥ ¥
#-Webshell F @3] & st Portal * -Webshell & -
fafE » SR RIRBOE LW T fuﬁx’{?-ﬁé@é}%'ﬁ

F06F & T9F



2y

3. PR d B IMRRIFS
e E I AR A A eEFS 0 & Ticket
#7184 ¢ 3 4 it o 5T I DNZ 3 A2 T P PR R i 3R
R I’I?iﬁéﬂ%ﬁﬂ’*’ X R FL PN IR
LA UV N N R B R N LI
4 FHEBGERE
145 Ticket #549 -#688 > x’zﬁﬁiﬁiﬁ SQL /= ~ s ¥
@ ik (4o CVE-2017-0262) = # B3 2 0 7 T E B4 >
TiE- HEE T /ete/passwd frF AL R G EFT R 0 2 &
TR WEE R RS BR R S
R R
D. fI* ER 2024 & F
% Ticket #844 ¢ > :’z?i Br ) A ERERFER- WD
#d ot 7O I R AR AT HE
P ERTARIEER S BT EFE IR
Webshell e it » i 22 = 5 w el 5o & #30F 5 & 59
BT APEFRHE AT AT
6. GFEE Y iR
145 Ticket #1003 §-#1550. 002 - I’J:aiif—‘g ITRL P IR
6T BEEBEE T T N EEFHER
TICEE AEH Y A - LA
FEEH B AR WSER GRS REL A E T
HFERREPN I A 5 nF R

BLEARY St E TS R R R A D AR

FOTE % T9F



TR Gl TR R EBE R FRE BB
#610 4-t618 ¢ ﬁ@mﬂwﬂ;@ B0 AT > BE T S
BrUrdlzfs - HEN e FRRE TR T
?@@ﬁ%%?‘ Rk SR
=t TRAPA Cyber Range™3" 3 -T » cnil Se e o /2 = = 775
%Lﬁ%aagéﬁiéiﬁﬁﬁﬁgff,?gﬁﬂﬁa
PERBHS RV ERTRERA R AR T AR S
H 2 SIEM £ 38 log 2 & 48 J Bz wfissgp e @
g WIEF AP 2 log 2 E REITE R 2
PO ARG 6T R0 RS B £

SEETESNE EF =T ERN EEER

1. MSXAD £ ¥ % — Y X 7 358 ©

AttacklQ & - B % 24741k FE T FHRAE S NERTE o

%%MHMKHMK@#’ﬁ%ﬁ%iWﬁ“‘ﬁﬁﬁﬁyi

THEF R eE R REHRDE 2P F oS

TR P B EFF - Kk LB RRRIRIAEET

= ATTACKIQ READY » 4 & # it & 35 ¢

(1) » &2 se 48t PR+ (Breach and Attack
Simulation-as-a-Service » BAS) @ p # it ~ $F %
25z o 0 ATTACKIQ 0% R X FIRIEN 3 > FH T B
R EY Dk LR M D 2K

(2)FAL 1 RIS S SERAER 7 Op TR - BRBERE AT e
FHHCFHF > 0 ARG HF 2 HIR AR R
s FE o

NSE

H

F08F x5 T9F



()2 prigipl: 2 FwdFd 244K T THFFRE
OB iR K o

(4)MITRE ATT&CK +=% : 22 MITRE ATT&CK +=2%8 ;& & §£ &
S EE=E TRERIE =43 R et N g R -F A
R @ g iri gl s 2o

MS&ADT5-URDEHR

il

@ 30 MS&AD 1AV —=R7H
2. NEC (P # T F R §40) ¢

NEC ExmpFafirfepefii gt - &

TME D AR LG RSB A BPUNAIRT o 0T AL

NEC ’&_?gmﬁ%‘ DARB L & T RREIRE S

OEHE B S I SIS e S
ﬁv;%ﬁgw DREAS K MF T AR L RRE >
(Network Security) -~ #icdg £ '84 (Data
Protection & Privacy) ~ Z = > (Cloud Security)

F09F =2 T9F



o > (ol Security)
=

(2) 4 1A mds s Pl ¥ o Rt
@A PERE AT S %w%$ﬁ¢#% R
RO Bt I AR e L T %rﬂfsﬁ' P JTES b E R R

(3)2 $r b um| Hphr: 4 A1 F chd $o 28w Hjhe 1 s 3Rk

(Facial Recognition) ~ 45 *3#%] (Fingerprint

Recognition) ~ dx%ass|(Iris Recognition) » * »t 4%

A irBand Mo B TEBRE > & RIROA

3. SCSK tk3* £ A+

EpA- pphen [T RBEPRA X207 23 27
SCSK & & 2 1) 7 4 t58 £ 4L id ¥ FL 2 A58 o

F60F = T9F



T LSCSK TR RATH LR T LIRS

(DFAFX2FALEE LT fik2e g EFTR
FrheTR o FHLERBUIE X 2ARF X 2K
R EEFITT AL 2R 0 EE
By FEERET P RERL HELEEF
ISO 27001 ~ NIST % " ezt = 2 2 o

o

(D) 2fdd> % REB PP lL 2R ¢ 15

*» EplE g &L S(IDS/IPS) ~ B v g s & > %
&2 1 (SIEM) % B*EZ: e idbpEE ,g,rscw;ff
(3)Z = iﬁ’ﬁxﬁf&gﬁ,ﬁ AT R S DR
A2 HRA R S PR ﬂt%}%v%%l‘ﬁéfé

(DLP) » F# ik AT &Jﬁ%ﬁu@ R OBy @ B o7 B 0
FYER

% >0 a @l EFerme(loD& kT4
th }_ﬁér’;‘ kol E 1 Ear ]k A(ICS) s > R
At KA o TR B b e F I M A A ALK 6 e
1 3

Bl 32 SCSK tx3% £ ALPRIE 11 5

F61F % T9F



A

4. NRI Secure Technologies (¥ 3FP FH %X 2H D

)

P MEALDOFT AL 2IRBFER 0 BN 5 EE{orcfy
BHEAE2 DTAL 2fEA3 % 27 LRFTR - R
R fr s A I G G FE L EHE B g ¥
7% X_GDPR ~ ISO 27001 ~ PCI DSS % M™% - 2 24/7
Z 2EF ¢ (S0C) e TR IR PR B BB
7R %? 2 fe® > F 2 HRIRTE o
NRI Secure i & 1>t 2 % 2 2 ficdp ik o %f%ﬁ Sk

ﬁ? Byt B frddpm g7 (DLP) o pteh > 3R

/Pﬁ‘ﬁﬁ%ﬁﬁw?wwwﬁwwv@ﬁg&#

‘%“F* <% (APT) - & 'F“x?a‘ftl'p‘”‘”’i PHeELT R
i

1 :1? 2 ’—X'fr}@

N —
\

\\

S
o

)

\'\'

/ﬁﬂRISECURg/i

NRI SecureTechnologies

Bl 33 NRI Secure Technologies FPRF% /i %

$62F =% T9F



5. NTT DATA

AFHL 2R EF RIANEERFEBRA T S o7
LoaanRles f E RS chE R R P BT b
3

LA 7 ST S Lk SRR
NTTDATA$ i 2 & eh% 23705 82 ¢ LRG> ¢ HERF 4
FEPIEE &R L (40 GDPR ~ IS0 27001 ~PCIDSS) -
#imehE 2 ¢ e (S00) @ za TR e P TR
ii”ﬂ€$Wﬂ¢@ﬁ 2 oy Bk g NIT
DATA#&?%% Fon® 2f242 %20 o2 3N~ P R%RE
fr ToT % % %3 -
o b5 NTT DATA 4 %* 4 1 A E4e X fiedh $Lme (7 & £ % p
BAA 0 G B TP (APT) o & PEREET
Cy rHRITR O T AR R AT 2B

B 34 NTT DATA #&= & 7+

$63F = T9F



6. TRAPA

B LR R A ko 0 f ERHR A R
RPER G F IR o TRAPA 1" A 1 ELBEF ¥ #
o RIBIRPRPEFE T EE S R TR (4o
N EBRIERE ) ML LY o BB ?IE_PR%&%[
5'1’41:4:?‘—’** ) RSB BT R > 2o H AT XA o
» TRAPA &2 :8% 2 22 AL IR > 5 H B4 R TS
ZrE (DLP) » Feimacp T Rl o A% 2 2
TRAPA # #feid FRE R R dl > A £ ¥ bl g5 i
RFERPEFY - DTRPFEINFTEIRTELRLLE 5
B4 & %% &_GDPR ~ ISO 27001 # /2R & & o

CYBER RANGE
L EXERCISES

B 35 TRAPA #ri= & 75



= SR B = T

’IS

-~ W E

()AL eh% 2 {eE BT M E R 0 "gF Al Hvang
E oo Al BB L >t & BARR > 24 F kT Fren® 2
B o SHF XTI AL RO 0l ok B P B~ BRI
A7 5 0 H DT o o AL A S RS T A
MET TR R T o Fpt o iR AL BER eh% 2 PR
Pifer AP IHMER -

(=) BB B % 5u05 A% 2IRF ¢ B SLendi B 13 Bk A
LI 2] B E R
B GEL FERAND B NF L F o F]P s A @

RAHE S 2 TE A D % > PR IF § 3T

XIS o bl ST EEF T
1

(

i

) T 2P EG GRATPR L 2RI DY R L kT AT
% 2P ST E T ) DRIk f P Bchp

FEDDOSITHE » H DI~ B ER M F) Lt > fEZE
BAZHE 2R R4 DRI T 2405k il

Z EH R

(z) TR R4 > F R W iE s p FER
AT S R SRR S B LA R
P fde FIpt s FE R B R4 2HIMER > b
bR F A RE - @ s E (SBOM) fr ik 4
&R T

$60F = T9F



() B RIFHM B3R D T 24 PR E- A7

\“
-

(=)

Ve

(

)

(~)

(1)

(+)

e BT T U B A 2 & B iRl b kg R
Y LR o  BEFF Lo FS < F(CL/CD) A2
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Critical Capability Levels (WIP- preview) |’7!q||r;u”u_3, "

Mast rtical capabily of concem | Risk | Migations nesded |

(el Bl Store, process, and refrieve information

Containment
No Al-specific
mitigations needed

Same as computers None needed

(2ol W Give useful advice to potential terrorists Same.a Infohazands sk slip it nc mord None needed
(smallpox genome &c.)  useful than Google, efc.

ccL3 Directly help with dangerous work “Misuse"” by ferrorists  Refusal training with strong ~ Sfate-level

(cyber, bio, psyops, efc.) and/or adversary sfates jailbreak resistance cybersecurity

Au?onomo.us RaDs especially of Al it “Accident” resulting in  Guaranteed Safe Al Formally-verified
e pofsptialy unsioppa.b e malv./are; X an Alled global coup  (e.g. Safeguarded Al)  software+HW
super-human psychological manipulation
Ambitious alignment
(strong corrigibility, or
computational metaethics)

Discover (and exploit) new physical  Yudkowsky-style doom,

Presumably
principles without apparent experiment  e.g. aerovore ecophagy

impossible
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