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EHERE (Black Hat) {1997 FAAAZ - ZEIFR ARIHE R THLRRAVE L
Frffftat s SFEEFEBIEAE (Black Hat USA 2024) EEhAHI6K » NE
TR AT SR ZE S ~ Rl | OERAE ~ Bt e SR g% -
PR T RS BRSBTS ZAHR A B~ BURTIERI AL -

HFEZ2% KE (DEFCON) RIEHE&EZ R a RIS M E Rt tE
H) > (E1993FAL AT Z BT ENIT 2R - JEENAEE R

(Villages) K¢ (41 DEF CON CTF) E&EUEE) » SHERW AR Z50E
g Bl (LUTNTEAES) BRBUSIRIMISAEECR ERETETE (Policy
Villiage ) H17r ZE2EE B - W EBUSTEROETSOR 5 AN [0 2R
HAREZE K G a7 EE (DEF CON CTF) A% > R SH&E 7 F5RE—H
FHUR =M -

AR SEH2024FFE B BIE R T (Black Hat USA 2024 ) EAZE32Jm tHFEZE K
& (DEF CON 32) » [RIGMEETELRIZ S - WBRFERMHEVEES » {F
Fyuf bR E LR R RE T R E < 275 » Wi B ASET BRI K R 8E0
Lk R IR SRR & 25 22 81 DEF CON CTF JRE ZTTEUESE
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= - EAER

— ~ JEBIAH ¢ 2572024 F £ I RE (Black Hat USA 2024 ) BilE532)g
5 52% K& (DEF CON 32)

T EENIAE
(—) Black Hat USA 2024 : 20244F8H3H & 8 H8H ( FEpgHERT)
(—) DEF CON 32 : 202447848 H % 8/411H (IR

=~ JEENHEL
(—) Black Hat USA 2024 : fi 4 fifr 2= S g%+ 0 (Mandalay

Bay Convention Center )

(—.) DEF CON 32 : firfiraEhnfre fE 4.0y (Las Vegas Convention Center )

PO~ a0
(—) Black Hat USA 2024 : 202448 H7H & 8 H8H ( ZEpgHERT)
() DEF CON 32 : 20244F8H9H £ 8H11H (EFEIEL])

h~ 28 ANE  AEREERETE « FREEAR - SREZHHERTIA -
PRERZEAREIRTEF ~ R ITRIFAE S5 A « REE ML 2 FEEIZE R
W~ MBHRIDE ~ =ERREESIA -

= - HY

BRI AR R N B S8 i 1~ Eldee (LUT
ftREZ) B AIERT - S EZEE - B &2
L~ TR FAERATREE S - 1F R LI & 2P R S A TE R
BEZ 2% > ZIRAZEN2024F 5B RIERE (Black Hat USA 2024 ) 855
32JE H FE%#% K& (DEFCON32) -

A= S5 T if this works we'll get fewer for next year | i~ DEF
CON CTF ( DEF CON #8JHI[5% ) #IFES104 - HEL /B S Ai1E DEF
CON G2 BAE » AENE MZ 2FRIR 8 E I SR HRR (R B ik

FAHBAEE -



2~ JEEITE

Ve B 2 T R Bl 2 [ TRE R o BT HERR L ¥ 2R R e
EAE -~ BxEH - PUFEMESHAR - FFEEEIINERSIENTE
SEUAGEE) -

MR E (Black Hat) ZiHFRTHIARAYE 2RIl &3k - 1€1997
FEFRIGFFAESHER (2023570 AAESEEY ~ BON R apes ) - H3Fs
EENELHEEE - BROURAN RS EERR - FEEENEY
FAHIANE - HAh - S5 NEREIE B R~Y (Business Hall) > 2t &
LA R T S AR AR S [ B AR A E A o

HFEZERE (DEF CON) RIZHEZ Ry B IR E 2o R fn
e &S » HEZE SRR Jeff Moss B » 1E 1993 -E AR 11 35 B Hr 4k
HTERYE  JEEINA A TREEYE (Villages) K55 (41 DEF CON CTF)
ERBUE) -

H 1 DEF CON HYESRE % (Policy Villiage ) » HHY/Z 35L& B
ANEBERIEFE G OB E » AT E X Z B R 0 SR EE
ZEAERRE s (BRBUE R 2024/08/10 %% ' Challenges and
Reactions-Cybersecurity & Communications Resilience in Taiwan | JE& ) » &5

EBoRE BB S RS - B R BUTE P (R EE -



B HARECHE
— ~ 20244FEB BB A (Black Hat USA 2024 ) JE:E

(—) Briefing EH " Project Zero : Ten Years of '‘Make 0-Day Hard' |

1. HfE] - 2024/08/07 (SEPHAFRE])
2. i

Natalie Silvanovich

® AL Google /2]

® &4 Google Project Zero B2
JES=EK - HRTEER @R
T FH B R SR S 2

3. NP

(1) Google /\E]FE20144F7 H /N4 Project Zero B228 > HH—F+
THREZHFTANE (8912 0) ke Bk » St
FRENL R E P E AT B eR ~ BERG 28 - W EC AT AR
ZEHZ el - HEEET 0 2RI i 2 %5
EELM FH R 855 S NN EE A &Y & (Make O-day
hard ) » 3l Natalie Silvanovich 25 HH3Z 104 3K3% ER ZE AV HE
BIER R ARRE TR -

(2) Natalie Silvanovich 715 » Project Zero ELZE LR 25 %
—EBIEH LRI - G55 Google AHRHMRZ4Y
Ry P8 EERIEOEITE) (Operation Aurora ) » i SR BE(T
BIEA B (D EZENBINHR L EEE A B R
5 ) HEREEUABITER) (state-sponsored ) 3 %5
ZEEFIIEHEIE > SRS AT SR T R RE S R
R~ BIAG RARREIRES - PR R R Y e R
AFIBLIERS (vendor) BIIFIAMEEREME - DU A piek
InEHEREE 2 -

3



[El1 " Project Zero : Ten Years of 'Make 0-Day Hard' | JEH:zEE[H

(3)

FH.

[ Project Zero BLZEIEBIWIAE S - AL RIS
RESE > BRI

fignnE (software quality) @ #JHIS83R - (LfERG T
THZ RGNS - G= 2AE - K E
THRA - DU ARSE nT A MR R TR iR i B 1
o EAREEWEES TN - BRI AR E
TN EHZ 2R - DR RER - HE
% e BRI E 2 BURFEZYE -

W (transparency ) © SRR AREA A REMULF
B » P AREEEIRIE AR - 28T R R AL E RS
YL AATRIE AT RE M MU F BUS R 248 - P
DIESRIAA S ~ HAHER RAH IS A e - A
B ERES R S AT A SRR - Wt
HAMG= iR -

&l (patching) * ¥IHALIERG $1HIE H 22
JE4R1S - H R R IFAIGRA SR - /52014
0 BEAE90 RN SE RSN EURE Z e - (£4Y
14% ; REZAE T EHZRREAEECR - $1
THZ&RATHRNORE A (fmitErR S



(4)

(5)

(6)

ERESERC) - (eEALIERTE R R - F20184F - BER
90K N FEREAE T EEL97.5% -
SEfitE i (mitigation ) @ FIEAES > L IER TR HLIV4E
it T2 - HRE Mg S A HEEE - REHE
HPTRHESCE R AR ED e Rt 2 4%
figti - LLETEERS SO MU AR exploit F2
BELTOPTELHE - DIHECRGB TR A X -
f£ Project Zero BLZEHEH) [ » B 10FACRIE M I HVEEE
fem T DB L 2 Rl - 1E20144 » FaEyZ H%
S RIE AT BE H 22— Adobe Flash 7S 2 i £ =5 14 i BE
78 (CVE-2014-0577) 5 1| [ 20234 » St 22 Imla pi
R AT RERL FE 24T 28 H Vi s  JRAE R = - A
BN T BRI A -
FT5 (2024) H Rl pirfaEEEESEEA S A H
J&& - ABUYAETZ ERHE - 5551 Natalie Silvanovich £2
F— BRI R IR - 274 7% (security gap) » B2
[ER L PR A MU AR BGNE TS =R A Bl
g T e (middleware) BCERFEER(E L fERGHK
G Z BLIERY - A2 =B IF A ge/RAEAR > S (3%
RIS R A FH B8 -
Natalie Silvanovich F{&585H » (LIERGTE % b FTHEEL
PReE(E B I E ARG © BHIERS B IR ERaG
AIAT SRS - st B H 2R - ERRER bR B 52
BAMIER . RIS A BT RIE S = R
FHEER - (BN SR ryE R © M= REE
BRAVIABRE - HEERAE B R IRARRE - ok
IEFSEEREE LR -



() Sponsored Session F-XH " Moonstone Sleet: A Deep Dive Into their

TTPs

1. HFfE : 2024/08/07 (EPHHFR)
2. EWA:

Greg Schloemer

® IF{EERAE] (Microsoft) i
IHHR 0 (MSTIC) Z B2 15
pagoaeil

(1) BCEE A FZITAbRE A 55 EEATNR
KC7TE & 2 RIGEE - ZE G HBRIFEF Z4H4 -
Gt E I BRI R P R BT 2l
GO YN

(2) ARFEHNEHBIA IR F BB B AR 5
SNILEEE RS, - A6 %5 Moonstone Sleet (FifE Fy
Storm-1789 ) » - B4 & HoAth LR i 4H A% = R AR RO fe
W7k M — AT Z S B AR IR
Moonstone Sleet & 17k /N & B[ A\ 48U BLAHBHHR
i A IS A A 5T 2 B ERRES  DURIR LR
TR 8% MRS EE T EET - HAHRHIX
8755064 Trojanized PUTTY ~ Malicious npm packages -
Malicious tank game » & f'E &AL EHETERSHE M {#
PEEBAEE -

(3) ST Bulinictg » F3 TR =TT AT $ A EDR B¢
XDR B ECH T H - E# A TEE (A KAL)
= > FEECEE 1R S TR AR A e T M R B 4



(=) Sponsored Session T8 " Defeating Modern Adversaries: Insights

from the 2024 CrowdStrike Threat Hunting Report

1. HF[E - 2024/08/07 ( EPHHFR])
2. FEEA:

Adam Meyers
® FH{T CrowdStrike BI4&%;

® EEIEERLINE B IF
%fi (BIHNA TS - tEsE2
HE TR - BAGES )

3. NEME:

(1)

(2)

AR EENEFEE 1220245 CrowdStrike B IEHEwR S
5 i 2023 FE A AR el £ SRR el 14 S B 14 55
g > 383 G 8h=0Af% (interactive intrusions) I#&75
AIEINS5% - HEBASH M (BIAIER o aham el
BEEIREERE ) B st EXAREE BRSNS
H B RAE S RIS » MRS EOR BRI S i 4 2 B
EAUSFAUERRE - BREREm2EEH A A4 -
Hef > Fe ARG IR CrowdStrike RS B ERFE
Bl B Z 4T ~ Bl ~ (5 A G R i B R B
H (RMM) T ES5 A (6] e H B e A 2 7
% o RIS TS Sl T &S SR R Rl lic & A
TIERE R R G R ERE T 0 AN TR
ANTEE (A) A% B SR o A ME A B8
2 DRI R ELRERETT -



(PU) Briefing =R " A Framework for Evaluating National Cybersecurity

Strategies |

1. H¥#fE] 0 2024/08/07 (SEPHHERE])

2. GEHN
Fred Heiding
® H{EISHREEIIEELEUR
st 7% B

3. WNEMZE:

(1) EBEMEREEZBORES > LT E HAHT AN E
oSN ER R AR > LHFEER LK 2
—(E{EGRE RS - NIEERT 7 S EEEE - 2KE
IREBEHEHVEZBORIEE RV ISR - A
T 2 R B RS 2 B Y - BT ST B nTRE(E S
EEF R A o AR SE R 230 & T (A RV Z AR S

(2) IEIENTFCEEREE T OB G AHE T AT > B 9(EE Sy FE i
BT HVARORHTE Z I EAE ST ~ BURHE AR ~ #4£2020
FRER ~ BHHUS > WHEEIZRHIE T 268(EEAG H Al &
{ERVRRE > SR L ECRARRRI A F R R AR > 3B L8
A S TRELE Y ~ APLLER A EARAE - APLLEl Ty
AR - W HRIBATE RV E R RS - g
HEELZBORGE S - BLHEFFETI > SR
P BIR AV ELZBORFGE TSR - DU FIE AT
[EiERRHYEESR

(3) sPEMEZREYTL(E LT

8



H. EfREEER  sEEZHIE AR -
ZEIORERIAMT ~ TR ~ Zt -
AN, FEEENEEYRES - FOTHVRE - T
& o
T BEIBHREG  ERR  UistE -~ EJTHRE G
TAIEEEINECR ¢ BT LUE(E ~ "] DI
fif ~ A UHS -
(4) WIFEERR - AR 7B E ZBOR T > BOMNELET
BB S VU RS > JRRIES {18 A a7 4
A EAR R A B Y -

N

5<F

K1 SHEZEOREBALEERANE

HH

RE

RERT IR &L BURHIESS

SR PRI A B B E R
(B i o R R R 2

B SRR R (A

PP B > I Al

KA Z B L BRI =

FE i

AR i BEE SR

VB A IRl B B AR
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bla?ckhat
USA 2024

Strategy document summaries

Date Pages Supporting documents

@ Australia 2023 64 Implementation plan, Cl guidance

€ uvae 2023 31  Dubaicyber strategy

® Germany 2021 133 Cl strat., EU strat., Cyber. Compendium
Z lIsrael 2021 31 Data protection + IR framework

® Japan 2021 68 Cl cyber protection policy, Basic Act

“& singapore 2021 35 Cybersecurity Act

® South Korea 2024 24  US-ROK cyber cooperation framework
& vk 2022 130 Gov't cyber strategy, regulation review
£ ysa 2023 39  Implementation plan, workforce strategy

sometimes vary. Some have different

&2 " A Framework for Evaluating National Cyberscurity Strategies | JEHZ#= A
SEE LB SRR

blhdkchat
USA 2024

leck hat

UsA 2024

\ The Cyber Scorecard
m B Leaciing Meeting thebar [ Lagsing

— ‘ﬂ ol g P Seoeig graang gomn,
A . @ ausveie [ I t—

® comany [N [

o sopen [

& singpore (NN I I I

® SouthKorea ] — S——

® u I

s =

the actual scores that we learned here.

&3 " A Framework for Evaluating National Cybersecurity Strategies | JEEEZ= A -
SEEZBERET R

10



(71) Briefing £RH T Living off Microsoft Copilot |

1. HFRH - 2024/08/08 (EFGHFE] )
2. AT

Michael Bargury

® RiKAL Zenity /4 H]

®  Zenity \FHYILEIBIME AR EH
Flre - BB ) iR BARARE R
B/ AR FE AR Sy &
BB Elm e eV E L A

3. WNEME:

(1)

(2)

RN E]E 202342 H H#EH Copilot ks @ FeAR i RALEE
SR (LLM) HIIIREEES A - il Al RfaiE - f20t
{2 S A EF AR - 58T Michael Bargury $¥f
Copilot FRFSH#EST T 2 IHZ W9 MRS HATEIH 2 &
FH & 22w b BAAE RS A - DL MITRE ATT&CK FYER i
(tactic) FBREZF » i H TSI E MG BT

S S

F BRI G ACR o TR R 2 i - flan=
ENFEIFIRUE L(EA ChatGPT 1% - N {E A &GN
HEE SN SR E] By T 27T Copilot fRESHVE 2
% 0 EBE TR NE e GIAItHE N P ERE B
fEZE ~ INERB I TRIETT R RARAIR S ~ BURE
R4 K (sensitivity label inheritance ) ~ fE£[R I

Copilot iR R A sh i E AUh % -

11



B4 " Living off Microsoft Copilot | JEEEZEH « Copilot IR B IEFEAY A EEH

&5 I Living off Microsoft Copilot | JEz#E 1A - Copilot iRFSEE(H FH 248 =08

12



(3) ZAIfi > Copilot MM ET 2 A S 3 Ky 27 4= MR -

FH.

4% A A BRFI4 PowerPwn & Copilot ARFSHY
HETE > BE%FI A Copilot fl % EAIIRENR - 1E
(& S - E Y EE R EHUREER -

£ Al BAGEE N7 Rl - g B NI — Bt
TAEMYFIA52%2E > Michael Bargury Rl iE #dn
L~ BOR - EESRIHEEER > I Copilot RF5HY
b7 » AR AR R BURNEIAE 2 S DAFRH AT
AEHEMREGERE T (GEBRE SRR
L] o REPZIE AU BURERN -

Copilot A5 RES R I Z BT & T K - B30
DLEE P& 18 Y el s BEE R A ik B T - A0k
AILLE EMEEE SR Teams AR FREIEE =AU
PRBAAAIATHARE A YT 52 - IRIELANAE 22 AR ELA T =0HY
FEFHERBER - BT EARRKEEHEIA

( Automated spearphising ) » #Z£f% RCE ( Remote
Copilot Execution ) YRGS o
EAIRERE RS T ZF B Copilot RS » B AFRER
WF S ARE (Awayin) ~ BOEK (jail-breaking » HJ]
BHIE A Al E I B e E A (E PR ) R HA T1RE
(A way out/away to cause impact) ZE3{E 5% - 1F
Michael Bargury 2502 MG » 3{ERIFITRCTTEE
F 5 PIanEE ARER 7 > FRERDUE AN B
> 2P e H B A = R Y system prompt > 1]
FIFIZIES Copilot R NRFRTE S > SHAIEAAN 7
FFHVRFEST Ay L AE S base6A4R 4 [ ik
il o

13



(4) #f% > Michael Bargury 505 Al JiE FIZ2{RIEHYERPY - (HIE
SRR - RO MER R B RSy B B I & - IR e
FIFAEST ZARAER - FEL2IREEH#E T

. SHERTETT > sas R TR RENTE - (B AlLJE
AR B AR (GRS - diHelE RCE
( Remote Copilot Execution ) HY% 2 G FERE
— PRI o
Z.  SEIRBHEE o 8 A BN ZRAGTRRY - B
FINERERE S - B2 H H A TSR
R DR A S% — Sl A 2 e

B -

14



-~ 20245 =B E1ERKer (Black Hat USA 2024 ) 5B RS
—) PR E (Business Hall) 7144
TR BT 2 B L HRR (e B Ea E ( - (LIERS
A O BRI SINEZOR - MERFHZ B IE R HE R AH R
FEnm > JN A E LR A TGS © Sk > 20 Al e e e iiE
SERMIRUm AR T AR B BEE - £E Arsenal 358 3 R B
TH - WAERE SN Business Hall &£ -

&7 Business Hall &5
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() Briefing =& T Bricks or Straw - Choosing the Right Cyber Framework

to Build Your Security Infrastructure |

1. BERE :2024/08/07 (EFEIFR)
2. EEAM

Nick Misner
HE Cybrary A EEH# K

Terrence McGraw
FRAT Cape Endeavors N\ EH{TE

John Bruns
FRE Anomali A\ & EXZE

3. PNERERL
(1) #ZHRH Cybrary /\E]=Z3#EE (Nick Misner ) ~ Cape
Endeavors N E#TH (Terrence McGraw ) £z Anomali 2\
H &2 (John Bruns) FREGEETTZ » $L[F /3= NICE
Framework ( National Initiative of Cybersecurity Education,
NICE ) £ DoD 8140 Qualification Matrices 725 » DL

RN B S A AR P A AR T

16



(2)

(3)

(4)

.

[E]8 Business Hall Speaker {15

NICE Framework : H1 35[0 ZRATEARE EE b 52T (NIST)
BN ENLRAANESR - TEENRHIEENL2H
B FIGRECRERS &1 - EH I R 7(EEA ~ 33(E H SR8 R
SoEEZ LA  WEFRTTTR  £6E - HIE AL
FAREI - BRITE R A PR BASEE
DoD 8140 : =EEIE[IEETE » FH 57 Ry 1A Technical ~
IA Management ~ IA System Architecture and Engineering
J Cyber Security Service Provider ZEVU%E » ARAEIIRST By
REEELR (F140 level 1% level 3) S (Fl40
Analyst ~ Support ~ Responder ~ Auditor ~ Manager ) » £if
W& R e A PRy B AGEER
$1¥#J_EAIC NICE Framework k2 DoD 8140fHjfy K725 Fy 2 &Y
ftiZ HAZ > NICE Framework T2 {4t EHEURFHERITERI &
T. > DoD 8140  F (T H B KRR S T - 2% NICE
Framework fEf 73R! - SRR EHIAZRAT ¢

73t (Analyze) © FEGHUTEEFIHTENZ 2 &

17



w2

REEE T =S H R 2 FE RS -
BT TE) (Collect & Operate ) * EMEUTEENZ
EEE R ETEERR R S E
#i2 (Investigate ) : JIEEBLENLZ RFE(F ~ IT &
&~ BUISEIBEHE 2 LIRS -
ZEZRELIE (Securely Provision ) @ FEEE
B Bt B B ASECERSE - AREIIY
T REFRE -
BB RORFE (Oversee & Govern) @ FEJN IT &4t H
HEE SR ~ B S o TR RS ORFTAE
DL R B 2

NICE Framework &z DoD 8140EL#x3%

Vil

NICE Framework DoD 8140

T3 (AN)

CENEHUIRETTR | EERBEIMERERE I
HEEAR

SR ELTTE)(CO)

HHEN R HHENIUIE

EH 2 (IN)

CHEHPHEEMIGEE | FEREHEE HFEE
B

AR LIE(SP)

MY NICE Framework > DOD 81407 T vk 244
% (SIPRNet)

B SO BH(0V)

FH¥H7> DOD 8140 > NICE Framework 5 Z 8 72 il 15 B

27¢
A5

18




(=) Briefing =/ " Anatomy of an API Attack: Insights from Real-Life

Breach

1. B : 2024/08/08 ( SEPHHER )
2. AT

Marko Prudnikov
® FH{T Akamai 2 &% TH2HT

3. ML
(1) RRIFHNEARL API TCREINT - $1¥ AP EFRS
2 BRERZEEE F(B2C) ~ RFEEHRZE(B2B) RINES A4
IS > Het o Web API BB B RAVEEHS
i Web JBI%EE 2550 HTTP {7708 A1 T28EH - 2255 API AT
FEft > THRETTE Ry R AP i -
(2) #@F - WBEFEFEBFEERS - UG R B
R E T EESE T M ARREER L - BB
BRIV B NS H A F BRI E R E LR
IR R I NRRIIER BB AP BEZHER] » H.
HAR G R ALY NI a] N HER SRR - MR E T ik
FERFEHL AP SR KO8 55 WIRTREEETE AP 3]
FERRTNRFELEL AP B RS2
(3) 5 > OWASP API Security Top 10 20231559471 Fs5 Hi A
FAE4R Web JEFT » AP B0 5 52 Ba LI 2558 - A0 3%
BRI ELERTT API RCHRRA - ATRTRER R E AP {5
IERRSE T HEURE - BRI AR Hb %8

>

19



SEH i N YIBRE T EUOREE AP BRI
LA KT APl IR R B — B rhligaE UK
fiE - HERFASE N BHCBHSE AP ABAE NP e
T T 2 A AR R e
Z.  APLUHIE * HAFASERE B AT RE AT R ENRE R T
Akt AP FHER RN
W, BEPECRE | FELSEFMGE AP T HELITH LN
BRI > DRE AT e e B 2 (o G R T
FofR I - MERTEA AP R -

FH.

20



Business Hall
Theater F

THURSDAY
1130 AM - 11:50 AM

Anatomy of an APl

Attacl: Insights from
Real-Life Breach

Sponsored by Akamai

Marko Prudnikov

W m, B

a —
A cusy, . Is do You L
EXPEc?;:‘nEg,;S have,

-
%%  100s

AKAWALp,
,,ntfr‘;vmso

e
2558 1
,f‘f-&, 000s
If we dqn‘t have a complete list of our APIs, it can be
challenging to ensure they are all deveioped secursly.

DL e

[E10 Business Hall Speaker {15
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= 32 ELE KE (DEF CON 32) FREEE
(—) ZFEEF% (Villages)

DEFCON & FREF S SOosi B T BUEE) - Hrh ERERES

7y SR E ERHEAE R AR O RS - R

FEBEBEE - 5 ~ IEEE T2 BLE T 54 DEF CON 139

(B ERERTE - DU SR Bt

1. ICS Village

ICS Village /2 H—{EFFE AR EH - 1= (EAHARRE T2

40 (ICS) LA SLpkEL - Hrp— @ 2 5El/B HE 2
Peif 2= i T ISR B R SO - 5]
PG ES B A - ERIBHEEFEE 2 TIE A B Gk
15220 7 B oy 4 » ALMEE SRR - A AT R A (T A
J& - AR S50 E BINEHBEE R BN HBECR S - SRS
PR KRS B L PR % 2 B I FR{R SRS -
DG IEES 0 b At

[E 11 ICS Village &7~

22



[E]12 = (e B B = R e A T S AR HE T

13 5% [ e e R = B e AT
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Al Cyber Challenge Village (Al x CC Village )

Al x CC Village FEH B IHACER 7= » FEBLIEZRISZ Al FAE
Az o TRHBE ORI AL R REST SRR 2 R - B S
JiE ELER G T ERE AH R T SRl -

[E]14 Al x CC Village {315

[E]15 Al x CC Village 155t = N

24



3.

Cloud Village

(1) PEEEImERE R RR - FAHRA E bR H 4ty
- A Cloud Village j2&H—REE B4 & IR E 4F
EFTiRUE AR - TR ST Y T =0y
SHEN L HR A - B EI2 R CTF
(Capture The Flag) %% °

cLOUD.
viLLA ] =

CLOUD VILLAGE CTF

E 16 Cloud Village @:5¥R15
(2) AKX Cloud Village PN2024FE8HAIHE8A 11 HE M - %

FRATT -

@17 Cloud Village &igisfs

25
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5.

Recon Village
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Recon Village Talks (@ DEFCON 32

Las Vegas Convention Center, Las Vegas (us USA)

i 9th August 2024

Bryan Hance Comprehensive Talk 10:00-10:45
TheTechromancer Comprehensive Talk 10:45-11:30
tay Cohen Short Talk 1:30-12:05

Bypassing WHOIS Rate Limiting and Alerting on Fresh Enterprise Domains Willis Vandevanier ool Demo 12:05-12:40
SWGRecon: Automate SWG Rules, Policy, and Bypass Enumeration Vivek Ramachandran Comprehensive Talk 12:40-13:25
Tapping the OSINT potential of Telegram Megan Squire Short Talk 13:25-14:00
GeolNT Mastery: A L h ol d: Mishaal Khan Comp Talk L 0:1
Recon MindMap: Organize, 1 d ze Your Ry ff L levsk (> 15:45-16:20
; RAG: tiches: Navigating Large Attack Surf, with LLMSs to Find Bugs Anth thod Comp Talk 16:20-17-0
F h f DN " Comp: e Talk 17:05-17:45
OSINT at Clemson: Unmasking John Mark Dougan’s Disinf P ffiekd Talk 17:45-18:1
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= EEBUF2024F E ] EIE A (Black Hat USA 2024 ) 2832 Keynote

FRE T Let Me Tell You a Story : Technology and the 4Vs |
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R Mandalay Bay Convention Center, Oceanside A &%

Jen Easterly
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Infrastructure Security Agency, CISA) T

FE Let Me Tell You a Story : Technology and the 4Vs
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blg’ck hat
USA 2024

with our first set of characters.
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