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P
:‘ Hﬂfd UFD - Grupo Naturgy PRIME PLC Smart Meter Cyber Security Assessment 2022 - Present
rupo Naturgy

merytronic ZNeF
y— Merytronic, ZIV and CIRCUTOR Low Voltage Advanced Supervision devices (RTUs and LS cards) validation 2022 - Present
Validation of substation gateways according to i-DE’s SAS 61850 Gateway test book — mapping

Ingeteam zZaw
9 from IEC 61850 to IEC 60870-5-104

Ingeteam and ZIV 2021 - Present

@CHILOUINTA Grupo Chilquinta and Grupo

nitial Approval o s (Metering, Monitoring and Control Systems) as per Chilean Regulation
m CGE Initial A | of SMMCs (Meteri Monitori d Control Syst ) Chil R lati
- D e ——— T
l DE i-DE Grupo Iberdrola Deﬁn_lllor_r of an IE(.:1I?4 TestBook according to then Norwegian pn?ﬁle (NUC 104 _rev1.2), .
nupa IBERDROLA considering the existing 104 TestBook defined for the Spanish profile, valid for SPEN in UK
. -

1-DE

nupo IBERDROLA

DNP3 PID and TestBook to standardize and validate the DNP3 profile used by i-DE in
their SCADA environmen il (Neoenergia) and the US (Avangrid)

.
1 DE i-DE Grupo Iberdrola Test environment development for communication interfaces for Low Voltage Advanced
e IBERDROLA Supervision (SABT)

Definition of detailed technical specifications to define the requirements for a SAS 61850
deployment: IEDs, SAS architecture, SCT, ICT and engineering process.

Definition of test books for testing gateway devices by covering mapping from IEC 60870-5-104 to
IEC 61850 and application of IEC 6235 -5 (security), in the context of a SAS 61850 deployment.

i-DE Grupo Iberdrola

.
l DE i-DE Grupo Iberdrola

Gnupo IBERDROLA

2018 - 2021

ABRB SIEMENS
% PSP ~v @ Multiple clients (30+) Testing and verification of Smart Grid components for the following protocols: IEC 61850, IEC

60870-5-101/104, DLMS/PRIME/IDIS/OSGP, DNP 3.0, IEC 62351 AN =

Scysider sxomcon
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[ IEC 61968 - IEC 61970 - IEC 62325 common information model + data exchanges ]
IEC 60870-6 s
l . - = 9 DLMS |
(TASE.2/ICCP) w\—,l; QEEB r 4 ;_\‘ M-Bus
Wind integlation CHP connection PV Integlation
'
" sy " S =
A2 1EC 60870-5-104 =] ccrP
Power| IEC 62351  Jrimsion Distribjtion system operators Demand-side
participagtion
IEC 61850

e o4 dts B
s agdmer ge N )
[ UniGrid Telecontrol T CIMBION } [ Smart Meter DLMS ] [ EV Charglng]
S

Simulator/Analyser Simulator/Analyser Protocol Test

UniGrid SA UniCA TASE.2 Smart Meter M-Bus
Simulator/Analyser Simulator/Analyser

[B7% 2 : DNV Expertise in IEC Protocols and Capabilities in Testing tools
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Display
It is used to show important information regarding the
status of the meter and consumption data.

Consumption indicators
Two LEDs to indicate the consumption. The blinking
frequency is proportional to the consumption.

Push Button
It is used to navigate through the screens of the
display.

Relay switch

It cuts the supply in case of a problem. It must be
switched on again manually.

5 QR Code
- Exclusively used by Gridspertise for internal
operations

[B7% 3 : Gridspertise-The Open Meter Device

Energy and Power bi- Load profile management
directional measuraments 60 minutes for active/reactive
ies (4 quadrants)
Active [kWh] and reactive [k\/Arh] - energies
|-
Multi-tariff options -~ B¢ Power limitation
Calendar management 3 In import and export
and flexible prices =
I3
Diagnostic management g Remote contract
Sending alarm towards central 3 management
system N Available powers and bad
[TTTIT] payers
Remote firmware Energy balance
update To reduce commercial losses \-'
To implement new features (non-technical losses)
and customizations @

Bi-directional Quality of service
communication (interruptions, voltage
With central system variation) logging

[B7 4 : Gridspertise-Smart Meter Functionalities
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Availability

PLC communication — SCM in slave mode 97,08%
-—"'—_—_7 ‘—__'_‘-
<_(§E_Réﬂﬂunication — SCM in master / stand-alone mode >jlizo___,>
WiFi communication — SCM in master / stand-alone mode 95 -99 %
Ethernet — dedicated modem — SCM in stand-alone mode >99 %

Ethernet — use of end-user (customer) modem — SCM in

> 0,
master / stand-alone mode 99 %

Totaal >98 %

&7 5 BERRENEITEER
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