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= HEHEN

RFE BRI R R R S RS AP IR TR e B B R R 77 2£(2021-2025 ) F
I RHCBOR R N BEHEE) 2SS mRE s B PR TR e 2 AR
S LEEZEAEEAA TS EYBMERRGETEAL-115F) » 5EEEMARRZ
N T2 AERHRSEER - ANIEANTEE  VBESE R ER R 2 &S5
f& o S FoRkE e N I pR S NS BEE BRI S it 2 EHEER
FEFLIRIER R Ry (EIS R B - B IR B SRR HEI PR B E T TAZAT
2@ (IEEE) BEMEIRE T et » S hEIEEERwE - 5T~
SeERIRTRCR » (R ~ B ~ WHIHT 2 A A E R RS (T - BRRAFIZE 2R
REHELTETEm A SINg ek r] B BIIE R E R (F A AP E & E LE (22
JEF N T2 YR R e 2 2% -

R o HH B P B 1% B8 7 A2 Al 22 &7 (Institute of Electrical and Electronics
Engineers, IEEE) T4 » 5% 22 E (R BIPEME R E R ROT RATAE 2 RERUEAS - 2 ng
i ] R B S BE - B~ B PR REERRERGE - B REZ SR
AR 2 8B (AR FTiEE) T B E LR EMER A LA EYHERRETE112-115
) AEREHAEETSF -



& - HETE
— FBREBEURERRE
2024 5 6 R ERHIERGEE - BAL KL 2EIEET & (The Sixth
IEEE International Conference on Trust, Privacy and Security in Intelligent Systems,
and Application) [ 5% B HE B TERH & 4 B - FH UM BE A ER  LAZAE2 & (Institute
of Electrical and Electronics Engineers, IEEE) 5 & T ¥t » JE15-EBE R FIEE A&
GEIRE 2) -
ZHETEH 2019 FAHFS | mES » HEFEEH 2 BIEMEESHE
IoGEmE  SERRRSHERY AT - BRI - A SR N BRI SR E
ERRUHT LS ZE L 4NIE ] R RELE ~ BRI 2 HR T o R
T ANEFIE AR ~ 1iln N BRI TAZEN DL SORSE T E B (it —F
B DEFIGRIAEES - SERET) o I &R (A(EEE, 2024) -

¥ IEEE TPS 2024 Call for Papers

Scope

Recent advances in computing and information technologies such as loT, mobile Edge/Cloud computing, cyber- physical-social
systems, Artificial Intelligence/Machine Learning/ Deep Leaming, etc., have paved way for creating next generation smart and
intelligent systems and applications that can have transformative impact in our society while accelerating rapid scientific discoveries
and innovations. Such newer technologies and paradigms are getting increasingly embedded in the computing platforms and
networked information systems/infrastructures that form the digital foundation for our personal, organizational and social processes and
activities. It is increasingly becoming critical that the trust, privacy and security issues in such digital environments are holistically
addressed to ensure the safety and well-being of individuals as well as our society.

IEEE TPS-ISAis an international multidisciplinary forum for presentation of state-of-the art innovations, and discussion among
academic, industrial researchers, and practitioners on issues related to trust, privacy and security in emerging smart and intelligent
systems and applications.

Topics
Topics of interest include, but are not limited to:

« Foundational, theoretical models for trust, privacy and security in emerging applications

« Trusted Al, Machine Leaming and Deep Learning

« Privacy preserving Machine Leaming and Deep Learning

« Trustworthy, safe and resilient intelligent systems

« Trusted, privacy-conscious and secure systems, applications and networks/infrastructures
« Security and privacy in loT and Cyber-physical-human systems

« Trustworthy and secure Human-Machine collaboration

« Access and trust management/negotiation, and secure information flow/sharing

« Bio-inspired approaches to trust, privacy and security

« Game theoretical approaches to trust, privacy, and security

12024 FEBREEAGERL Z2BIEH G A58k
(BRI © 2024 FEZBRFIERIEE - BALA L 2 BIRbT Sk

10



— - FEIE RERE

s s T S5 B R R I i I S 2024 4E 10 H 28 HE 10 A 30
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L2 2 G E ] TR HI S (BRI L 2 BRI R TE 5 - ST a2l
# 1R -

= | HERKEAGE - BARZ2BEHS gRER

H S (E Rz ) e G HRAE
B R B B

FEEZEGTFHSEZEEF TR

B BRI A TR
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2024 710 H 30
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FETD)
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FERGRIEH T RER) FFA ¢ Yanzhao Wu ({FB2E
HERERE)
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FAE) ~ Heidi Sofia ( EBIE LA EMTTERZE EVIFTE
sRAUCEIFEAE) ~ Elham Tabassi ( IR FAEHEE R TS
Bre 3 B Al S P @I A ) ~ Cliff Wang (EEIBEIRRIE RS
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Wing 553 Al {ZEHY A T E(Trustworthy AD) S EE(Wing, 2024)
(—) KrEEE R EN
FEEB - A LB LRGCEH EMFHTREE - FIEM
TEH & AES - B0 - Piae A Bt s R Bk 8 sE 17 - 56
H P ] o B R e B R eV RE S B TS H R T
B ANTEZEZRGEE 7 AJHRYZRIR - f140 © AlphaGo /& BRI
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2RI B E R E R TI A TR E R4 T ae R AEss A
N BN AR B EIRINZERS - WA AR R RS R
Gores  BRERE AN EEEES £ B RS E G
INIFEER - AIEER R s (E RSB R g B e
P L R SEENEARE A TR E RSV USEE S T A
CHEEHHBEANARAGEHE 3) ) REETHE A TEELGT
HeEgHE M ARA -
TEBEET SN » 2023 FEREIFF SRR T S
2 HAEEMATEETE <, (Executive Order on the Safe,
Secure, and Trustworthy Development and Use of Artificial Intelligence) °
SMIAANTEEBEHRAENES ARt ALk - AREENWAL
BER[F F(Responsible Al use)H Bhfig APk » (RIS -
=R BRI S o AN B FAEAYEE T AT RE S B ERR ~ AR ~
AMERERE T EEE - BRI AR E RIS ~ 1
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Robustness and Fairness

Two Petty Theft Arrests

s - .t |

VEANON' PRATER S8  BRISHA BORDEN
0

LOW RISK 3 HIGH RISK 8

0. Mandal, 5. Deng, D. Hsu, 5. Jana, and J.M., Wing, "Ensuring Fairness Beyond the Training Data,” to appear in Proceedings of the 34th Conference on Neural
Information Processing Systems (NeurlPS), December 2020, arXiv:2007.06029, July 2020, July 2020,

B 3 EAERANEVAER AR AIERL AIEIEHRAE A ARIE
(BRI © Jeannette M. Win, 2024)
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() REFT KRBT
. REAEERETRENEENATIESE

1999 FEEFEARBER Tk A B E 2RI
ZEEMEEHE ) (Trust in Cyberspace) & Al {E(FETE K HAR4E
72 28 e L - SRR SRR AL (NS RN 1 — 251
REMERYETE o (B EAYETE (Trusted Computing) (2001
D) BRLG - ARMEIZMRE S E(Cyber Trust) (2004 ) ~ |
{EEAYEHE(Trustworthy Computing) (2007 4F ) » IREE 244
AJ{Z{T: %47 (Secure and Trustworthy Systems) (2011 ££) »
BRI PS B T AR AT E G (BEE) s T B A & SRR 22 T 2
HEEEAEETHERE T2l et - BB EBNEt
FAERIZS B e[ EEET R SR RS 7=
PR EL Y A AT WS [ T3 5 Bt B B4R -
B 7 1 4 I R0 A SRRl B 52 B B %% (Networking and
Information Technology Research and Development,NITRD) =t
B 20 {EEEFEOAS -

P SE SR B s T B S a2 B
EERZEZZ 2002 G384 T RI{EEER ) FESEE 0 A E]E
HET &P~ REMERRHSR ey A SR 7]
(SRS ARG 28 Y B 2 » (R A SN ER E i BT
SR 4 R - Zett - BRAL ~ ISEMRIESEIE -
Al 3 (BB - R A T E R E R E
RGO AR TS -

&t 20 FEE B LA ENES TSNS
RESHED NEME

(1) "5EReliability) : Z&UE A HOEMEREE 2

(2) Za(Safety) @ RN FEREGEL ?

(3) fTra&(Security) : REA LB G ZEINLE ?

(4) BERA(Privacy) @ ZH0E G ORE(E AN 3 FIE R 2
(5) FTHIME(Availability) : & TR ARG R FE G T

& ?

(6) KZHH (Usability) : N AT DABKERE TS 2

HHEA DL BB B A SRS ISR & 250
5 B A B N E RS R T &) -

17



ANTEZ 28R LB BEET LB

4

(1) #EREME(Accuracy) * BRI GRTHRERAVERIAHEL - A T2
B AT ISUETR TR Y E R B R R 2

(2) TE{&MRobustness) © A T 552 Z 4045 5 0 A 2Ly
R ANy 2

(3) AF1E:(Fairness) : A TR ELMEERET AL ~ 77 2

(4) I HI(Accountability) : HHfA] ABLA{TE 7 =¥ A T4
BAMEASEAAERET?

(5) A (Transparency) - SMIEIZEE Z B AT 2GS R
A EART ?

(6) OTfEFE M/ Al fEERE (Interpretability/Explainability) @ A T2
E2WE SR ES T DU SE R > DUR/EUR S
REEAEEARENRE  JCERSEFEE AN ?
(EfE 4)(Agency, 2018)

(7) B (Bthical) : B A TEZ LMV ERIEE S
FFEEmE 2 N TEE LM EBNGEREg D& FEREN
iR 2
AR B R LR M Ry i B A (]

Horp— BB AR R T A AH AR (incompatible) » IS EAY A

THE > 5 ERME— DR LB DEST - a0 - FE

EPEE—EL e EREN: > DU /N (fairness) ~ BV R 2=

ARERI LR 5) o BLAh > Lalt—EL T RE R [EIAARRE -

BN - AE SRR - BEEETE A F(group fairness)FIELA

N F(individual fairness) » Eh e HHAY o
[EHAREEERS ZMAERZEIE N T > o DUR S B BR

(discrete) FIHE E (deterministicIREE SR TSI S 41T By - S HY

NLTEEZRG » Al 8 28 & 1 28 48 B4 (deep neural

networks)HY 247 » i B A A — e ARV - 1R MR

N EAHRIEE - A TEE 2405 BHRE A JET B

AHEE MBI SR T E MR T 2 - BRI

ERKEEEER > KEREHANE R R

Ry — bR G o (RIIL > AIE A TSR ERM0E

B EGE R 2R E B R R R R
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Today

T * Why did you do that?
Machine Decision or * Why not something else?
Training . Learned Recommendation * When do you succeed?
Learning . » « When do you fail?
Data Function
Process « Whencan | trust you?
* How do | correct an error?
XA Task
. + 1 understand why
New * | understand why not
Training Machine n Explainable | Explanation « | know when you succeed
Data Learning Model Interface * | know when you fail
Process * | know when to trust you
* | know why you erred
User

4 N BRHSE P RR I ] (R o I = e
ERAR © SSEEGE S Fseat &5, 2018)
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Robust and Fair Classifiers

» State-of-the-art “fair” classifiers are not robust

Blue is unweighted (“fair”).

B Reweighted [l Unweighted Red is reweighted (“unfair”).
\";‘ Age Charge Degree Prior Crimes | Sex
=08 |

g |

306 ‘

c

'—04

2 |

3 | N

: | |

go'g T T T J

(18

[2545] <25  >45 Felony 123 >3 0 Male

For fairness, we might want to show the ML model is fair on a given dataset and all
unseen datasets that are “similar” (for some formal notion of “similar”).

Use on-line algorithm (two-player game) to build a fair classifier that is robust to a
class of distributions.

5 FIFSESEERET IR BB E A ER
(BRACE * Jeannette M. Win, 2024)
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FY RS 2 B R AR RoBRas R AR R
TR - HEEIHAE SO ~ HHEE ~ 1T~ SR H e E R
FHYRE - BARGECERBE -

S N LB SRSt b AR E I e A
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HUE R AVER » 2 LIS AR AR A TR A iy HH LA
SRAHRE - H > ihitsEs A AR 2B R A —E = A
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(BN AEHEEGERE) HATH P A bR e e AP
Ak o HIL > HATA LS 2 RGBS EIR N AP 2 ERY
HilE - B EPEEAYE - B SRR R TR R R A A AR
AHSHEL TR R A A S nl ge i A ST e & A AR Y
RS -

Pas B IR R AR SR AR R — Sl SR e B 2
TEEVIARY > BESTH T DAAIIER S E BHVERE TN - 28
R RN - Rlanatiial » R E M T e
TRy R - Wi SR R 2 R B B A B e S -
AP 2 BRI SRS AR A e (0 H AR 5
fRESBE - BNEGEREFRZEEA L e EE
TR~ EUE M R A B A B sl R AR 7 8
Sl ettt R DR SA I S L
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ZANTHEWFRFESREES - 6 ([HEE —rYTH
= T AEEAANTEE | (Trustworthy Al) » T 58 A SEME
(reliability) ~ AJ R M (explainability) ~ BEFAM: (privacy)F1 23 S
fairess)ZF B

2020 4 10 H - EEEHmEbEn KREE R ST AT S8
THERGEANTLEEWS S » BEKRKBPTTE - L2
BERL ~ AR SR E S N & > REE ~ B
TEAEBRR SRR 772 » S EEHEE T 5 E PREERE -
(1) ETERFSAERE R
(2) IEMEERMERYRG
Q) HrEVER R 2SR AR
(4) ZErfEREy: - BHENEEEBENEZRE
(O) WHREREREBRIIITE - M3 E HEEA K Hi

tH
(6) P EEE AT {2 8 M (trustworthiness properties) Y Za 47 &

g
(7) g ARIHRZ » B0 - EESERE T s 8T R
(8) Mt EEE - GFh - HhEEs - e B W

HALAMEE -

DLEWET E4S R RS - &S E R BRI a2 7]
BN T ER Iy g7 2 GEE 6)(Trustworthy Al
2024) °

SEIBEF B EEHFESERE BT E R 2R
s N TREELGEEN—E A SR ERRE S E T
EREFAMEEAIA TS - LA - BT ROTkES S - 2217
TR ~ R  TARAEENEL Rk T A2 R RS H AL :
BEA TS ER FEAGEENATEZERNGHE 7).
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A NVIDIA. >

Artificial Intelligence

rihyy A

This model is backed by
NVIDIA's Plus Plus (++) Promise

Model Card++

An Al model card is a2 document that provides
detailed information about how machine lzaming
madels work, encouraging transparency and

trustworthiness.

Learn More About Al Model Transparancy >

NVIDIA Omniverse Replicator

NVIDIA is reducing unwanted bas and protecting
privacy by generating diverse synthetic datasets to
replicate real-world use cases in autonomous
vehicles, industrial inspection, and robatics

simulation

Learn About Building Diverse Synthetic
Datasets -

Get Early-Bird Pricing

NeMeo Guardrails

NWIDIA Mebdo Guardrails helps ensurs that smart
applications powered by large language models

[LLM) are accurate, appropriate, on topic, and secure

Learn More About NVIDIA NeMo Guardrails >

6 EXZRSEIEENATESRALTE

(BRIJE © NVIDIA Corporation, 2024)
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Belmont Principles App
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comversations today th P

Respect for Persons Beneficence
Example: People should always be Example: Risk/benefit analysis on the
informed when they are talking to a decision a self-driving car makes on
chatbot. whom not to harm.

7 B ERIERN AT EE
(ERIFE  Jeannette M. Win, 2024)
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Justice

Examples: Ensure the fairness of risk
assessment tools in the court system and
automated decision systems, e.g., used
in hiring.



- BRI A TEERMTMEEEE

#1020 G 46 % Y AT R R HY A\ % 2% (Explainable Artificial
Intelligence, XADE BRIl 5 15 0 5R1% 25 52 T AU Y 15 HH FE 0 ] fidg e
M R S GANE R SE R IR E A T H RS
BEZGPHREEE " RET ) NERM - RS REE DI A
g > PR A PR Ry NS AT AR Y A TR B A (Explainable AT
Model) 5z A\ K8 A gy 71 i (Explainable Interface) » WEARIERZAT SR
N TR ~ A FEOHMeT B P B p Bk B HTE AT m S R ECR RIS
DA frrHig B Ry for e 0 - (58 A KA AN TR B RO R SRR B [ A T
ERTRHIGESE. - EASE IR 7 =UEsE © 8 hnmT R M (Interpretability) ~ 58 /111
#7HA FE (Transparency) ~ ¥4 71 5EM:(Reliability) ~ 3 & {14 (Robustness)
s BFEFA(Privacy) ~ F& b (Visualization) GEE 8)Z(Olusegun & Yang,
2024) °

Interpretability Transparency Reliability

L
> A

EXPLAINABLE Al
(XAD

/ A\
» .

Robustness Privacy Visualization

8 AR A TEE (XAD
(BERIRE ¢ Olusegun & Yang, 2024)

MiAT 8 FRECE ~ SERIFFIBUF R e N T EAR
Fann [ A Ry A\ TR MHRRL S - B — B PR AR
WY -

RIS & 25 F E IR ] R A TR SR i 0y — S e it
FERER - I - BN BRI A E EBEE R 0 AVER
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S R REE - W B SRR B A RS MR (R T e A
FIEIEMNEEE » RETBHETERI £4% - st It—RIERTR S A
Hrlfgret: - BEAEREEN A TSI IE R 29 0 1A
R RS A ARG S - (E 2T S NI R - D4y
bR ~ o AT RRRRI R OB R A LAY o N\ T SRR 5
HEFE > Eragilli DAL ZE SR BH S8 f vl BRI N TR B A i i

B A T A P i Y B R (Datasets)#8 2 CSV &
B B #EITERTHE R (Data Preprocessing) > #iRE
SEERA B T TR P (Handling Missing values) » {1 F 2R &R E—
A 1F 8 (Normalization) ~ F 15 ZEFE AV i AN ElRHE 745 - #7 (Data
Balancing) LA THIS(UFM: - BB TR ORIV R G - sl
BRI EL T RS 4 (Interpretable Feature Selection) * FF LGSR E R}
(Training data) #E{TZ%/@EAIZR (MLP) ~ RAEHEE LSTM) - &
FEHACAEEE (CNN) K BRI FI R (CLSTMZE %
TR [ B2 148 4845 (DL Neural Network) 245 KOHIEVE I (Testing
data) HEFTIET GERUAZ TS BB TR A THE(X A DIviE
HIE EH 24 (Detection system) (GERE 9) -

lraining DL Neural

|
\
. >
: ) » | data —»| Network
Data Preprocessing ' N ‘ :
s . J—
, , | '
| »[Fs—s ! Handling Missing values | | = YAI
Datasets R e e e e S G e » | Testing .
Normalization data |
Data Balancing | | Y
Interpretable Feature | Detection
Selection B | system

9 RN A LEEMRNERARHIFEERE
(BERIRE ¢ Olusegun & Yang, 2024)
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Class Distribution before and after SMOTE

B Target_class before oversampling
- Target_class after oversamphing

frequency

g 88¢98¢%G¢

g

Class Distribution before and after SMOTE

. Target_class before oversampling
14000 . Target_class after oversampling

10 AR/ VEIEA IR IS# R ARG SRR GE A TR ERNIRZE
(BERHJE © Olusegun & Yang, 2024)
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11 MR TR E R R IR S R A ] fig e
(BRAJE @ Olusegun & Yang, 2024)

ERC20 most sent token type |
Total rc20 tnxs ||
avg val received -
Time Diff between first and last (Mins) -
ERC20_most_rec_token_type -
Unique Received From Addresses -
total transactions (including tnx to create contract .
ERC20 min val rec [
ERC20 uniq sent addr .
Sent tnx I
Avg min between received tnx l
ERC20 uniq rec contract addr l
total ether balance l
ERC20 uniq rec addr I
min value received I
Received Tnx I
ERC20 min val sent I

total ether received l

Avg min between sent tnx l
total Ether sent l

000 002 004 006 008
mean(|SHAP value|) (average impact on model out

12 bR E B E B B A& 3| R AT
(BRAJE @ Olusegun & Yang, 2024)
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BHE4E FREUT - AR A R R OB 13 5 TR SR B S AR 1A 4
BRIV E AL - fERERET - MEREHEE M E R
AHERTUER - ISR AIRES ST A B BNV [FIN
T B 2R [ > (T AR T SRR - AR A AT s Y
FEEEE] 97~99% 7 IR * #EREFR (Accuracy) ~ F5HER (Precision) ~ Z[H]
#(Recall) ~ FAFISFIIHU(FL-Score) © fELA EEFAL IR ERTE 73 it
FEARE 00 4 ([ E 2R rTAD S b HEECE R EL 2
ROHI R R ERERY EESR DT A RIFHIECR - R A R0t
RBRFE SR DRI S8R - JETHIRIEERRE T iRy A
TSR B N AR SRR DR R N T R A
FERMEEERE -

R 2 RN A TS SRS A T SRR LR

Models Accuracy  Precision Recall F1 Score

'[‘;';’]‘““ed LSTM | 09507 | 09442 | 09583 [ 09512 | NA
N (35) | 09860 | 09718 | 09431 | 0.9486 | 0.9887
rggﬂcg " 09875 | 09718 | NA 09486 | NA
IFS-TabPEN 09915 | 09848 | 0.9785 | 09817 | 0.999

(ERIFRJE © Olusegun & Yang, 2024)
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- BEEMTHIETARE

e gt 8% TIER E 2= (Smart Spaces)bR& BRI R

B R 2R AR 15 12 18 SRR 25 4 B 5 722 Y BR B (Fvironments Monitored

through A Network of Sensors) » ZARERHE R eS MR E AR ES - H

WS TETEORIER - AEZEMERNE ] DUEEF LB R A FpR B

DIEBHEY B » WA BEREESGEC T Z AR - ERlEE

A PIEBEGT (FERECHIES EEiZ G ERAE ik es B ) » L a] DAgh

ZEE| (ARERZEEN) AAE K T RS2 EHEL R

> n] 2 i FIF2 =/ E (Application Programming Interface, APL) DA%

FATHF S EE B ~ fEIREE BRI Es U S Bk ~ BRI DUrridAs =i fhas

s Es 0 DU A RETR AL - A DU B R DAFE B = £ B FA

(Differential Privacy) ~ JJ%& (Encryption) » B¢ A EL A SRES A 3 FH (Policy-

based Sharing)ZF HA X FE S FL R R fiT(Privacy Enhancing Technologies,

PETs)(Farrukh et al., 2024) °

1. BAERZEERT R —HEANAEHENER AR @ B
T BT Ry —THAARARE - W A RS - B EHE
ARG IR R E S - Rl R R s 2 K E
REHVHIA] - SIEMEN TR AFTEBIR N EENER RS - |
FEENHFEEEONE " —RERREEMHE | (General Data
Protection Regulation,GDPR ) ~ /il JI 78 & % = #A & ( California
Consumer Privacy Act, CCPA) % « & E2E[T » [EHMETHE
=

2022 HFEEZERIWSEEE AN Gartner EaHRH 2T AIEAR
NERE R — YA LR T - TE R EE - fehnRii S
I EERERERGE - AEEEMEMEAERES - H
TSR F O B PR E R A AS A A PR A e B i ~F- = 1T
= HEZEMHEAEECE R ER - FEERGE 2
RIEFHEECA R A M BRI SEIHVE R » R E SR EE BN
o WA DIEAARE AR S AR -

2. BEREEEHEHEEHEEREGNRAME « A=
el B IR I R e kR, - st - (EAE
EE R e R AR R A G T - BEZERRr TR
em e i B IR L E R A - R A R g o EIRFRE{RRCA -
Bian - BEER T v DUECHIERE B P A E IR E » B miE 25
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MEZFN et n] UE A PRI RE = i 1 IS R KO e =
R\ BRI - 281 > AR B L AR TR A &
HErAMHERAR GEHEAR - ZENEE) ERE KA
b -

BRI BrS R ERRFRE) > A RE S % S TR
RIS /ER > EER S EERCR « WS B & &P I
PRE BRI 24 > B0 SERCHY_EERIEE ~ 223 R 4RRHI(E ]
ARREAT SRV %2 - Rl R EZE R TR - Hotied
BEZEMERR RN E RN B R E A 20720 418 13 Ay

71N
Cloud
storage and storage and
retrieval services retrieval services
encrypted
storage and search storage and search
Service infrastructure-oriented services Infrastructure
Provider privacy-preserving data sharing Owner
(granular or aggregate data)
fine-grained user
user policies preferences
subject-oriented data capture
services / collection
Data Subject

13 HEEMTNERILE
(ERIRE © Farrukh et al., 2024)

TR EZE R TR HY 4 KETTERE @ Eim(Cloud) ~ ARt
(Service Provider) ~ ZHERs it A & (Infrastructure Owner) ~ BERFE
A (Data Subject) « £ BETTHz I 2 IHVE IR « MR EEE
AR A 2 I 75 (storage and retrieval services) ~ % EEFAIIE =
(encrypted storage and search) ~ {7 A& Z AR5 (storage and retrieval
services) ~ JEEEE{FAIFE S (encrypted storage and search) ~ ELBEE i

1 16 f ¥ (infrastructure-oriented services) ~ [ FA {3 & R} +: =
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(privacy-preserving data sharing) ~ 43 8% 2 & & & ¥} (granular or

aggregate data) ~ 4B (5 A 550& (fine-grained user policies) ~ {35 FH
i (user preferences) ~ & =5 A\ E b AR 7 (subject-oriented services) *
B e/ 5 (data capture /collection)(Farrukh et al., 2024) °

AR RS | AT RBAARTE » (EEA/ L e RE
Pl R VB RS E A w2 E R - nTE el E A BN E
SRR T gt N FEBRERS I T A A TR R P B IRE - 4
TERERNET » B TIEZEESIE Sl Sk A 7 B EUHI 25
AEHERI IR EE) » DU A ARG LR o BB Sit- ik B 42
EZ BRI KA ER] - Bl - fER RS BREE A
& ITRE S B = 7 AR S R S S BN o2 B A A OIS 7 B
Eift o DUMBALAETREEA » EiBlaslin S B 7 BRI DU S e
& o 18 2 AV E RIS BATER A E B - BE LA
R PAPRaE & S5 AAYBEARA(Farrukh et al., 2024) -

Tl HANERS (IR A E BRI E ) 2
HIBR G B 2K T 8 MYRERLPREL - Bl - fER gt BF
EOHIE R A DU EEIERE T - DUns PR B IR A\ B &y
FEHEEF AT AR - EhmAk e At 2 O A TR AR YRR REER
R DIMECRBURIHY S &R i & TR HUE S F (Farrukh et al,
2024) °

B NEZ RSt d AR S P (B TR P At PR &R} - il
EEEZERES - BRI i g BN MRS NTT R ERH
FEFORIEMEE A LHVEY SRR - % IEZ e S d ey &k E
A5 B = 71T AR 5 L S ECE T A I I A (b (Farrukh et al.,
2024) (= HlE 14)

i
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PETs Data Subject

Infrastructure PET||parameters Individual Preferences

r— - - - - - - T -

| Infrastructure |Policles (OF) | PrivacySphere Intercept | preserving e

| Owner Middleware ;‘-:’)m orodus| Providers
I

I ) 11 raw sensor

B - A data product datnpmduct
| e B . »5 ——
———=_ Ingestion System orage an
| I @ ” 4 K—L—1 Log Manager
L Sensors query

B 14 FEZEEPHER LB T
(ERIFRE © Farrukh et al., 2024)

3. BRTERENUGHE | Bl g B8 KAV E R BRI (E A
AT RIS A B — AR BRI B G ~ i~ HERIRE -
8B SHUE RS BT R ATERHREY > w] DURFE oy KR ss

(a) FRAPXATER > FIHANEHIEEE  (b) HEER - flanks
TE R I ER TR A AL -

BRFTAERNERPERE - &R FrAtkE s
(&= EASME A - SR EEEE - Fraflm E e 2 AR
WHEFTE# © HEFEEE > BReBEEEE & — 2K
& EEERECERN SRS b AR T A ] o AR E

ZERFTAERERIEIL T > SRRy BOR ] e e e S E ORI
& o RBATS R E RS 2 MRV RO A R DAE A S e s
WiE—Hh o I ZEERAT - B fRSFHYBOREE ERAHTBUR ©

4. EPIFE—EEE REEMRERER © HSld 4 SR S
B AT RGN e B S i 2 T A TS - AR AR AR DR — B
IS FIZE B - A/ e ~ Herh ey ECHES LJJS’&WJ%TD FJER
TEANA ~ iIFFEAEER - DUREEER - RIECHIZSEN -
F'E?WE’JABKE@J%DE# B o

WAt S EETFE (CBPR) Ji7AMErT B/ N T 72 5L f5
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FRALEDR - DIl E 2 R B ER G A (FlalEeE i
REEE ) AURRRLEBAIRIRRAER - BB1% - Mo DURIR A E
BEARNAYREK - RS SE AL B R R E 28 R SH SRR &
fRdy > [RIRp 2 o] DU SR S 22 PR R i T AR AR s - B
a0 pREE e feT e B R IR BT R
Fofi A R Sl A TR I T RE R EH ERETRMN > BFE
JERMGER AN BHEMLERLUOERER (F140 - HHHI%EY))
ARG AT e BRI TRERRR T - (o Rl N FE ST SR AR B 52
A A fmes - Gla0 30% HEREEES S EMMINIES
T o BT SRSV ERHE RS e - NI A LA BRI RS
HARE - DUEHETTRERARIE R MR R AT -
EBATE I EIHVER VTS - B o WL AR S e
e R ERAYFROK - BIA0 - (2R ZATER EISH S TEA R E]
JE\ P v Y e RV RN L B AR - S B e AU a1
ARE e 2R R LR R AP A iE - EEREFEN T - =
FAE AR RE M OREEH A\ BHUTT R &N G B RS E B
= fEEEERL T SOtEE AR REEE (Fla > RE
BABREHPEREG T VAT RENE » n] LUEB (A HEEAEHE ) -

& b B ZE SR B E i s — > H At Err Ak B s
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Overview Day 1: Monday, Oct 28, 2024

7:15 AM - 8:30 AM

Registration & Continental Breakfast (provided by conference)

8:30 AM - 8:45 AM

Welcome and Opening Remarks
(Steering Committee Chair and Organizing Committee Chairs)

(Room: Logan Ballroom)

08:45 AM — 9:45 AM

09:45 AM — 10:45 AM

10:45 AM — 11:00 AM

11:00 AM - 12:20 AM

Workshop
(LLM CyberSec)
(Room: Deacon)

Chair: Kristen
Moore (CSIRO)

Keynote 1 (Room: Logan Ballroom)
Jeannette M. Wing, Executive Vice President for Research & Professor of Computer Science, Columbia University
Title: Trustworthy Al
(Chair: James Joshi, University of Pittsburgh, USA)

Keynote 2 (Room: Logan Ballroom)
Deirdre K. Mulligan, Director of the Berkeley Center for Law and Technology & Professor, School of Information, UC Berkeley
Title: New Directions in Tech Governance
(Chair: James Joshi, University of Pittsburgh, USA)

Break

TPS Invited Research/Vision
Session 1: Malware Detection,
Forensics, and Deep Learning
(Room: Logan Ballroom)

CIC Invited Research/Vision
Session 1: Al for Autonomous

CogMI Invited Research/Vision
Session 1: Causal Inference, Al,
and Logical Reasoning
(Room: Gaston)
Session Chair: Julian Jarrett Session Chair: Mei-Ling Shyu

(Lutron Electronics, US) (UMKC, US)

Workshop
(Inclusive Al)
(Room: Whitman)
Chairs Hemant Purohit
(GMU), Jin-Hee Cho (Virginia
Tech), Yoosun Chung (GMU)

Systems, Security, and Monitoring
(Room: Bader)

Session Chair: Amir Masoumzadeh

(SUNY-Albany, US)

12:20 PM - 01:30 PM

12:20 PM - 1:30 PM

Lunch Break (provided by conference)

01:30 PM - 02:30 PM

02:30 PM - 04:30 PM

04:30 PM — 04:45 PM

04:45 PM — 06:25 PM

Workshop
(LLM CyberSec)
(Room: Deacon)

Chair: Kristen
Moore (CSIRO)

Keynote 3 (Room: Logan Ballroom)
Ed H. Chi, Distinguished Scientist & Research Lead (LLM/LaMDA), Google DeepMind
Title: The Future of Discovery Assistance
(Chair: Huan Liu, Arizona State University, USA)

Panel 1 (Room: Logan Ballroom)
Panel Title: How Will Artificial Intelligence Reshape Scientific Research?
Panelists: Li Yang (National Science Foundation, US), Hemant Purohit (George Mason Univ, US), Ling Liu (Georgia Tech, US), Huan Liu
(ASU, US), Ed Chi (Google, US)
: Paolo Boldi, University of Milan, Italy

Coffee Break

TPS Session 1: Privacy Enhancing | CogMI Session 1: Al-enhanced CIC Session 1: Al-powered Workshop

Technologies and Cybersecurity security, and d and A (Inclusive A1)
Threats monitoring (Room: Bader) (Room: Whitman)
(Room: Logan Ballroom) (Room: Gaston) Session Chair: Latifur Khan (UT
Session Chair: Lavanya Elluri Session Chair: Julian Jarrett Dallas, USA)

(TAMU-Central Texas, US) (Lutron Electronics, US)

06:30 PM — 08/09:00 PM

Networking/Reception (provided by conference)

(ERIRR © HaTEssiz - 2024)
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Overview Day 2: Tuesday, Oct 29, 2024

7:15 AM - 8:30 AM

Registration & Continental Breakfast

8:30 AM - 8:45 AM

Remarks and Conference Logistics
(Room: Logan Ballroom)

8:45 AM - 9:45 AM

Keynote 4 (Room: Logan Ballroom)
Michael L. Littman, NSF IIS Division Director & University Professor of Computer Science, Brown University

Workshop Title: The National Science Foundation's Role in the Future of Al
(QuiLLs) (Chair: Jaideep Vaidya, Rutgers University, USA)
9:45 AM — 10:00 AM (Room: Break
10:00 AM = 12:00 PM Ez:;‘::) TPS Session 2: Large Language CogMI Invited Research/Vision CIC Session 2: Al-driven TPS Invited Research/Vision
Kaushik P. Models for Privacy and Session 2: Systems, Applications, Systems, Security and Session 2: Al, Quantum Computing,
Seshadreesan Security and Al Performance Computing and Cybersecurity
{University of (Room: Logan Ballroom) {Room: Gaston) (Room: Badar) (Room: Whitman)
Pittsburgh) | Session Chair: Indrajit Ray (CSU, | Session Chair: Keke Chen (UMBC, Session Chair: Barbara Carminati | Session Chair: Amir Masoumzadeh
USA) USA) (University of Insubria, Italy) (SUNY-Albany, US)
Lunch Break (provided by conference) and
Panel Session (Room: Logan Ballroom)
Student Mentoring Panel
12:00 PM - 02:00 PM Tiny Keynote: Jaideep Vaidya (Rutgers University, USA)
Panelists: Jaideep Vaidya (Rutgers University, USA), Huan Liu (Arizona State University, USA), Indrakshi Ray (Colorado State University, USA),
Stacey Truex (Denison University, USA), Peter Kairouz (Google, USA), Ambareen Siraj (SFS/SaTC Program, NSF, USA)
Moderator: Wengi Weij, Fordham University, USA
Keynote 5 (Room: Logan Ballroom)
Roshan Thapliya, Corporate Officer, Chief Digital Transformation Officer and General Manager, TDK Corporation, Tokyo, Japan
02:00 PM - 03:00 PM Title; Transforming Society: TDK’s Vision Accelerated by Digital Transformation
Workshop (Chair: James Joshi, University of Pittsburgh, USA)
03:00 PM - 03:15 PM IQUILLS) Break
(Room:
03:15 PM — 05:15 PM Deacon) TPS Session 3: Privacy and CogMI Session 2: Al-driven CogMI Session 3: Al and TPS Invited Research/Vision
Chairs: Security in Al/ML decision-making and human- Language Models for human- | Session 3: Al Security, Privacy, and
Kaushik P. (Room: Logan Ballroom) centered systems centered systems Healthcare
?ST_:\?::;?:Z? Session Chair: Dipankar (Room: Gaston) (Room: Badar) (Room: Whitman)
Pittsburgh) Dasgupta (University of Session Chair: Keke Chen (UMBC, Session Chair: Kim Hemmings- Session Chair;: Indrakshi Ray (CSU,
Memphis, US) us) Jarrett (PSU, US) us)

06:00 PM —-09:00 PM

Banquet Dinner (provided by conference)

(ERIRR © HaTassiz - 2024)
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Overview Day 3: Wednesday, Oct 30, 2024

07:15 AM - 08:00 AM

Registration & Continental Breakfast (provided by conference)

08:00 AM —10:00 AM

Workshop
(WAAM)
(Room: Deacon)

Workshop
(SR-CIST)
(Room: Gaston)

Workshop (EIC)
(Room: Whitman)

TPS Session 4: Malware and
Threat Detection
(Room: Logan Ballroom)
Session Chair: Pooria Madani

CogMI Session 4: Al-driven
modeling and analysis for
behavioral and network systems
(Room: Badar)

Chairs: Julian Jarrett (Lutron
Electronics, US)

Chairs: Phil LaPlante Chairs: Mai K . .
(NIST) and Rick Kuhn Abdelhakim (OntarioTechU, Canada) Session Cha|r.l;r;:)zhao Wu (FIU,
10:00 AM — 10:15 AM (NIST)  SnieeSimiiot Break
Pittsburgh), Mohan
Baruwal Chhetri : : 7 ?anel 2 (Bcom: Logan Bra\lroom} - 7
s Panel Title: Driving Innovations in Emerging Technologies: R&D Priorities and Funding Landscape
10:15 AM = 12:15 PM {CSIRQ], P'l?'l'” He | panelists: Jennifer Roberts (Director, Resilient Systems, ARPA-H, USA), Heidi Sofia (Deputy Director, NCBI-
(University of NIH, USA), Elham Tabassi (Associate Director of Emerging Technology, NIST, USA), Cliff Wang, (Program
Pittsburgh) Director, SaTC Program, NSF, USA), Dr. Craig Schlenoff (Director, NITRD + AD of Networking and IT at White
House OSTP)
Moderator: James Joshi, University of Pittsburgh, USA and Huan Liu, Arizona State University, USA
12:15 PM - 01:15 PM Lunch Break (provided by conference)
01:15 PM — 03:00 PM TPS Session 5: Access Control and Security Models Tsutio::ilf.i T::a"il' Coir:;::uta:il:;:al
Workshop Workshop (Room: Logan Ballroom) ERARSE scc: ery in Cognitive
(WAAM) (SR-CIST) Session Chair: Wengi Wei (Fordham University, USA) Science

3:00 pm -5:00 pm

(Room: Deacon)
Chairs: Phil LaPlante
(NIST) and Rick Kuhn

(NIST)

(Room: Gaston)

(Room: Whitman)
Session Chair: Fernand Gobet

Panel 3 (Room: Logan Ballroom)
Panel Title: Al vs Al: The Inevitable Next Cyber Frontier
Panelists: Karl Aberer, (EPFL, Switzerland), Elena Ferrari (University of Insubria, Italy), Anupam Joshi
(UMBC, USA), Calton Pu (Georgia Tech, USA), Peter Kairouz (Google, USA)
Moderator: James Joshi, University of Pittsburgh, USA

05:00 PM - 05:15 PM

Closing Remarks
(Room: Logan Ballroom)

(ERIRR © HaTassiz - 2024)
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