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TIME | EVEN
Tutorial 1: Cutting-Edge Enablers for a Sustainable Evolution towards 5G
and Beyond

09:00 Tutorial 2: Distributed Control Strategies for Resilient Power Grid

10:30 Operations: Advancing Smart Grid Resilience in the Era of Decentralization
Workshop 1: Digital Twin for Smart Grid
Keynote/Panel Session: Recent Progress in Smart Grid Digital Twins
Paper presentation Session 1: Digital Twin for the Smart Grid
Tutorial 1: Cutting-Edge Enablers for a Sustainable Evolution towards 5G

10:45- and Beyond Networks

G Tutorial 2: Distributed Control Strategies for Resilient Power Grid
Operations: Advancing Smart Grid Resilience in the Era of Decentralization
Tutorial 3: Safe Reinforcement Learning for Smart Grid Control and
Operations

13:00- . e : : .

14:30 Workshop 2: Session 1: Distribution Grid Operation and Energy Pricing

' Mechanisms

Workshop 3: Session 1: Forecasting and Grid Planning
Tutorial 3: Safe Reinforcement Learning for Smart Grid Control and
Operations

15:00-

16:30 | Workshop 2 Session 2: Load Profile and Demand Response Management
Workshop 3, Session 2: Resilience and Security

TIME | EVENT

09:50- | Keynote 1: Decarbonization of Energy Systems




10:35
11:15- | Keynote 2: Enhanced Grid Management with G3-Hybrid: Insights and
12:00 | Innovations
Control & Operations, Session 1: Microgrid and Energy Management
13:00 Cyber Physical Security, Session 1: Cyber-Physical Security for Distributed
' Energy Resource
14:30
PLC and its Applications, Session 1: Channel & EMC Characterization and
Modeling
Control & Operations, Session 2: Vehicle-to-Grid (V2G) and Vehicle
Energy Management
15:00- : . .
16:30 Data Analytics & Computation, Session 1: Energy Management
Communication and Networking, Session 1: 5G and Beyond for the Smart
Grid

TIME | EVENT
09:30- | Keynote 3: Data Security and Privacy in Smart Grid Services and
10:15 | Applications
10:15- . : . .
11:00 Keynote 4: PRIME Hybrid, a Tested Solution and its Evolution
Control & Operations, Session 3: Power System Optimization and Control
11:30- | Data Analytics & Computation, Session 2: Monitoring and Visualization
13:00
Cyber Physical Security, Session 2: Security and Privacy Risk Assessment,
Measurement and Management
14:00 Panel 1: The Role of PLC in Addressing Future Requirements of the Smart
15:30 Grid: Integrating Metering and Flexibility Services through Al and Edge
' Computing
16:00- | Control & Operations, Session 4: Ancillary Services and System Resilience




17:30

TIME

Data Analytics & Computation, Session 3: Electricity Market

Communication and Networking, Session 2: Capacity and Network

Planning, Resource and Service Discovery

EVENT

Control & Operations, Session 5: Energy Market and Management

PLC and its Applications, Session 2: PLC Applications

09:00-

10:30 | Communication and Networking, Session 3: Physical and MAC Layer
Protocols including Beyond Fifth Generation (B5G), 6G and Machine Type
Communication (MTC) Wireless Technologies
Dissemination Session

11:00- | Data Analytics & Computation, Session 4: Data Mining for ML/DL

13:00
Cyber Physical Security, Session 3: Secure and Resilient Communication
Architectures for Data Acquisition and Monitoring
by i E Tl e TR eEE T e

ER L CESIE N S R EY SN A E Ry

AR R AN o R AR L
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» Keynote Speech
(- )Decarbonization of Energy Systems
%k p Caltech & Steven Low 3328 4 /@i o kL § # TP RE R AT
B E - F CRERLE R EAANERA FIES X BE o EEFA
AXEBE P THFE L1970 & £ -02°CH A 3 2020 & £ 0.8
T RFEFA ;f, L T WL - ;Ilé;fﬁ‘ig%t °
ﬂ CO2 and temperature ﬂ Average temperature
a00.Tom Antarctic ice cores ,N
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Electricity gen & transportation

2021 consumption: fossil 79.0%; renewables 12.5% (us ePa)

Agriculture
10%

Commercial &
Residential
13%

Totsl consumption: 47.3 Guads (LLNL)

https://flowcharts linl. gov/sites/flowcharts/files/2022-09/Energy_2021_United-States_pdf

ttps //www epa_gov/gt ns/sources-g house-g: rtation

Electricity generation & transportation in US:
B Consume 65% of all energies in 2021 (usEPA)
B Emit 53% of all greenhouse gases in 2021 (usErA)

both numbers are lower than 2019 numbers by only ~2% !
Bl 2 % 2022 & 1123 (28%) & # 7 (25%) = A & AP KIR[1]
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4o 30 B Y PV 3 % A/_2009 £ 5| 2019 &% 7 89% » fL# b
70% o 8 3t E A iR T R F BT S B B o T T e
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tricity from new power plants SAN  Electricity from renewables became cheaper as we increased
capacily - electricity from nuclear and coal did not bt

Price per megawatt hour of electricity
3

Nuclear energy

$162
> ® 5155
Offshore wind /‘
/ Coal
e peat s S4iis /

15 /

8155 Nucle / $111 &— @ $109
' 596 &
ns :
130 $86
fiste = o 3109 Coal ’
N\ s . s
3. . w
s Onshore wind
Yot ® 353
The price of onshore wind electricity™ g1 Onshore wine $
declined by 70% in these 10 years
Cumulative installed capacity (in megawatts)
2009 2019

Bl 3 F2RRSATHE(Z D EETE)(T AR FEH A T E)[2]

EIectr|C|ty cost @3& Li-ion battery cost

LCOE

1995 4 o

i : 13 .
® e *e,
2010 .
.o
L X Y
.
2007 % 2016
o8
I
® Electronics Electric vehicles @ Residential storage Utility storage
$100€
Electric vehicle battery:
TH o ot . + 2010: $1,000/ kWh
e price of onshore wind electricity ¥ g1 Onshore wind
declined by 70% in these 10 years « 2016: $ 275/kWh
+ 2030e:$ 73/ kWh (Bloomberg New Energy Finance 2016)
2009 2019
Source: https://www.lea.org/gevo2018/

B 4 2T @ AT (= BAgh kWh o $0-E)(3 Bl4dh kWh o § 65 3225 GWh)[1]
Lo L ER RN F G JHRARIEREAY S

el 12 4148C B 2 ER AR ARER AT A 1.527C

SR 0 Ao S o AR B A B AE A RS B RAE R e d 2k 83%)

camd A hAY e FERAP LB EP A - LT R R
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Annual global greenhouse gas emissions
in gigatannes of carbon dioxide-equivalents

150Gt
No climate policies
41-48°C
- expected emissions in a baseline scenario
if countries had not implemented climate
reduction policies.

100 Gt

50GH o eI ] Current policies

25-29°C
3 emissions with current dlimate policies in

place result in warming of 2.5 to 2.9°C by 2100.
Greenhouse gas emissions

up to the present iPledges & targets (2.1°C)
—emissions if all countries delivered on reduction
pledges result in warming of 2.1°C by 2100.
0

2°C pathways
1.5°C pathways

1990 2000 2010 2020 2030 2040 2030 2060 2070 2080 2090 2100

https://ourworldindata.org/co2-and-greenhouse-gas-emissions
Bl 521 & 2 3gd T oE B % [1]
ARFA PR D T L uJJ}*‘ui‘: PABRBEAAT A A BRALE S -

7

TGS T OLEBARAL B9 - B Low ¥c4E3 B 4 gen
RALA '—ﬁ}»@é fv ¢ 4 # /n(Optimal Power Flow, OPF) ; A 4% - % <L » OPF &_

°F
— B0 2 T o iF 1t R 32 (Constraint Optimization Problem) » # 2L 1 (non-
convex) ~ ZLAMFM G AP H PR LETERAIEERAE L o @

OPF & % — i NP Hard i 48 » 4-[] 6 - F]pt 32 % + OPF {sp f 24743 S
Ra it BEMHREIPP Y UAEEENES A2 (AP
X Fei )R RN R R ] AT I R K B R ’ﬁ - T

€) optimal power flow §) OPF hardness: summary
OPF problem underlies numerous applications

« nonlinearity of power flow equations < nonconvexity OPF is nonconvex & NP hard
P,- Genl i Gen2 L A . .
2 OPF is “easy” in practice
Vel0sZa, j12 IS Velosla, ®m Semidefinite relaxations often exact

Gen) S—

. s ® Local algorithms often globally optimal
' ' T —— T S . . CiseaSrariug fa)
lan Hiskens, Michigan S : S O winre ﬂEDISON 0 | S

Bl 6 B it 7 4 pink 4E(OPF)[3]



&) No spurious local optima

f(z)

z€AX X :compact, nonconvex

minimize f : continuous, convex
z

subject to

f(x)

Convex relaxation: mini;niu

subject to

&) No spurious local optima

Definition: A Lyapunov-like function is a continuous
function V: £ - R, such that

x€X

=0
V("){>o xeX\X

V(x)

&) No spurious local optima

Conditions: 3 paths {h,:x € £\ X} and a Lyapunov-like
function V such that
® C1: both f(h.(t)) and V(h,(t)) are non-increasing for ¢ € [0,1], and
[(hx(0)) > f(he(1))
® C2: {hy:x € £\ X} is uniformly bounded and uniformly equicontinuous

® C3: 3k>0suchthat f(h:(t) ~ f(he(s) = Kllhs(t) = he(s)]|

Local algorithm may converge to any local optimum:

[SEEY

Global optimum (g.0.): b
Pseudo local optimum (p.l.o.): ¢

Genuine local optimum (g.l.0.): a, d

+ C1, C2 eliminate genuine local optimal (a, d)
+ C3 eliminates pseudo local optimum (c)

z€X. R£:compact, convex, X € £ € K"

@ No spurious local optima

Definition: A path from x € £\ X to X is a continuous
function h,:[0,1] - £ such that h,(0) = x and h,(1) € X

Lemma [Zhou 2020]
(2) is exact < vx € £\ X there is a path h, from x to X such that
*  f(hy(t)) nonincreasing in t

* f(he(1)) < f(he(0))

ﬁ No spurious local optima

Standard Lyapunov function
® Dynamical system: y = f(y(t))
® Global asymptotic stability: y(t) - y*
® Stability certificate: Lyapunov function V(y) s.t.
L v >oify#y', =0ify=y"
2. V(y(t)) < 0 along trajectory y(t)

Our case (dynamical system replaced by optimization)
® Trajectory (path y(t) = h.(t)) is not specified
® Goal is to enter X: x =y(0) » y(1) €X
® Lyapunov-like V(y) s.t.
L V@) >0ify#y’, =0ify=y"
2. C1: V(y(t)) non-increasing along trajectory y(t)
® Cost f(y(t)) must be non-increasing along y(t) and
M) < f(¥©)

&) No spurious local optima

Conditions: 3 paths {h,:x € £\ X} and a Lyapunov-like
function V such that
® C1: both f(h,(t)) and V(h,(t)) are non-increasing for t € [0,1], and
F(hx(0)) > f(hx(1))
® C2: {hy:x € £\ X} is uniformly bounded and uniformly equicontinuous

B C3:3k>0suchthat f(h(t)) - f(he(s)) = kljh=(t) = he(s)l|

Theorem [Zhou 2020]
m Ci1,C2 «= all local optima of (1) globally optimal & (2) exact
® C1, C2, C3 = all local optima of (1) globally optimal & (2) exact

Applications: OPF, low rank SOP,

B 7 iR e & i 23]

A A5 =1 b
g A Jl?}b

solutions | °

2020 # e ~ [ Proving global optimality of ACOPF
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¥ - B 887 3 908 p 4 Adaptive Charging Network (ACN) »

AW A MHEV AT o %A N FAOLHS W E 2 B (2016 £ 1)

BZ R e
ENREE B AR BRIEQ016 £) 0 BB RIIH EC (2017 £i5 0 AR

T 4 # B EDF hF et ™ 2 = PowerFlex = ) o

ﬂ EV charging: research - impact ﬂ EV charging: research - impact

Testbed - deployment

Theory and algorithms
1. Broad power systems research (since 2010) 3. First pilot: Caltech garage (2016)
Nonconvex optimization, control & dynamical systems, distributed real-time algorithms By July 2020: delivered 3M- electric miles, avoided 1,000 tons of COZe
2. Application to EV charging 4. Caltech startup: PowerFlex (2017)
Value proposition: Enable large-scale EV charging by reducing capital & operating costs

Optimal decentralized protocol for EV charging (IEEE Trans. Power Systems, 2013)
Theorem: Online LP attains offline optimal (IEEE PES General Meeting

Acquired by EDF Renewables to scale business

n S owee
Al sokar o

—

2010 2018 017 2019 0

#ms @) Emomm
. _llbls()\ .»'. g--- .

2 s ¥ “re
. o OMEIN

Energy mgt rosearch

B 8+ RHCEVATF i E(1)
13 % B Caltech ACN % .40 F1 9+ # ¥ i 30 4 Mp % % £ S * 42

R & w%wi%ﬁ”ﬁ»w%”% CRME 5 R TR

BB AP E > B s A AMTE ) § 2 2

convex quadratic constraint problem I 3+ 5 3

ﬁ Cyber system

Model predictive
control: QCQP ""“‘ .

o] :
Te < pow

Bl O PIEEEHT 4 (2)EiEn k si(H)[]]
LR R D BT RE AL ] ;Vv;ﬁ?z% AP EXOPVE

TE-HAAT o B0 SR

e‘l



% Duck Curve & demand charge

NREL: demand charge mitigation (Nov 2018)

« Fill Duck Curve valley and maintain net load
between 30 kW — 40 kW

« On weekdays: building load is much higher
and much more volatile

Weekend Duck Curve: building load (10kW) - PV =S DOW

I E R KA PR TEA
GG P 2k Mied2 gl i ACdatas W o R

4 45 (ACN-Data) ~ 3% (ACN-Sim)## ¥ pF & j|(ACN-Live) °

) ACN research portal

Simulation Algorithm
Scenarios Validation
 ACN-Data =
o H-5-E

* ACN-Sim

10J3U0D

' Constraints'
« ACN-LiVe (win e co o el Tamn tels

Adaptive Charging Network

Data

Lee, Li, Low. ACN-Data: analysis and applications of an open EV charging Dataset
ACM e-Energy, June 2019

Lee, Johansson, Low. ACN-Sim: an open-source simulator for data-driven EV charging research
IEEE SmartGridComm, October 2019

B 11 #% A& & : ACN apps [3]
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(= )G3-Alliance
" Enhanced Grid Management with G3-Hybrid: Insights and Innovations |
[4]¢ G3-Alliance (=& « ¢ 1 & §Frs —“Ff )er1 Cédric Lavenu /4 2 Sagemcom 97

Kaveh Razazian * I 4% i= J* keynote speech &g

G3-Alliance 4] = 7 ¢ #® 3 2011 & > ¥ P Enedis (3 B & * e & %

SFER o 52 R 95%F F Ik IEIRFE ;ﬁ‘-ﬁ Lavenu i &~ F_f gt JRF%) 5 7

(]
FRATE S ET A A B4 bl o G3-Alliance B Az B 2 A
F~ 7 4 i (Power Line Communication, PLC)F pirerfE 2 > #700 — BB 45
‘% ¢ 48 +" G3-PLC Alliance > {4 % Enedis ¢hi & & % T4/ % % Linky
BB e sz 2k 4 o~ PLC A 4o 120 T 2w @3 - %7 #ri-

B Z4* PLCo = X7 d7w @349 & P F 5 & R aud & R o
HRE PLC 4% @ ST 30 % 001 G3-PLC Alliance + 7 £ #5743 4

B 805 PLC » %8 & 28 # | 8 500 2045 » 50 2020 £ 45 4 PLC % & S44f

(Radio Frequency, RF)$ jireith 2 » © 3-PLC % & RF chfLiisfi & G3-Hybride

P32 2023 & > G3-PLC Alliance = He e %fﬁ-‘fﬁt\i; G3-Alliance °

EN=DIS’s Linky infrastructure

....... ICITE £ RESEAU
~x‘°‘

\‘

celldlar ( f’owerlme Communications (PLC)

wireless \ /‘\

) * i ,\J (VARV/
2 )

| e e

B 12 Enedis 2 & 2 & "4 £ T 4 Linky |, e #2E3% [4]

11



FETLE2 MR APEA RS PHT R G ARG o d R A
RORIGEF A B2 )3 & A ao R e b Bl P o o 3] 20 #5 > AMI
(74 3 Automatic Meter Intelligence) % & 4} 15 4 4% B - = fhig 4 - i
10 # p > G3-Alliance % & 7102 PLC w & T AL P34 ¢ < e g e 41 2
PLC #4p B 677337 > Enedis » #-pt fpwn 5\ e o FET 2 (7o L 3375 &
7 > G3-Alliance & 42 1 G3-Hybrid (PLC & RF)15 3 {t H s 328 & 5

{ﬂunVﬁ.Gﬂ®Md%F 2 7 PLC ¥ RF 3 4p & £ 05

# 4 BEd 2 ok H(noise) R F PLC W@ i ic pF 7 112 4% & RF 4 «

FET L2 ARDEA 4B 13 977 > H P 0T = Bhi @ 74

L EFAGAGN A RRER S G R LS
S REEEHA ST RDE D (RE B) P
EFEm P Ao

2. EFALXGFE > < B FALRA IR Re FRA SR
AT HE R B R FR Y TN P HEAREFY
san o F]M AP E R & iE (7 9 AL (pre-processing) {é £ b @ eniTiE

B PEATE R £

e 70 4 fL5 F 58 B (edge computing) °
e B PPEE I HFR G- 8 AL AT Hody -

3. MEFLHMOP EH LS A R L TR
FRErpES FHER

behind-the-meter

Load moqitoring and (Solar panel and
?pp;fonie o battery storage)
classification 0«\9\)\\“ Dﬁ?e monitoring
o g,
%bQ ° . /807@
I

/
7

F
%’ oo <
Asymmetrical £ * %
cybersecurity and TLS ol - 2
security at TCP/IP layer 0& g’
Co .2 Customers awareness to
;(\; g’ manage and balance
- ;g’ the demands according
d to their preferences
CY"’O »
LAN communications %,
Behind the meter and 074//7/0 .
Qtions

customer devices

B 13 AXFET L8 (4]

12



= ~  Cybersecurity 4p M 2_#% <
(- )12 48 EF ¥ prdt 4t TEC 61850 =% T #7ch3 s
" Machine Learning-Based Feature Selection for Intrusion Detection
Systems in IEC 61850-Based Digital Substations | [5]¢ 4% B Karlsruhe 32 1 ¥
Fe(KIT) p & it 22 g * 338 7 #7(IAD)n B 1 22 KASTEL Security Research

Labs (SRL) & 7% % » d KIT ¢ Ghada Elbez i& {7 v sg4F 2 o

=

P

=

i}

T4 ind BAT R AETRESECE O FUTE AP 2 G
R TSP HER e R FEBRRRG P NG V- 2 5 FE
Rdrd 2L ERALBFRRITF DD 4o 2015 £ § S - R
SPAFFANPEAFFES BT o RAE A KFE 2B A FFER

ferdaE A AR TIEC 61850 #ci= %7 »r ) T F w7 hFas 2p#g -

B3 fhd SRL #& e [EC 61850 o % T 47> § % GAl 4 1 44% [EC
61850 & * ¢l 3N TR 7 & FAUT A a0 BPIRT 4 e B o oy v
WP A B & ¥ (Machine Learning, ML) 0 » & 4 B| % %t (Intrusion
Detection System, IDS) > £ §8 + F_ 848 B & § B # 20 #3008 7 g jio
B ® 7 - BRET S ARPAES S A HCAD P - el

SER AT LB ER A IDS A SR oS o SRR E KA

IEC 61850 #rci= % & #rHR- & 2% f4c®l 13> 4 @ ™ & = B K B (level) :

1. Station Level : 3 #f 12 RTU &8 aid it » -k T s g * MMS
i s %0 %7 (IED)S £ * MMS » % (324]¢ = ~ SCADA)#
# [EC 60870-5-104 (B] 13 7 IEC 104)i 30 4 2_ e

2. BayLevel: 3 IED iz#f#% % » IED %1 # * GOOSE i 3§ %_o
Process Level : 3 & # ¥ = (Merging Unit, MU)iz & # s £ R % %
-8 P | erdicdy 2 SV(Sample Values)id 35 2+ & o

b

R Al
1. Station Bus : 4 ** Station Level {= Bay Level & 172 = 3§ o
2. Process Bus : /i ** Bay Level §r Process Level fF 7z = fe g o

13



‘ e = D—ISCADA
\‘E_Cf;“—‘\—"/ — .

Station Level (MMS) . o

Station Bus

Bay Level (GOOSE)

Process Bus

e F | arIrrR

irlr

RS
Relay Test Set % " EEEE‘EE,

Process Level (SV)

Bl 14 IEC 61850 architecture at KASTEL Security Lab Energy [5]

AN ERE Y h 2Pk s(ML-based IDS) 7 % B ML iz » *
* E 3 MMS ~ GOOSE # SV childij#t ¢ » i3t ¥ pie(feature)y#5 L3 3
AL MR FRLHFR AT R 2R G TR e SR
Fr S IDSH F ¥ B @ 5B MLFE 287 4 o 430 IDS ¢h
A ST R TaBME B TREE | gt FREF A IDS higy i Bk

RO P R R h

T SV e MMS £ %04 304 F 1 (E 308 * % 1 & A ik el
Fp(DataSet) B & 7 eh> ph3h < i@ * B F ch% T 41k % (RTU &2 IED)2 = #icdf
B oo AT T B R4 SV fr MMS 0 i & -4 GOOSE £ IEC 104 & {7+
B b T AEFETRTAL 2B E- KT 7 B & Gitlab

Jém. ”“F:L mﬁtﬁi&fr;}gfﬁgv [E

14



Attacker

—_— Benlgn Traffic

— Malucnous Traffic

‘U) Redirected Traffic

| — ot e 220

Station Bus m@"“-

sV . s, 20
MU | —— 5.l'=="=="°.:l:lzl:l.' &
Process Bus 4
(61
‘ Enammaf (o]
Attacker

Relay Test Set

Bl 15 Setup for attacks on SV and MMS [5]

R E D AoB] 14 At 0 L3R 4% SV 2 MMS i T 444 SV
errc# ¢ * Raspberry Pi4 ¢ 1Frc# 8 % » 3 4 Process Bus > — & o 4t
MU 7SV ¥ - 3 & %P £ [ED i 745 . SV /L » o 2_ #7127 % Raspberry Pi
4> B FL4pvd BB A F A% > Raspberry Pid it F I { 2 P4 F » ¥ -
B J F14_Raspberry Pi4 7 B * & P 737 5 B 7458 > CPUA
His FA2E * e F b it o J3 » gy B SV E i@ * B R IEC 61850 library
TEERE 0 REINA SV A B RITR AR B TR fr R B Y ko ¥ 0ok
%—?g? g 7 f 1% (Replay)se # » A5 BI|- & SV {8 » SiF- TPFR o
oL EFEE SV- & Fx o

¥ MMS ssc # d LG T b ZTR o FIP R - B ARTRTT o
I{?i % Station Bus 4*#%f RTU ¥ IED R enid 2:E {7 ¢ B 4 (Man-in-the-
Middle, MITM)s<# - ] 14 # 4 # 5f % & 52 % f ARP 30 5(ARP Spoofing)
GHAPHE P e L F K T B RIS & SR HIED &
RTU % # i it e oot sa¥F g affk (F MMS ¢ gt g foficdy £ B 5
Pldrsc L B R ELIL G B o Vo BRRUEEATFGrTH - KFFE
%) 11 % e ¥R 55 (Denial-of-Service, DOS)sx # (2 & F R F# cdte ) o
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Metadata SV Dataset MMS ERENO
Dataset Dataset
Features 52 107 53
All samples 112000 2310 2188
Training samples 96000 1617 1094
Test samples 16000 693 1094
Train-Test split 80:20 70:30 50:50
Normal, Normal, Normal,
Fault,
Fault, Fault, .
Classes .. : : Injection,
Injection, Modification,
Replay Delay Replay,
Masquerade

# 3 SV MMS # ERENO 7 # ¢ Metadata [5]

SVFHE AHEE S BFHE SVFRELT I nfk Al i
BAYRT - B SVIL > BN LS 5 A L (kiR MAC ~ B
e MAC ~ B4 3 4% ~ AppID ~ 5045 -+ %) 2 3 5 & $rifesimit L (ip e
R ER) o & K SV 3¢ B IR 250ps

MMS AL 818 4 & 5 1t chf o i %] 5 MMS T & 3t dp 5 TCP/IP
WP R0 @ BB SeF S T SV AR TCP/IP» 27 & B 2% BT F
Fi i A e MAC e MMS sc# A58 2 B30 SV AL E - £ 4 B easfn| g as

Bage] > G B EE o Ly RE G IED & 10 )1 ¥ - % MMS

e

fe e
ERENO F 4L # : # /7 ERENOIEC-61850 » & F L & o p T4 B 5 3 45
A BFSVIUL R T - B L e GOOSE ##4(R B T in £

PR B L PR S B IS B %% %) o ERENO FHL B A 47 #2315 SV

e % — ¥ Masquerade #f %] °
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F %% ABB i 7 FH(IED)EL% SV i » sc#¥ > § [ED 1 Bl Fl42:8
— & SVstream pF ¢ & IED # i 2% o £ ¥ sz it IED # i i % o B %

4B 16 #77F > — L4 IED i 7 TR » 2% {5 » IED i * H tripping # it

TG R EAET 5 0

Injection Attack on SV

Relay is tripping

i

Relay before the injection attack Relay during the injection attack

Vulnerability: Protection function of the relay can be

deactivated by injecting any data into the process bus

Bl 16 IED & & #7412 » s 4= 5 Js[6]

HMMS e feesc ¥ 2 A RTU R F 4 & 24 @ * IEDScout -4t %
EEREZd 3 MMS & £ amg 3 il 975 -8 MMS s 2 50 %’Ké BT o
wwa&&&ﬂ,%ﬁmﬁ%@&gﬁ#@,$Eﬁaﬁﬁﬁa&@ﬁ&ﬁ
(B 17) » & #-1ED % ) Trip ON 31 55:< 5 Trip OFF(B] 18)% i & 7 ; pFF af
By > RF G € F I FHL FIFT(E time-out #4]) 5 & DoS st #
PR AREE R TAG RRED DT BAT ST RREF - b
IEDScout /i & =+ — # » ¥ 12 P¥ g [ED 0 tripping 3 EL > # ON iz %
OFF » & 3¢ B & T infic® » &R E 11550V 22 2000A(= 4P & BT

g F £ B i ¥ £RIE 20V £ 20A > 4] 19 o
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Data Modification Attack on MMS
RTU Web Interface before the Attack

Data Modification Attack on MMS
RTU Web Interface during the Attack

MFI: KIT BAY 01 REL670 UL2 11554.098633
MEFI: KIT BAY 01 REL670 UL3 11548801758

Bl 17 & RTU % F 4 & L% 11 MMS

# e Voo
. Viewer
Managemers I Ouagnostics I Test & Sevuiation I
v I v — 2 | _ = = =
Diagnostics > Hardware Tree
* w0 €D 6 (202
Monitoring Inft 016D [ED_NAME3 Monitoring Information

e f€0: RELEZ). 1R IED: REL670_0102

2 200.000000

MFI: KIT BAY 01 REL670 UL
70 UL3 200.000000

MFI: KIT BAY 01 RELG

= Vulnerability: Measurements sent from the relay to the
RTU can be manipulated

“r

(7B FOR g s 6]

Data Modification Attack on MMS S‘(". Data Modification Attack on MMS ﬁ(“‘
RTU Web Interface before the Attack T RTU Web Interface during the Attack -
detaul Veewer Ve -
Test & Simuaton
e N r—
Monitoring Information P ::g u%ﬁ-m, Monitoring Information
i = o €0 RELET0 0102 IED: REL670_0102 —
e a2 _ ‘ Tripping e SPL. KIT BAY 01 REL670 General Trip OFF] ot
MEL SPI: KIT BAY 01 REL670 General Trip ON Signal . n TV
o ATUS40 RTUS40 in RTU JH'E‘;\HM -
0 o et - o
q Vulnerability: Tripping signal sent from the relay to the
RTU can be manipulated
Bl 18 A RTU % F 4 & gL 2 MMS i& {7 tripping 3L %5 & < 5 #[6]

Data Modification Attack on MMS
IEDScout Activity Monitor before & during the Attack

X
11546,61 V; 1155519 V; 115...
A

Bl reL670 0102

Y mo

B . /SMPPTRC1.Op.general

Tripping Signal
before Attack

B ReL670 0102

fa

_/SMPPTRC1.Op general

Tripping Signal

during Attack

B 19 % IEDScout 4 & #% )1 MMS

[ mon/vNMMXULPRY

Karlsruhe Institute of Technology

X
2000,959 A; 1999915 A; 20()A

NA/NMMXULPhV ¥ Mon/cMMxuULA

Currents
before Attack

20V, 20V; 20V 20A;20A; 20 A

B mon/cmmxuLA

Currents
during Attack

B
£

78R T R
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Dataset Accuracy Accuracy Number Improvement

w/o FS with FS of selected Rate
Features
SV 99.76% 99.91% 10 0.15%
MMS 100% 100% 3 0%
ERENO 99.54% 100% 4 0.46%

% 4 F & $HHE # (Feature Selection, FS)$Ht & #g#F & eh L %] [5]

Without FS With FS
Dataset TP FP TN FN TP FP TN FN

SV 7970 9 7991 20 7987 2 7998 6
MMS 345 0 231 0 345 0 231 0
ERENO 988 0 101 0 993 0 101 0

# 5 F #& 5 HcE 48 (Feature Selection, FS)¥3t 4~ 44 & ihZ ] [5]

PHCER Bmp a2 4 TG ERAER A EH R LN
TSy FACE# SR A A 5 orree o R AT R Al R
© G 3RIT 100% F 3% e L R AP FHRIGE R A AR 0 & 5 & R [4(Positive)
A ZER ¥ L o 1A (Negative) i 4 & % 2 4 ; E 5 }4(True Positive, TP)
% 5 14 (False Positive, FP) ~ 2 £ 14 (True Negative, TN) ~ i% F£ |4 (False Negative,
FN)o ¥ W g Rl FHAcE RS > M KRB0 B L 2B)U 2 &

(20 B G 6 ) -
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~ EVARM L

(-)" REVZ V2G#Em®

" Strategic V2G Trading in Local Energy Market Considering Minimum
Energy Requirement |[7]#H < d A7 = * B(FRIMA I EBEBAFYT

P thB R & o d % - f’t‘—‘ﬁ Chenxi Sun i& {7 v Eg 4R £

D] 4

AR A st W BV BRI o R RE N AL F
(International Energy Agency, IEA) = # chficdy » 84 10 # 23R EV #icE &
Ap B £ o 2t ARE Y B A SRR F 4o 20 A1 0B B E Y REV(RE
S)ipdd £ oo R ARE T 2030 £ Y 2D 8 F F iR EPF2IVEV ah

ELFENME P REP TR EE L2 - 0 GBS G éi\‘m%%ﬁ-

20164 20174 20184 20194 20204 20214 20224
N oS ERER (5H) N s ERER (BR)
B weiEREE (58) — L

2016 F -2022 FHTEERSERTERREEER

Bl 20 ¢ B EV shsiit ficdh 2 5 B A8 4[8]

Yol 20 #7577 0 ¢ B EV d 0 F 4 HAEES & BT 5 i i

bEETE RS DD NER GRS PR A 3 ERS R

EV% P RAR KAWL v FAADT AT N EE V2Ge &P R
BEAET —GHeiEY— KL LT REERe T R DT o YRR
V2G tp btk o Fart » ARFPLA D HEEFDVIG L T G @2 7

B - TR RAAE (PP HE- BV £ 3 > T FRE
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A E G Z B AR B R V2G B e (At

ARPRATEF O 0 2 AL E A ARET HVIG I R

LEFTHEE ZIFENERER
BRER BE (AR2850
» EiETE
BRI RS

35 2 = FRERE EREN
y 5 - EREE m5 R

37 ERERNIRE Tk

ERERNRE it

*Bfi: B

B 21 ¢ RAT LT IR F[8]

V2G 2 5 4eB 22 977 o FER AR p RS BB S B 58 44
Local Market Operator ~ Charging Station Operator > 2% EV & i o fp o
3 Local Market Operator § L3 T & PFE V2G5 R L el &p > 13 %82 “F—“’;
2% T *T D o Charging Station Operator 3 & ¥ Jg & * &&= & » % [§] 22 ¢
Stage /&% 8 7 423 &7 % V2G JRi% ; Stagell 5 & ¥ EV & 1 2% %
A FE G4 V2G PRI > F AR - B 2 F TR R po S EV 2 3 A AR

P FERLT S E - RART O VIG IR K o

_________________________________________________________

Day Ahead Market

Announced price p and minimum bid D

Stage |: Each charging station i decides its
V2G participating strategy r € {0,1}

Stage II: Each charging station i decides the
price p;

Stage Ill: EV users decide their V2G station
selection strategy s € {i, @}

Real Time Market

M RO T R LR M F
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(=)2H2 LT FHREF
" Vehicle-to-Vehicle Charging Model, Complexity, and Heuristics | [9]# ~
< # % 7 Fundacdo para Ciéncia e a Tecnologia (FCT)#° 2% » d %2 B+ p A %
5+ & (Carnegie Mellon University)si#= 7 B [y #74 &7 d % - 1% Jﬁ“ Claudio

Gomes it {7 v Fg4R £

Pl § LRI, 212 F2FLRLEE PR & AV
AT R TR R 2 IR OT R RAARE TR - T

97 fe EV e £ > @ 17 - 2R o 3 3 L (Vehicle-to-Vehicle

‘F_*

%

Charging, V2VC) % = — B 7 3% 4 g3 o pw ¢ &3 & EV ¢ 248 V2VC

er1% 5, 0 |4 Ford F-150 Lightning 2 % Tesla Cybertruck

LEND A HAND — AND A FEW MILES — TO YOUR FRIENDS
USING VEHICLE-TO-VEHICLE CHARGING ON F-150
LIGHTNING, F-150 HYBRID

DEC 21,2021 | DEARBORN, MICH.

B 23 & 43 L3 (V2VO)[10]
PHmr FEHLETA A ERET A V2VC S i i B AT B i e iE i
U BEFBCEVIEE - 2 EVARdtE c A EVHEEREE ~ 2 EV ey

7 % ik (State of Charge, SoC) ~ 2 EVeE T £~ L g xhiz¥ ~ 2%

34
6“34

FEFANELEVHAV2ZVCER 322 o

W
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Frode it @ 4o® 24 2 B 25 A1oF o

- AtOPFEVATEEE&8 1 -EVBETREL 0 =3 &g
1'EVCRE50>&83-EVALHEVBLREHE=3-

- A3 EVB®Hp&EFL]> 30w ASEIFEV C A

- L t=4FEVBREFEIFILFEVC AT A L PFEV AL
YLB E L] LR 4o

- AtSPEEVARZP O L A4-BEV.CRELkp EVB i
T AEE 1~ EVBR BT AR -

- At6PFEVCHESH 1 LFZ 22y ARG - TREDT
ETHEP h o FRERDE S EV anE T R AcR 25 T o

4P o

: — EVA

3
S
Zz
|
t=20 1 2 3 4 5 6 7 8 9
Bl 24 p¥ =z 4 Bl(Time-Space Network Graph) » %6 5 & BL(3» BE) > $ #h 5 BFRF[9]
107
8 —F— EVA —— EVB —— EVC
O 6
<
4 == = = |
7] @
C

LR FI[9)

B 25
BT FEE AT B ZRRE  F EVALE s H 8 ke

a4
@3
ek

o BRERBEUT B4 4005 T > SHFMT 28 AR s f1eT
‘E‘_ Y “Lr’ﬁ ""’K:}"&xi ‘“‘Q‘!'—.“Tfu'ﬂf mFE?F'&xE‘.f’rﬁxli it o ”“ Fj 7"& Z LL&fi

—
P

R A2 5 NP-Complete » {2 {4 3 p #ALP 4o " UEIE # [ Z- R EV &
FERiERT? vz 2 > 27 - B & (Restricted-V2VC,

R-V2VC): p| ¥ 3 B 7| - B polynomial time e17f#> I Az~ s L{ NEM -
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(Z)asFERT

B

" Realizing Smart Charging of Electric Vehicles at Public Charging

11
(\x.

Infrastructures Using Standards-Based Communication Architecture | [11]#% < ¢

# B 4p k3 % + & (Technische Universitét Berlin) &2 4p b 2 % 4 1 2 < eh @ Fx
A 4o P B I} 5 Forschungscampus Mobility2Grid(# 3 : Research Campus
Mobility to Grid)#= 3 & & 0 # — 38i» o d % - ¥4 Jan F. Heinekamp i€ {7

vERAR S o

Forschungscampus Mobility2Grid forschi

Mobility 2 Grid

B 26 léo;schungscampus Mobility2Grid (74 % i * HF #f 4)

PH2 EANE2EFELT I RWFDEPRG P ER S ST
WABEMEESEE AR FHS RGP FTRSBEP S e i 1R B
3 o b (Open InterCharge Protocol, OICP)4r i@ 4§ ow 14 & i“ EO AN R e
PGS S %%'E* FEEFPRELTRHETRD LT EAKFE NS T

ISOI5118 HF eik 3 b ERALT AL HFERATED T2 -

ARAR AL AR IR SR F LS A HIF MY
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E-Mobility End User : §# 2 & 3 » ¥ o d EFH L B2vip & L
PRI xf——‘ﬁ E3TE G e

E-Mobility Service Provider : EV JR7% & &7 » # #- EMSP ©
E-Roaming Platform Operator [Clearing House Operator] : i ENES
Yo B B ASE A1 % b B AR(R X)) o

Smart Charging Service Provider : % £ v & JR7% & & 7 (SCSP) -
FRELF o HATHE A TR Ksetpoint) T3 4 F WA
EAQ(Afpd it 4g)o pHFartd VPPO & CPOH iz &
d o RARPT R AL P HERZE L AT T FEAF Y
FAIE A~

Infrastructure and Charge Point Operator [Energy End User] @ ~
THFERF > - LHAHCPO-

Virtual Power Plant Operator [Energy Supplier] :

BT REER > HH VPPO REF T KA M4 & CPO & * 2
TR RpE AR

[Market Platform Operator, Energy Producer, System Operator]:
System Operator = f F $%& i % & * # 24 JR7: > G4 15 & 5 £ >
MERTRETREFT AL AR

e ™
- 1: User
% E-Mobility End User P ool > % E-Mobility Service Provider
. W/ _TeMobilty_ _ 0 A 0 A p
Service &7 Sy
L ol $@
..... 10g: Contracted .~ & &rp S
Price Payment Vg™ o & :
<€ o RE P BiE
% 52
% E-Roaming Platform Operator ‘gf
P Oig
52
bl /
% Infrastructure and Charge Point
Operator
% Virtual Power Plant Operator
b J
Legend: Information Exchange o Information Exchange
on Energy Quantities -~ on Contracted Payments
Actor with Main Role Information Exchange Complementary
% /" on Procedure of Information Exchange
Charging Process on Energy Procurement

Bl 27 S8FELTT L LS hT dnae [11]
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W27 2 FasHham:
(* %/ 1 —>EMSP) : * & i
(EMSP— i & =f) @ % = 4
(& #+—>SCSP) : * = {43
(SCSP—VPPO) : 7 il 2 15 R
(VPPO—>SCSP) : & i it 7 i #4%
(SCSP—iF & ) * B i it L T 3k 2 8-
a.(F ¥ #7—>CPO) : & it f* % T 3%k 2 g
b.(VPPO—CPO) : i F £7 & &2 T i
C(EMSP—# =/3 1)1 Jp i3t &2 8 &6 i * 425° PRA%
(CPO—iF 5 #7) 1 AR P w4
a.(F & #r—>EMSP) % % P 'm [ &
b.(F & #+—>SCSP) : & § P ¢ 45
10. a.(EMSP—>;F L S TIPS [ S
b.(SCSP—j- 5 #1) t L 25§ & i
c.(CPO— i & #7) ;i‘f?% L

N ok~ oD

d.(EMSP—CPO) : & 4 & %
e.(CPO—VPPO) : g 1% & £ H
f(CPO—>SCSP) : & 41 & £ 1

g (* # /3 r—>EMSP) EXW &2 H

F ulriEd I B HCA] > SCSP I S ATH{ehd & > F AP DT I AT
EAT o FEATIEABLEAEVREY S BET - PERLT R
"2 BV p L 1S0C(% T & * % 4% SCSP » i+ EV R i (Original
Equipment Manufacturers, OEMs) ¥ A A iz A& $o- & {7 OEMs 4 i T 2k

MEPANCPOENEEHTEMEVFELTTR -

580k gt B EE A ETIR % > Tt 2025 & 4 »xen EU Data Act, Regulation
2023/2854 12 2 Renewable Energy Directive (RED III), Directive 2023/2413 #-
% 4 OEM &2 % = 2 £ FEL T M Bcdh o e 2 T3k > @ 3
$-%1 % i J9¥ 1T SCSP ehk 4 o
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Distribution System Virtual Power Plant Smart Charging E-Roaming Platform
Operator (DSO) Operator (VPPQ) Service Provider (SCSP) Operator (RPO)
: _ Grid Aggregator, Balancing ——IEC 61850 / REST / MQTT / Modbus 0ICP 2.x
Metering Point Responsible Party, e
Operation, Gateway- Direct Marketer, [:] earing House
Administrator s Energy Supplier EMS Operator ROP
F: Power System Operation, F: Optimized Energy F: Calculation of EV-individual F: Contractual Integration
Approval of Metering Data Procurement and Supply Charging Power Profiles of CPOs, EMSPs and SCSPs .
T I
: : b 8
******************* ' ! ‘ — — — — Roaming Contract— — — — 4 . 23 =
Legend: S , £ g
25 & 5 re—p - =m=========== Roaming Conlract- — — — = — = = g 8 =]
Actor with Main Role 23 28 : S A S
{related A“m";'z:es E 5 % § 1 22 0ICP 2 OCHP :
" ¥ I w
‘ Adopted of Actor System . : u 8 é o Charging Service Contract = = | :
= I
[F: Function Description of Actor ] ! : | L !
e  Energy Flow Infrastructures E-Mobility / EV E-Mobility Service
andar . and Charge Point SM User (MEU) Provider (EMSP)
= Contract = = = = --internal Interface - 0O tor (CPO)
System Acronyms: ADMS - Advanced v S [cpro- EMSP-
Distribution Management System; BE - =} BE =t . . FE | User Preferences =+
Backend; CMS — Charging N it @ 0 1511 |
System; EMS — Energy Management System; !

EVCC - Electric Vehicle Communication

[Energy End User J %—I EVSE lEJ
Controller; EVSE — Electric Vehicle Supply o I

EVCC

Equipment; FE - Frontend SM —Smart Meter F: Operation of Charging and
with Gateway and Control Unit; ROP - Refueling Infrastructure

F: End Costumer for Charging
and Mobility Services

L__[Emsp- 1|
) el

rF: Contracts for Charging
Service incl. Authorization

Roaming-Platform

-

Bl 28 22 ELT

ﬁ
Standards-Based Communication Architecture @ :
— Mobility2 Grid

) Istribution System
Operator (DS0)

L4 ¢ 3 el s [11]

J Virtual Power Plant j Smart Chargling

0O
perator (VPPO) Service Provider (SCSP) j f,f,“,:;:’,"(‘}(;g?’”’“
)

= — Awogau Batan
Melonng Pount Res ‘“") —[’ 185 S

_ ponsio Pam CG1850 / REST / MOTT / Mo
[Opem.nn_ Gntmny-J DI M | ) l—
Acministrator g,.,:”s Supplier [ EH.. ]

Added data elements:

F Power System Operation, F Optmized Energy
Approval of Metering Data f awfﬂ"mﬁ’&’w, * transaction ID of charging process
* slate of charge of EV

, l * charging profile (time series) ﬁ
\ ,m, a * user preferences (desired SoC and departure time|
Actor with Main Role §u 3 - )
trolatod Aawmr =) =28 2t ' 85 \J
iy s [Spem1] 3d qu - 0P 2x) e
Ntxmdku ' [Er=m) ‘W P8 « = = Chargng Seevion Contract
¥ Functon Descrpson of Aor | : . )
 Infrastructures SE 0 E-Moblilty | EV E-Mob
-$ - Flow —— liity Service
B e e L g:: rir'\::?e:gm SM X User (MEU) Lmvlwm:ww,
System Acronyms ADMS - AQ "_Ej_ EMSP:
mmu;w System, BE - BE 150 181182 {_ ,{EJ Uses Prodorancen
Sysom, EMS - Enargy Manogemend System, S

EMSP-
Evce DE l,
F. Contracts for Charging
Service incl. Auhonzatson

(v v ) §-{ evee el [

F Operation of Charging and [F End Cosrwnu’;a CY\Tw\g
Refueling Infrasiructure ’

Controlor; EVSE ~ Ectic Vehice Sungly
Eqguoment, FE - Fronters] SM ~Smart Mater
wih Gatosay and Control Unt, ROP -
Roaming Pattam

Sorvices

B 29 #% OICP2x R RAL AR (FA &k : g #49)

P N,‘ —
- ’ﬁ

22 Gong » 4 &_OICP

Bf SRH L OICP 2.x 11 3% #4p i

¥4 & Hubject(£ J # *

$FH > ¢ 5 £5IDSoC > 2% R A FK BAPER R )

4k (1 27 9 2 3) ~ ke

BT AEAR(ER 27 H A5 0 T ARG B R R B R
i B T i CPO(W] 27 4 2 6 29 3 Ta) » 5 OICP2.x # & 1 {9 1138

REEE T FAFELTER -
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TR HREL ARG PPRENL TR T R B e
Poa - Bl v RK ?;q.hqaar?ﬁm#%,;»f B T 5 22kW e AC
“t @ #b(Schneider Electric EVIink Parkplatz 3)#2 2g = 7 & 50kW e DC E-i#

7 =k (Alpitronic Hypercharger HYC150)4" %[ i& (7 jB|3& » B3 h EV B 5 7
% % 77kWh 1 Volkswagen ID.4 Pro > * EV ¥ X hk * L@ # F L 5] 5

11kW 9 AC & 135Kw 2 DC » 4] 30 22 ] 31 #71 -

—— Charging Power (EV) ---- Power Set Point (EV)
--------- Charging Power (Grid Connection) State of Charge
'80 —
Q
o
- 79 2
©
L
(&
78 ©
2
8
e e e 77 P
01234567 8 9 1011 12131415161718192021 22
Time (min)
B 30 AC =t % #:(Schneider Electric EVIink Parkplatz 3) [11]
—— Charging Power (EV) ---- Power Set Point (EV)
--------- Charging Power (Grid Connection) State of Charge
68 E
o
166 O
©
L
- 64 O
Y
o
-62 @
11
I-- 60 9
8 9 10 1‘I 12131415161718192021 22
Time (min)
B 31 DC = % #:(Alpitronic Hypercharger HYC150) [11]
Bl 30 2® 31 ¢ >»%F miMi SCSPRZTLTLHBBEH EV L2353
Eom EVARFErch# FEZ2¢ 7R Fd AR ETREI I TH
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2Z#F o ¥ x e d AP SoC(fR17 AR 5 1%) e ¥ AR > 2 ¢ F M
Td mAAPFRET R AR LR BB LR RO FARE TR m
AP B2 it —*ﬁ;ﬂ RARHT > 5 AC 2 T b AR R EAR MR LAk 5 0 i
Bk TR SRR C %o & =R AR i%k%ﬁﬁ%iiﬁ% P AR T
20kW 11 F pEREIT o % OKW P+ w2 % 4 o

RS M F (M SKW) R B enim £ > 70 TER M AT # 5 ) B4R
EV 223 %2 FF & B4F L € :5(Charging Session) 7 B ij £ g i€ 7
FoAC @3B Mg w55 4.14kW > DC e & 3R] 5 3.55kW - 4245 ISO
15118 152 » L ¢ € 3 7 L3 EV B P %7 2ra kg CPO Rz d]
BAMAFRRDLLHARFRLZ -FPFRFABIN S HF 2 2DC %

T EAd 3T VPPO fe2 = i it o F3R T BEEAR(S 0 Arx F] S R R RE

FEGDT R A AREHESCSP L@ dg 4 F R F o
12 Power Set Point i 5 # #h » Charging Power ¥ & 4idh¥ (8 3]~ % F] »

3

¥ {:ﬁ— Mt 7 | # Fitted Function » 4cB] 32 :

x Charging Power (EV) ----Fitted Function
E AC Charging > 301 DC Charging T
— 107 station X Station X
. 5 x,,x )(.X
QE 87 x7 20 - %
% o X X
o> g X X
0 X 10 4 > 4
o X X
s i . SRS T S I —
0 2 4 6 8 10 0 10 20 30 40 50

Power Set Point (kW)
B 32 EV 33 ame iy EpE B2 Fited Function [11]

AC ¥ DC ¢ Fitted Function :
PACTIL = 0,63 - PAC + 4.14kW
Predt = 0.60 - PRE + 3.55kW
Fitted Function ¥2 &~ # 2L3% R € £ %P | & VPPO &2 XL 7 # F L3

FPTRFFEFELLAFT L TEPN R FRTIR L H(R)R
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z

~ PMUpM 2%/~
(- )WAMS & # 3 5 R F & 7l

" Wide-area Measurement Based Online Oscillation Alarming System at
RTE ;| [12]#¥ T Computational Analysis of Online Oscillation Monitoring
Algorithms | [13] 4.7 B d FFE V= A EapE gy MEHE £ > ¢4

Vaithianathan “Mani” Venkatasubramanian i& {7 © gg3F 2 o

B2 F 4% A 2 A3 PMU (Phasor Measurement Unit) e/ 32 B £ & 5
(Wide-Area Measurement System, WAMS) - WAMS :i& i7 it i # i T pF & Bl e
BT B RRF LT R L PEE R (Aler) & B 2 (Warmn) A R -
RTE (Réseau de Transport d'Electricité » i# & TSO)® 4 <11 WAMS % %i4c B
3347507 % PMU-R /htp € T # & ¢ F(Phasor Data Concentrator, PDC)-
OperatorFabric R4 1* & %~ 1% "'“ B 1y B % c7"MANTRA(Modal ANanalysis and
oscillation TRAcking) % %% Grafana B i 2 FTHRE-

OpenPDC w2 MANTRA g OperatorFabric
«

H Database

B 33 RTE B % 7 WAMS % # [12]

% = B2 A WAMS 5 Suicl] 34 #1710 d § B PMU( % < i@ * 152
#)~PDC~7 * L = (SEL Synchrowave Platform)~OMS (Oscillation Monitoring
System) ~ B2 &g /it ~ B /ELEE > U FTRE B o

PMU 1
\ Graphical
: = Display
ms Synchrowave Platform L
I = LI
oMS ‘
FFDD FSSI Event Engine

Bl 34 55 BB % o0 WAMS % 4 [13]
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MANTRA £ OMS #fiz » p & % BAp & A 47iF 52 R ¥7 8 F 5 &
TERL e A F TN F 2 B R AIF 1 F #4475 F (Event Analysis Engine) 2
x5, 4 17 3| #F (Ambient Analysis Engine) © % - * ** Ring-down 4 17 > & 4 *
> Ambient & 47 > /B 35 & ¥ ©
- Ring-down Analysis : % 3975 ¢ > FIAELER B TR EE
i F 7 7 i & ch(4p ¥ Ambient) < ﬂ’ﬁfi FER B o
Ambient Analysis : % JL A §F R AT o F Al i\ A4

e B AL B -

2.50 €8

Ringdown

<

>

Ambient

=
~
u

=
u
o

Amplitude [W]

=
[N
wn

< >
1.00 -

Ambient

0.75 1 —— Measured signal

0 20 40 60 80 100 120
Time [s]

B 35 Ambient and ringdown data from the Nordic grid [ 14]

A7 &R Y GuFE 2 ¢ 7 ¢ Prony ~ Matrix Pencil ~ Hankel Total
Least Square (HTLS) ~ Eigenvalue Realization Algorithm (ERA) » iz % & ;2 *‘F‘,'K
Ha A AELE Y o e rpdic(order) § H B B R KB Ih A R g 4
B PrBcB A L g4 H S ER 47 BRI FPNE AR
AT A RPRER IR T RO E T EAHIERY B

BE R RRELF S 10 hPMUREL » 5 Fi#d- S § o

B A F7il ¢ ayg 8 2 P E_ ! Fast Frequency Domain Decomposition
(FFDD)¥ Fast Stochastic Subspace Identification(FFSI) o Z 5 4 751 & » H_i#
* A F Hei2 FFDD # * %R 70 fyen PMU 8L # 10 fi# 6 — = § o

FFSI B 8. * % A& 120 /0 PMU 355 » 5 20 ## 85— = § f& o
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Wi

¥ #| 8

—l \
“3\4-

I

Prony
-_' Analysis Matrix Pencil
Window /=== HTLS Start Event
Analysis Engine
ERA
Receive data
| | ,
‘ No Consistency
check ? Receive data Receive data
Perform modal estimation
' i using different algorithms
Yes
No Check Consistency
gt Checks: Checks: checks?
1. Damping 1. Damping
ratio? 2. Confidence 2. Confidence
3 3. Energy
l Yes Checks:
Yes {1ves 1. Damping
Check J
No frequency
== Alert ¢=m and
Modeshape ’
? ’;’:;‘:‘"’: Mode Shape
Yes Ak consistency
0 check?
No

Send Alert Send Alert

Bl 36 /%2 28 2 5 Ring-down 4 1%[13] > % & Ambient 4 47[12] «

CPU fir:d »o i Badrsl 5 - T § fppd z i d- 20 it 4
EAENE SR 1 g/;ff.};t A - Fod RBEAITIEFE - £ i chiicdy
Eps B (B F R }Jj&%fjﬁéﬁ%)»%ﬁéfﬁfﬁ?ﬁ%l§k’%
W (FpF > %% st CPU(Synchrowave Platform # #* Intel® Xeon® CPU E2643
v2 3.50GHz, 2processors) § i# = E ~ f 3 o

W ¢ RdE CPU fiiEen M E R S alic £ A3 HF vz L2
Fe'E R E ) TRB AT F i - 0 FRRET RO A T
= NaN &35 ¢ & % 5L A3 5L3F @ (pre-processing) P Fx i i S48 (818 {7
FedZ o e AR A EDITIRT o kAL g FH* 100% CPU »xir E XK i
oA CPU# % & 100% 45 PR § S50 b s sk o 2 335 o
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CPU usage (%)

110 T T . . :

70 80 90 100 110 120 130 140 150 160 170
Time (s)

B 37CPU # % & : =M 5 AR > £ B8 53 AE[13]
EREH LB AT F T B bl NaN B8 m .

~  FFDD & ¥ /& e Ffore Lt B3R 5% & NaN & 54 5 5 0%3)
95%i% %4~ R o FRm > F NaN 3 £ B 3 T AL 1 20%pF » 53+
7% 3 /& (confidence) 2 H ¥ BL% | (observability) € T "% o

—  FSSI j®E 2 g F 23545 £ 0%3] 50%:+: NaN &+ - &
o RFER L R E N F NaN 2 & SR dem PE N o (TS - ﬁi};‘lﬂiﬁ
=72 s FSSI 2 FFDD % Fr » 53+ en¥® & B &2 355 ¢ FSSI e
VEEMR L 2 A FFDDS NaN W' 5 m - RT %5 XM
MAEEWFI R S NaN § 33 FTAe R

f&* P RTE n WAMS %2023 # 6 * 424 RTE = K44l ¢ w &> 4

&% RERE LT Nr EE RHT S 00T 18 @95 (Constraint) -

Operating Procedure on East-Center-West mode

Constraints mainly when export
from Spain to France

Remedial actions with impact

on RTE:

+ Increase HVDC Flow

+ Reduce physical exchange
between Spain and France

Bl 38 wAX S 17 i RO 4 pinmE (T KR Y )
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(=)- fu-PMU &3
I Experimental End-To-End Delay Analysis of LTE Cat-M With High-Rate

< d

Synchrophasor Communications | [15]# R R

* B R 2 3R (the
State University of New York at Buffalo)< Filippo Malandra 2% 32 3t 32 % & -

FiAERg 4 ot =td Malandra 2432 $c32 v FR AR 2

7 F 3t i % PMU (phasor measurement unit, 4p & & B/ H =) >
TR R R~
fg' v o (3 1F

BEdld w2 F S a0 i

o -PMU
(micro-PMU)£if * #+fie T 4 & ssioip £ £ p 8 =
R I
PMU + &gz 34 - PMU #-F H tp & =

kK HEL L EY > NN B B pl ey

£ R @B A (4 LTE)eh™ F4 A8 R ARTE (7 0 Jh 32 F B 1 -PMU 573 3¢

T# e

LTE Cat-M if & _— #& i< ¥ 4= mﬁ%ﬂ@;ﬁ;ﬁ o A= & My -PMU A £ 2%

%+ IEEE C37.118 % & 5L PMU &% > fv ¥ % Bt & & 8 3% PMU 2.

Fo A ded 697 0 T2 LR REE B PMU TR -
TEL B 2iF4 Pty &R
, P par | ) s
Wik (TVE) fRiT R | fERITA
@ % PMU 14 +0.01% +0.003 | £2x10%% | +£10° | 120/}
100~
( -PMU 14 +0.05% £0.001 | £2x107% | +2x107
120/4)
% 6 WEPMU g 4 -PMU it £ B [15]

® 50 PMU A0 2ei i B eng 4 505 MBH > blhoe & gt s

T4 u-PMU PRI EY
R 0 Bdrdg K 4§ (Cellular) s
ﬁﬁlﬁv? i i@‘fsﬂfﬁﬁﬁlﬁ'

R Avenat 8l o B RS m A > L

e (C-loT) ek vz —

H s &

11 WiMax ~ UMTS £ LTE--

’3&,'» ﬁ;d'é

ERFRBRAVH L R AR

C AREE G AR

DO FRERDMN T RS R
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PMU Name H GridTrak PMU [27] OpenPMU V1 [28] OpenPMU V2 [28] Mohapatra [29] Our Design

Approx. cost 1508 400$ 100$ 5008 1508%
Hardware dsPIC30F microcontroller NI DAQ BeagleBone B. Arduino Due Arduino Mega
Software C# LabView Linux Linux, Python Python
Open-Source Yes No Yes Yes Yes

IEEE C37.118.2 Yes Yes Yes No Yes
Compliance

Communication Wired Wired Wired Wired Wireless (LTE cat-M)

%7 & u-PMUF B> % [15]

F T v Eﬂﬂ"t’t!l*’mll}ﬂPMU'?ﬁa %

/7

1. GridTrakPMU # * & Bicdr 4% > - B2 4pE > ¥ - B4 = 1
PPS(1 pulse per second)p# fFF e 35 2 EL o b = % o A2 F FAp iR
%o fei@* ZH i PCB 2 {7 /#5217 PCB e > 3l it o

2. OpenPMU % % p £ 8 £ i A B PMU f3/4° % o VI @ #
R 7k B4 48 {- LabView #5483 '*z R HINFE K Rk

3. K} A V2 PSR F'“/ba'vﬁﬂ*"frﬁi UEEE I E SR
AT RN B R ‘maﬁfry £ % &2 1% o(not
available) » i& 3 4v 7 R F g ;@;y_jt_ o

4. Mohapatra # * = B4 BEFAAERIEfrfk L o> 583
“rrﬁ*m*w”'*'&ﬂ%ﬁﬁﬂ’“%%ﬁ%i€%

L A

5, MH2 e X4cR39% o d A BAR e I RAPERAL
#- e (Synchrophasor Generator)frid 20 i & (Commumcatlon) d gt
SRRy -PMU #2inidip S aRE it B2
HPIRE > A i‘&«fb}ﬁ € 74 % ¢ F & g:(Phasor Data Concentrator
node, PDC node) °

u-PMU prototype PDC node

: ,1. Data

) I:'  ATmega2560 ZOE-M8Q (GPS), ' | reception
AC signal : N : i 19
' 1

[ . Delay
ADC || GPSDO 1 PPS||1%2C | analysis

I°C |<

12C UART

UDP-client J
ATmega328P
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B39 ¢ »4p & A 4 #e i Arduino ATmega2560 ¥ 4 % ip] % i3t 5Lik B
PR RE G ehAp B (L) G(t) 5 PRI e 7 - mliiE R RIRE V() AP & o(t)
HE 5 f(t) ~ o4 5 % 10 & p(t) - ATmega2560 A& % 22— B 10bit c5F 1 -
i*(Analog to Digital, ADC)## & B » #-2 R FLenPofR 47 v B 2 g o
ATmega2560 p ¥ 3 — & GPS #c = & F % (GPS Digital Oscillator, GPSDO) &
4 22 ZOE-M8Q GPS firie ¥ ke IPPS 2 ELF # cnE B/ ffr > * 30 4 =
1600Hz 557 PWM 3t 5L & ADC B~4% » & 50Hz e AC 35L& 334 (7 11 B3k 32
B> 4 ¥ LA 24 1920Hz (0 PWM 5.7 fe 60Hz 7 AC 3t 5L o ATmega2560
v 1PPS fepF (& frdhe i — ) P IR R N IR B ahm R A Lus

Ph H iz o

R E(t) 58 4 3 ATmega2560 2 ¢ » BEE 1+ ¥R E 40 ¢ 0% |
BL(FEPE)) RS MELBEIPC A o i B 3 3 3 £ ATmega328P(4< ¥ 52)
ATmega328P ¥ i UDP-client § § = % 2 UDP-server <7 PDC & BLif {7 &
HUL I G AP B H (G PF S5t3at0stSe) o ¢ H 3 B ha B
BoA 2 ¢ &tk IEEE C37.118.2 R % [16] % & 2 TR 5% & & 3 — B H (3

=) > 4@ 41 °

UDP-client B = Packet compliant with IEEE C37.118.2 standard i N g
AC signal ti, €(1) ’. fuf(tr)y!(-
Smart
@—| AT2560 |—>] AT328P i —> mEE | UDP-server Grid
1’c U - Applic.
Internet ~ PDC node
’
t t;
: 41 62 03 04 05 06 ;
: 1. AC signal © 3 C37.118.2 6. Buffer “Packet received
: sampling, 2. 12C delay : packet creation 4. LTE 5. Inter- ds.elay, packets by the UD.l'L
£(2) com- : cat-M delay net delay alignment and server and time-
. UART delay N o : ’
putation error correction stamped with #
I. Synchrophasor generation II. Synchrophasor packet transmission

Bl 40 == hipd b @ﬁ%li PDC z_ 1 i®in 4z [15]
Single, phase

Q@ © o=
olE|A = 3 ol
2215/ 81 € |8 2 |BE|E
mcdgm émMmEO

Py |~ [ D—l
9B2B2B 4B 4B 2B 4B 2B 2B2B

B 41 IEEE C37.1182 3 4 4p ¥ #f 2 T4 5% [15]
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IEEE C37.118.2 F # 18 & F 4242 5% ¢ > SOC (Second Of Century » ' % #))
4= FRACSEC (FRACtion of SECond » % » #))* 3t & 57 pF & t; ; PHASOR #
4 &) R 15 R frap £ FREQ i % f(t); DFREQ # % ROCOF 4 # p(t)°
% t¢ CHK #4345 CRC (cyclic redundancy check) * 3% % 4 4% 254k B i 2%
fe(checksum) °

ATmega328P 1% 5 UDP-client &2 PDC % 5 UDP-server %% z‘?j’ﬁé Python
@ Bi(% 7)c UDP-client &£ > = # 4p £ 7§ » ¥ i€ 1§ UART 4 & @ﬁ?‘]i U-blox
SARA #-ke > @ 2 A7 8k 1714 %ﬁf d LTE cat-M T;*;ﬁ%] o U-blox SARA i 2 #-
o Ap &+ r@ﬁ;‘* | LTE cat-M eNodeB > 1/ ¢ '*Ff R AT BT R

Be o X ¥ it PDC &8 o #532 PDC & B0 0 28 R A AP R bi 4 g4k E

‘_\_\_‘t
qg»

q.

e

#4744 PDC & gL(UDP-server) ¢ i A E/’LE%W/] se R (L 8] 40)>

‘“fé

U RR Atk o b (end-to-end) i B D(t) o D(t) & 5 E_E(t)E_AC L

A A ()3 gtk PDC & ghi e (t) » F1 D()=ti-ti > @ 38w 3k § A
4 PRt 0 ATmega2560 22 &2 4 PR i e PDC node 2 {8 P/ 2 4 > M
e Aot ¢ gL pF 3 2 (Network Time Protocol, NTP):E 7 ¢ 4 » 2 F
¥ &5 > ATmega2560 -~ ZOE-M8Q GPS 2 PDCnode = # % ¥t Fr — % GPS

FEEFRY -

LTE Cat-M Hjfrprit @ @05 & Flfie T 5 309 e §35 i R & I3 4o
B D 3w CloT R AL EEHE E o) R ZhE% > %50 4

#1&F A %% UELTE cat-M ~ LTE CAT-1 ~ NB-IoT 4r LoRa & & - pt

*“A‘F

# 2 3 * 0 LTE cat-M §_- &5 42 B 3 (Low Power Wide Area, LPWA) /i

=N
T

v i & 2§ ¢ % Data Rate & $:0 10T fv M2M ig 4% > b » LTE-M &
# 7+ §Yk (sub-carrier)2. B chl g |0 @ LTE-M { i 54 5L % 8 + 4

DRSS
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CAT-NBI CAT-MI CAT-1 LoRa

Peak Data Rate 27.2/33.25 kb/s (DL/UL) 375 kb/s (DL/UL) 10/5 Mb/s (DL/UL) 0.3-50 (DL/UL)

Radio Spectrum 180 KHz 1.4 MHz 20 MHz 125 KHz

Latency 1.5-10 s 100-150 ms 50-100 ms High (Device Dependent)
Max. Coupling Loss 164 dB 155.7 dB - 157 dB

Tx Power 46dBm/23dBm (DL/UL) 43dBm/23dBm (DL/UL) 23dBm (DL/UL) 27dBm (DL/UL)
Number of antennas 1 1 2 1

VoLTE support No Yes Yes No

Power Consumption LOW LOW HIGH LOW

4 8 mMEAT A H gt [15]
it 4 fEE AT T (73 Kb fded 847 o B2 7 Y g LTE CAT-
1 enfp F|E T eng # 4L > W% 2 % & g Data Ratee ¥ — * & > LoRa k& 2%
AR¥H s 4L > 2§ 22 Data Rate i X7 2 2 2 3% - B fs » E# LTE
cat-M @ 2t NB-lJoT £ %] 5 LTE cat-M & 5 { ¢t & ~ { % ¢ Data Rate -

{LHOREFF > %~ E# LTE cat-M -

TGS D F%H* S0Hz < inin5 > BhipE E(t)m = ) 50 tE(F &
- A)o TRIEACE 42 B R ZF o d Bl 4207 L3> ERPPEFE &
f=50 Hz gl iz id ds > QL B erde 57 a0 %] 5 AC 54 24 B &
ATmega2560 p 5 ADC i = Bk hmd 2 LR L > MELH AL 6 ER
FEehd4c & = ¥ i 4% (Discrete Fourier Transform, DFT):* & » i@ 4 & {8
1. JRtF V()2 I 2k 075 Nk 6 0 do @) 42(a)F1 T o
2. APk o(t)E =S K 4o B 42(b) T 2 E F 5 % f(t) > fo=50Hz
Pk EREPER R 4 0 @ 9%l E f(t) 4 3T fo o FIE (b))
mEFEBY30F - AP e TIARF AR ORFETBEREN T
i dk o)A iE- BEH IRF VL)Y 23— BIEEFRADERT-
30 M F R F opt) 0 & A p() =Af/At= () — fo)/T =
(F@&) — fo) X fo > & f(t)F 4 1A%t > 4o ] 42(d) -

= w

= =

i 3 — 51

@

2 25 £ 505

s 0~ g o

Ec 2 w g,« 50

= 15 £ 495

=1 =49

z 0 20 40 £ 0 20 10
(a) (c)

= )

ij/ g g 20

2 MD S o

B _p/ =

= ”fk 20

< £ 0 20 40

he 0 20 40 2 .

Packet generation time: f; (s)

(b) ]

Bl 42 %% [15]
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BT L4 B R B gE oAt 3 #(Key Performance Indicators, KPT) &
Fitlmi 47 0 @ 7 iRt B D(t) ~ BEFERAE & 51~ 0 14 2 F 5 (jitter) o 1
FoREE KRG 081 & 8 FFA Ims 1T 5 5 TR 1-2ms 0 § BT 2
MEEIME 00 @ S P HPRUEBF L LFL O RR A TR

BAPK R F] o S rak o P B HRE & 80 LTE cat-M 4£ & -

4B 40 #r57 » @ * UDP socket (=3 AT2560 * )w 3R = # 49 & &(t)
UDP-client (=3 AT328P # ) B a5 A (5 ) A W)@ EFH 4 E L)
UDP-server i% i# DSL (Digital Subscriber Line)#s d Bfre + 4t 3 5| 1%
43 o PDC & 2E(UDP-server) f. # 4%14c ¢ 3 b A 40 & Tl ehite « & 3730 &
TP R g RS TR P ST et 47 0t 4h > PDC &
BLO F R F G B D) T AT oA b o 2 B
AR (LT ADF B E S L At=t—ta=1/A-

=)
b

j&

LTEcat-M % &(84): % 97 » MBI F (R 2 F) A S f e B D &
TR AT o BARAF LELS0E 60 H/F) > tawm2 et Bl Ek
BlERi 2 ke i LR 1 2 LTEcat-M ¥ E T ey ~ % - i
9F » 4T DiFFHB ) E B AECHREL - ok = 4 (T QI
FrQ3)~ B~ wrBE R LBE D 95% i % F L B Z 4 (frame loss) o
CENRE RN SR AR R SRRV Rot o S R

Report. rate Delay 9; (ms)
A (frames/s) . .
min max st.d. Q1 Q3 jitter 95%-CI Fr. Loss

1 145.37 201.17 20.19 147.22 187.29 40.02 168.11 +£2.29 0%
10 136.14 231.89 2247 156.29 196.16 30.03 168.78 +0.57 0%
50 138.47 514.56 18.34 159.93 184.75 19.61 172.69 =0.29 0%
60 136.69 246.34 17.96 157.33 188.12 18.36 173.50 +0.26 0%
80 13297 226.44 17.05 148.86 17791 14.14 162.95+0.22 0%

%9 @I LB ERE R D LR A4 [15]
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PMU Delay ©; (ms)
num.

min max st.d. Q1 Q3  jitter 95%-Cl1 Fr. Loss

1 123.84 550 56.10 148.28 18399 20.23 175.77+0.63 0%
2 138.65 330 41.92 166.19 199.35 25.54 183.9 +0.47 0%
3 136.46 651 49.65 162.04 195.07 225 182.84+0.56 0%

10 p-PMU #icB 22 =3 4808 8 Dy 2 R A 45( A =50 #i/s) [15]

Frame Size Delay (ms)
Loss

(bytes) min max st.d. QI Q3  jitter 95%-CI

26 (1-Phase) || 138.47 514.56 18.34 159.93 184.75 19.61 172.69 £0.29|| 0%
42 (3-Phase) || 160.64 293.08 14.61 182.20 204.73 16.83 193.99 +0.23 (| 0.2%
52 (2x) 164.11 259 17.29 1589 183 31.67 170.88 +0.27|| 0.6%

78 (3x) 168.14 367.62 20.37 195.96 226.41 30.14 211.38 £0.32(|3.3%

11 Az(hg)+ ] BB D 2R 247 [15]

2 10 -FFAFTH> t-PMUKE  FHREDTE2HFEE £ 11 %
RIELFH S AR(H) S ] T EZRIHE min s QL § - RFUAEH S F
RUUEBLFA > PR F L RIL A 2 LTE ficlesci € 7 % > Flpt

i FRARIT B i & AT & T (Di=Dimin) » LTE firlescic cnZ B i § B3R -
pt ¢k > Frame Loss % Frame Size %+~ @ 3% 3 > i&» & %5 LTE f-e ¥ 232

Hio g HR4fe { FFEFEREL o
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3o WHLH

A = %+4v IEEE SmartGridComm 2024 Ar £ T #d M R%E ¢ & 0 &
FUF ot EREM A A R RTE N, XFE > T Realizing
Smart Charging of Electric Vehicles at Public Charging Infrastructures Using
Standards-Based Communication Architecture | [11]izh #H < = 2 Z & P
To B A AREANSMAM EV aF LR ap S s g 2
(ISO 15118)4riv 5 Ap B » L R S f2f % @ ISO 15118 €& = 2 ¢

A RE R AR RNEF S e ¢4

1. 12328 £ OEMs 2 B EV 11 SoC(J % 32 i1 i it & & 2 5%)

2. ZHROICP2x#7# "&£ 591D~ SoC ~M L gy (s F
K TELOEER RS ST 2 (P rE SoC & AR B PR
74 BEL AL E LR

3. % & pFISO 15118 i #-*~ %7 Charging Session ## '35 L § =

#+ b > Steven Low #c#% eirkeynote speech 12 % T Strategic V2G Trading
in Local Energy Market Considering Minimum Energy Requirement | [7]&&
AF/DAFTOTE AR TG R R E RN E P RESEV A
AR B EHS o BB #ul Y BURY S AW E V2G sk
HiE T € RS 4F ML - T Vehicle-to-Vehicle Charging Model,
Complexity, and Heuristics |[9]F] 31 #hiE 3 > A M 1 end 8 L 3>
Mo FAFIALELAN A FA LT WERP N AR EV 2T
IR RS - TR e

" Experimental End-To-End Delay Analysis of LTE Cat-M With High-
Rate Synchrophasor Communications | [15]343# ¢ -PMU - f% 3> %
WA B R A (P R ) o 5 R B 0 -PMU BB H ffie T Seh
EERIE & Pmy PG REE R D R T A R A R e
FarBERI(EE g RATLALD)EF A0 B codpinfhoh e o sk o
PR EESLL I P S lE Lk R A& MW LR U B S BREE
FIAERTTY 2 REEEY > blde2 P ¥ 64(LTE cat-M 2 &) eh
4% & ¢ 7 reportrate ~ ¢ -PMU #c& 11 2 =k & o
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G3-Alliance # % = keynote speech [4]¢ - 27X ié * 7 #f;2 ® 2 4
i B R RGNS LT R A o e A R ET Lo
EAABFIAR E e 0 £ H AL B AR R B %{'ﬁ TR

R A ek R ML

o

~

A KA FEF LT REL AL EAF 0 Machine
Learning-Based Feature Selection for Intrusion Detection Systems in IEC
61850-Based Digital Substations | [5]7" 484 7 %% % &> FlZ S 24 &
hAE e IBCOISSO #c =R #r A he 2 F B plihz 4
HERAF PR H TR ST A - 2 0
WES Y fmni gy B

\\\?{r
e

#€_ " Wide-area Measurement Based Online Oscillation Alarming
System at RTE | [12]# w15 41 » Wi £ 42 & > F 33+ 9 WAMS i 5t
» A BT I VETH Si?&i‘:f.‘%’ﬁ PMU F#L > fe p o il 3 T pF(real-
time)s & * o 4o s T A K G 75 B WAMS > Mani &#:05 Fi#h2 2

&

h
w
RN N

(m\:t
o

B RS PR L E N E AR Gk L F R B L g
e E o kA kP TR

R

_} ‘lii’%,\gjllﬂzn b’?h fg’;‘? -,é‘l:?"z“bb
%_—*“erg?,*KF'“ e
e SRRt
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