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(2) PIZEZERHY L SEil e B & R S MR CRAE ELAE (AT
TEIL NERREIE S 2 AF -

4. S PR A BB AR
B TP P e e i i P2 e S 3 s i £ 458 (IDS) > 4K
HMREUESS > DS sRERCE IR ARIPHEEAE

5. BorigsE
(1) TAEAR © 51T
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(2) JRE : S  sEIRECHA S a8 S -

(3) HAE B -

(4) WP AR (WM ~ 355 ) © BRI RTTEe

() #&FfHE (Tenant Restricted Area)
1. RIS Ze (A R e (U AR A st

(1) HGEMEZ e EYIERLE S A SRS - B
it JEE 357 R BT Y B s ] e DA AT o B T S IR B L&
PARI (- AREE P2 N S RE R AR R -

(2) [EEEssTES B S E AT K - W ERF AT S EIPEAR
i MECRAE A BRI N B -

2. HPERE T —

(1) ELaehnsEEii N AEE FERHE ORKHEE ) @ FigtE
RS E A E BRI - B2 PR B PR A =
REORZHE

(2) HEPFERIEAYAER FIEE S TR ER - ErEiEads
Pl %48 (IDS) HELEFETE -

(7N) HWBETE
1. et E Al

(1) FrEe AR (R EGZE) -

(2) FrEg A+ -

(3) AREIR -

(4) "HEARVE SR (DIBHEESL S A REE Y ) ©

(5) FTEEfL 7 -

(6) #ITEEFIE

(7) Witk -

2. FEEEA
(1) FEREEANTEEHAR 22 -
(2) FEECHERY/MKIHE R DL BEEEA -
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Identification Permit Pass: The New
biometric pass

Security Micro Text

Singapore Changi D f Month / Yi
Airport logo \ / ate O Elpry onth / Year

‘Airport Police
Division’ APR

w 2007

S/0 MANI

Name Of Bearer \
/W mmmmm Photo Of Bearer
78
Organization /

Security Areas/ Zone C: Cargo Complex
codes

Serial No. of Pass o D: Departure Transit

A : Apron / Aircraft Parking 3
Area T : Control Towe!

V : VIP Complex

B: Baggage Claim Area

22 © 2024 Copyright IATA

N RERFRITERE
(—) HAEH
g (BIRRMTALY) 55 17 9EEIPRYESR > %4 (Screening)
fE— 2SR 73R NIGH G TIRA T BT RV EES - R
HA G B R AR P AT A
(Z)  Zhesel
1. {Hgeid
(1) Xothadsg -
(2) EfBEVEFT -
(3) FFRIAEEHEME -

Conventional solutions

19



(4) 17 -
(5) ALkg#& -

2. HEFERI
(1) JE2)AtmEE (ETD) -
(2) AhafmisfE (AIT) -

3. HrEETE G
(1) HEhgErEmEE (CT) -
(2) BEEPMENZ4¢ (EDS) -

More recent options Emerging trend
B, W g

IATA 8 © 2024 Copyright IATA IATA

(=) IREZhRE
1. srHiEZde
SRS 2ot st o LR (RN Tk ST B i > RTRELL—
P T— (2ot B RS AP T — (A e ha R R U -
(1) {EHE
i kDB LR AU o
ii. 3R N e h R AR 2 IR0 - TR e SR I 6E -
i, IARIE H Y 5 B2 2N A [E] Y e AR R MR
LA R ARG i Y EE B S0 A B e A 2 Bl )
(2) dRE
i ERpfE 2 -
i. SHEFTEMIZEES (HIR) BERSEEZT -
iii. PREIPUEAN SEHZESEEI AT IERFH -

20



iv. SR VEDIRE 2 AagR -
V. TREBS LR R NTIA -

Decentralized facilities (Gate

screening)
At the gate :

TERMINAL

Screening
Points

Boarding Gates !Q!

2. B Ztm
FVA TRE I LR [F—Ba 1T 200 ZAm B L B v RESEh SE IR
Siapa P S AR PR
(1) &%
i BIEER (el ATT) de s ZAases
ii. fEFEEERIKERERATLEFR -
(2) GhEh
i IR A S A D CE S E N E
ii. SEEHINIL S AL A REIERLAT A Lt (EIE B -

Centralized facilities

TERMINAL

Screening
Point

21



T RRETFRE

(—)
(=)
(=)

SRS

fics (BIRSERATALT) 55 17 JRIH4T 4.5.1 32 » &S TBIREE TR

B TR T A AR R FRATLEE b T BT A - I

LIS 50 5 B SR TSR AT 2 S A SR LA e )

5o o DURBERA 24 -

SRS

1 F—4
R PR L 75 M B B R A (M 245 (EDS) »
ST R ERETRRE (CT) » B ER 248 B
KT  AERERT I % E BT - A EUBZER A B
TR - KIEHETH IR AR I A IR -

2. HER
R T DA R AR RS T SR R
KB T R RTINS WIS E BN TEM A RT3
LSBT AR A BRI - BB R 220
KB TE TR -

3. B=%
7w NBEAEBPGHEAG TR T s AEE—

DRIFEET A TR E - AR ARSI HEIRE (ETD) BUR3
PIEMIR (EDD) A — 5 FERVBENRE - 5 st B mbETT
T AR A HERT TR I R S LA e b ) e 7]
RETE
fT#FHEI PR %% (Baggage Handling System, BHS )
B &Ry—TE = H EEAVT PR ERO - B2 ER S > &8
R BR B SR AR T AR P B T A 2 e S A Ak 2 AH FE R DAY
el - (TR EEEET R AR AZ R WEBTE
{FREBE AR AT ARG (RFID) S efaiac st iR AUTDERHE  HAY

22



ORI ECATARBE A - LB ESE A B EIRFEHEL B HRE AT - B
AHEL X Sein i - BIKETE R EE(CT) BRI N £:48(EDS)
RSELE S > (TR HEI AL (BHS) HEERS 1T R BT
R~ RV - (R D N Rt ok A BB T R E R HI R
b - s 2 ERHRE AP & RAOITH R BT (TR EH B
24 (BHS) RAGRAE V3 > BAE S N TEERG - HHRT
Fra R 2= B b R E B B -

Baggage Handling System (BHS)

Select an ared of inferest

3@5
1B £ 2004 Copyright LATA IATA

I\~ B EAL R EBR E
(=) HFEH

1. fiZEfR%
5 (BIFRRATALY) 5B 17 FEHI T ESR > FIZERZTEIE
Folf 1R R AIMZE SR A2 IR A T AT RIVE FATER AU AR —
AR &R (BE AJIR77)

2. IRETBIT Ry
35 (BFRERATALY) 5B 17 ST ESR - IRATHET Mg
HYE T A REfE Ak ~ ISH A B ~ IS8 ST R > B
B A TRASRE 1T Ry BRI AE Ry

23



(=)

(=)

Rz PR HISH G

TE AR ZE CREERR T - AHARSRIS BG R RA EE 2 - 15 EL R
3 [ 4 — {1 T 22 H AT 2 B © TEFA( Prevention )~ {#:#( Protection )
T E RIS ATZ0 BRI E R R R AR ZE
AR R - 5E

K 2 JfE ( Response ) °

24 - AT T ER B B B - AR
A B R IR ] A R I 4 A -

1.

THP (Prevention ) : [EAEJE\fg

TR SR Y £ 2 H B S AR v RE & RORAT & B B
RV B A TR b S > PR AL ZE TR DA %

FIRETHET R4 -

(1) R\ r it ke EAE B 73T
(2) HEFIEAE I -

(3) EEfEBlfEaEss -

(4) BMTFH&k -

. fr&& (Protection ) : JEHSEE

(1) sREERREEL

(2) SRABPRZIRNE -

(3) ETEFIZEZE -
(4) BHEERAMTHIIER] -

. S (Response ) : ZEHfEEL K AG R

(1) BEERTIEESTE -
(2) BOLERSIEE/N -
(3) ESELFIETE -
(4) HEREIEEEE -
(5) VAL -

H REIBIZE R HEToRE R T H
1. SRR HIAE IS -
2. RE SR S R B R B -

24



()

(#)

3. fTHE EAREREZEAY) (VIP) -

4. WYL ESRETBALAENRE (WERERRE ) -
5. EkEEERY) -

6. L RETREHVHEIRE R -

7. BESRET. -

8. FRULE Kt EEL -

9. BARKE -

10. [EHREZ TIFABRIE M (BRZIRZEEE) -

wion [ TEAE R AR B AR
1. PUREAL -
2. [FHRERAL -
3. Rz -
4. FZEHREZES -
5. FIZEAFZ2=H -
6. HENE T -
7. S -
8. #fifg -
B
LEEEHAERFEA T BRI > DUESE A e
Jiti
1. B BFAEEE
75 18 RERNR & AR AL R
2. B ATREZ H Al
FeiB AR RA RSB DR T RE B AR CEifigEes -
SEEEIE R B ) ©
3. B ATREAI RIS A
SR G B AV T B R AR DA #2038 1k
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(7%)

4. BEEBINER
TR 25 2 R AR SRR A A B U R A B R 2 FE T B
felaE R ?
TEPRZAIRE S b v DARAR Ry (33 ARV mTREME ) ~ 1851 (1%
RIVEENE) K EZVENEY) -
1. % (Threat)
TEF E IR T A B N ST E H AR S BN B Y T RE I - AIE RE =Y
R U AT i (BRI 2R
(1) BUFRE HEH B E SR -
(2) SEETEATAE
2. %5 (Consequence )
F—1T R BGIR U TE AEAVEE R B 2 - WO FIRE G A4S R -
B wH T
(1) AIREAVTT Ry UIRLL ?
(2) MEZE I REEEARLE ?
(3) RHEMAT Ry T RE G s AR PEL 1R 5 2
3. 528 (Vulnerability )
H EE AT RE 52 SR HY IS - By 32 DU M v i Ry DL T IR R A48 -
(1) EAEfYES| /7 (Target Attractiveness, TA ) o
(2) BTSRRI E) (Counter-Measures, CM ) ©
Sy WM (V) =HERSJ1 (TA) /BRITHIFET] (CM)
4. JE b AE
JERzE (R) =g (T) x &R (C) x Z2®8 M (V)
5. JE\fm R ( Risk Matrix )
TEMAE PR Qe o - JEU b M ek ] B 228 28 A ) JE B Y i B A T
FIEE AR A AT REME » B B SR DAl ! = B Y Ry S R B
PRERANYE B R AT RE 2 B M B 35K - il B A S SR B e 4%
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FEFEE > PR ENENREJE b B AR S  Bag RIS S - iy
s R b A PR ] Y P9 2

Resulting Risk Matrix (for a given target)

T
CONSEQUENCE LEVEL OF THREAT
VERY HIGH MODERATE
DEVASTATING
SEVERE
NOTICEABLE
MINOR

It is recommended that the most cautious
assessment should be followed

HIGH Risks.C are highly ded to mi these risks and shall
be implemented as soon as possible.

MODERATE Risks. Additional C may be required to be impl din the
near future. It is prudent to taking i p ive/p!
LOW Risks, Additional C. are not required. If d. they may
security (less urgency than the above risks).
‘QF
23 ©2024 Copyright IATA IATA

6. Jeil g E BRI
Fo— (B Z 40t HBIREHVIERE » DUREHRT & H B 2 B A A U K s
(iR AR B TRV RE > A R RE R B AR A RO A & AR -
TRAERE SR SRR R\ B RE T - AERTZE PR s (2 i
FoECRRAN 2 2 - B H R e A ER E R - T EREE
b EER AV EER AR

/ SPAER A "
e M | P

847 2R

&ty R

PP E Y
J&iclE2)iii
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T~ SRR TS B
(—) BB RZEZEE (Airport Security Committee, ASC)

FERSSG R 2 E B op 0 1 A5 P S/ 25 A R B R S P IR AZ L

AET TR

 WEHRE SRR LAV - MRS BB AAENTZE IR

EORFF 20 Wt AR IR L ASE TR NUER - DU Nt H R (#
L

1.

e
2.

AR IR R AT ZE fr&cat s (NCASP) HY:
3.

P NG ST I ARt

SEHE -
e ORI T TAE A R 20 HE e KA P e IR Sy B iy
b PRI JE S)hE

R
= BTN A B R e
GHHR LB fdn

SEHENE o
FEBIIE T ORZETE M S R A TR (U2 -
4t

PRI B T HIMZE R EE 4R
8' /N 4

TR SR 5 188 P 4 AR RH DR Lo HE i e s R 5
9. [ B = SR AR IR 2% PR 22 i B O [ et T REL = 5K i B
(=) MizERZAHRE
1. RHfZzER -
2. HUREAL (AR
3.

EERF) -
R RYERS 4meH

EREHEL (AREE  BRE) -
5. G IRZEE

iz R & o
LB REL -
. YRS EENERPT -

. Utpa e -
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(=)

()

(&)

iz fRE A EEA A

(BRERAALY) SB1T5RIE
(Annex 17)

BIR R =R TE
(NCASP)

MZEEORZZ AT EE
(ASP)

(SOP)

fizEfrRZ b
EELAER I A RS LR B E M2 IR LRV E A - 1B TH4H
BNE B TR IR L B BT IEHE IR 2238 A BT S —
{EfER IR ZE PRELRG A -
SMART EfE55%E
TEMTZE PREEE T ) SMART HERE AREH B E B B HEpRaE
FIAVRUR B EIE I A - [EIRF B nT e - PRI s PR e i
AR - 8 RS T E B B S El g
(1) HEEEHGME (Specific)
S5 IE B PR i SR A S B — R RE SR » s e FR SR
IR RSN |« 4 - T IR el e - Bs e H
TRy TR IR A S A I R 4E R 15% 4 -
(2) HEEn] &M (Measurable )
s E H R BT B H AR AT & 1% - A B B E R
i B EFTHIARRUR - 40 1 12 S%MfEks (Z2) Prata

(3) HAEERTZERME (Attainable )
SO B ER A &R - REATT ~ W)~ St BBt K
FIANFEE - DlrE s HAEAY A 2ERCME © 40 ¢ RS A Iy E
SR X et E E KRR XOtieE R -
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(4) BFEEMEM: (Realistic)
L HATHES BB R - BREE - THE RIRITHIRZEL
R s AR LAY AR -

(5) B (Time-Based )
SR VT R [E R e T IR T 222 R 20 - DA B P 3 Rt T
FHREBOH L S ICE R -

T~ MERZEERL (SeMS)
(—) EHEF THERE ) (IS

(=)

(

)

EHG IR BRI E
1. Bh=PS B RSl e ey Bl & (R CRY B S BUS TR B 22 &
RS E N2 -
2. BUEEE DR RV EOR 2R 1 W B By S SO ZE ] -
3. TEEEH B R R b Y B AR I RE IR RS - T IR E B b
PRETE BRI FE AR s i R 5% A Y PR LB -
4. BT BAESPIRIEIN OR 2 HIBRAE BRI A FAE ) R Tid i
IR —BEET T R R -
5. (RESUERILA B B —R A BRI S B EJa g & BEAA T
Brh o EEAR R I E RV TRCUS AR -
R
RIZEIRATZ e (IATA) REEFIHVE S > MIZERZEHE &
Gt (SeMS) B—ERN R S AT E H DA E IR R B R EY PR
M > MEHECREZ PR LA M R AR P A S H Al 5y » I HAE IR
{TIVRSG ESERRE T -
FRERZEHE L (SeMS) HIIUARSIHE
1 Bk (&)
(1) BAMERIPRZBER
I E IR PR ZBURARE F - A & B TR B A 4T
AR B TR AR AH R # R TR — 2
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(2) SHEPEEHYSCR
BB Y SR e T RER A U E TRV RS - B E A B/H
fin 2 BLBCRAHERI BT > MBS IT A BHVE R, -
(3) BURAYSUE K E 8
TE AR AR B T OR 2 R 35 » DU T B A ji B e R
é/f [: °
2. e
(1) JEEA
BB T R B E R B R HACE LR A
KR
(2) EEEFL
PG b s A Y RTRE M S BT » (BT ha e B B -
(3) RAEIENE
A FESE RS B R ARSI > DAPR(RE RV -
3. B EH
(1) FEfLiere
FEIT G AT (R SRR - MEOR IR 2R F SRRy — M B v

8
H}

(2) AR
BB T TRIEN B SRS AL - HEORIL B 2 HY
RE S HIE AT TR B A Prede TAF -

(3) nE %
EBESHNER ~ e B R hl SRy A
iz S HHIE I R A 53R A R
4. frEb
(1) ol
BLTHIS ~ Pral R SR = KA F - #5788 B THIPRZ SR B
SRR HORZ S ER A SIS H 5 TAES -
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(2) NRRNZEE A
SRR RS E ~ IBEPTEE AR ERE SR > B
s —(EEERIPRZ S ERE %

(3) J3ik
BRI R R A T —(E DU B B R AL O
LB - DA BGE R Bt -

The 4 Pillars of SeMS

Policy

(Structure)

Risk “ Quality
Management Assurance

EQE
23 © 2024 Copyright IATA IATA

(M) FERZEHE LG (SeMS) HYRHSELHRK
1. PREHEAE -
2. EErA
3. EE G R R
4. PREBIFERE -
5. PR B THE KAETIRIIHT -
6. i E BRI CEMER ~ tod ~ HBURIESR) -
7. PRESUAEHER ©
8. B THYERGHL -
9. BTHVEEIIMR (IR EHEAHE REoH &5 -

10. BTEEEENG
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(=)

(=)

(=)

()

(F)

(BIFEERHIALT) 5517 3RH14Y 5.1.4
B BEHE R T EE BRI ERRERAMZEE L2
IRET BT RAVESE - WEMe R BN -
BINEEIE ¢
1. HJREBCHIREAN G AR
2. RASEEETERAITEN -
REZETERER S ESTE
1. fRZEETE - TGIR BSR4 -
2. R EEGTE - RAREMEERERIRLFEM (Major
Security Event) TRV E KRR -
HHY
1. N —E IR R R R R e B E 2 -
2. FETETE AR R IR TR -
3. ECAHRBHER L AVIER -
4. s Eir e E -
5. IPERAIE N AR TETE T EIITED -
6. THCIESEIN -
7. MECRE TR S 1R RE IR AR I A A -
8. TR HEETRE T KRR -
ThAE
R EE R E IR
Wt 15 & — (R
BRZME - T

£ i

Control Command

HECR A IEWEE
TRV H ERAE T HY % 1935
frg » fIEREN Communication Coordination

JE > BHSETIREAA
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+= - AL (ERHL) SRZE R RIS R
(—) E=H

(=)

(

L1

)

1. #2FfifE (EFL) (Facilitation )
85 CBIFERMTALY) 5 9 SRET R ESR - RS (fEF]
1b) $80VE R tifizess ~ #EH B ~ TRE ~ BV R -aII T
ST 50 A 00 R A R PTER BB #5 AHY— 254 T s &R (B
ENITETT) -

2. §jiZefiae (Aviation Security )
85 (BIFRERMTALY) 5 17 SRS HAVES » flzE R LHErY
R RN 2 R 2 IR AT RAVEZE ATERAU A
A — 25 i R &R (BLE AR -

(BEIRERATAL) 5 9 SRITLISEES 17 5RI4Y

1 (BIFRERATAL) 59 9RHI4 4.2
BRI HER E RN > BE AR 2 88 AU T R HML AR ZE O
2 By B RIMHRARR PR - DAGRTA A 22 23 e A B R B
FEHITZ -

2. (BUFEERMIALY) 5517 5RHT4Y 2.3
2 G VB HE 5 T REAE W OR DR L2 I i R A2 P A S MR AT
o DU R MR S pli ME R 2 B BB T = 5T
A R LRI i S AR -

BRIV R IRIE

BRITHSS T4 2t B IR MR R S iR I B R R -

L iREME SRR N B0 - IS EENIE TR &S
il

2. BRES S BT E RIS R B 7 R 5 2Pk DR
HEIRERAE L -

3. (RGN R RIERETE LAY > S EIRHHE HE Z58(BRY IR
L ©
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4. B EAIL © WRITHES S ok KR B A EE M S
HEr=Z 808 - iRREISA T E e (TATA) 2022 F2ERfT
ZEhkFE AR S (GPS) #UR » IR A EALIATHIAERE F A
B E FAE R I ERFIRE LAVREFE -

(™) ERAEFEEG

1. HEITF &0 (Baggage Handling System, BHS )

2. B TERACHA (Electronic Data Interchange, EDI ) °

3. AR E N L4 ( Advance Passenger Information System,
APIS) -

4. FRAWEE75% (Passenger Name Record, PNR ) ©

5. f&Zs A HFE K1 TE6 (4 ( Machine Readable Travel Documents,
MRTD) -

6. HE& 5 445 (Automated Border Control, ABC) °

7. BTl 2% (1dentity Management, ONE-ID ) ©

8. M HHAHEER 2.4 (Iris Recognition ) °

9. AN, £:4% (Retinal Scan ) ©

10. ET BV A4 (E-Cargo) -
() REREZ

EERCGEETHEHRAE 2019 5] 2037 FRIDMEHERE » EE
iR BRI R BTG S E ~ AR - i AR AF SR =R
PUFERT - BI85 00 e iR AN B H v -

Rz i e (TATA) AYERREEE AR B RS RIS (R o
AR FEFT B 25 AH B8 LA 2% =) HUBR Y (F SRR = - B mBR FH AR Rl
(VS BT B 0EHE) G SIRERETERS 5
BRSNS o Bse ARE B - DIRE RS B R AR
RN RS 2R

=~ RRHIL IRt ss
(—) FRTESWMEHZS: (Explosive Detection System for Cabin
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(=)
(=)
()

Baggage, EDS-CB)
BABRYEATEEN THRATE X Stin e E e & fm
(CT) S8z iRy B AR 4 B B E RV BTE ARG, - Tk fH
FTHROTFEPRHE T - RGBSR - B EREZ R A
B G FERTI EG A X et E R - Rl tEi &
AMERENIRZARAAE - TRTTZA30AE > ERENERIRATRE -
BRI ERE (ETD) BRAYMEHAIR (EDD)
(EAIME R P M R R R R 1T S A =8 A T2
1. ZEF(EANREZY)HIRE
2. PREREH -
3. BOSEEIEME R AT UM
1. HEMEEHEF £4 (Automated Access Control )
MHE TR (BE-Gates ) sAEYIHREREdT - EHREIREHEME
W& Tl SOV E T - TRITIRZERLEE
2. HEMEFEGEHE 240 (Automated Queue Management )
R 2GR BRI IR SRR & - B EBERHE I
BhER S BENT TR - B VEEZRIRIE - IRTT IR Zetnaa s -
3. HEHFEH £t (Automated Tray Return System )
B N TR EEE YRR K - MHECRBERT A e S ryERR L (s
SRR NS o3 -3 ESYINI ) LI G NS E - # 5%N
4 THREERE
s TT R ER Y - HEPRLFREETERITTS - DIERE
iR~ o e -
5. {THEEZRE
i N B RE 12 i BV 25 21T PR AR 05 (R TR B A B
Pt > ST HTPEEIVRER -
A a2 R L2248 (Risk Based Differentiated Screening )

36



B T — B | PR IEER IR - AP R A2 B
TR R R P At » SO - b e
THE ~ TR TR R 2 S A SRR R R 40 - SR AT
TIPS -
2 LA e B BT (B > RS 2
SETEATET RS + S LSS0 A R PR T PR (R 200
£ B (R IE BIE S b o B A — SRR R M B T T
S LA L B L 2R AR A et » 2 A M R 22
2 BALH e BT AR - TR R B B 24
Ji5 0 B R e B B I SRR A A - TRt
SRR RS » R BB RIRARS - A B B B TR
HPHZE R -
i~ 0
BHI S I 7 % F % 1B (£ 3R A2 ( Airport Security Operations
Optimization ) , S EFULFES S + 66T Andy B HEFE H(EAH R A B 0 A BR B
o AR R ERIARE e TR B UREReE | R - A6
A BT - SO B S 2 (R 2 A AR » 0T E R B el
2 IR T HRF R SR B R By — B - 185 BRIV ISR
e A PR R, » AT » B AR E - WD T FR R
DURBHERA - PR T T | (RS IR i B R
TELZERTTRE - WAE SRR o — BRI L A U I - DU ATR
S (MR A8 - ST Andy F1999 S8 B2 T IR R S
TR — 3 (LAZE R A0 & VBT - FIRFLOVELE T (R% ) B TR
| IS - R R SR - B AR -
B BRI O IR AN AR RBE RAE - BT A
PR, S04 A MEREIT R BB A IO L E R (AR -

gl
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[ T B R (A 2 e 2y - DAHUIG 42 (o & T 2 SEAR R DA T B
BT B A B A AR SR - AR Andy > S E0E HE 2=
H S&ERHIIE > ST AR AR B A B VB > BURNEI R T
MRS Z (A TIRATES) - SNSRI R IR R A AR SR A B EE 1 - [RIRF 48
R T BRI ZE R TR e (m) & Y B E TR B T 8% - IEANE8AT Andy
ATS > WEDEEHIPG R ME R RE S A e A R I — B =AY
NBEH RSB E T (HS R — (L 8 TAERTZE (R SR 2R E
S QAT PG P B0 &8 R B M 70+ FAR SR SRS 1A - ER AR
FZE PRz A m] AR AR

RIALIA > M2 (R TAEOE i FREUOH BRI ARRE T - ZEROR 22
EEBNEEA B - B A RS RN R LR AR e T - 1 T fREe ) HYFS
e 2 - MG S TR R LR T BRI > H A MERZ S 2 I i B ek TR R
PRz R A AR E - SR Andy 8.2 7 AN AT R Bt 2 B ZE PR 22 TR
HEAYEE S - AR RE R A AN R B R B TR BB ERVIE TR A
FIERRAVIER] > NiBFTEEIUIRE B SRR LR R HIUIRAY R 52
PSR EE ~ IR AP HYTRIEEL - BRI AR - B AT
SRR R R OR R RE A B TR -

FEMTZERZ A > SRASCERRITE AR - EF 2B ENEE A
BN Z I 8 A 13 LASE 42 > GBAT Andy 2 T " G.O.A.T (go out and
talk )y HYEEEME - FEH B LIS - AamH RERFTES A L > 1518 ERTEHEEE
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Final Exercise

RISK ASSESSMENT &
CONTINGENCY PLAN

24 Aug 2024

Presenters:
Adhitiya Mahendaru
Liao, Yu len

Lilieta Rawaqga

« Aircrafts targeted by
security controls such as
and an Inadequate detection system can be
exploited by perpetrators with the intent of using

MANPADs

« Aircraft sabotage - Individual criminal actors can
easily throw so many FOD to the engine that can

make aircraft burn spontaneously.

7
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RISK ASSESSMENT &
CONTINGENCY PLAN
Presenters:
Adhitiya Mahendaru
Liao Yu Jen
Lilieta Rawaga

DOMODEDOVO INTERNATIONAL AIRPORT (DME)

- International airport located on the territory of Domodedovo Town 42
kilometres south-southeast of the centre of Moscow, Russia

- Domodedovo Airport is among the top twenty busiest airports in Europe. In
2022, the airport served 21.2 million passengers.

Introduction BT

- In August 24th 2004, two aircraft taking off from DME airport blew up in mid-
air.

- Volga-Avia Express Flight 1303 carrying 44 pax and crew was bound for
Volgograd Airport, but it did not go in the direction intended for the flight.

- Siberia Airlines Flight 1047 with 46 pax and crew onboard was bound for
Adler/ Sochi Airport, but it did not go the direction intended for the flight. /

4
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» Traces of an explosive device were found in the
wreckage. It appeared that the explosives had been
carried aboard by a female passenger.

» Comprehensive new security policy was adopted and
2004 DME more than $20 million invested on security and detection
Terror Incident equipment. Some of the new security equipment included
full security scanners on all checkpoints to the departure
hall, making DME one of the first airports in the world to

use this technology.

* Arrival hall was not protected by the new security plan.

/
7

l

s \
* An explosion caused by a suicide bomber
killed 37 people and injured 173 people.

* |t is believed that a man and a woman
January from Chechen origin had committed the
24th 2011- suicide attack at the arrival hall of the

o airport.
Suicide Attack * |t is the only hall not protected after the

year 2004 attacks.

48
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Name & Meaning: Al-Qaeda ("The Base" in Arabic) is a militant
Islamist organization;

* Founding: Established in 1988 by Osama bin Laden, Abdullah
Azzam, and other militants.

* Ideology: Advocates for a radical form of Sunni Islam, aiming to

Ke y F ac t S establish a global Islamic caliphate.
' ab ou t  Notable Attacks: Responsible for major terrorist attacks including:
- 1998 U.S. embassy bombings in Kenya and Tanzania
Al-Qaeda - 2000 USS Cole bombing

- September 11, 2001 attacks in the U.S.
* Founder: Osama bin Laden (until 2011)
Successor: Ayman al-Zawahiri (until 2022)

» Current de facto leader: Saif al-Adel

« Global Presence: Al-Qaeda has branches and affiliates in the Middle
East, North Africa, and South Asia .

Suicide Bombings: Attackers detonate explosives on
themselves to maximize casualties (e.g., 1998 U.S.
embassy bombings).

Car Bombings: Explosives in vehicles are detonated in
crowded areas (e.g., 1995 Riyadh bombing).

A -L = Q ae d a Roadside Bombings: |EDs are planted along roadsides
Ty p es 0 f to target vehicles.

Hijackings: Notably, the September 11, 2001 attacks

At t at k 5 using hijacked airplanes.

Paramilitary Operations: Armed assaults on targets
(e.g., 2008 Mumbai attacks).

Assassinations: Targeted killings of key figures (e.g.,
2001 assassination of Ahmad Shah Massoud).

Recent Attack: January 2023, AQAP car bombing in
Yemen targeting government officials, indicating active
regional affiliates.
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+ The intelligence office & law enforcement agencies
have published a report about the activities of the
terror organization in your region.

* It was published that the AQ (a terror organization)
is the most relevant and active group in the region.

Intel -ng ence * AQ h?_s sleepy terror cell ready to operate at any
. iven time.
Information .

+ AQ s in constant struggle to attack and may do it at
any given time.

+ Terminal building explosion- Individual criminal actors or victims
could easily bypass the weak security and protection system through

I d ent il fy sneaking in plastic explosives.

the Risk

« Aircrafts targeted by MANPADs - inadequate security controls such
Wh a t can as lack of security patrols and an inadequate detection system can be
h a p p en ) exploited by perpetrators with the intent of using MANPADs.

* Aircraft sabotage — Individual criminal actors can easily throw so ’
many FOD to the engine that can make aircraft burn spontaneously.

/
7
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Risk Assessment

Risk Threat Vulnerabilities consequences
Risk 1 Terminal PBIEDs - No screening checkpoints outside the *  Substantial damage to critical 10000
Building terminal building infrastructure
Eolm « No patrol officers or securty guards < People severely injured/ causalities
conducting patrols or observations ¢ Loss of properties
*  No control on curbside parking *  Causing terror and panic

» Serious damage to the reputation of
the country and the airport (escalation
of crisis)

*  Grave impact on airport operations

Risk Assessment

NO Risk Threat Vulnerabilities consequences Score
Risk 2 Aircraft MANPADs * Lack of surveillance and monitoring * Causalities/Fatalities 12500
Shot Down from the airport authority * Destruction/damages to aircraft
« The airport has no intruder detection ~ « Infrastructural damage to airport
system in place runway
* Perimeter patrols are not conducted  « Loss company reputation
on a regular basis * Loss trust of customer
* Worldwide media coverage
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Risk Assessment

Threat Vulnerabilities consequences
Risk 3 Aircraft FoD »  Airport fence without any detection system = Aircraft Damage 12500
Sabotage *  Only 1.5 m Airport fence *  Serious Injury
*  Airport perimeter / parking stand lightning ~ * Loss company reputation
is poor especially at the night * Loss revenue of airline

*  Worldwide media coverage

Risk Matrix

Threat / Vulnerabilities / Consequences
Likelihood Catastrophic | Major | Moderate | Minor | Insignificant

(5) (4) (3) (2)

Almost Certain (5)
Likely (4)

Possible (3)
Unlikely (2)

Rare (1)
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Risk Score

Threat Vulnerabilities Consequences Total Sc
(o] (]
Risk 1 PBIEDs 20 20 25 10000
; MANPADs
Risk 2 20 25 25 12500
attack
; Aircraft
Risk 3 20 25 25 12500
Sabotage
Security Baseline Baseline + Baseline ++
Measure
Passenger  No protection system * Adding CCTV systems to monitor areas + Deploy police officers or security
screening/  whatsoever in place for the surrounding the building guards conducting hourly patrols
Patrol and arrival hall. Exclusion from « Screening 100 % people and personal for observations and behavioral
control the new ASP belongings entering the terminal building using  analysis, looking for any anomalies
WMDs and screening equipment (X-ray) + No entry for personal vehicles
« Conducting pat-downs on people who trigger ~ * Temporary parking for airport taxies
the alarm only

* Ause of random
and unpredictable enhancement screening
using ETDs (at the rate of 10%~20% ) on
individuals and their bags
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Risk Mitigation-Risk 2

Security Baseline Baseline + Baseline ++
Measure
Physical + The airport boundaries * The perimeter fence to be + Hourly mobile patrols for both inside the
Measures are protected with a installed to the ICAO standard perimeter fence and in the surrounding areas
1.5 m high fence required height of 2.44m or outside
+ The fence is simple without more + Quality control inspections of the perimeter
any detection system * Intruder detection fence to be conducted once a week
system including motion sensors ~ « Public awareness - See something say
and video surveillance to something. Residences living in the areas
be installed surrounding the airport encouraged to report
any suspicious activities near the perimeter
fence

Risk Mitigation-Risk 3

Security Baseline Baseline + Baseline ++
Measure
Airport * Airport fence without * Anintruder detection system to be installed  + Perimeter fence patrolling and
Perimeter any detection system including CCTV coverage and monitoring surveillance to be conducted on an
¢ Only 1.5mairportfence « The perimeter fence to be installed to the hourly basis
« Aircraft parking stand ICAO standard required height of 244mor  « Provide regular training for security
lightning is poor more personnel on the latest
especially at the night » Improve Lighting in Aircraft Parking Stands security protocols
and technologies
 Join Patrol together with
Law Enforcement
» Public Security Awareness
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Contingency Plan

Emergencies Relevant Resources
Stakeholders
* Local Law » Law Enforcement * Medical services Aircraft
Enforcement * Medical Authorities * Airport authorities Hijacking
* Military * Immigration * Law enforcement
* Auxiliary Police * Customs * Counter terrorism unit and
* Medical Center/ » Fire & Rescue Services hostage negotiators (Bomb Aircraft
Hospital  Airline Representative disposal unit) Sabotage
« ATC * Communication system, e.g.
EOC/ATC and PIC
« Airline representative - flight
manifest, layout of aircraft Aircraft
* Family assistance teams Accident

THANK YOU
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