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IT Security

Confidentiality

3-5 years

20-40 years

Forced migration (e.g. PCs, smart phone)

Usage as long as spare parts available

High (> 10 “agents” on office PCs)

Low (old systems w/o “free” performance)

Low (~2 generations, Windows 7 and 10)

High (from Windows 95 up to 10)

Standards based (agents & forced patching)

W 2.1-8 IT & 0T

3. Cloud

Vendor

Cloud App
Device Management

Router + FW @
onc [

2. IT Network

1. OT Network (SIG)

Case and risk based

Deploy Security
Patches
— Worldwide

Rollout Applications I
and Updates ! “

— Worldwide

Diagnostics and
Local data storage
- OWG receiver

0% risk of customer
operation disruption
-DCU

@

Real-time
data collection
- OWG sender

W 2.1-9 g 0T F% %4 W
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Cybersecurity (CYS)
Visit Taiwan Rail Burea

SIEMENS Mobility Customer Service: Erlangen, 25.07.2024
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W 2.1-17 Railigent Application Suite

(«

Cybersecurity

A critical factor for the success
of the digital economy

Ownership of cyber and IT security
Responsibility throughout the digital supply chain
3 Security by default

N

Charter 04 User-centricity
of Trust 5 Innovation and co-creation
6 Education

For a secure digital world
7 Certification for critical infrastructure and solutions

08 Transparency and response
) Regulatory framework
10 Joint initiatives

~ Charter
~ of Trust

® 2.1-18 Charter of Trust 32 i g

20



Trend: New regulations, standards and guidelines
Cyber regulations for critical infrastructure are becoming increasingly stringent

New + Higher fines of up to €10 million or 2% of annual global turnover

Directive + Mandate for information exchange and cooperation

Network & Coordinated vulnerability disclosure for newly discovered vulnerabilities

Information + Basic security requirements with a list of targeted actions, including incident

SyStemS response alnd crislis management, vkulnerability handli.ng and disclosure,
cybersecurity testing, and the effective use of encryption

(NIS2)-

proposed on 16
December 2020

Focus on cybersecurity in the supply chain

Responsibility of management for compliance with cybersecurity risk
management measures

Security incident reporting obligations, with more detailed provisions on the
reporting procedure, content and timing

Page 10 Restricted | © Siemens Mobility GmbH 2024 | Martin Kunz | SMO CS DS B&CSM

W 2.1-19 NIS2 # # 2 cjp b 48 %

Similar regulations and requirements on standards globally

Laws and regulations

National cybersecurity strategy

0 ws)
silience Act

NCA regulation

S ——— : SIEMENS

W 2.1-20 &-%F & B2 Rens 7
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TRA & SA

Evaluation

Produce
Assurance

Assurance

Techni
echniques Giving

Require
Confidence

To minimize

SA Security Assurance
TRA Threat & Risk Assessment
CRS Cybersecurily Requirements Specification

Example of Cybersecurity Assessments specifically for Railway Systems
(RS/RI)

SIEMENS TRAs (IS027005) | ® [ IEC62443 (TS5

‘ EOQ- ! Cybersecurity &

Systems Experts Resultas

spider diagram

TRA Reports

on Rail-OT Th R ek Ill 2-1: Manageme

T g G g / 1\ It as 2@
systems X / \_  barchart B & Security Level

motiva
ethod defi

Next steps

Preparation Analysis (+/- Presentation

interviews)
y 5 SIEMENS

Bl 2.1-22 3 T4 % 2926 0
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Security Scanning, Vulnerability Management and Intrusion Detection (IDS)

SIEMENS wetiy et

Components Monitor Evaluate & Report ’ﬁ =

Security Scanning Vulnerability Management Intrusion Detection (IDS)

« Expert-supervised scanning * Automated tracking of software + SIEMENS OSA for OT Infrastructure

» Detection of software components, Vglner’abililies . » SecurityGateway and/or
configurations and vulnerabilities * Risk assessment of exploitability RazorSecure for Rail Vehicles

+ Detect changes to baseline and based on system know-how * Signature and Al-based recognition
security policies * Report and risk-based measures

| - Reusable scans and "single" report Recommendation from experts

12.1-23 % 244 ~ S5 86F 2 » 2 G

CoE Idea Answers to the challenges- 3 main Pillars

training programs to bridge the both IT and OT.
knowledge gap between IT p: Offer SOC-Services to local
and OT teams. / ) \\ companies.

/—\ Central Operation Center:

. . Establishing a hub for coordinated
Education: _ cybersecurity operations,
Facilitating comprehensive integrating best practices from

SOC

/

SCHOOL

Incubator Lab:
Creating a space for startups to showcase and test cutting-
edge technology solutions tailored to OT cybersecurity needs.

W 2.1-24 Fxr4&¢ w(CoE)ih= < 31 & & ¢

SIEMENS
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SIEMENS Mobility: Cybersecurity Services

@_ECO VER’

Impact on cyber incidents Business Risks

+ Incident Response Team oT Rail
for RS/RI Systems 9| sms ff
AT

+ Assessments incl. scanning

+ Penetration Test

Cyber incidents and causes Railway operations (systems and people)

+ Processes & Technologies (IDS) + Implement security measures

including training

Railway System & Certified processes Solutions for
Cybersecurity and solutions Critical Rail

Experts Systems
P (ISO 27001/IEC 62443) ¥

Page 16 R: Mobility GmbH 20:

ocsosBacsM et eris|SIEMENS Mobi > SIEMENS

Detailed report with actionable measures (important input for audits)

SIEMENS

IEC 62443 Compliance Assessment gty for G | IEC 62443 Compliance Assessment

SIEMENS SIEMENS
ngemayfor e IEC 62443 Compliance Assessment

gy for e

2.5 Graphical Results EC62443.3.3 (Securty for industrial process measurement and H 2.6 Graphical Results IECE2443.2.1 (Establishing an industrial utomation and control 2.6 Graphical Results IECE2443.2.1 (Estabashing an industrial automation and control
‘control - Network and system security) system security program) system securty program)

Security Compliance Coverage Surmmary

Page 20 Restricted | © Siemens Mobility GmbH 2024 | Martin Kunz | SMO CS DS B&CSM

SIEMENS

W 2.1-26 A* IEC 62443 ¥ chk o4 47
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Vulnerability Management System (VMS)
The tool
SIEMENS Mobiy Gambit Vulnerability Management System
Page 8 Unrestricted | © Siemens Mobility GmbH 2024 SI E M E N S

W 2.1-27 3388 % 5|(Dr. Michele Barletta)

/@5

v
m
Yl
>

SIESTA® enables Digitalization
by addressing typical OT security challenges

P S W4
Typical OT characteristics Possible OT security challenges
1a i = Lack of tools, e.g. IT vulnerability detection = A large number of top-of-the-line security tools (both common
This is OT’ not IT mechanisms are not designed for OT. and commercial) are integrated within a single user interface.’
OT differs from centrally managed IT and Lack of IT know-how in OT environments, Largely automated processes based on the profound
needs a different protection philosophy different processes in IT and OT areas. experience of Siemens Cybersecurity experts.
¢ 2he 2 = Limited transparency since there is hardly Highly performant non-harmful active scans for rapid asset
It wasn’t bu iltin a day ever a complete central register of OT assets. discovery (performed on-site within 1-2 days).
factories have grown to comprise large Complex heterogeneous environment with Detailed asset list with vendor, product model, hardware and
varieties of hardware & software many different system types and vendors. software version (with in-depth data for Siemens OT products).
149 z Dated, fragile devices may be negatively Excluding devices from asset and/ or vulnerability scans is
If it's not br°ken’ use it affected by regular security scans or tools. possible as additional safeguard.
lifecycles of 20+ year lifecycles, = Unclear, if it is safe since keeping track of all Detection of known vulnerabilities; for Siemens OT products
frequently beyond end of life dates published vulnerabilities can be overwhelming. with lifecycle/ patch information & recommended patches.

2 T 2 Fix what matters most, not every single Comprehensive reporting with findings by criticality for risk-
Avallablllty IS key finding to strike a sound cost-risk-ratio. based decisions and key findings summarized for management.
only running OT earns money and one = Rare patching windows (if any) to avoid both Siemens Security Advisories for Siemens OT products
doesn't simply reboot a factory like a PC downtimes and updating to a new set of bugs. (linked in reports) show the software version required for fixing.

1 License clearing of commercial tools currently in discussion with vendors.

SIEMENS

W 2.1-28 SiESTA i & ek g

25



Detailed report with actionable measures (important input for audits)

Result Evaluation V3.28.0
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Cybersecurity (CYS)
| Visit Taiwan Rail Bureau 07/24

MENS Mobilty Customer Service: Erlangen, 25.07.

Meeting Agenda: 9:00 AM - 12:00 PM

P00AM-S.15AM. Introduction and Expectations

©0:15AM - 1030AM: SMO CS and Cybersecurity Services

|orasenter ) Cybersecurity Trends and Role of SMO CS:
et Kunz
Cybersecurity Services:
its and Overview of Services
Penetration Testing and Securiy Scanning
(incl. SIESTA demo)
Vulnerability Management (incl. VMS
demo)

10:30 AM - 10:45AM: Break

Global Trends on Cybersecurity

SIEMENS

10.45AM- 11:30AM:  CSOC Support and Cloud Security |

€SOC-Support:
CSOC integraton example project
Challenges and lessons learned
CoE Idea with City of Kachsiung
Cloud Security:
Example: Railigent X

11:30AM - 1200 PM:  Q&A and Wrap-Up

« Questions and Next Steps

12:00 PM: Lunch
Do ineam e oy
NS Veknr sty Hampiment Sysen SIEMENS

Having a Secure Solution is good, but maintenance is getting more important

L
v

= ",,\
! )
S

New Standards & Regulations

Trend: Rail operators face fines for non-compliance with regulations Example

operators with insufficiently protected systems

partially Achieved

SIEMENS

Meeting Agenda: 9:00 AM - 12:00 PM

500 AM - 915 AM: 10:45AM- 11:30AM:  CSOC Support and Cloud Security

€SOC-Support:

Introduction and Expectations

B:15AM - 1030AM: SMO CS and Cybersecurity Services oo
Martin Kunz CSOC integration example project
4 Challenges and lessons leaned
|Presanter: Tr I :
Martin Kurz Cybaseccty Teande snd Role of 8O C# CoE Idea with City of Kachsiung

—_— Cybersecurity Services: Cloud Security:
ey Audits and Overview of Services e A
Covistin Kunze, Penetration Testing and Security Scanning xample: Railigent

|\chet Bareta (incl. SIESTA demo)

Vulnerabiity Management (incl. VMS
11:30AM - 1200 PM:  Q&A and Wrap-Up

«  Questions and Next Steps

12:00 PM:

Lunch

10:30 AM - 1045 AM: Break

SIEM: Secariy bride
DS labson D

ASS - Vulcraty Marwgement Sysiem

SIEMENS

Role and Responsibility of SMO CS :;:’i;i?.:::w Bervioes foc| X

Responsible for Cybersecurity during Operation & Maintenance

Rolling Stock Rail Infrastructure

P—— s and soutons for 1 sbons itegraing

dtance 1o and lecicator p xticho nd boyond

e s (Rabgent X), CMSS.
EMS QARX

" SIEMENS

Trend: ENISA Transport Threat Landscape (21. March 2023)

Ramcmwere [IE—
Oata soatod v
Ve
D0os
Prushag
Suppiy-chan anaces [
mreachnruson [T Incidents (Jan-Oct 2022)
Fraed > o —
vainecaity [ |~ ~ e

Directive: CLC/TS 50701:2021 (in preparation IEC63452)
Title: Railway Applications - Cybersecurity

+ This document is intended for raitway operators, system
integrators and product suppliers in the areas of
signalling and ing, rolling stock and

fixed installations.
It connects the systems engineering lifecycle (ENS0126) with
the processes for cybersecurity
It links cyber security activities with safety management
processes (Safety Case EN50129)
It also provides examples of measures in rail transport
It proposes raitway-specific measures from the IEC 62443

d.

standar




Trend: New regulatior
Cyber regulations f coming increasingly stringent
New - Higher fines of up to €10 million or 2% of annual global turnover
Directive - Mandate for exchange and ion
Network & - C vulnerability discl for newly
|nf0rmation « Basic security requirements with a list of targeted actions, including incident
Systems ponse and crisis ! handling and disclosure,
lez) cybersecurity testing, and the effective use of encryption
( » Focus on cybersecurity in the supply chain
proposed on 16 % 5 .
December 2020 * Responsibility of for with cyb risk
management measures
- Security incident reporting obligations, with more detailed provisions on the
- reporting procedure, content and timing

SMO CS and Cybersecurity Services
Audit Support: Risk Analysis Evidence & Effective Measures Implementation

Assessments / Pentest
Vulnerability Management

Reports &
Consultation

+ Cybersecurity Technology
(HW/SW), Training and
Services

+ Upgrades of railway systems

.

SIEMENS Mobility: Cybersecurity Services

Solutions for
Critical Rail
ystems.

Railway System &
Cybersecurity
Experts

Certified processes
and solutions

27001/1EC 62443)

SIEMENS

Similar regulations

and requirements on standards globally

Laws and regulations

[ ——

Meeting Agenda: 9:00 AM - 12:00 PM

[B:00AM-9:15AM: _ Introduction and Expectations 10:45AM- 11:30AM: CSOC Support and Cloud Security |
€SOC-Support:
CSOC integration example project
Challenges and lessons learned
CoE Idea with City of Kaohsiung

0:15AM - 10:30AM: SMO CS and Cybersecurity Services

Cybersecurity Trends and Role of SMO CS:

Cloud Security:

» Cybersecurity Services
Example: Ralligent X

Audits and Overview of Services
Penetration Testing and Secunty Scanning
(incl. SIESTA demol

Vulnerability Management (incl. VMS
demo)

11:30AM - 1200 PM:  Q&A and Wrap-Up

«  Questions and Next Steps

12:00 PM

10:30 AM - 10:45AM: Break Lunch

" SIEMENS

SMO CS and Cybersecurity Services
Example audits: Cybersecurity Security Proof (Cenelec TS50701)

Main Goal

Strategy

Analvz
Threats & Ri:
(Safety).

Mitigation
strategy

[Risks aro identified wih Actvites & moam
experts (cyber and rai widrasns: Sccpe's sptvre of
)

SIEMENS

Example of Cybersecurity Assessments specifically for Railway Systems

(RSIRI)
SIEMENS TRAs (1S027005) . IEC 62443 (TS50701)
rd

s Experts

Preparation



Security Scani

g, Vulnerability Management and Intrusion Detection (IDS)

s and vuinerabil

SIEMENS

Detailed report with actionable measures (important input for audits)

SIEMENS

Detailed report with actionable measures (important input for audits)

SIEMENS

Meeting Agenda: 9:00 AM - 12:00 PM

B.00AM-9.15AM: Introduction and Expectations 1045AM - 11:30AM:  CSOC Support and Cloud Security

€SOC-Support:
CSOC integraton example project
Challenges and lessons learned
CoE Idea with City of Kaohsiung

0:15AM - 10:30AM: SMO CS and Cybersecurity Services
Cybersecurity Trends and Role of SMO CS:

Cybersecurity Services:
Audits and Overview of Services
Penetration Testing and Securty Scanning
(incl. SIESTA demo)
Vulnerabiity Management (incl. VMS
demo)

Cloud Security:
Example: Railigent X

T

(Chistan Kunze

11:30AM -1200PM:  Q8A and Wrap-Up

«  Questions and Next Steps

12:00 PM Lunch

10:30 AM - 10:45AM: Bre

SIEMENS

IS Vil sty Mamagement Syste

Sample Reports

| s | e

essme { 44 3
As snsﬂ%ﬂgﬁﬁ) 3 s Pentest & Scanning Vulnerability Management

Detailed report with actionable measures (important input for audits)

3 Sumemary of Fngings

Report

Socurlty Assessment
Example Report

SEMENS NOBLITY GM

Detailed report with actionable measures (important input for audits)

SIEMENS. SIEMENS

SIEMENS

Meeting Agenda: 9:00 AM - 12:00 PM

P:00AM-9:15AM. _ Introduction and Expectations 10:45AM- 11:30AM:  CSOC Support and Cloud Security

€SOC-Support:
CSOC integration example project
Challenges and lessons learned
CoE Idea with City of Kaohsiung

0:15AM - 10:30AM: SMO CS and Cybersecurity Services
Cybersecurity Trends and Role of SMO CS:

Cybersecurity Services:
Audits and Overview of Services
Penetration Testing and Securty Scanning
(incl, SIESTA demo)
Vulnerabilty Management (incl. VMS
demo)

Cloud Security:
Example: Railigent X

rosonter
11:30AM - 1200 PM.  Q&A and Wrap-Up

«  Questions and Next Steps

10:30 AM - 10:45AM: Break 12:00 PM Lunch

SIEMENS



CSOC integration example project:
Integration of Signaling (OT) Cybersecurity into the SIEM (IT)

Crilical Raiiway OT System
4

SIEMENS

Data Source

CoreShield
OSA-IDS

Network

CSOC: Challenge and lessons learned that lead to the
Center of Excellence (CoE) Idea

Challenges:

1) Siloed Expertise and Workforce
Shortage

2) IT-Cybersecurity Technology and IR-
Processes not made for rail-OT

3) Regulation Drives Demand for
Affordable SOC Services for Critical
OT Systems

Outcomes of Lessons Learned:

1) Cross-disciplinary Knowledge Transfer and Talent Establish
programs to bridge the IT-OT knowledge gap and develop talent with expertise in both domains
i ions and ion: Source and develop cutting-edge OT cybersecurity solutions while
adapting IT practices to support these innovations.

training

3) Central Operation Center: Create a hub for student learning and provide affordable cybersecurity services for

local companies lacking their own resources.

Page30 Rawmcis] © St w Bics

CoE Idea Answers to the challenges- 3 main Pillars

Central Operation Center.
ablishing a hub for coordinated
Education / cybersecurity operations
Facilitating comprehensive integrating best practi
training pr both IT and OT
Offer SOC-Services to local
panies

Incubator Lab:

SIEMENS

Meeting Agenda: 9:00 AM - 12:00 PM

B:00AM - 9:15AM: _ Introduction and Expectations 10:45AM- 11:30AM:  CSOC Support and Cloud Security
€SOC-Support:
CSOG integration example project
Challenges and lessons leamned
CoE Idea with City of Kaohsiung

9:15AM - 1030AM:  SMO CS and Cybersecurity Services 1 oanter =

Kunz

Cybersecurity Trends and Role of SMO CS:

Cybersecurity Services:
Audits and Overview of Services
Penetration Testing and Security Scanning
(incl. SIESTA demo)
Vulnerabilty Management (incl. VMS
demo)

Cloud Security:
Example: Railigent X

11:30AM - 1200 PM:  Q&A and Wrap-Up

« Questions and Next Steps

10:30 AM - 10:45AM: Break 12:00 PM

Lunch

SIEMENS

Challenge and lessons learned:
How to work together as a team for Incident Response (IR) ?

A Incident Response Process Steps.

IS
Shield Network SIEM
1-IDS MSSP

CoE Idea with City of Kaohsiung
Presentation to Mayor Chen

1. Mayor Chen

2. Deputy Mayor (Charles Lin)
3. DG of Development Bureau
4. Director & Prof Dept of
Electrical Eng (Ken-Huang Lin)
5. Sales VP of FET(Mark Li)

6. Director of FET(Neil Liu)

CoE Idea Answers to the challenges- 3 main Pillars

SIEMENS



Cybersecurity Operations and Defense Center of Excellence (CoE)- Idea
Education: Customized training developed by Universities and Partners

0=
=
\

Sample Cyber Analyst Curriculum Sample Cyber Leader Curriculum

Sxamele: sANS Program

Carnegie Mellon
Heinz

scHooL //
< 4

Employ Highly
Skilled, Local Talent
Create job demand &
skill export
Facilitate a
mmunity of cyber
talent

SIEMENS

Cybersecurity Operations and Defense Center of Excellence (CoE)- Idea
Answers to the challenges

Intelligence!
Hunting

Organization between ITIOT
elastic| jloom

Technology Options:
In-house or COTS for:

Incident Response (IR) and
SOAR, SIEM, MOR Ticketing, and IDS

Disaster Recovery (OR)
. SIEMENS

Cloud Security: Example: Railigent X

SIEMENS

SIEMENS

Cybersecurity Operations and Defense Center of Excellence (CoE)- Idea

Answers to the challenges

Educational
Competitions
and Events

Thought
Leadership

Product
Testing and
Verification

Incubator Model
(Investment)

ssessment
Standards

Meeting Agenda: 9:00 AM - 12:00 PM

B:00AM-9.15AM: _Introduction and Expectations

P:15AM - 10:30AM: SMO CS and Cybersecurity Services

Cybersecurity Trends and Role of SMO CS:

Cybersecurity Services:
Audits and Overview of Services
Penetration Testing and Securty Scanning
(incl. SIESTA demo
Vulnerability Management (incl. VMS
demo)

10:30 AM - 10:45AM: Break

Meeting Agenda: 9:00 AM - 12:00 PM

B:00AM-9:15AM:  Introduction and Expectations

©9:15AM - 1030AM: SMO CS and Cybersecurity Services

Cybersecurity Trends and Role of SMO CS:

Cybersecurity Services:
\udits and Overview of Services
Penetration Testing and Security Scanning
(incl. SIESTA demo)
Vulnerabilty Management (incl. VMS
demo)

10:30 AM - 10:45AM: Break

Christian Kunze
Vhersacu

Martin Kunz
Lead

Asset
Simulation

@

Cyber Test
Range

10:45 AM - 11:30 AM.

Chistian Kunze

11:30AM

12:00 PM

10:45 AM - 11:30 AM.

1:30 AM

1200 PM

Swemers Mobidy GmbH

SMO CS DS CVS

Krauss-Mafoi-Str 2

80997 Munchen, Germany

Moble +4

9 (162) 2932468

12:00 PM.

Cyber EXPO

A o

Cyber Advisoryl  CERT Seal of
Notices

Approval

Career Fairs Capture the Flag

g
&)
%
Response

Technology
Licensing

SIEMENS

CSOC Support and Cloud Security

€SOC-Support:
CSOC integration example project
Challenges and lessons leamed
CoE Idea with City of Kaohsiung
Cloud Security:
Example: Railigent X

=»

Q&A and Wrap-Up

«  Questions and Next Steps

Lunch

SIEMENS

CSOC Support and Cloud Security

€SOC-Support:
CSOC integration example project
Challenges and lessons leared
CoE Idea with City of Kaohsiung
Cloud Security:
Example: Railigent X

1200PM: |Q&A and Wrap-Up

.

Questions and Next Steps

Lunch

® SIEMENS

Michele Barletta
Lead Vulnerability Manay
Siemens Mobity GmbH
SMO CS DS DO
emenspromenade 7
91058 Erlangen, Germany
M 9

Michele Bartetta



OT cybersecurity standard IEC 62443 is also used for railway

Torminciogy
Concepts ans mass

Master gonsary of
o and attrwvatcrn,

Securty progran
facycieand use case renents

Similar -
Areas such as.. 37001

CSOC integration example project:
Incident Analysis and Response Workflow (High-Level)

|Precondition:
S ReTvwiosredw SN T RypoRew oo bo s OTaden ~Ciitical Alert with Unknown Miigatin

Yes Branch:

work collabcraively

No Branch:

+ Outcome: The ome
F vesigahon or analyss might b

Post-Condition:

T sccanty meadent s 1escived of contane

cnled and incorporaled inlo ke respanse

SIEMENS

OT Cybersecurity Standard IEC 62443
Example: Part 3-3 (SL= Security Level for Systems)

FR> IAC si DC RDF TRE [RA| | i [ Protection Against
| su 1 [Eplial G IR T 5 o | e
{
% s 4 sl2 20203 38 eswscwmsme |
A AR TS 3220 | vioass
m 2 3 3 1 1 OQIN0 410 ptacks Wih SophisticatedMeans | ¥

4 22 19 6 1 3 13

Number of system réquirements
given in IEC 62443-3-3:2019,

0 Attacks With Exten -s-

gvtmuc,.sim.ﬂums;i)

22 iantiai2s ) per FR groups and SL volues

[T — v ] Mo K| 5440 G8 D8B4G M Confidentiality [l Integrity Availability
Cyber security center of excellence to attract companies, cyber startup
incubator and encouraging high school students to study cyber security.

Slomens 0 opan lobel cyvar securty contre

Fevcemence n Fredeicin

- BAGSWRK

Page 48 s | € Searara 220 22 SIEMENS



Vulnerability Monitoring and Management (VMM) &
Vulnerability Management System (VMS)

SMO Cybersecurity. Services.
Visit, Taiwan Rail Bureau 07/2024".

Michéle Barletta (SMO CS DS-C\/S CYS)

Monitoring of known vulnerabilities throughout an entire rail system life-cycle
Our solution to secure your rail systems

SIEMENS

Vulnerability Monitoring Systems
O “louc N

Tvs IT/C

@ VMS

SIEMENS Moty Gt

[ ———

SIEMENS

Vulnerability Mana
Vulne ty M

ement System (VMS)
Process

Siemens Mobility Process

2 SIEMENS

Monitoring of known security vulnerabilities throughout the lifecycle
Cyber security services: Vulnerability monitoring and management

Vulnerability monitoring
and management

Scope and
approach

Monitoring software vulnerabilies in rail
systems (rad infrastructure. rolling stock. rail
electrification & auxliary including 3rd party
systems)

Alerting customers in case of major
vuinerabiities

Prioritizaton, evaluation of software
vulnerabilties and proposal of mitigation
measures

(o)== |

Your benefits What's more?

Migaton of potential cyber security nsks and
thus supporting the availability of services.
and reducing potential reputational damage

Supporting all component types (independent
of vendor), entire rai system can be
monitored

Compliance with laws, regulations and

ol Support for 100 % systom
avastatety

Enabling customers 1o plan the potential

updates/major upgrades in advance.

SIEMENS

A seamless approach to minimize your attack surface and your risk from

cyberattacks

Implementation of vulnerability monitoring and management

omer. Update
tion data if

and report
tobilty provides
information tc
ups (mult

SIEMENS

Vulnerability Management System (VMS)

Services: Tooling

ersect

Holistic View
of the secusity risk in e instaled base products

Quick Access
1o accurate product secunty informabon

Efficient Solution
o il (cyborisocuniy

Centralized Platform
1o dive and support secuty relaled wirkhows

Rail Business Specific
Cybersacurty isk evaluaton

1 customer's securty ek management

ity postire of o customer producs
Monitonng and Risk Analysis
oftisks/incilants o the customers

wih Ratl Business spocfic norms and standards

SIEMENS

Vulnerability Management System (VMS)
The tool

he tc

SIEMENS svamn cosn

SIEMENS



VMS Killer Features (... among others)
Cyber security services

Compliant
VM is compliant wih sai-of e
Vulnerabedy Evaluations Me

Specialized

VMS s spaciaized for Rail Business via
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L | S EBA's Responsibilities

According to German General Railway Act (AEG) and related laws

Supervisory, licensing and safety authority for railways and railway
undertakings

Authorisation of IT security equipment

in railways sector — a proposal

“... avert danger resulting from railway operation or being emanated by
operational facilities ..."

Frank Weber, Deputy Head of IT Security Task Force > Safety (also involving IT Security)

Eisenbahn-Bundesamt (EBA) (Federal Railway Authority, Germany)
* Federal Raitway Authority

Railway Infrastructure() Authorisation What about IT Security?

+ Both individual and generic authorisation processes according to legal act
(also as basis for supervision)

S?T?E? IT Security!
Digitisation requires interconnected railway infrastructure equipment

« Generic infrastructure authorisation:
Approval for (generic) market placing and application (per system type) « Interconnection via IT/OT networks > IT security required
+Security for Safety”

+ National sector guideline (executive regulation), established in 2021

» Processes for generic systems' authorisation assessment Logical functional elements vs. functions-combining products

+ Signalling, Telecommunication, and Electrical power supply

.Special case” electrical power supply (energy industry act)

) Rolling stock authorisation based on TSI legal basis
* Federal Raitway Authority * Federal Railway Authority

How to assess IT security for railways? General rules and preconditions

Derive IT security requirements from safety requirements specification
« Sector guideline section ,IT security*

.Generally accepted rules of technology* vs. ,State of the Art*
TS 50701 - Cyber Security Case (CSC)
Roles (Asset Owner, IT Security Integrator, Operator)

+ General rules and preconditions

* Three phase validation model

+ Additional partial process ,|T security patch®

* Federal Raitway Authority * Federal Raitway Authority

Three phase validation model IT security requirements specification

Initiated by operator
+ Requirements specification

Compile requirements spec (both IT security and system related requ.)
« Target specification

Evaluation (clearance officer) = authority informed

+ Product - Significance decision and resulting process (in case of deviation from rules)
« Partial verification statement
+ Partial CSC
+ Provision of documents to IT security integrator
* Federal Raitway Authority * Federal Raitway Authority



IT security target specification
Initiated by IT security integrator

Compile target specification
Partial CSC
Frequent security patching required? -> Initiate patch process generation

Assessment (authority-licensed IT security assessor) = authority informed

Significance decision and resulting process (in case of deviation from rules)

Inspection report (requirements hand-over to patch process if applicable)

Provision of documents (incl. requirements coverage)

* Federal Raitway Authority

Partial process ,IT security patch*

Generic process to define a specific process to handle IT security patches
available for the developed IT security product

Initiated by IT security integrator

Define specific IT security patch process (or verify given patch process)

Assessment (authority-licensed IT security assessor)

Inspection report

Hand-over of documents to product phase

* Federal Raitway Authority

L

L

Product phase

Initiated by IT security integrator

Product development / establishing / provision

Significance decision and resulting process (in case of deviation from rules)
Partial CSC
Assessment (authority-licensed IT security assessor) = authority informed

Provision of documents to operator

Inspection report

Verification certificate (based on inspection report)
Federal Raitway Authority

Summary

Introduced new section of national railway sector guideline for generic
authorisation it of IT security syst

IT security systems/functions assessed and authorised independent of
functional railway systems (signalling, telecommunication, electrical power)

Additional partial process ,IT security patch*

Goal / benefit: Way to authorise fast-moving IT security technology (incl.
security patching) for application in long-lasting railway safety systems

Federal Raitway Authority

Thank you for your attention!

R | et Rty Aoy
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SECURITY ON THE RAILIGENT PLATFORM
security for Railigent
Security is not just made on one layer and has multiple aspects to take care of.
Within this document we give you ar overview of typical aspects and mechanism
we take care of to provide you as our customer with proper security in all our
Software as a Service products on the Railigent® platform.
RAILIGENT 150 27001 certification

The Application suite that Ensure secure and

leverages loT and Al for rail state-of-the-art management
assets

Railigent operations and support processes are externally certified to the 15O 27001 standard
to ensure secure and state-of-the-art management of customer data and applications.

Railigent makes intelligent use of rail asset data to create added value. It empowers Centralized support processes ensure in-time support of our customers, fully aligned with
rail operators maintainers, and asset owners to understand their raitway data, corporate and ITIL best practices

generate valuable information, and acquire deeper insights about the performance of
their assets, The analysis of the rail asset data provided by these apps leads to
improved operation, optimized maintenance, higher cost-efficienty, and ultimate
100% availability of rolling stock and wayside assets.

50270
information security management, The sc:
0t 150 27001 certification s defined as MANAGEMENT SYSTEM
Railigent applications make use of our proven application platform, Amazon Web CERTIRCATE

Services (AWS) public cloud services and IT infrastructure enhanced by build and Hosting and aperstion of Softwere asa Service:

s a globally accepted standar

deployment pipelines. They are integrated into a central User Portal, with security in OuRgent) for intemal and exiemal <
mind, and share similar design and user experience to optimize business value.
ment, provisioning of L-driven service processes
G (€. Ch
How railigent works, step by step Che
managemes
inthe
Outacopturig | Owta ramaminion | Onta procesaing | Onta svabumion [y i
e P
—_— it atiors.
o, ==

@ E] For this purpose, we are audited by an indepen
oF N

—
& watin scopecfour 50 2700 ce
—

mer data. Centralzed

fication to

t management of

appliations and

SUPPOTt processes ensure in-time supp

customers, fully aligned with corporate and L

best practices.
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Central User Portal

Manage security policies
centrally for a seamless
user interaction

Railigent provides a central user portal as landing page for all our
applications. There, the user can access the assigned application tiles only.
All applications use single-sign-on (SS0) technologies to give the user a
seamless experience and grant the correct role within the application

automatically.

The contrat user portal within

Raitigent manages the security
poficies centrakty and offers S50
for a seamiessuser interaction
in between applications.
- s
- -
- e
User and password policies

Access 1o this portal and dedicated appiiations is
provided on a need-to-know basis via weik-defined
processes. A user account can only access and
interact with applications assigned to the account.
The user accounts and correspanding access rights
are reviewed on a yearly basis. A user must be a
natural person and account sharing is prohibited.
The portal possesses global policies for authentica
tion retries and will kock the account on & reached
threshold. Such events also trigger notifications to
the user and events in our security monitoring.

The central user portal allows us to enroll global
password policies to ensure password complexity
meets state of the art security requirements.

Currently we enforce:
*  minimum 12 characters,

« maximum validity of 180 days

*  complexity: kower, upper, number symbols,

Passwords are of course solely stored as & hashed
value to ensure they are only known by the user
and cannot be misused in any form.

Multi Factor Authentication

The user portal supports & variety of multi factor
types. A user shall configure at least one MFA
method during the user onboarding and activation
process, Of course, a uses can configure all of
them and choose the preferred method at every
login by dropdown. The portal will auto-suggest
the last used method.

The current supported methods a

. sus

Voke call

* Google Authenticator

Okta Verity App (incl. Push)

Whenever an appication is integrated in our
portal, we ensure through our processes that
based on the criticality of the applications, a
decision is made it an MFA is entorced or not.
Enforced MFA means that the usage of the appiF
<ation s solely granted when the MFA was
successtully passed. A successtul MFA is typically
valid for a workday.

Single-sign-on

Allof the appiications within our Reiligent user
portal make strict wsage of single- signon ($50)
technologies based on industry standards like
openid or SAML,

With this mecharism we ensure that the user
authenticates only once and accesses all assigned
applications with the correct role automatically.
Just one click sway.

User management

We ensure that user management s defined,
documented, and audited on 8 regular basis.
User authorzation s defined on & needto-know
basis and guarantees that each person solely can
access applkations and data required for working
tasks in the least applicable role assignment. Such
assignments are further reviewed on a reguiar
basis. On- and offboarding of users is handied

with care and is prioctzed. Each change on grants
is documented for audit reasons and requires
approval from assigned user managers (€. the
superior or a project responsible).

User Privacy

General Data

Protection

Regulation (GDPR)

Within Railigent user portal we comply with the European General Data

Protection Regulation. This privacy and security law regulates, for

example, what kind of (personal) data may be kept. stored and processed.

W fotlow a strict policy
regarding data encryption at
restand in transit.

EU GDPR

EU GDPR does nat specify a strict retention pefiod
for personal data. Instead, it states that personal
data may only be kept in a form that permits
identification of the individus! for no longer than
s necessary for the purposes lor which it was
processed. Once the purpose vanished the data
must be deleted.

Retention time

1n our Railigent user portal the retention tire of
ogs containing personal data is conform to EU
GDPR requirements and is currently deleted after
90 days.

We review on  reguiar basis if the periods are stil
valid or should be adjusted.

Besides that, project specific retention times of
project data can be agreed.

Dat: d

policies

Secure communication
and data storage

Within Railigent we have strict data encryption rules and maintain these
rules globally within each application where data is transferred, stored, or

processed. We apply state of the art encryption for all our Railigent
applications and interfaces to ensure con entiality is handled with care.

Encrypted communication

At il appiiations and interfaces within Railigent,
regardiess of whether these are used for user
interaction or data trarster, solely encrypted
communikation is used. We further use state of
the art encryption technolog es, aligned with
current best-praciice recommendations issued

€., by the 85I, NIST, or other respected entities.

For machineto-machine communication centfi-
cates are used and have an adequate lifecycie
management behind them,

Security over the whole process

Data at rest

Al our databases and file storages use additionally
encryption per global policy o ensure confidenti
ality of all data stored. Retention time of data in
general s aiso processed by globel policies.

EUprojects

Regarding EU GDPR we ensure that such data s
solely stored within the EL and solely If we are
legally allowed to store it.

(4] Oat encryption ves the et proces
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Secure application design and change process

Focus on security

by design

Ensuring application security for the whole lifecycle is a challenging task. Within
Railigent and Siemens we have strict processes regarding application
development, operation, and lifecycle. We focus on security by design to ensure
all your applications have security build in from the start.

We focus on security by design
to ensure application security
during the whole tiecycle.

Application blueprints and design principles

Within Reifigent we make wse of appikation blue-
prints 1o ensure 0S, databases, and services are
hardened and configured in a secure way directly
from the start. Services and components are
running with least peivileges, have a centralized
1ogging and manitoring included and » predetined
secure netwark zone concept.

Deployment automation

A DevOps tool chain is in place for all apphcations
in Ralligent. This includes a fully automated buld
pipeline, artifact repository, code quality testing
and anslysis, robot framework for testing automa-
tion together with additional tooks. The tool chain
s mandatory for managing production workioads
and is the basis for efficient secure and reproduc
ble software builds, deployments, and opesation.
Additionally, it does support festare and recover
procedures.

Product and Solition Security within Siemens

During the creation of an appiication or service we
ensure that defined secuity and design principles
arefultiled, by standard processes and quality
gates. For each application threat modelling
methods are used where security experts engage
with developers and architects. This ensures
confidentialiy, integrity, and availabilty for each
data asset, component, and sesvice for the appli
cation. We further anahae the trusted communi-
cation and involved interfaces 1o fimit the attack
surlace for esch component and service. This slso
includes reguiar reviews of the secure newark
2one concept.

Penetration testing

We make use of penetration testing tesms to test
the securty of all involved components, applca
tion design and role grant definition unde real-

Continuaus monitoring

For each application we monitor the availabiity of
each companent and service inwolved. We ensure
availability and performance requirements per
servie customers,

istic atteck scenarios and to the
appikations meet the required security require-
ments, Such penetration tests are typically carried
outin a nonproduxtive environment to ensure
only secure appications are deployed to produc-
tion and we awoid service outages as side effect of
2 penetration test activity.

Application and service review

Before an application is handed to our operation
and service team and relessed into the production
environment a final review is conducted by secu-
tity and operation experts.

This that all q

Seaure application lifecycle process

To ensure security through the whole fifecycle of
an application we have 8 defined vuinerabilty
menioring and patch management process.
Depending on the application we might make use
of a defined patch windows to rebuild our applica-
tlon infrastructure automated to the ltest soft-
ware vession.

Raiigent operations and support processes in
scope of our IS0 27001 cenfication o ensure
secure and state-ct-the-art management.

service definitions have been tinalized before a
customer can access an application o service. We
want to ensure everything is ready for our
customess. Not just the application but the whole
sevice.

Incident

Preparedness is important as, regardiess of how well
cybessecurity s implemented on a techaical and
organizational leve, incidents might sill occur.
Siemens Mobilty is prepared and has implemented
Incident Management across the organaation to
ensurea fast resction on such events.

It & customer encounters a suspicious event, shecan
always reach out 10 the Siemens Product CERT by
‘mail (productcert@siemens.com).

Further details, also related to Siemens’ responsible
disclosure process for vuinerabilites in our products
and services, are availatie on the Internet'.

Rail cyber security services

Ensuring sustainable rail

security

Availability, reliability, and security: These are the challenges every rail operator

is faced with - conceming both

infrastructure and rolling stock. Gaps in

cyber security can prevent these targets from being met or even damage the
operator s reputation. For this reason, ensuring sustainable cyber security for all
rail systems is a fundamental requirement for smooth and safe operation. With
cyber security services, we help you to analyze your systems, identity potential

vulnerabilties, and define and implement measures to protect your assets.

increasingly common and can cause devastating
damage. Ao, rail systems are potential targets for
hackers. Their typical lifecycles of 20 years or more
make them even more vulnerable. Only & regular
review of the security status can protect them.
Governments and public institutions have recog-
nized the importance of cyber securty for critical
infrastructures and therefore aiso for rail rans:
port. Laws and initiatives that stipulate minimum
standards and regular reviews have already been
adopted by many countries. New interational
standards (such a5 IEC 62443 and IS0 27001) lay
the foundations for cyber security in systerms and
organzations.

security for rail opera:
tors, we have developed Cyber security services.
The multievel senvice comprises the following
mod ules:

Rail security gap analysis

©  Assessment of the current system architecture
and processes

Idetiication of securty gaps
Rk ovaluation

*  Recommendation of measures 1o minimze
the risks

Optionat: penetration tests

Assess the current situation and
identity risks

The first step towards cybersecurity
in ralway systems is a precise status
anslysis.

We assess the status quo using o test catalog
specially tailored to rail systems in accordance
with EC 62443. As well a5 techrical systerms, we
a0 consider intemal operational workdiows.

If required, we perform penetration tests to simu
ate cyber-attacks. This means that our security
specialsts carry out & hacker attack in agreement
with our customers. Based on the resuits of the
analys's, we propose messures 1o improve cyber
security.

Rail security concepts and implementation

*  Implementation of measures such as system
hardening

 Optimization of processes, etc.

We work with you to implement the tailored rail
security concept.

Continuous monitoring of rail security

+ Ongaing review of the rail secusity status

+ Poactive threat reporting

* Support if incidents occur

The system date flows are monitored automat-

cally in res! time. Iregularities and potential

thrests are detected quickly and reported rellably.

Rail security training

+  Swndardized training courses, €g.. as
wet-based ainings

© Customerspecitic training

Employee conduct is & decisive factor in rail secu

fity. We trgin your staff and turn them into key

allies in the fight against cyberattacks.

cm———— -

The assessment of passible fisks and
evaluation of requiced protective
messures is followed by the imple-
mentation of your individual protec-

)@

?' Cyber security training

Provide the utmost security

the continually changing threat
skuation s constantly and closely

tion concept for cybersecurity. monitored.
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OPEN QUESTIONS?

Contact

Hopefully we could give you an introduction in our security practices. In case you
teadditional questions please contact your local SMO representative or approach
our global security team.

Cybersecurity (general):
Michael Dietz
dietzmichael@siemens.com

Railigent sales:
Gerhard Paal
gerhard.paal@siemens. com

Rail cyber security portfolio:
Swantje Weiss
swantje weiss@siemens.com

Rail cyber security sales:
Martin Kunz
martin kunz@siemens.com

Published by
Siemens Mobility GmbH
Otio-Hahn-Ring 6

81739 Munich, Germany
contact.mobility®siemens.com

Dokumentennummer MOCS-810079-00-7600

Dispo.Nr. 21716

Subject to changes and esrors

The information given in this document only contains general descriptions andior performance festures
which may not always specificall reflect those described, or which may undergo modification in the
course of further development of the products. The requested performance features are binding only
when they are expressly agreed upon in the concluded contract.

Further information is vailable at: www.siemens com/mobility.
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An update on the Dutch
ERS developments

Heavy Duty Vehicle Charge in The
Netherlands

The law was passed in parliament
and the senate last year and is now
being implemented.

The expected start of the toll is 2026.

Bl - Trucks pay an average of €0.15 per
e - C kilometer (price level 2019) on the
7 toll network.

* The toll rate is differentiated
according to weight and CO, class.

All trucks will have a GPS box. The
2 system is interoperable with German
s and Belgian systems.

¥

AGENDA

Why ERS?
Update on ERS studies
Work in progre:

Questions

Return of Heavy Dutch

Vehicle Charge

> Part of these revenues is
reserved for the sustainability
and innovation of road
transport. This is approx €400
million per year.

> Spending in consultation with
the road transport sector.

Approx 100 min. EUR reserved
for ERS

Electrification E Heavv Goods Vehicles

Grid capacity slows down the climate
ambitions

,‘

And more TU Delft studies

Prospects for Electric Road Systems on the Dutch
freight corridors: results of 5 projects

Léri Tavasszy, Mahnam Saeednia, Janske Otten, Ximeng Liao, Kevin Duijn, Mo Wang +
Universiteit Antwerpen

TU Delft, October 2023

Universiceit

DAFE
_— Antwerpen

E:':::;‘:""M' 22 Fontohiam SIEMENS fupeiit [E2

Draagylak ERS onder het
Nederlandse publiek
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Four Dutch studies on ERS finalised

DECISIO @ =rconsuur sweeo %

o

Recent studies on ERS for NL

5 MSc students of TU Delft & connected work from University of Antwerp

* Policy options: Cost-Benefit Analysis of Energy options (Janske Otten, Port Authority Rotterdam)
+Impacts for Small and Medium Sized Enterprises (Roxana de Nie, lenW — ongoing)

* Network vision: What is optimal ERS network size? (ximeng Liao, DAF)
* Concrete projects: Trajectory choice R'dam-Antwerp corridor (Kevin Duijn, Siemens + University Antwerp)

+ Technology assessment: Overhead lines or induction? (Mo Wang, TuD)




The Dutch
E-CORE
connection

» TNO and TU Delft are
selected
Mid term results delivered

Final report November 2024

TNO/TU Delft
objective

Assess the potential of ERS in
reducing costs and improving
efficiency for the logistics
sector compared to a
stationary charging-only
scenario.

Electric Road System
Social Cost Benefit
Analysis

TNO/TU Delft
interim result

» Very sensitive to
assumptions

» A negative net present
value.

> When more positive
assumptions are made the
CBA can turn positive easily

> More detailed analysis to
limit the uncertainties.

Community building

15 interviews with potential
users

Presentation on the national
transport association

Community meeting on the
24% of June

Financial options

> National funds
Return flow truck toll 100 million
- Climate fund 20 million

» European funds: European
investment Bank

Private
Banks and companies
Pension funds

If we start..then finding
the right financial tooling

Open procedure
Restricted procedure

Competitive negotiated
procedure

Competitive dialogue
Innovation partnership
Design contest

The Dutch Road autority

RWS

- Current focus on the quality of the
existing networks

- Ongoing discussion sustainable

networks versus todays needs

- Several concerns that need to be
addressed.
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Electric Road Systems: Where do we want to go? = il
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