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No. Name of Insitution No. of Participants
1 The Bank of Korea 1
2 Reserve Bank of India 4
3 National Bank of Cambodia 4
4 Nepal Rastra Bank 2
5 Bangko Sentral ng Pilipinas 2
6 Central Bank of Sri Lanka 1
7 Central Bank, Chinese Taipel 1




8 Bank of Thailand 2
9 State Bank of Vietnam 2
10 Bank of Papua New Guinea 3
11 Bank of the Lao PDR 1
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Cyber Threat Landscape _ Head of Corporate Security and Cyber
David Whyte N o

Update Resilience Coordination Centre, BIS
Deputy General Manager, Department

IT Risk Frameworks Kalaranjani Mahavir |of Supervision, Cyber Security & IT
Risk Group, Reserve Bank of India

Emergent Technologies - _ , . .

113.8.27 . Roger Halbheer Chief Security Advisor, Microsoft

AI Risks

Cyber Resilience &

Benchmarking in the CB  |Sukhvir Notra Senior Security Specialist, BIS

Community

Case Study: Ransomware _ Managing Director - EMEA, Nihon

o Dougie Grant

Negotiations Cyber Defence
Senior Supervisor, Risk & Technology

IT Assurance & Controls  |Chu Ei Chong Supervision Department, Bank Negara
Malaysia

Emergent Technologies - n . , ,

. . William Zhang Advisor, BIS Nordic Innovation Hub
CBDC - Project Polaris
113.8.28 |IT Security & Resilience

Testing (Purple/Red Sukhvir Notra Senior Security Specialist, BIS

Teaming)

Roundtable Discussion -

Topics of Cyber Risks &  |All Participents

Risk Managemenet




Emergent Technologies -

Mikala Mosca Co-fonder & CEO of EvolutionQ Inc.
Quantum Cryptography
Cyber Attack - In the
Theory & Lab Set up Sukhvir Notra Senior Security Specialist, BIS
Practical Lab
113.8.29
BIS-GPT Hiren Jani Head of Data & Analytics, BIS
Zero Trust Architecture & _ CISO & Director of IT Risk, World
. Clay Lin
Implementations Bank Group
Cloud Computing: Associate Professor, Department of
Emerging Opportunities, |Yogesh Simmhan  |[Computatinal & Data Sciences, IISc.,
Challenges & Risks Bangalore
Closing the CBDC Cyber _
. Ying/Jonathan
Threat Modelling Gaps
Incident Reporting &
113.8.30 . o Jacques Theron
Sharing within CBs

Roundtable Discussion -
CBs to Discuss their
Approach on Incident
Reporting / Information

Sharing

All Participents
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= ERFEEZENE (APT)
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F OpenAl HYARBSACHITUTREEEN ~ ARSI Y EELERE - A
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XZ Outbreak (CVE-2024-3094%)

i
: XZ Utils is a collection of open-source tools and libraries for the XZ compression format, that are used E
i for high compression ratios with support for multiple compression algorithms, notably LZMA2. i

@\Gmm Activity Summary (user: JiaT75)

PR opened in oss-fuzz to
disable ifunc for fuzzing
builds. Allegedly to mask the |

Jicious changes:

On Friday 29th of March, Andres Freund (principal software engineer at Microsoft) emailed oss-
security informing the community of the discovery of a backdoor in xz/liblzma version 5.6.0 and 5.6.1.

stages binary
hidden in two test files:
o tests/files/bad-3-corrupt_lzmalxz

& Netpe gt comituboani-projectin

. ge_compress:
2020208 2023-07-08 20240309 _ o
st SRRt > £ e T ON Sty =
gp s S T 04{)4
User Ja Ten UiaT75) 2023:06:28 A A xz/libzma
ereates his Github Account [ :‘ez::m::;fzsn::ﬁ::;:‘ ot oorabed S e v5.6.0 & v5.61
tocreby_fastc! packogt felesis, |
pPackaged in the final releases /‘

tests/files/bad-3-corrupt_lzma2.xz
Substitution to uncorrupt

malformed Xz file

0x09 (\t) are replaced with Ox20

0x20 (whitespace) are replaced with 0x0% bad-3-corrupt_lzma2.xz
0x2d () are replaced with Ox5f .

Ox5f () are replaced with Ox2d

The MY macro is executed during the build @é}
process and runs the malicious code below. J

e e

1.Decompress the file with xz -dc
2.Remove junk data from the file using multiple head tool calls
3.Portion of the file is discarded (contains the binary backdoor)

Stage 1 - Bash File f ests/files/good-large_
A

56.0 ® Bytesin comment: 86 F9 S5A F7 2 68 bA BC
V360 o custom substitution (byte value mapping)

® Bytesin comment: 5 55 §9 87 24 04 DE 17 4.Use custom substitution cipher to decipher the data
VS | e’ checkif script running on Linux [ 5-Deciphered data is decompressed using k2 - raw —lzmal -dc | | Bash script
* Custom substitution (byte value mapping)
Stage 2 - Bash File
v5.6.1 Extension Mechanism @ ~
v5.6.0 egckm extraction 1.Search Files: use grep -broaF in tests/files/ for ._\
e dui signatures:
2 s =k, | K- “ﬁu_mmgofﬁz(vqmrm
LExtract « decipher te A
2.Manipulate output with: G
3.0ecrypt using AWK script (RCH-like)
A g 4 i a.save first offset + 7 as $start
4.Decompress with xz -de ~-single-stream St A
5.8inary backdoor stored as blima_la-crebd-fasto s e CLCIIAE CUE O B
3.Next Steps:
a.Merge found segments.

b.Decipher wiith custom by
¢.Dec ress & execute

BRI © Thomas Roccia, X (2024)
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(T TR -
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— - ERNELZEREHESR

(—) ISO/MEC 27001
ISO/EC 27001 4 %4 Information technology - Security techniques -
Information security management systems - Requirements © ‘& /&—E5E #LHY
Bl B BT - PR LAHA (1SO) B[R TZ 8 &

(IEC)TE 2005 Flk & 341 B IHA &L 2B H S ( Information

Security Management System * ISMS ) FYZEFE - Bt ~ 4%  RFEIE
HIZEK - HAV RS BT et EHENEE - HAEEZEA
BRPE Fi BT ER - HA R 5eREHY ISMS &4 PRI A -

(Z) NIST 4858 2HESE
& HH 2B B B 22 A AR B Ao i 92 it (National Institute of Standards and
Technology * NIST) #AnHIAERS 2 HEZR (Cybersecurity Framework ) -
SCfTE NIST CSF) » A5 iE EMEAE R B Z 20 nI I FHAVIEZE 2
— > 2018 FEAAE 1.1 AR » 2024 FE5HT R 2.0 hig » & R RITREAERY{L
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& 3. NIST CSF 1.1 & 2.0 ik

Exploring NIST CSF’s Latest Release

NIST CSF v1.1 (2018) NIST CSF v2.0 (2024)

R
©
& GOVERy

o CYBERSECURITY NIST

" FRAMEWORK Cybersecurity
% VERSION 1.1 Framework

o
Z
(4]
DETECT
S Functions | 23 Categories | 108 Subcategories 6 Functions | 22 Categories | 106 Subcategories

* Sevrie NAT e

B A5 Kalaran J. M., RBI (2024)

(=) COBIT
COBIT ( Control Objectives for Information and Related Technology ) » H13Z
Ry | BN SRRl E B ~ PERIBIER - TR —RVIBNEE
HIEEEE (EZR) 1S HEIEETS~ e (Information Systems
Audit and Control Association » ISACA) F1 IT J&HIZ E& Y 1992 42
tH o COBIT f2 it Bk RE2HVIF AN ~ B ~ ot TR 1L
EEAE B AR RENH P& 'R - B
Bh4HS8HE = A (A BB RS T AH BB R BB EE (B RS - 6 AE

bR AR -

10



I8l 4. COBIT =¥ 4%

Meeting
Stakeholder
Needs

Separating
Governance
from
Management

Key

Components of
COBITS

Enablinga
Holistic

Approach

& K 35 Kalaran J. M., RBI (2024)
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&85 (Quantum Computing ) & A &+ 182 A AT R 7 =0
HpRPR(E SRy 07 B FAREARE - ERIFE Aot (Qubits) 75T
B pES[EE FR R B BRI T = AR A B - R bR v T P 4
AHEARIYE ST o« HAROLREST ¢

(—) EF A7t (Qubit)

EHg B ATO) - BLOF 1 TRER - BT EERIFERAET
fiL7T > BELAERFEES 0 ~ 1 F10 82 1 A& HNRE (superposition ) » iE{H
FE TR E — R R T [ E R -

(=) B (Superposition )

TEET8H KT LUER RN S v s E T - B TE1E
FIFE—RE - R R R R SIERES - e At

(=) E+4%|4#& (Entanglement)

N {18 5% 2 {18 iz e 2 [ o] DU T —FERF R R M BIfEfE 22
ork%  EFRREEE LA A E - SRS WAt S E T ER
A RE RN A -

(M) &FF% (Quantum Interference )

ABTE > BT EE T DUER ERHENTETERS  [FIR 15 5ERRY
BEAR > (eI et L AG AR -
= BT EBBEER

P &5 H Al R A AR S - AH R A i P st [E B B A A TP
B (HEAHEB AR < JBEERSEST

(—) B

EAFEIIERAG (41 RSA BEDE ) RSN HEN T RERYE -
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R T EE AR ERE A DS s SN - [FR R A
B2 2 G 2R R R A (B e
(=) E{ERE
BT EERE DA B - V)RS TR E] ~ fHEREE
ATES RS EE
BT ERE A DI B R B AT AR - 2 A\ T S R AR
FERTBR -
(7o) ZEPIRR SR BRI &R
BTSRRI R ) TS TN LER RO IE - R B S 3R R 4R
Pkt o
(F1) SRS
ETEREAEMANEMR S « B EEA T SR G -
B 5. ETERERFE

QUANTUM COMPUTING - MULTIPLE COMPLEXE PROBLEM
IN MULTIPLE MARKETS

Source: Quantum Technologies report, Yole Développement, 2021

=)

Drug discovery Catalyst & enzyme design Genomics
— (85 Patient diagnostics  Radiotherapy optimization
P /PHARMA

Smart grid
Cryptography@ m @ Batteries
' Oil well optimization
Logistics, planning, distribution /

IC manufacture & design Most likely application a )
Weather forecasting INDUSTRY today MATERIALS [ T L materials

A few examples of
applications for a
Ascending phase simulation quantum computer

N . e Traffic simulation
Matarials for sirpienes % m E-charging station & parking search
Earth observation Autonomous driving
Radar \ / Trading strategies
: Asset pricing
Cybersecurit Q
C{yptographyy ik m m % Portfolio optimization
\/ Risk analysis
L— Fraud detection

Advertising strategies
Market forecast

@ YOLE Consumer behavior

BERIAE ¢ Yole Delevpement, 2022
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ZERYRR - BT BB REEE (Shor's Algorithm ) REPRERFR VLBV E
R > (EBE AR BT RERAERY 2048 fiz7C RSA D% AT DA fg - (At & 2RS0T
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RIS > TR EE H BT AE I FUAM AR I 38 ey me bR ith
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R E R B S i A FRAE TP IR B S S THy e s s L AT
LAz f# RSA-2048 fNEE &R} - BEANE NS ARG LS [N EBEAM S [ F
st BAE 2024 9 H > B REERHIHFCEIX SR w S - B A]
2 TS EIZ (E HAVINE 7 AT A0 % - B 7= KR D-
Wave Systems /% &MY E T HEIE - $H B HRAUEE 2 8 HEER PRV 4R

( Substitution-Permutation Network » SPN) 45HEHEITHYRE » 5[ RIKELHRKN
= EREE -

.~ AEIAFE
Ry TIRIER 2R EZME - SEIBUFT - 2R EEZEENE
H A& ST HZE R R o B % - DUFESTETAPREL - H RS MBS 5
ER

(—) ETZ&FHE (Post-quantum cryptography > PQC)
BT LEWBREER T ST ERIR i B R B E =0 (E A
B Al a2 B E BB N - B T LTS
AE R & B T2 I5EE - BARYIIE AR - B IE R ( Advanced
Encryption Standard » AES ) ~ fig[EI 4 /1% (Elliptic Curve Cryptography
ECC) ~ RSA 55 » #RAE LA BT A AERE S (HA T ETHIEE
L A DAY ERI R R TR A A S
EE BRI R ATl (NIST) IEEUIRECK ~ SR &R L]
BIE TERZ AINEREL - WH 2024 - 8 H .34 FIPS-203  FIPS-
204 ~ FIPS-205 3 15 PQC MHEHARAE - — HEMB AR SEF L AT -
H & T S ER A A Y ol RO BRI RE RS B AT 47 -

(Z) EFE#E9% (Quantum Key Distribution * QKD )
BrEWr% QKD FEHEHER - HAS=JTsEREIEE - AlER
EETT GRS EEEERANE T IR EARFE  (EHE &
FHTAIEA e RS E AT - B=T7 BRSNS - AR TS
TCHET - MEAEME A ZENEY - mihE TBIIRRsE
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AT EE SR BIRASHARVE T - B ~ RN S  BNE
AR e A S E ST R T - s e R E - £
[EREMECRG A > BREN R E PEGIERFNEL -

(U5) BEoasRRs P BB YRR
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(—) fEEEERE
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Cyber Kill Chain® - @ Reconnaissance
Attacker Perspective Network mapping, harvesting

\ email addresses

Weaponization
Coupling an exploit with a
deliverable payload /
Delivery
Delivering weaponized package to the

\ victims via email, network, usb, etc,.

Exploitation
Exploiting the vulnerability

@ Installation
E Installing malware
Command and Controls o

Command and control of the
victim via installed malware
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Action On Objectives
Threat actor achieves their objectives
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