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o P AREERECRFE SN A3 BELE D
AfFel o AFP R FlaEVRT - FH NS

AFEXFIFEL > FR# 2 TR B ARG
ARG TOERM TR EREA R o 20T -
B AR AE &Y GREIRE Vo L Ried h

EFPRENMNGSREATT - BY IR o
TMRERTRS T G IR P AR ERPE
g FEp s i ? B A EE > < RERAR
o - R BN R P ST ST e

W PRGBS A o B2 BICR A e B
EFIRERTHENURAPMASZ PR
Bk S F iy B0 FIA ARG PR Ay HHE A AR
B A et 3 0 e & R RICR
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L.7

L.5

L.1

o e 78 e L %2
s s s s e it
T 202056 /34 2023E4H /N
: FEF (R 75) : 1SO/IEC14543-4-301 1SO/IEC14543-4-302
H Application Communication Interface | | B R S = ATFE IS
] S—— 115, S— (RHEIEA IRIERIS) =P 15
- ECHONETE &4 4R E
S (RS — @ ECHONET Lite #i#5
=iEal T E R
AP = i Bt e HEIiE 2
GEERELE) [ ECHONET Lite #f&:£ [ 1so/IEC 14543-4-3
,«""/""’:"/;’Z“' ST TTTIN e s R
i R S . | [ {40 : Ethernet, Wi-Fi, Bluetooth, Wi-SUN, G3-PLC, etc.
LW ___ W 4

Bl 14 - Echonet Lite %1 %

6.% WM ¢ 4 845 FUil ® CNS 16014(TaiSEIA 101)2

Echonnt Lite & # & & 3134 ©
P31 pRa G f 4 Echonet Lite 12 Tenfr 4| B 3 18 &

TaiSEIA 12 23R G > L85 SHpl%zEs <

(ETC)F v 4\ v ¥t {2 & TalSEIA % 24 LED #:& 747
#1(4- M@ 15) » £ ¢ SSNG &_- 5 Echonet Lite # #_

ErfrBEE LT PIE o hRY F 4G (V)2

£]2£ iz fv Echonet Lite T4l & 1 #-H 3 3% EIJ Echonet
Lite 3k & et it > 5 Bom #F E{rdpfaenFT ol ¢ hrt it
4% PCIMac § % B » PI4r) B 6 7 12
i % Echonet Lite s 4] B g %] k9 3 o SSNA H#
A E UDNA 5 F 2 X pREZRFTLEZER LT
i % python 425\ ¥ 8 2 = » UDNA - Echonet Lite #3
#14n £ 4 5 TSISEIA 2 %45 £ ERD R
%t 4 # 3 5 Echonet Lite 258w & 2 SSNG-

Echonet 2 if 7 #& &= MRA (Machine Readable

,:% r /2
B, W
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Appendix) i # 7| & 454 45 0 EEheis § 4 s 2
00130+ 4+ F3fBe> T 7 T 4 it iy £

— Ry

RARFE Aokdp 4 NE- B BRBAE TR E
e 2 MRA GhF flde sk 2300 * G135 0 1L R
Jg 2 ngap et o4 B AT E RSEOR E Bl E
PR REE O RFE AT B iR F P A e
mFERTE S FT P A B o B
TalSEIA 7 E & > » 4- fﬁ%ﬁfé% W oo AR T R
BREEFEER - YEHF S 2 ARE M
Echonet Lite ¥ Matter = i 4% 5 &) > % - AR
» E & & o UDNA #3% B g -

S
4

I 1: Dir n! n of Il
device to the network
Full ECHONET Lite
device
-~
Smeroneal -
precessing P ~ ~
\ ~
ECHONET Lite
netvrk ~ -
Eormet 2: Connection of a ECHONET Lite- Eormat 3: Connection of an existing K FEFEH] ~~
Ready device device 2&(HC) - =
IONET Li [ECHONET Lite lUnique adapter Existing devi
Eotioma” | | “radyamice wiomges| | e REMIE(HAN)/IP Bace |
adapter N
—— ECHONET Lite#8R& i & |
Communication
vvvvvvvv HERER ECHONET I
R I BEEs Lite 7Tk
ECHONET Lite ECHONET Lite middleware ECHONET Lite Proprietary network (UDNA) Full femiEn
network adapler communication interface network ECHONET I
UART | Lite & |

I
| TaiSEIALOL R B & T HE
I

CNS 16014 EEFE
EEXE (SA)

i =

Fig. 4.1 Device Adapter and Device Combinations

ECHONET LitefRisiifi TaiSEIALOL £ B E i =
SSNG k | UDNA |, .| TaiSEIA
PC-+python) LED
pyt
0x029001/0x61/0x80/0x31
0%029001/0x61/0x80/0x30 ON/OFF

B 15 - CNS 16014 £ Echonet Lite & & % &
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()P *TUVHFRZHE[A
p 2005 & B p &2 2rpPEERE P (GTAC) (Ao R

"
F_‘~
J
(}-\a-

16) 1 % B & TUV 5 o #-2 F8 5P| 382K %5 frpRas
UE RSB RA S B U E g R H - shN R
A RR R LBEENG R c TR
%\%%%%‘ﬁﬁ%%%io

TUV 3 1% B sl g 1 hg (i RIGRRK & 1 2
e g ¥ aemdossk o b GTAC # B/ 38 3]+ 4% #
& BRI R PRTE o B GTAC ehip3E K & 7 2 6 LE R R BRI ¢
b oig R AR RR 2R IEC SISO~ JISSMIL £ &8 & (7
B Ped PR T B F R AR T RE s T UG
Pt RIRRE FARLRE D FEM AR D IPRERE
IEC/EN 60529 ~ DIN 40 050 & 1SO 20653 ; 7 # % B fov ¥4
RIFF D AROT R G ME|oT BHEER T A KL E R
KR~ RAE -~ RFFHIAE TRE ) BERFEERE
R A MOP R P EREIRE L R R
Bl D REfoyES RE hF 2 odd 1 R AR B RIGE
EMC {rid 3URI# PR » @ 45 EMC 4g £ enid & 1235 5 A &
IEPRE TR TR BRI ERE (BT
) AMIERE TEARRRE TELHBRErAR
A FRIREIRE S P MBI L - SURF REBE OB FRE S
FOVELRIRE o

A& S p G BARE IS - Wi-Fi 2 97 £ Rae Echonet
Lite & R 9 % % 4 > 2 g (4o @] 17~ 18 757 ) ~ 4 & RpeF

22



S A BRI R

¢ .o (GTAC)
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AR
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B 18 - p & TUV % ¥ Wi-Fi ¥ #9 % %

()P R LER

% ¥ BA
®g | P ATUV R T F ata /0T % 2
AP P ATUV KT F @SR E/I0T 3 P AZET
KB FAe | p A TUV 5 F & 7 8l520e /0T 3% B3 AR EF
AEB s | P TUV K F T4 &35 R/I0T % P B A2ET
Eade | £8TUVEF S Ba2pr1£4 5% PR

2

P ERAZEP IR ARERAWB 19 A=t S B op
st RATA & 4 1)Echonet Lite & RIHcis ~ s34l & » % fads
F ARG A F12) P A R i A 5-(PCS/IEVSE/PV)# iRl 4 2L
W 3P AASTEE RGCR S AFEFIEE 2 0T &

?i%mﬁﬁwﬁﬁ@?ﬁgﬁﬂﬁ;@ﬁﬁ?éﬂ*ﬁ
v BN FFER -

WM

ey
W
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B 19 - %2 ﬁagﬁﬂN“ﬁﬂﬁ4ﬁbW

(2)Echonet Lite Bz* st i & (AIF)R%#E 2 BliF > %
Echonet Lite / AIF &_t it if g 32 % SLEMS)i#41 B 2 Fe
T(ERF 0 FE T ) o U (e 20) 0 4

Echonet Lite 1% 2 5@ 426 100 /&> B FH FH @ - 3
Echonet 25 pF st 5 3+ & 32 Echonet Lite 02 S-#& 2023
ﬁag@15%%wﬁmn,ﬁﬂ&ﬁ&%ﬁ%ﬁ%?ﬁ\

= H_FF 73 o Echonet Lite / AIF 2B 2 3%k o7 47
(Open System Interconnection Model, OSI)® & % % 5% 6 & -
Echonet Lite / AIF & " & & 5

ISO/IEC 14543-4-3 (Echonet Lite)

IEC 62394 (Appendix)

ISO/IEC 14543-4-301 (AIF for Home Air Conditioners)

ISO/IEC 14543-4-302 (AIF for Storage Batteries)

ISO/IEC 14543-4-303 (AIF for EVSE charger) [not
published yet]

ISO/IEC 14543-4-304 (AIF for EVSE charger and
discharger) [not published yet]
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What is ECHONET Lite / AIF ?

ECHONET Lite / AIF is a communication protocol between EMS (Energy Management System)
controller and appliance (AC, storage batteries, smart meter...)

Get Request

(Which operation mode are you operating in now?) -
h\ . Response (Cooling)
———
Set Request = "
(Please set temperature setting as “25 degree”) R

Air Conditioner
Response (Accepted)

A

EMS controller

B 20 - = 5 Echonet Lite / AIF

roillian units

160 149,859,909

150
140
130
120 113,139,526
110
100
90
80
70
60
50
40
30
20
10 4,671,414

138,643,985
126,178,965

95,113,331

77,332,741

57,993,921

37,526,873

19,973,397
9,893,648

FY2013 FY2014 FY2015 FY2016 Fy2017 FY2018 FY2019 FY2020 FY2021 FY2022 FY2023

B Home air condiioners W athers B smart meters

B 21 - # 3+ & ¥ Echonet Lite &0 2 F-#c &

I.; ECHONET Lite

properties One spec for all devices

|owsee el (M AIF (Application Interface)

Properties
Spec is defined for each device class
respectively.

Node profile Device class

B] 22 - Echonet Lite 2 AIlF

HogrERA G

—3;;,

Echonet Lite = & & — 38 AL 49775
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(Application Interface, AIF)R| E_ 45 — 58 £ 8 5% 5 B W
Rk T & (Ae B 22) > AIF B85 38 4 8 %] end 200 o
¥ 7% 3 AIF1.10 5% @ = »Echonet Lite % 7% & J2_ Echonet

Lite 2.2 5% & % "4 (Appendix)i= & & %] & v1.01 2 {5 2 Hix
2 15 o AIF Rtedp 25 B AIF SRR e ié * vRB R & 4 5] {od

] (instance) - AIF 1t 4p T p = hfhIEiF 8 - & fipd-(Appendix)
fat o B E R G 5 L (e (Appendix) ¢ SE B E &
M) 0 B IR HI PR & FE v e(Appendix) # oo AIF R
RIp T W RFR XA By BEEFPN (A 20s) v 4 >
FREFERfrwa & £F)72 FRE 2 AIFREH R o AIF R4
ip T A AFS (sequence) o K # iR X T w s AIF g ? T
& A NS (4B 23) -

ESE H [u\ ls

- Geti0x62]
ECHONET Lite 720/%7 4

* #5 Version fiPL

PRET SRS G 4w T o

St ST 4w g 5=y 28

*Get T T 4w S Pt

Get Resi0x72] U
ECHONET Lite 7274
+ 53 Version 1§
PET ST AS T 4T
- Set ST 4w
*Get ToF 4wy

@] 23 - Echonet Lite {7 3 B~ {8 12 &
WK F DAIFRFE Y T B K FRL R B
AIF V9110 52 20 feg gl engFsi & R (#4224 /) pF
W) ETP AIFVIIOARA L g rdp i 75 HE T

35&
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B e R PR e[ de Bk [ R RS R TR RE R
£ B AIF 2248 A w3 Raes Rir ] B(HEMS)Frik & sipld
Hfe o & G HER RFNE PARIERBY o Fl T U AR R
WAL fRE fafi P o

Echonet Lite %1% % *it4(Appendix)3=g_= B e H jplzg
RFE(TF R AR )R TR EEEE ¢ B AIFRESS
B AIF RRERRE (B A R R e d 4 [R A 4 %] B)
Pl - B € R o

Echonet Lite sz ip|3& 2. p SRl > ¥ 34 j&_Echonet 7
BEAERRT TR ) FRERREE Y G Ee
HEB R CREES % 0 3 F R RIEP 35 Echonet TR 7 &
ERAERRRL BRE AR TR G - BAGREDY =
= Echonet Lite p 2% p)zp1 & o

Echonet Lite / AIF & & /i A24cB] 24 #7717 > B BEARLL 7
B enpE o ¢ G A4L(T p AR 2 (8 % % Echonet Lite
[AIF Bz~ 2> B BRLEREITREZ(TRIY) S F % Z
% Echonet Lite ~ 2274 4 » ¥ AIF~ 2230 2 4 >
2t E 1L AIF R B 3R PIRERY ’j‘i‘ P E: Sl
PIEEE AR EIFRIIRSPFNTLE F&
FHRRFFLFAVGF T EFAIFERR AL > H
#i¥ Echonet B F 2 & $ k5B o BP F L 6B vHRE

% 37 S 3 #-Echonet Lite /AIFE E 54 ¥ 3
#E PR A Echonet B B - d R AR R I RPBIFER

HZ2FPFRF o

pull'y
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) ECHONET
Applicant Consortium

[ Execute ECHONET Lite Self Test ]

[ Prepare ECHONET Lite / AIF Certification Document J

-~

1 week =<

2 weeks <

.

Submit documents

Attendance of applicant is mandatory[

[ ECHOMET Lite document check J

AIF document pre-check J
[

to operate target device

€

Certificate information is displayed in
Completed ECHOMET Consortium webpage

<€

> AIF Lab Test (1 day)

Issue Test Report

[ AIF Final Examination J

Send documents and request certification number }

Issue certification number

Issue ECHOMET Lite / AIF certificate (

J

®] 24 - Echonet Lite / AIF Eéﬁ%‘iﬁﬁi(é‘gr%?érft“,f ‘)

¥ 3 Echonet Lite / AIF sz 2. & (> & K > ¢ ERE
Echonet gl e "g s g A7 & "L i Y FHRF
P17 Echonet i ev “HidF 8" » X R RFwH YW P
AR RRERRA (2R - BRHRF EABEEY AP
F)e

AIF 2 @32 4o Echonet Lite s 3 Rl (F 2% 3 B3 )
Bl3E1 E 7 . Echonet B 7 F L 7 » BHE < 42 i o
Echonet i B! #& &= 5 f@ipl3# 1 £ » & % % 1)Echonet Lite (F
% R ) 2)AIF MBRATE T 4k 3AIF 3 BT ET ik
NHAIF g 3 RIFET 4k B)H KK hAIF- % 15 475
it E g (UDSE > 5 - iV RIEL 2> % 53Ul &
B2l & BREEY GG 3R %i;“ff%r’if\#%% (=
FAhE ) B 25 Bm BERIFFER BRI E XL
fs 12 g2 WIFI 2 Wi-SUN i 4% 3 F:8% % (DUT) - B

IS

26 5 TUV & - 1 424 F £ 7 3 BRIATE T 4k Echonet Lite 383
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Bl THRIARY LTI EEAEIR ¥ EET LR

AR E T AR

DUT
Ethernet or WiFi
or Wi-SUN*

B 25 - iRl E 5 H(FRIE PC § # L Wi-SUN USB # 4% &)

B 26 - Echonet Lite % R £ 7 4k H-ip| 33

B 27 B p & 2013 £:35 £ AMI(LiE T B £ R AE %,
HAEFETER) DT AR R o i ? B0 ¥ —‘F'f e
WET k2 B AL Route-A» 8 E T 4k 3] HEMS (e
Reiv g TRk BL) PESAAE 5 Route-B > Route-A i R i

-

R FRE BT 2P p o o B
3G/LTE 2 & 3¢ (78>0 1920 MHzZ & UL 3t %> ¥ = = 5
Route-B ek 38 2 4R fo s * f258 © Gkl > 2013 £ 5§
A% (METI){r 10 & 4 2 # 4% Route-B (&£ 7 4k ir

HEMS 2 /¥ ) i 48 4 Wi-SUN 920MHz @ i & i 31 3 5%



G3-PLC : 4 %121~ ;% » G3-PLC 422 % H_j 4030 21 & 2 7|

SR

EhR B A > A 5 BT E T A e # Wi-SUN - @
G3-PLC &7 3+ %772 54 o 8247 & + 7 4% Wi-SUN

S E T A > & HEMS cgg * & & 7

W21
W

SRR

% o p v > Route-B

IR

A
° ¥ HAN (7w 58 it ) > R ™

= Echonet/AIF » e i -/ FF o = 8 ~ WI-Fi ~ Wi-SUN -~

Zigbee ~ G3-PLC ~ ¥ % ~ IEEE 1901/ITU-T G.hn(PLC)--- % B

H\

=\
\_

Smart Grid in Japan (2013~Now)

Standards for Communications

- 3G/LTE Cellular
- - 920MHz
Utility / - efc...

A o WY M RAABSRES PV ET
J.L

pod
TP RBEFEINREE S D 2B ERE AL

Power Company

2 10/3/2024 Copyright {C) TUY Rheinland Japan

- AIF (for Route-B)
ECHONET Lite
a’ GPLC |
Wi-SUN G3.PLC
920MHz PLC
Wireless Wired
e =
1 1
{- BV :
| - Battery !
| - Fuel Cell i
HEMS —— T LCEVPHV |
Controller ; - Ar H
I- Conditioning !
: 1 - Lighting !
:, Water Heater !
Lo
AIF (for any device)
@
ECHONET Lite
Ethernet
Wi Fi
Wi-SUN
Zigbee
G3-PLC - .
Bluetooth A TU_VRh@nIa
IEEE1901/ITU-T G.hn(PLC) Precisely Right.

pAgAEEEMET) e 4 2P 1 &4 B3| 2025 #

SO ETEE

10 & {5 )10 T — SAFE DRI N P B AT e

?ﬁ(_&r%‘]ZS)oéE A T *?"f‘ éiialﬁrﬁ » G3-PLC
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PR GE ﬁ;#prav‘wrt s #d Wi-Fi B~%% » & &4 B 37

WERE UIWEFEAF LA F RS HVPP (T R IRIE
TR Wi-Fi enfa FlinS £ E T 4T RO 1o
A g kA o Rl BB WI-Fi e iR e g i 1
Fi T FTREL VPP BERY ¥ 2L T - RFETR

“Route B” + & i R& /T ¥ $+474 ¥ o Wi-Fi engp 2 229 3 o
0BT R ALS B E IS ) A e R TR AR
BR R o PN g9 RS AT (Aggregation
Coordinator » #§ f AC) 218 #c A® £ 7 (Resource
Aggregator - i FRA) £ 52 > BlP ¥ 5 ) w RIRIHE
IR 2P B R ARAPREA - FESVRF YA
EE T A3 OpenADR 7 € F Bl 3 2B 7330 > @ 5t
MBEER TV B BT REE AR AR R NER
VPP JRi% » VPP JRi3& R 1535 8 7dep Wi-Fiktd BT 32

-m\

HRE D CEE CAKES FELLLRoute-BrE O R
A 12 Wi-SUN i 4 it )%ng BUFENPP A1 E o T AT
# 1% Route-B f /24 WiFI i€ 3 2 55 d WIFI i d 52 %
G R I8 SIRCEIVPP I E o B TR RIRI T W
wd 7* Wi-Fie7 VPP AR » 75 d FFET4RE
VPP 24 B -

% Wi-Fi ik F13 L)Wi-Fi chgr * 855 7 e g s
o PR R Hifra et A TR AR

ﬁ:gl)‘ﬁ-iﬁ‘;i}ﬁj‘f? '%@$85J°2)m3&ﬁ%]]\ ':”i”fi"'_f?%‘:_%_
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3T il AT E T 4k o 3)F 417 MG e Wi-Fi B
Pl B A A2 4 4)F 0 158 Wi-F

ST i tt 0 %% B K 4T Route-B iy 4 2 W 0 F IR

EiTa kg I

B eni R g 12 B F UL < B PR E 3k (Power Purchase

Agreement, PPA){- & & VPP pRix3% 3 ik - SR8 Y &

"<

3000 P = o Wi-Fit— 1 B RIEL T3 2 - FET4E

]

Wi-Fi 18 42 72 50 Rk # 7 3 Bl4cB) 29 -

Smart Grid in Japan (Next Generation from 2025)

Standards for Communications

Utility /
Energy Service
Provider

Demand
Response
Systemn
Server

e —— —
_ . AlF (for Route-B) — . AlF (for Route-B)
R ) e—— i ) —
[l ECHONET Lite ECHONET Lite
@l WiSUN Fi)

Route-B

< PV/TPO

EMS/ <+ Battery
Agaregation/ & Fuel Cell
VPP “ EV charging
Controller «+ Air Conditioning

Route-B < nghtlﬂg

<+ Water Heater

Aggregation
Pct-

VPP
Service

Wi-Fi
Router

Resource

"‘" Aggregator

B 28 - p A& 2025 & 4= AMI i o1 £ B

Wi-Fi router 4=

O ee

controller
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Bl 29 - 47 E T 455 Wi-Fi @ B 72 2 R% & 7 2 B

(B)F A FH- REZH %
PASAEEAd UbD Fro2 AR ASZ
( Information-technology Promotion Agency, IPA) # 11— &=
A FHREE AR S (e gE > 7030 2024 £ 30 d2
2P EE(OT)A &% 2 E RFTFTH AT ] b b e
4o g AR ke A FAcB 300 ¢ 3 )R RS B
3 TR ¥ IPAE Internet B frijr T AL o B
et d B RPREBDPEE S )VEZRERSOEE Iyt
B TP dRREERRSOEAS ) & TV RERRDAS ) B
T IPBEfod e TR Y c Bic AT~ LRI
ERrE -0z p it A5~ 74 R~ Diameter 3 4 17
F]E(DSC) % » L 441K A& ~BRIE ~HAEBETe 75 3)
S R i iRl * T &
& (PC~ T4 2% ~ E A %3‘3)7‘??"4)%’"??—?5%*5
%ﬁ%%ﬁﬁ%%wg%,%%@%gﬁé PN 2

Ll
;'5‘7?}}»3;{4 s EHP ﬁ:"é‘

:\
A}
4>
=
&
=
x\W
[
iifs
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= Telecommunication via Internet Protocol (IP)

Internet
Products that can be Products that can be
connected to the Internet connected to a network (using IP)
Ex. Routers, sﬁa:ﬁgi{lse\'ﬂ::ce:; Ex. Industrial control
network OA products, PLC, equipment, sensors,
cameras DCS controllers

B 30 - #EE(OT)AE &% 2 & RiTT 8 Hid E hEd &
s A S SRS G RUTFOFNL 2 &
R ERFEE S EER/AEAIERE D2 o £ 2870 R

2 AL g

TEBNT T o

¢

BE AL AdB ¥ 1 %G

|
o
i
2

FEERETE
Yol & o g il F TR hk M- RERE > TP R

PR A ST P A AR SRR R o § 2 5%

Wi

W2 R AR R R A AR R R 4
FERFVEM G PR LR
Blo % 352 0 A543 2 Yoo v 5 F Rt M~ B AE A ALK

G
SHEF A UEE LR F @Y nE BT b

ARTERTLY - REPHRE » F o Jp2 ¥ 2 2 R e
Ao A R o Yl BE % 2025 # 10 B 4aF 5 [ 31

%25 B- REITFGRE L Razk Sl
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Level Positioning

It defines general-purpose conformance standards for each type of loT product intended for use in
important systems by government agencies, critical infrastructure operators, and large corporations,
and has an independent third party evaluate and certify that the products meet these standards.

%3 and above
( 3rd Party Evaluation)

#2 Considering the characteristics of each loT product type, basic conformance criteria to be added to
(Product Vender Declaration) +¢1 are set, and loT product vendors declare that they meet these criteria.

#1 It defines the minimum standards of conformance commaonly required for loT products and is a
(Product Vender Declaration) declaration made by loT product vendors that they will meet these standards.

Conformance
Criteria Product Product Product
High Category A Category B Category C -
STAR-4 -
Third Party
— Certification
STAR-3 .
STAR-2 STAR-2 STAR-2
STAR-2 | (Cliteria Criteria Criteria
____________________________________________________________ L Self-declaration
I i of conformity
| STAR-1 Unified Baseline Criteria (STAR-1) i
1 1
Low ]

4oBl 32 977 o AN RPN ot % > & & (54 ETSIEN
303 645 ~ NISTIR 8425 - EU-CRA ~ % =3k % % ) 2 BF e 48
B ko p AL TEFIRF I ERTFELEBDT L L RI5Pp

pARP PR T AR FARE
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SENEMF

PSTI Act 2022(c

25
K

Lo )

SUHR—ICLS * 1iCHE

IBMIA : BMSed—&

Cyber Resilience Act 13EH

(CRA) I

FHIEICHBIS
tFIUF B

7 SRS
IcBITaEH

ST

ETSI EN 303 645IC CCDSY—T1 4T —213 IEC 62443-4-1/ 4-2iC

SENIEHF > I0TZLICHTDEAF BIEHF

2- P FXFIRLFER RSP ARP IR FTAE LM G

SRR Ao Yl Ik 2 i p A ARER o ¥
WAL B PERERE REREF P FEF D AFTR IR
Tide 2R B % FH ¢ R o Y i o IPAKR A
FH RN T R R T U S G FRaB A R
féﬁﬂfiﬁz»#ftf#ﬁz“ﬁvi PREF T od A3t kg bk
REFLF 7 IMar SR Ne SR EYH (bl
FORB oM A AT H ) Y > Flut A mked
PR R FETIER 0 T d IPARRGTEHRE o IPA#-A
T2 e e 320 A 4 (METI) A p ot B TR H3d B i
Gk ' T A SRR R

Yl 2552 5 F % & #2335 i Azdo B 330 H ¢ (D B

EET R * Yl Y62 - REEECIER S 2
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A TR AEE SR BEATFTEG FTHRALE &
HEATRBRHEFTRFV AT R OV MR A S EER
@W%ﬁiéﬁiﬁia cQIPAYFHEFE Nk F -
@IPA $1¢ g s & B4 R4 o Rl g ooy 2 &

'fir'”ﬁ B “’f > Hp K‘:’\l?—‘;{'—‘i§ N - S

IPA

Information-technology Promotion Agency, Japan

3 Confirm the check list

(2) Submit the application and check list @) Labeling
Quallﬁggrg(rjghglble Verifier Evaluation Agency
&
@ Validation can be requested (1) Validation / Conformance
if necessary criteria and evaluation
procedures for <1 or #2

loT product Vender (Certifying Entity)
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the Evaluation Report (Ce rification Bo dy)

I’"I-; I i =y A
@ Submit the Evaluation Report L Application ® Labeling

(3) Evaluation / Conformity
criteria and evaluation Evaluation Agency
procedures for more than 3

(2) Evaluation request

loT product Vender
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Vulnerability Assessment
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Vulnerability Assessment — Penetration Test

IT (CSIRT)/OT - Product (PSIRT) Security Support

Web Apps Assessment
Web Penetration Test
Mobile Apps Assessment
Platform Assessment

Cloud Security Assessment
(AWS / Azure / GCP/ Salesforce%)

Intra-net Penetration Test
IoT Penetration
Automotive System / ECU Penetration Test

NFT/Block-Chain Vulnerability Assessment

Factory / ICS (OT) Penetration Test
GMO AI Security Assessment for GPT

Security Consulting / Issue Solving

Security Capacity Building (IERAE Academy)

Security Incident Response Support /
Digital Forensic Service

Virtual CISO / PSIRT Service
Cyber-range / Attack Exercise
(Scenario making, Exercise moderation, etc.)

Web Monitoring (info Leakage prevention/
monitoring, etc.)

System Development

Application Development

Cloud Service DevelopmentZ 57D REFE
(AWS / Azure / GCP/ Salesforce)

R&D for Advanced Security Technology
UX/UI, Service Design
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