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3 International Kick-off
enterprise 5
o Cybersecurity Week (b 2,5/ 3 minutes per person @ /5 persons per table.

network
| Introduce yourself (name. country, region / city)

Introduce your company / organisation (name, type of organisation,
(startup / SME / big company / government), market / clients)

What are you offering? (product, service, technology, knowledge etc)

Speed datin
g What would you be interested in? (eg information, clients, sales.
i n S tr u c ti 0 partners, technology partners, R&D partners, ....7)
act { not about business (eg hobly, music,

Step 5.1 Optional Share 2 fun f;

sports, Family etc)

B3 = &2
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(2) HackShield
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= ~10 7% 1 p(=)%+* ONE Conference &3t §
(<) FHEF
1. ¥ 2t : World Forum

T

-

2. 2 #%H = @ Municipality of The Hague, National Cyber Secuity
Centre (NCSC), Ministry of Economics Affairs
310" 1p &

W RAT

0900 - 09:25

Opening day1

Michiel Boots, Saskia
Bruines, Irene Rompa

09:25 - 10715
KWA

09:25 Digital Sovereignty Is
Impossible Without Big

Tech

Hans de Vries, Lokke
Moerel, Freddy Dezeure,
Jack Cable, Marty Smit,
Andreas Rohr, Matthijs van
Amelsfort, Bart Asnot

1015 Coffee break

KwWA

Bridging the talent gap

Lucinda Sterk, Anna Chung,
Ariela Lopez, Noortje
Henrichs

10 min break

1245 - 12:10
KWA

Unlocking Potential:
Neurodiversity in Cyber
Security

Jessica van der Ploeg,
Sandra van de Bunt

1210 - 12:35
KwWA

The history, future and
importance of Dutch
Hacker Camps

Nancy Beers

Networking lunch

10 min break

Amazon

Phishing for Tenants: From
Simulation to Tenant
Takeover

Vaisha Bernard

11245 - 12110
Amazon

From DDosia with love

Talha Ucar

12:10 -12:35
Amazon

Vulnerabilities: How to
Patch When There is No
Patch?

Jan Heijdra

13:35 - 14:00

Amazon

Turning backups into gold:
Backup Alchemy for OT

Stefan de Reuver, Earth
Grob

14:00 - 14:25
Amazon

Attacking OT Without
Specialized Knowledge: a
New Threat

Stash Kempinski

Yangtze
A Bridge to Secure by
Design for OT

Matthew Rogers

Mississippi

Operation Endgame: case
study for a broad approach
in combating cybercrime

Fieke Miedema, Daan de
Graaf

145 - 12110 145 -12:35
Yangtze Mississippi

How do Panel di ion: A
product security? Comprehensive Approach

Sarah Fluchs

12710 - 12:35.
Yangtze

ENSOC: Strengthening EU
Cybersecurity Through
Cross-Border Collaboration

Paul van den Berg, Javier R.

13:35-14:25
Yangtze

Innovating Cybersecurity
Education and Ethical
Hacking

Astrid Oosenbrug, Barry
van Kampen, Emily
Jacometti

12

is Crucial in Order to
Effectively Fight
Cybercrime

Koen Hermans, Dave
Maasland, Caroline Sander,
Esther Baars

13:35 - 13:00

Mississippi

10 years of unique
collaboration on
(cyber)crime: The Joint
cyber action Taskforce (J-
CAT)

Ben Hitchcock, Marijn
Schuurbiers, Bob Klaver

13:00 - 14:25

Mississippi

Tracking Transparency:
Accurate labels in crypto
tracing

Kelvin Lubbertsen, Rolf van
Wegberg

Ariane

The Future of Cyber
Volunteering Across the
Atlantic

Sarah Powazek, Stéphane
Duguin, Matthew Grote,
Max Smeets

1:45 - 12110
Ariane

SOARCA: open-source
SOAR for CACAO playbook
automation

Jan-Paul Konijn, Maarten
de Kruijf

12:10 - 12:35
Ariane

Standardized Incident
Reporting for a Stronger
Community

Desiree Beck

12:35 - 1335
Africa

Lightning talks day 1

13:35-14:25
Ariane

Secure software: new
guidelines beyond
technology

Els De Busser, Olga
Gadyatskaya, Cristina Del
Real



14:35

15:00

15:25

1555

15:55

14:35 =15:25 14:35 - 15:00 14:35-1525 14335 = 15700 14:35 =15:25
KWA Amazon Yangtze Ariane
) ) ) s no publicity _
Facing the EU digital policy The truth lies in the packet Communication Styles & NWO showcase: Partners in
compliance challenge - OT Network Monitoring Adapting Them During Mississippi Cybersecurity Research
Hans de Vries, Michiel Jens Wiesner Y Cyberwarfare in the age of Els De Busser, Ralph Holz,
Steltman, Rudrani Daniel Shore, Zac Digital & New Space Remco Spithoven

Djwalapersad, Joko Broomfield Economy
Tenthof van Noorden, Kees Suhas Gopinath
Verhoeven
15:00 - 15:25
Amazon

Cyber Threats & Resilience
of a Nuclear Facility

15:00 - 15:25
Mississippi

Detecting Zero-Day
Exploitation of Edge

Edwin Roijers, Erik-Jan Devices

Wurkum Robert Jan Mora

Break

15:55 - 16225
KWA

Changing leadership: How
to achieve the
unachievable

Vladimir Cibic

15:55 - 16:25
KWA

Changing leadership: How
to achieve the
unachievable

Vladimir Cibic
16:25 - 16:30

KWA

Closing Day1

Matthijs van Amelsfort

Networking Drinks

] 6 ONE Conference # 3¢ ¢ 10 7 1 p i3 k42
¥ 4L kiR 1 2024 ONE Conference ¢ 3%
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1. & #r< /t-Quantum Gateway Foundation
Quantum Gateway Foundation % ;1" FTes & ¥ frrc 84
BHEFFE S 2l & PTG it B 0 T A

¢ K= BIRFE D % - £ Quantum Shield » - f+4r % &
/?IJ:L_;EL ’ é?:@gﬁi ’$3|l-4t323:% mE ILA’\*{T :{i

BIRET o RERN IR R e REAR B 2
£_Quantum Path » — B & ¢ 57 ehE F+ & 23 kg Pjiv o
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Your Quantum-
Safe journey
starts here
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. live:
* Nen worhi jum fites can be uplosded m:
= Cloudoron-premise
'+ Quantum Shiefd can be deployed as S35 salution or in your on-prémise datacentres

*  Quantum Computing Cybersecurity Preparedness Act

*  Quantum path helps you to prepare and become compliant with the Quantum Computing
Cybersecurity Preparedness Act .

*Patent pending | EP24173653.7

B 7 /% 2 Jin- Quantum Gateway Foundation
74 kR 2024 ONE Conference ¢ 3%

2. ¥ ¥ % 427 3#-Bridging the talent gap
a ;i—‘ﬁ : Lucinda Sterk, Anna Chung,
Ariela Lopez, Noortje Henrichs
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The 5 basic
principles of
cyber resilience
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B 8 /=% & % - Bridging the talent gap
7R kR 2024 ONE Conference ¢ 3%

3. #3 % 3857 #- Facing the EU digital compliance challenge
A ;i—‘g : Hans de Vries, Michiel Steltman,
Rudrani Djwalapersad, Joko Tenthog van Noorden, Kees
Verhoeven
ZERARFoR BHEE P EAFAETE TR bl
NIS2 45 4  NIS2 & g p! »+ 2023 # F 35 chATR B & T £ » 2
oo B (RS R k% 245 4 ) (Directive on Security of
Network and Information Systems, NIS Directive ) z_ L # + - %t
EEFR-FARRALFE UETIRGFEH G v
A g it e dh BB {r L & PRI R >
Peikoe - Ry NISZARE* R~ - Rde { Jtt > P endy
BB RO R R P o 4 o NIS2 2 & p ZF 3P 4o
Wyp~ i o F O NIS2 3 n F R enblsE AA#HK S (4oi
Mo il s hpR) BEAEL S FE o dokfest s FRE
TR il AHKE R H TR - Bak i 23
Boig ) ol psaded = 2 RIR B
Wl eRd 2 R R RPN (S TEL T
%rﬁﬁﬁﬁﬁﬁ%ﬁﬂﬁiiﬁﬁ’f%&%§ﬂ~i
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ERH O NFEPULEFn 2% i TERF A

R E e 1A% e 2R G e LRI RER]E

AR e
WSy 4 FEFREE INIS2 ®E T 5 BE AT
B ETITALE > RABREHER
WPk o mpE A Tgwers >2®P | (EU
Cybersecurity Competence Network ) » 4c 38 = f B fF 04 1% o
BRTFOEREed sedp I LA ARFED S b B ahlpR
A E o D fodE NIS2 i 7 > Tt s 2%
ERTATE A ﬂfr}j;, H
TR R E R g R R RE FHRRE 2O
BREFFIR L SEXFDREAPR AT gREEH A
3RS ERP R AT L X kAo w7 b R TIE Y P
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BRI D T RN ARW 2057
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ot gg
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5 PR el E # £ o TR F eI o & RPR o
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B Empadd td FREARTRoF Frolivgdeam
AR5 EmpE (Online Trust Coalition » OTC) 2.~ B 24 &
EE BN NN S RE R REE R ST T T B

W g s Rl R OTC st F It - Bitm 37 2 5
Eenfly o g AE G0 BRE A

WS RELA T gk K RE C AER R G A
Bk P A AR RTINS MM I L m,FLﬁz,’; » 2t R

KEY CYBER THREATS FOR THE UNION

 Facing the EU digital policy
compllance challenge

Kees Verhoeven Michiel Steltman, Rudrani Djwalapersad,
e'nthof van Noorden Hans de Vries
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Bl 9 & BB ¥ - Facing the EU digital compliance challenge
7R kR - 2024 ONE Conference ¢ 3%

4. # 3 & %27 - How the Dutch raise the security baseline :
transparency
i34 © Elger Jonker
GERFN O FFAPSERTEP R R pE FTX >

A CRREDOBPRAFFIRFDTAL 2R Y 2FF
MaE & ¢ > FrRra B A Z Ay B IR AE 2 Aoy 0 RS

B SRR € 21 o 2 2 R F 1 FEOT B R 0 4 TR
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How the Dutch raise the
security baseline:
transparency

INTERNET
EANUP
|| [ B

Conference
u‘ldla-.-ﬂ

A transparent government

CIP center forinformation security
Hdy and privacy protection

Measuring security

Internet Security Metrics

Guarantee domain + IP match
—Domain registered to right holder?
LTvust in applied encryption

i

nl—

|
sdg.government.nl

25 metrics

> s © Quoly

Measured: Everything
ation Type: Muncipailty in the Netherlands.
nizations:
Scope: Everything
scope: 28,993
Date: 30 sept 2024

Measuring The Netherlands

W 9.720 organizations WM 151.548 domains

= Ncsmla\sl
phisadsio

e - =
@aa
Measured: DNSSEC
Organization Type: Municialty n the Natherlands
Organizations: 343
Scope: Main Website + Projact Sites
Domains in scope: 1
Date: 25 sept 2024

it Municipality| B Safoty Region
i st s

iﬁ Public Haailh‘
B

> P& 5 - How the Dutch raise the security baseline: transparency
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ERLBILE L 4 BINA
B 5t 2uar f = (reducing the cognitive load)

AE LR I E T ARt A g fr o BiEAL
LEERS S el RE L ERE X BR300
Fio e R ERS L7 BB F TR FiE
FHA )R PR s EAEARE B E £ S F o

W EE % F F % 2 f%(making things understandable)

PAAMFXEET 3 2G50 & 2R N
Fre AL RFTILE o Glhe— BB R BA T
Ukt Mitre ATT&CK ersert 3 N g (7 £ > K8 % Jndg
G0 P oA R T R E )

W 3o 7 % # 4 (Sparking the motivation to act)
> (3 2%

e
%\' E\; 7?\/\ l,;’lJE:ﬁLL ﬁi °

fe
—\1\1,

R ¥ A% b e 38 Ko 78 4 0 b4

W

[1] Reducing the cognitive load

[2] Making things understandable
[3] Sparking the motivation to act
[4] Enhancing operational efficiency
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LockBit 3.0 somware XZ UTILS AS A SUPPLY CHAIN ATTACK

The market leader A o Eeee Soclal enginoering Technical Expertise

e ¥ @

Fake Bulding  pressuring th alentthy
profiios tru adminisrators alicious code

Contamin,
of the suwiy Chain
e cots sccoptd 0wt elomsad
o A
progra
librarios
ution

of ransomware $ 8 billion

B 11 =% p& 5 - Situation awareness through visual communication
7 kR 2024 ONE Conference € 3%

B AT AT £ p &gk suensd o -Threat

Landscape on IACS for the Netherlands
i34 © Rikvan Dijk : Researcher, NCSC-NL

AF 1 EFfHA R e d A< $ ?Rik van Dijk {e
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AERARD O MLF R FIUSE B ey o R G W
LTEREFER > PHMEAHAKX T IOT ISP IR L -
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BR A R R TR > oA AR IR R o g E T &
OT i sechikirfk & > ICS chip 2k B o FFAR AR > R Fig
SRR R B X PSR o dp it > 2023 & 23k ICS k sieh R
R R A K 20% > 3F S R p TR B H BT RLR
B E o BB PEET 2 TR BIROENT o 2P
£ R W 5 I S ?m?ﬁ?”wﬁo

Ry T8 T 0 ICS £ 5|3 g A csc® > B ¥ L end g
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2012
Havex/Dragonfly IACS Malware
2014
BlackEnergy2

2016 CrashOverride * 9 IACS-malware variants in total since 2007

2018 + In 2023 & 2024, 2 new variants discovered

% PIPEDREAM/ + Impact can be significant
2022 INCONTROLLER
Industroyer2 « Likely that development and refinement of

2023 IACS-malware will continue

CosmicEnergy
2024

R FrostyGoop

Inreat Deep Dj

IACS Malware

. CosmlcEnergy - May 2023
* Ukely developed for tralning purposes
* No evidence malware has been deployed

* BUSTLEBERM/. FrostyGoop -~ April 2024
. tlgr n:sed In attack on energy company In

* First to use MODBUS ¢t
damage ° Calse physical

Bl 1410 7 5 L2 85105 4 o0 & L B
74 kR © 2024 ONE Conference ¢ 3%
AR 4 LA E e CRQ 2 HEF & 17 k415 61
-CISOs Building Defensible Business Cases using Al & CRQ
i3 : Douwe Mik : Director, Stratey & Risk,
Booz Allen Hamilton ; Luke Simonetti

AEPF CAFFAANE T P BT EAARED
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SECURITY & RM LEADERS ARE OVERWHELMED WITH DATA

Changing Threat Landscape | Increase in data volumes and velocity | Complexity in CISO Decision Making Ecosystem

Sample Data / Insights

aws
g e Control Testing Analysis . . . CISO Decision Making Ecosystem

TN @9 © 0% %- © 0

N reevan

Cyber Threat Intelligence

‘smzzrem 0 ® ©
& Jiro

ENVIRONMENT CHALLENGE

hout 2 meant of synthesizing and analyting

RISK MODELS CONTEXTUALIZE DISPARATE DATA

Analytical risk m
ot eu::l;txg:ﬁ;e(?(e :hpaute dataon thr(i\‘}. vulnerabilities, and business impact to drive measurement of
) and risk posture ($), enabling informed decisions around where to invest resources and why

L L I T R R

Current State Cyber Risk Analysis Future State
Cyber risk profile of enterprise is poorly Measure cyber risk through an analytical  Understanding of cyber risks serves as key driver

Organized, incomplete, and misunderstood risk analysis model and tool to priotitized mitigations & enabling Cyber

“ A successful risk model tells you things you “wa fundamental purpose of risk analysis
didn’t tell it to tell you. is to help decision-makers make well
B . informed decisions.

Bl 16 &? Bt A TS
741 kR : 2024 ONE Conference ¢ 3%

E-g P &0 SEF R )0 &9 % CRQ P Mgt Lie e

P AL A B BT A RIR o B BB T - REH

NP EA RSB L ST KR S PR RFES
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CRQ-ENABLED IRM:
IRM programs address the need to pdor:tlx?rE::I NING pROGRAM PRACT'CES

nses
!hrough use of autometed, contiersous ik der across different cybersecurity functions and risk domains

I3, and quantification (CRQ) to Inform high-fidelity reporting

Impacts of IRM Adoption
IRM RMF

s
3
=
5
&
<

CRQ-Enabled IRM Architecture
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Defensive Cyber
i34 © Kris Oosthoek : Security Researcher - Delft University of
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Threat Actor Use of Al
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“Al is not golng toreplace our bestanalysts,

¢ butit wnll enable them to focus their attention
on whatreally matters.”

.

8ill Bums, CIA Director
Kenwood House, September 7™ 2024
htips//www youtube com'satch Nysp SPecAN Sl
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Cyber as an Engine
of Economic
Growth ~Strategy

James Caffrey

ONE Conference 2024

~

B123 James Caffrey B 3-ip
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1. = Bk : ONE Conference, World Forum, The Hague Oceania ¢ i %

2. R :15:00 % 16:00

3B E A R4rT A L E (2 11 1)

No.

#*+/Organization

%Eﬁ;/Title

4 £ /[Name

Digital Economy, Ministry of
Economic Affairs & Climate Policy

Director

Jos De Groot

Digital Economy, Ministry of

2 Economic Affairs & Climate Policy Senior Policy Adviser Brian Huijts
. Senior Account Manager Safety |_ ... .
Inn n rter ) Philip Meijer
3 ovation Quarte & Security ilip Meije
134 ) ) Xiaoling Sun
4 |Innovation Quarter J= f7 £ F77 < Senior Account Manager Asia P
5 |Security Delta HSD Deputy Director Saskia
y Puty Noordewier
. International Program Paul (jr)
Delta HSD . . .
6 [Security Delta HS Coordinator, Innovation Liaison |Coumans
7 Duitch Blockchain Coalltl_on & E(_:P Communications Advisor Femke Bartelds
Platform for the Information Society
8 |Dutch Blockchain Coalition Innovation Manager Nina Huijberts
. Karen
9 |EclecticlQ VP Government Sector
Sunderman
. . . Mark van
10|CFLW M D .
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= ~10% 3p (=) += %4 2024 DTX Expo London :
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% ¢ 2L ¢ ExCeL London, Royal Victoria Dock, 1 Western

Gateway
BEe i
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# 1 DTX London2024 - 42 7] 4

R FLF

Cloud and Infrastructure |and maximizing legacy infrastructure to reduce

Addressing strategies for modernizing IT tools

tech debt.

Cyber Security

Tackling real-time threats and building secure
ecosystems that protect operational continuity.

Data, Al, and Automation jand architecture for responsible data

Exploring Al use cases, effective governance,

management and automation.

Software Engineering and (Innovating software delivery practices and

DevOps improving developer experience (DevX).

IT Service Management
and Digital Workplace

Streamlining IT service desks and enhancing
communication tools for both internal and
customer-facing teams.

kiR - DTX London 2024 § 4 : https://www.dtxevents.io/
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# 2 DTX London2024 4B 7 1 4
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SenseOn (Stand: B-24)

SenseOn provides Al-powered cyber security
solutions, essential for protecting smart city
infrastructure and digital networks.

SenseOn # = Al Sgds enlfe 2% > 745
Ao HEETES S AA K S frici- e 1
MEL o

BR One (Stand: F-22)

BR One offers change management services in

technology, helping smart cities evolve through
efficient project management.

BR One #& B P4 38 e3¢ & 5 T PRFE > W i
Bocauf o AT ES S F R o

BT Group (Stand: H-12)

BT Group offers telecom and networking
services that form the backbone of urban digital
transformation and smart city development.

& A fedr Es S g B ok iF o

BT & Bl &2 % frie it Rk 533 7 dix

Oracle (Stand: 1-50)

Oracle is a leader in cloud infrastructure,
offering solutions that support scalable and
secure smart city technologies.
PEAZTAHEAG IR AL RRAET
hE D <imﬁ€%ﬂ#ﬁﬁﬁﬁ#%$°

Cisco (Stand: K-70)

Cisco provides networking hardware and
software solutions, integral to smart city
infrastructure and digital transformation.
Cisco #& - purd #8342 % £ E

AR C et T ETup
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SolarWind end& ivL 5 @ 35 @ N Y ;]%; L% 5 ¥ 1% iE
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-ChatGPT Quadis really amplifying that race to adopt. \
T bt what we'rs sesing whenwe s B o=
% but what we' re seeing when we talk about ¥ s
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1 35 EBRD § 374
?ﬂ%%:ﬁ%ﬁ%ﬁ;

g

Digital Maturity Assessment for
City Authorities to
() Understand the digital

Leaming from case studies an
realiife examples of how

digitalisation interventions ang
partnership types are priortised
and pursued by others cities

maturity level of the city,
(1) Identify highmpact
Investment opportunities.

for digitalisation of services,
urban spaces and facilties.
(i) Identiy skils,
set-up, technical 3 sieo by siop]
e implementation guidance
partnerships needed to T s e e
achieve these investments, Y Suors log

within City Authorities to citizen
groups, should take place in order|
to ensure inclusive decision-
making and buy-in of the

and subsequent

(1v) Identify funding and
financing models and
corresponding policy
measures /

investments
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