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Overview

e Decentralized Identifiers are in production!

e The following slides summarize:
How some of these projects are using DIDs,

State of the Industry (30 min) —
Manu, Gabe

The number of people using DIDs today,
> The potential number of people using DIDs for each project.
e We will cover some upcoming events and challenges at the end

.

Bluesky “ Bluesky TruAge
Details Details: TruAge

d:ple - Placeholder DID Method did:key - Ephemeral key-based DID Method
DID PLC is a self-authenticating DID which is strongly-consistent, recoverable, and A simple, non-registry based DID Method based on expanding 2 cryptographic public key into
allows for key rotation a DID Document.
o Suboerts a mermanent. bublicly acosssible History. Used to identify issuers and holders in the ecosystem.

- PO P b P o "b o Jh i . : Convenience store sector expanding usage of Verifiable Credentials (and DIDs) beyond age
Meant to be temporary until  better DID Method comes along. Run out of a verification - coupons, loyalty, payments, digital receipts (potential to use ditiveb here)
centralized registry

Today: Several hundred thousand in TruAge
Today: Over 10,062,511 DIDs on Bluesky
. . Potential: 200M+ in US at scale, with 52 million age checks per day
Potential: Could grow to hundreds of millions to billions

California Department of Motor Vehicles US Department of Homeland Security (USCIS)

" B\ orivine CTARTY;
Details s, bi@’c
did:jwk and did:web Details \=\ = |
Used to identify CA DMV issuer and holder devices in Verifiable Credentials 'cé 5'
did:v did:web with did:tdw-like enhancements (e.g., DNSSEC) (’Wn m-"
Today: 600K with ~1.2K added per day c Used to identify DHS issuers
Potential: 27-34 million people in California with IDs through the State Today: Readying for deployment

Potential: 43 million permanent residents and naturalized citizens

11



Switchchord
Details:
o did:web

o Used to model legal relationships between music publishers and songwriters and
route data about new music into existing catalog management systems.

Today: one music publisher with 10 songwriters; one publishing
administrator that represents ~8,000 songwriters (current pilot is limited to
100); and ~100 independent songwriters.

Potential: 10M+ creator economy musicians, plus thousands of record labels
and music publishers.

European Blockchain Services Infrastructure (EBSI)

Details:
o did:key extension (canonicalized JWK value)

A W3C-compliant, privacy-preserving and GDPR-compliant did:key method.
o did:ebsi for Legal Entities; uses a permissioned blockchain network across Europe

ebsi

European Blockchain

Today: 77?7

Potential: 449 million+ people @

Bhutan National Digital Identity (NDI)

Details:

o Launched in 2023 to create a national digital trust ecosystem in Bhutan
Fadilitatas p2p interactions between indivicuals, goi , and . 9
digital adaption and access to financial and other services.’

Uses did:sov, using the Indicio Netwerk and Hyperledger Indy blockehain.

Today: 77?7

Potential: 790,000+ people

sse-Study-Bhutan-NDI-Nationah-Digital-ddent Digitak-Trust

Velocity Network

Details:

< velocity

e Focused on career records, and the Internet of Careers®
e did:velocity for credentials, uses the Velocity Distributed Ledger
e did:ion for organizations and individuals, a L2 that uses Bitcoin

Today: 70+ companies.! 1M+ credentials issued in 185 countries.?

Potential: Millions of workers, worldwide.

ity network foundation/velocitys-2023-recap-the-intemet-of-careers-is-live "

TBD

Details:

fthdlogo)

e TBD is a business unit within Block (formerly Square)

¢ Focused on KYC, KYB, and providing identity for regulated financial use
cases.

Uses did:dht, did:web, and did:jwk.

Today: DIDs created in the 3M+ range (mostly did-dht)

Potential: Millions of individuals and businesses using Square, Cash App,
Afterpay and other Block products worldwide.

. and more...

iD Privadoip Privado iD: An EVM-based set of tools for developers to use W3C VCs
and DIDs for use cases like age verification, national ID, content
authenticity, and more. Uses did:polygonid.

dock

_a
4 » Chead: Payment and trust infrastructure for credentials (now merged
- with Dock). Uses did:cheqd, a Cosmos-blockchain based DID method.

Dock: Customer onboarding acceleration with reusable ID. Uses a
proprietary blockchain for did:dock (now merged with Cheqd).

Walt.id: Digital identity and wallet infrastructure used by 10k+
developers and organizations. Supports did:key, did:jwk, did:web,
did:cheqd. 2

. many more!

‘ merosott - Microsoft Entra: Supports did:web as part of the Entra Verified ID
suite.

Trinsic: An identity acceptance network. Supports 16,000+ document
types in 220+ countries. 20+ reusable ID schemes. 60M+ pre-verified
users. Uses did:key.

IOTA Identity Framework: Uses the did:iota method to facilitate a
general purpose identity network for people, organizations, things, and

objects.

U

N/
=" GLIEF: Verifiable Legal Entity Identifiers powered by did:webs. GLIEF
has issued over 2.7M legal entity identifiers as of September 2024. n

Challenges

e No standardized DID Methods (and governments need them)

Pushback on DIDs by some in the European Union?

did:web is lacking desired features for large organizations

Even did:plc creators want something better

People still want a standardized "decentralized" DID Method

Will'a DID Methods Charter get approval at W3C?

(=) DID fi&§5k » %% : Drummond Reed, W3C Invited Experts

e

DID

B A 1034 HRE

s ey LREESE DID HYH

%5 DID —3d < D
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DID Ay#fir 240 (digital control point) > FE{EHEEEBERFATLIE
REFAVEGIRE - HEIRBLARYE B - TSRS - 49 imaye
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(distributed ) ; 8¢ " &73 (identity ) s » &% RIZRE Ry T decentralized
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FEHeMbEFEE > EERFEZA didweb BT HOMENTTE

AR POAET BT AT - IR T =TT - D EE
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A brief history of DIDs (30 min) —
Drummond

Timeline
W3C DHS: DHS: DHS: DHS:
VCTF: A Awards 1st First DID DKMS DKMS
Decentral-  blockchain Spec contract Design & Design &
ized Hash Identity published & awarded; Architec- Architec-
Table for contract work ture V3 ture V4
the Web contracts complete begins published published

DHS: W3C CCG:
DKMS  Community

Final
Draft of

DID Spec

Spring  Fall[IW:  Spring Fall[IW:  W3CCCG: W3CCCG:  W3CCCG:

TIW: First Decision to IIW: DID First DID DID Spec Second Work on
blockchain  begin  Spec work Spec nearly  contributed draft of DID WG

identity blockchain  fully  complete DIDSpec  Charter
discussions 1D projects underway begins

Draft Community Group Report 03 April 2018

Latest editor's draft:
hitps:fopencreds. org/specsisourceiwebdht/
Editors:
Manu Sporny (Digital Bazaar, Inc)
Dave Longey (Digital Bazaar, Inc
Authors:
Manu Sporny (Digital Bazaar, Inc.)
Dave Longley (Digital Bazaar, Inc.)
Version control:
Github Repository
Issues.

w3c:
DID WG
Charter

approved

A Decentralized Hashtable for the Web @ ﬂm

Copyright ©2018 the Comrbutons 1 the ADecemyaized Hashiace for the Wee Specifcatin, pudlished by ihe Cradeniiais Commouniy
ity Contrbtar U (CLA).

avadacie,

Group under the W3 Com

Why did the U.S. Department of
Homeland Security fund development
of the DID spec?

PART ONE: Early Histor

(The following slides are from the first meeting of the
Working Group on Sept. 16, 2019)

Where did the term “DID” come from

2. Terminology

This document attempts to communicate the concepts outlined in the Open Credentials space by using specific
terms to discuss particular concepts. This terminalogy is included below and linked to throughout the document
to aid the reader:

«credential
Aset of claims that refer to a qualification, achievement, personal quality, aspect of an identity such as a
name, government ID, preferred payment processar, home address, or university degree typically used 10
indicate suitability.

credential inspector
An entity that requests a credential for processing.

decentralized identifier
A portable URI-based identifier, also known as a DID, that is associated with an entity. These identifiers are
most often used in a credential and are associated with recipients such that the credential itself can be
easily ported from one identity provider to another without the need to reissue the credential. An example of
aDID :b6922d8e-20d-4939-95cd-1793759

decentralized identifier document
Adocument that is accessible via the WebDHT and contains information related to a particular decentralized
identifier such as the associated identity provider and public key information.

Four reasons:

1. A permanent (persistent) identifier
It never needs to change
1. A resolvable identifier
You can look it up to discover metadata
1. A cryptographically-verifiable identifier
You can prove control using cryptography
1. A decentralized identifier
No centralized registration authority is required




What does a DID look like?

How widely are DIDs in use today?

For a full histor

"DIDs are the atomic building
block of decentralized digita
trust infrastructure.”

Control point

S
e Some server
Your at some service
devices provider
somewhere

15

URNSs (Uniform Resource Names, RFC 8141)

Scheme

-

urn:uuid: fe0cdell-59d2-4621-887£-23013499£905
\ﬁ_’ L T J

Namespace Namespace Specific String

DIDs

Scheme

did:example:123456789%abcdefghijk
L T )

T T
DID Method DID Method Specific String

Some statistics

e There are currently 32 DID methods registered in the informal W3C
Credentials Community Group DID Method Registry
o  https://w3c-cca.qithub.io/did-method-registry/
o Three for Bitcoin
o Six for Ethereum
e The Sovrin Foundation currently has 71 stewards around the world
hosting a public permissioned distributed ledger for DIDs
e The Canadian provinces of British Columbia and Ontario have issued
over 1.4 million verifiable business license credentials based
on DIDs

PART TWO: A Quick Update

(The following slides are from an Evernym webinar
given a few weeks after the W3C vote on DID 1.0)

In simple terms:

ADID is a digital c

Control point

Some server

Y.
Your

devices

atsome service
provider
somewhere



This never needs

tochange —___

Even when these Contral | point

need to change
(“key rotation”) \ / \

Public p Private
Key Key

(=) DID AEfE#E1L » 8% : Kim, Decentralized Identity Foundation
EEEES T o BB E e T (Decentralized Identity

Foundation * PA 5% DIF) | B9 Kim » M 4B4EFN 13587 H30H A B %
FIN—EHEIEERME - HIU(E4HSS DIF ~ Trust Over [P (TolP) K
& ~ W3C Credentials Community Group ~ W3C DID TE4H » PAKEES%
TR S 3L ([EE#E - BEBH R IL[EHEE DID J77ARE#E(L » WikF DID J7
A R PUT =R

1. B E#EHT (Self-resolvable ) ZVEE—&8& (single key) 7774 @ B4l

did:key A1 did:jwk e
2. A Web 897774 » B did:web 1 diditdw
3. EPuMbIiZE o =4 dididht -

THHRRHE L2 (E BB 2T DID 7504 » MRtk [ SR e
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EARERER] > W ZZEE T ERRE ~ % 5% ~ B8 (traits )
HEL = (test vector) EAZR/DREEILEE Z AEAEM: (test suit) °
kT E a1 ESAHARIY R RE A TE 20 > BRI WAC ] B AR A

7> Web By 77724 » 2B did:web F1 did:tdw °

B ( Self-describing ) Y DID J77% » &% * Kevin Dean,
Legendary Requirements

A AR T Ruedb ) WEeET AR E 70 A AT

JRAE OB R RE MR > AR T DID U5 AT E

( https://github.com/w3c/did-extensions/tree/main/methods ) » ZE 1S " 75
EALTHEZE ) BT RATES ) AVE AR RN EE - ST E e TS
ATREMVIEGE - BE 5 | ARLEERRERIE] - AfIHECR AR R A
FIRES -

K 5&# —Biaates] 1 DID JiARmE—ryRTRE - fid5H > DID
FERRZ ROARTZERT AT RE & E ORI - NI AL 7 AR e T
BERCAST - (5 H AT AR - HFEH @ R ~ AR
il T RRAHYRE (% - WA AR S~ — (] I RRAHY &
T o GrPEOR T RRARTZERIAYE R o B B AR [FIRRAS Z F A
Jiz e

114

BEAh - K B #E—2D o 1A DID J57AS0MEEs - fELUR/IME

{Eroe E\m ANbE R 27 R G UETT - iRt 1A TR o RERER A
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TEREFE ~ fRIE REC 9562 425k UUID CEEREERSBThA ) =
AL DID 57 F AT s MR S TR B - MR Tk

ARELE R NS ATRE M -
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Self-describing DID Methods (15 min)
— Kevin Dean

4
0
s
LEGENDAR

Requirements

e Collision
DID method names SHALL be generated in such a way that there is a negligible risk of
collision.

o Security
DID method names SHOULD be generated in such a way that they can be verified against
some external, related content.

e Version Control
DID methods SHOULD advertise compatible DID methods that are usable without modification
in processes involving the original DID method.
DID methods SHOULD advertise a replacement DID method that is an upgrade to the original
DID method, not guaranteed to be usable without modification in processes involving the
original DID method

4
e
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Semantic Versioning

AMAJOR.0.0 version SHALL advertise all its MAJOR MINOR.O (MINOR # 0) versions as usable
without modification

A MAJORMINOR 0 version (MINOR # 0) SHALL advertise the next MAJOR.MINOR'.0 (MINOR’ =
MINOR + 1) version as usable without modification

AMAJOR MINOR 0 version SHALL advertise all its MAJOR MINOR.PATCH (PATCH # 0) versions
as usable without modification.

AMAJORMINOR.PATCH version (PATCH # 0) SHALL advertise the next MAJOR. MINOR.PATCH'
(PATCH’ = PATCH + 1) version as usable without modiification

All MAJOR MINOR.PATCH versions SHALL advertise the next MAJOR'.0.0 (MAJOR' = MAJOR +
1) version as an upgrade, not guaranteed to be usable without modification

Any MAJOR.MINOR PATCH MAY advertise any later MAJOR.MINOR'.PATCH’ (MINOR’ = MINOR
and PATCH'’ > PATCH or MINOR' > MINOR) version as usable without modification

4
e
s
LEGENDARY

Method Name Generation

Names SHALL be set by some well-defined randomization algorithm (COLLI/SION).
Some options are:
random fixed-length string generation using a cryptographically secure pseudorandom number
generator;
UUID generation per RFC 9562 (version 7 recommended), minus hyphens; and
the hash of some document accessible to users of the DID method.
e The last option could be implemented as the hash of the DID method specification
(SECURITY).
o For the sake of this discussion, that option will be assumed.
For future-proofing, the hash SHALL be represented using multihash, encoded in
lowercase Base36 to minimize the method name length

18
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The Problem

e DID method names are not guaranteed to be unique
o Generated autonomously by the authors of their respective
specifications.
May be mitigated by registering the method in DID Extensions (optional)
e Lack of version control
o Vulnerability may require scrapping the DID method altogether.
No way to advertise a correlation between the previous DID method and
the replacement DID method
May be mitigated by including a version number in the method-specific
identifier (not standardized).

)
O : : .
LFS;.’?R‘}& Semantic Versioning
e Versioning SHOULD align with the MAJOR.MINOR.PATCH concepts
behind Semantic Versioning 2.0.0, namely that:
incrementing the MAJOR version denotes incompatible API changes;
o incrementing the MINOR version denotes functionality added in a
backward-compatible manner; and
incrementing the PATCH version denotes bug fixes made in a backward-
compatible manner.

Semantic Versioning

LEGENDARY

¥ v ¥
.
»1.0.1 »1.02 1.2.1

] ] o

ble without
upgrade, not guaranteed to be usable -

4
o
LEGENDARY

Version Advertisement

e There SHALL be a way to query a DID method, in a way that is accessible to all parties
authorized to use the DID method, either in DID generation or in DID verification, for
new versions of itself.

If there are restrictions around the use of a DID (e.g., access to the DID method's verifiable
data registry requires presentation of some authorization token), those same restrictions MAY
apply to querying the DID method.

e Three options for the DID method to provide this data are:

within the DID document data (assuming it is updatable).
within the DID document metadata (assuming it is updatable); or
via a service associated with the DID.

o The mutable nature of the version data better aligns with the concept of a service.

The "Version” (proposed) service type can be included in every DID document for the method,
allowing the query to take place using any DID for the DID method.




4
«= .
Lecenonr Implementation
e Because the method name is the hash of the method specification, it's not
possible to include the method name in the specification itself.
e Instead, the specification SHALL include the following statement:
The method name for this specification is the <hash algorithm name> hash of this
document, represented using multihash, encoded in lowercase Base36
For the DID representing the DID method to be known, the specification MAY
include the following statement:
The DID representing lhe DID method for this specification is did: method-

e Depending on lhe algorithm for generating the method-specific ID, it may not
be possible to know it at the time that the specification is finalized, so it may
instead be shared through some out-of-band mechanism

4
«=
LEEEH%K‘( Example
e Bitcoin-based DID method:
o The method name for this specification is the SHA-256 hash of this document,
represented using multihash, encoded in lowercase Base36.
o The DID representing the DID method for this specification is did:method—
name:bclgsv hzmsfrn453lsctsfmjwlyeq38dvnova
e Once finalized, the hash is calculated and the final DID for the method is
determined to be
did:mugx0x8lmmlu9msysvirq222spgz8aovnrgbco63zzuutdztwbsu:
bclgsvgersghzmsfrnd5jlscts fmjwiyeq3sdvnova.
o Method name and DID are published to the (private or public) community,
with DID document including a “Version” service endpoint.

“ _
oo Questions?
Kevin Dean

kevin@legreg.com

hitps fgithub. comL eqReq/Sef Describing DD Methods

<

LEGENDARY

Standardization

o

The preferred option is to update the DID standard to support self-describing DID
methods.

Class 4 change, hence out of scope of the current charter.
The alternative is to register a new DID method (e.g., x”), to support self-describing
DID methods as sub-methods. This would include registration of the additional
attributes and the "Version” service type

Scenarios

LEGENDARY

See document for details.
DID Method Development
Patch Version
DID Creation
Minor Version
Minor Version Presentation
Major Version
Major Version Presentation

(7)) DID DHT : %% : Gabe Cohen, Block

AEE F EH S 4H diddht ( B 15

extensions/blob/main/methods/dht.json )

ik o [ ERESHEIRE] (B

AR T ZE Bhaam -

GRbAIEET > G 3T

https://github.com/w3c/did-
HENEER IS B TIAL 5

HORBEGUETT ) > BRI S AE AT RE

447 DID DHT J7 ARSI » 5 AR

T by TR B RS AT A B AR 25 e EE R AT 4 - DID DHT

{8 A BitTorrent DHT ( Distributed Hash Table ) {F At {gryfiEih 52


https://github.com/w3c/did-extensions/blob/main/methods/dht.json
https://github.com/w3c/did-extensions/blob/main/methods/dht.json

A 1600/ 222800 (E &R - WA 1000E 4H A% - Holl S8
K28 DID ARy IhRE - H PV RAIRENFIIRE

G #EREE WA T DID DHT Frifib@Er kR - BAG EEF8eR
BTEIEHLENEETE - GiligRRTRE - FEIRE FmAl{a

Aasi Bt DID DHT BYREIIE R ER - A S AR L LR S

B

AR ERAT T -

DID Methods Comparison

DID DHT (15 min) — Gabe

thd

Why move away from ION?

Can we do better? Enter did:dht
A new fre

e, fast, efficient, massively decentralized DID method

What's a DHT?

BitTorrent
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BitTorrent in Numbers What's DID DHT?

18

Years of activity

e Potential for interop with wide:

What'’s DID DHT? (contd.) Where We're At

One More Thing...

(7N) BTCR WIKRESZ I » 88%  Joe Andrieu, Legendary Requirements
A E O B > 4 didbter  ( https:/github.com/w3c/did-
extensions/blob/main/methods/btcr.json ) » HJ5 H BitTorrent HY DHT » £§

F Ed255194: @& =0 » Wik = s AR CBOR (Concise Binary
Object Representation * &5 IETF RFC 894948 =) » 725 LT #5300

& (& DID - gk fafem I E25519F BfiE Tt B AR E R - I

TG BRI R ATEE, -
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https://github.com/w3c/did-extensions/blob/main/methods/btcr.json
https://github.com/w3c/did-extensions/blob/main/methods/btcr.json

() DID gkfitif2 » 3% © Christopher Allen, W3C Invited Experts

C sf# E ST DID sEMEARAZAYES s BB TE I a0t A2 R 28
A ERIHRER - HATEA 198/ 5 A1 it > EFAE L E
BRFYIRAS BRI R S SRR - C S5 - BUTEEMbERE
RER G A BRI )T ERE - WAL EHE A SREE - DR
AEMHA R - BESh - C S R TR T 5 R ] W3C YRR
DABE R A REIE—MEAYEEK - e 1 — (R B 1. S A BRI R TR
Hiimte FRER IR HRIH E - DUA R B AT

AEEEHRAT -

Some History

e Tension going back to RWOT2 (2016) between:
DID Registry Process (30 min) — o Need to avoid name collisions
Christopher Allen o Risk of centralization of decentralization
e W3C DID 1.0 Consensus
o First come, first serve; minimal requirements
o Delegated to to W3C CCG during interim

Current Method Registry DID WG 1.1
e Key requirement is a link to acceptable method spec e We agreed to split out the current DID method registry from other DID
e But also review of IP and moral issue of name extensions.
e Currently 198 methods registered e Our charter requires we “Establish a deterministic mapping between DID
e CCG has new (trained early 2024) team reviewing registrations, no backlog method identifiers and the resolution process used to resolve that DID
e There are a number of problematic entries with no approved process to fix method.”

Contact no longer available As a WG, we can also now do official W3C registries.
> Ownership change

We don't have consensus on processes to resolve current method registration
o Some method specs no longer available
Version change difficulties

o Desire to expire There also is some desire to:
Have the list be shorter
o Be able to differentiate registered methods

One proposal

We continue to have the CCG volunteers maintain the base “method
registry”,

o Primary goal to avoid name collisions

> Continue with minimal spec requirements.

o Have some simple policies to address current problems
These will be considered “provisional” for period (1-2 years?)

> A new PR each period can renew “provisional” for another period, otherwise removed.
That the DID 1.1 WG maintain additional lists, possibly including:

o Some proof of implementation in code and any deployment status

> Conformance to the DID Resolution test suite

o Supports some minimal web-based APT
e These additional lists are not W3C registries, more like Notes, and are not
required to “be” a DID.
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(/\) DID Traits * g8 : Dmitri Zagidulin, W3C Invited Experts

did:key traits
Deterministic
Immutable

Offline capable

AEEESTER T DID Traits Chttps://identity.foundation/did-traits/ ) £
8% > i DIF 43 - 5178/ DID J7 AL & EIRERyE » E41 1 2
A% AP AR50mEL ~ i e « nIHEH S - WP DU R
1Y did:key ~ did:web ~ did:tdw ~ did:dht Ff3] - S HaTam 1 traits BYE
FULEAL - FIRERLRy DID J7AHY TR ) B ST R T DR

(features ) ; B¢ " Fff (characteristics ) > MR E A8 ~ o] SR
HIRHE LSS R B - WP 4ham Ry AT o B A RS DID J7
AN FE SRR AR 4 immutable (&5 DID S FEHr2
BEEFIA TRV E RS - Ea05ERE) -

A AR

What are DID traits?

"LEGOs for DID method authors" (Design patterns of DID method construction)

DID Tra|ts, Feature Sets (30 m|n) — Part of rubrics (technical affordances)
Dmitri

Example traits:

o Immutable vs mutable e Revocable / deletable

e Support for service endpoints e Is the DID method signed?
e Support for alsoknownAs

o Self-certifying identifiers

e Key rotation event logs / history

e Pre-rotation

e DID relative URLs

did:web traits

Mutable, revocable, deletable
Support for many key types, multiple keys

No key rotation history

Not self certifying

No support for: service endpoints, alsoknownAs, history. more than one key

e Supports alsoKnownAs

e Supports controller property
e Service endpoints,
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https://identity.foundation/did-traits/

did:tdw traits did:dht traits

e Mutable, revocable, deletable e Mutable, revocable, deletable

o Self certifying identifier e Updates through non-rotatable identity key pair
e Key rotation history log e Multiple keys, multiple key types

e Pre-rotation e Supports alsoKnownAs

e /whois e Supports controller property

e Supports alsoKnownAs e Supports service endpoints
e Supports controller property

See also

https://identity.foundation/did-traits/

(J1) DID #ZHIFEHF » 5874 * Manu Sporny, Digital Bazaar
M s PEESrEm T Controller Document (eI ST - 3R
SRR INE Ry e BE MR A — Bl T TRRSE - WA S Ak S DID %
OISRV ERES [ - PEHIE SR N B REE I - thR 2R
F{e] URL #3853 F 28 > Dbt am 7 0B DID SC{RAY 52 [E Bl a1
i » BEEE W3C #Y TAG (Technical Architecture Group ) #1 PING
(Privacy Interest Group) HYEIZER, » BEFIXEREL T —L0E
& HENCRIH SRR - BRiGE VC TIFHARE - RN
#4815 Candidate Recommendation F&EY » AR AJREH 445 DID T
E4H
REEE AT -
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Controller Documents (60 mm) What is a "Controller Document"?

e A generalized type of DID Document that allows for ANY

URL to be used in the document.
Controller Documents 1.0 -

e The "class" that DID Documents inherit from.

e Current plan is to make the DID Core specification depend
on the Controller Document specification.

... the plan is on track, more-or-less, with some weirdness What's in the Controller Document today?

e VCWG is responsible for the Controller Document (due to e Same properties as in DID Core: id, controller,
Process issues, we weren't chartered at the time) alsoKnownAs, verification relationships and methods

e Controller Document exists mainly because a few people e New-ish stuff:
didn't want to normatively reference DID Core or Data o Normative JsonWebKey and Multikey definitions
Integrity

o

Multibase definition and base-encoding/decoding
e We were supposed to directly copy text from DID Core, o Algorithms for fetching keys and base-

but have ended up modifying it slightly encoding/decoding
JSON-LD Contexts that don't depend on DIDs

o

What is the timeline? Discussion

e Need to respond to TAG and PING review comments e service isn't in controller document, should it be?

e Pretty much ready for 1st Candidate Recommendation e service isn't in VCDM, should it be (in v2.1 or v3.0)?

e Expect 1st Candidate Recommendation in Nov-Dec 2024 e Do we want to request transfer of Controller Document to
this group?

e Are there any concerns about the current path?

(+)  What's Interoperability? How can we test/demonstrate it > 557 * Drmitri
Zagidulin, W3C Invited Experts
RIEHEH D s &0 DID AV A R E PR ORI SRS o H i
VEVE#IE AT 57 A B— DID AN A EYE (JEEIEREEE) 5
E5R[E DID J7 /AR A #R(FM: - B— DID J7iAE ] B ey 5
B L BTG i Or BB M - MR R S RS 4 AT -
IR0~ APL IRFSURES SHRIE ~ HERMLS - [HAh - ZRET

F -~ sl ~ BLICHENME SPRE Y DID U530k 0 (BRI ANE A
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1FIREE - EASEEeE R SRR EUE i S8 - EREfSE 7 DID
J3iESEESC R - DID J7iAE et nl S A B 8B - EEIEE
MG R AR EHE G A RS -

& [Egf 7 DID 1LOT/FeHERR T - (Epm B B A B A
Eff > P51 T/E4HEEFE 7 5 DID Resolution (fi#ffT) B API G {21

Mo GBS T DhRE AL ) IERZ BN T AT

¢

(ERIMEMNE DID BHrthee R 1R S - MR EGTIRE =&

Cl

1EH ) > dseEE B EENEEES DID #rAIEEM Y E =M - Rl
A ISR - Bt E A B ER BT > D SN AR
Ry N8R TTIA

ATEHEHRA T -

What is interoperability?

e What'sin a DID?
> 1) bag of keys

What's Interoperability? How can we o 2)bagof snviceencpors

3) alsoki

test/demonstrate it? (30 min) — Dmitri > 4 oss

y) controler hierarchy

e Interop within a DID method vs interop between DID methods

who is concerned with interop? Interop between DID methods
What is a DID used 7for? First and foremost. interop on the policy level
1. Signing stuff (authn, VCs, etc) That is does a given system (issuer, verifier, agent) even /intend'to support a
2. Encryption/decryption given DID method?
3. Routing
4. Aliases (alsoKnownAs) Currently, most deployed issuers, verifiers, and wallets support a small curated

subset of DID methods.

Why? Affordances, tech constraints, library support, governance, policy, level of
confidence
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Interop within a DID method Practical Interop Concerns

e Registration testing (where applicable) For a given DID method, how many registrar and resolver libraries in various

e Resolution testing
Watch for:

e Key type support

languages?

For signing (e.g. VC issuance), do issuers and verifiers support a given set of DID
methods? (interop through wide usage)

o Which service endpoints are allowed Similar question for authn (RPs), encryption, routing.
e Are custom properties allowed?

e Infrastructure complexity (authentication, gas fees, etc)

DID interop basically tied to the use case.

Bonus: DID based signature validation concerns

(beyond key type support)

Which Issuer and Verifier Registries support this DID method?

What about historical verification? (key rotation events, observers. logs, anchoring

in time)

(+—) Extensibility of DID Resolution and DID URL Dereferencing * 8% :

Markus Sabadello, Danube Tech GmbH
M sEE B SeaTam 1 AT DID fVEE AR IIRE » sRHf T H#

HIVEE M - AFZME DID URL BYREMTHEEG - &6 T SELELREE R K
AR EATMTEE - DUSGERIA AT (AR SRS MRS 2 AT R R
NS AT BT — B IR (N E BE - AR E Ry T AT 2T
TAEWEE > EZAF T HAEEME - o TWEFER URL
Dereferencing A 3T ZA5EMIM: - BAI2HATRERE URL HY path 24
queries # - {HAREFERIFHIEIE R ECE 2 A EIVIIEE - FakHaTam
T HHBARUASANET - CHZEE 1 URL fragment (& HH2 = U@t -

AEEEHRAT -
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Resolving DIDs

did = "did:"

Extensibility of DID Resolution and DID
URL Dereferencing (30 min) — Markus

Dereferencing DID URLs Examples of DID URLs

did- = di.

Where is DID URL Dereferencer Functionality
it specified?

Application Functionality

(+=)  HtFEE : DID M EA/Eih et REdt
AETEER L E SR 1 H AR AEY DID AEEMIREE - 3AHY
AEEMFERE DID BYEERE - M 10288775 K& 100{EREZE A -
HHERZ G INEE - G &R AR E—HE 2 maHEER > A E1E
GFEAEITAIS [ IhRE - Bl n] BEbE AN RS (ERA =
FEHYEREEEIZE - HATFRAL canive.com EEIIMACHE #H ) -
G thatam TN EAE DR AL DID J7ARTH A AR

(KRR Bl & FE R A B ISR IE £ DID JiAE M —& T -
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(+=) CBOR / CBOR-LD ’ 3% : Christopher Allen, W3C Invited Experts

C &Pt CBOR 81 CBOR-LD &= » 2H IETF 5] MY
M FRBUET  RERITRE RIS - WAE &b LR n g =
FE > EEPREAN ISON-LD (HAL#EEEIEH » R ERT -

¥ CBOR-LD #E1T gzip BA%E Al AE & E B AR/ NIMEE AN ) » WA s
et IER S R 2 AR - BEE L 140 cbor-ld.js %
BEIRIEAE WS FRRE 2fE CBOR-LD #E1E > DUEIEAREAIEHE A
1 -

AEEEHRAT -

A CBOR-based DID Document

e CBOR Advantages

CBOR / CBOR_LD Representation (30 o Binary, Concise, Self-Describing, Constrained Environments,
1111)]

Platform/Language Independent, Standardized (IETF),
Deterministic (with CDE draft or dCBOR draft), compression
(various drafts: cbor-packed, cbor-Id, gordian envelope )
e Disadvantages
o Is not, by-default a triple-store (needs tag registration)
o For JSON-LD-based DID Documents, i.e.
Self-Describing # Context

What's required of this group? DID Documents as CBOR-LD
o Charter has "Plain CBOR Representation”as an "Other CBOR-LD performs "semantic compression" on any JSON-
Deliverable” LD Document.

e Existing Work

o PIa|n CBOR Representatlon v1.0 (wg note 2021) Build
] Problemat|c based on IPFS cbor tag, no

deployment

o CBOR-LD 1.0 nips smson-i o/eborld-spe

m Deployed; specific to linked data

A DID Document can be a JSON-LD document, making
this transformation automatic and round-trippable.
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How efficient is the compression?

Example DID Document compression

What's next for CBOR-LD? Is there demand for a “Plain CBOR
) ) ImPIementati,on’,’?
e Establish a media type, for example: e I.e. not require linked data format
o application/did+cbor-Id o Ifyes,
e Not much else, it's a generalized solution m Register appropriate new tags
e Standards-track at W3C in the next JISON-LD WG m Decide on dCBOR (numeric reduction & text unicode

normalization (NFC) vs CDE (simpler determinism
m Choose a compress option
e Also, an option is to adapt profile using Gordian Envelope
https://datatracl ietf org/doc/draft-mcnally-envelope.

o Already a dCBOR triplé—étore, supports compression

(+9) Minimum criteria for DID Method standardization at W3C » 8§ :
Manu Sporny, Digital Bazaar

M sEEE S TAFsHR R B REIEAIEY DID HUARESIA

W3C EEREALRYEE - WG TARHA G ERE(E DID J70% » 2

FEAEHAN TIFAHS AV - M s f2 2R K RTRE ARY DID J57%

CFEE Y SRR R > ANEERHE - SRR HI PR A B R LA

AT W3C HIRRAEAL © 5 amhoRas 1L EFERERVEE L - iR heOR

ARSI G AL BRI -

(+7F.) Primer on Decentralization * 583 : Gabe Cohen, Block
G g miaHEE R AT/ OME (Decentralization ) & H g2 E

T o M OB EREEEN M EA R > R (E A
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SR  Discover the Italian Digital Identity Wallet

Fe R AT 7R 5 17 58 B ] DAZe st (o R (i B Y 22 SRR
FRRTS - EESEONBREER - ZRREMEE - LT -
HA#FEF OpenID Reflirt e —m kAT » 2 0B A A A A5
it 5oy 3aa ~ B « e FIRERAOREE - W (B (THE LUE B &

TEETERITE - FARFIEDER R SO R E (R
K VL ERERIE LR - IS REEANNE T - (£
OpenID #{fi » 81 0] %8 HTTPS URL #EfT0E—3RA1 > (S8

LRSS =5 E SRR dE s IWT R A B EEE > st
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HESORAR -

ABREHT S TR B S 7> 288 (40 Spid ID) PAEEH %
=M MBS T R R R S SRR R Ay mT R -
FAAERIE 7B AR - ZOKAH PERERas LIS A S
> SR E T AR VBRI R T 2 BRI E S - RAGRIBH 3 &S
APL > EESERZ &M ~ BARIEEER - WS KM EFE
DUEAHELRT TRREA 22 -

o aim T RS (TR AT e M R SR T IE A > Z KA
73 % BB R AR A/ N B P By - (SRS R A 4% > H—
HRMERD - EEFENVEEGIFEINE - &% > HEa e
VR REE 2 FAVEE  sssR A P R o ey SRR HEE
AARAYFL[EZS ST - DU HRRT TSRy S8 -

SELHRE ¢ Lessons learned by an independent implementation of the Digital
Identity Wallet in Europe

A AR A T AEBON B it S5 (i B ISR H B Y DR R - 5
(B 5 A R B BT B oo B ZR A HE AR S0 (Europe Digital Identity
Architecture and Reference Framework > f&if# EUDI ARF) » 1L E/ET
—EHN R ERG (RGO ERATAE didroom HUFS) » 108847
TRTARS R BB o FERFREEEE S S 0 B By n OB HE -
RHEHTRHIRSE M ~ BOR TV i s B 7R 4058 ~ Mg Rt
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&R DR R

(=) =2 : Digital Wallet Project in Taiwan > 8% : B REE THET
XS G

AR EH T HE I T WAL G S - Bl —(E R E4FER
B SR AHEREN B 7y 2e 4 - AR H E 8 40E
HY A H e B I - ZatERRIE— &N F o ER - BT
SCEPEGIRE - WEORA YRR A EHYERES - R RIE W3C
REE > BLFRSTELERIST (Decentralized Identifiers ) 10 55s /858

('Verifiable Credentials ) » sz A[FH &3 H EME (Self-Sovereign Identity,
SSI) HEZR » 2L THRATRES, -

BEAh - EEEA AR IR P BRI - SR BB 258 APP
%517 SDK F18#E5 % SDK - sE 2 BRFTA BUMNTRRITIR & B2 LLE
F{E IR ESOES - MFR S - K AT B S Ee ey e
FIBGE » I ] [FI R DR 22 B Y BT R I ST & B T Y B P R s A
5& °

SBR[ DR ERET - (Al SRt MY RS AP

FHIERESTNRE - E VDR IRE RS BT IR R A
GHER FEIREFRE - R EERS L 2 B R AR AT DR

DitgfrE 2 2 -
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Digital Wallet Digital Wallet Project
Project in Taiwan

HaoYuan Ting,

Ministry of Digital Affairs,
Taiwan

TPAC 2024

Anaheim CA, USA

hybrid meeting

23-27 SEPTEMBER 2024

NS
SISY

2024 - 2027

i

Build a universal infrastructure, securing digital identity with Self-Sovereign
Identity (SSI) model.

Adopting W3C Standards
« Decentralized Identifiers v1.0

« Verifiable Credentials Data Model v1.1

© TR0,y

ione

Overview #fii Public Money, Public Code

iii Public Money, Public Code Open Source Software

g 9
;E & Open Ecosystem ;JIE\‘ « Unlocking Digital Wallet and SDKs for all

i ﬂ‘c‘k < Sandbox Environment « Freely use and fork without prior approval

gt
§ Technical Advisory Meeting

« Build a robust verification ecosystem together

« Aligned with latest verification trends

L& Open Ecosystem ¢ Sandbox Environment

For Issuer, Wallet, and Verifier Playground for Innovation

g g
;E « Anyone can issue credentials, build a wallet, or conduct verifications QE‘ « Testing features and functions
' J without prior approval ’

Qe « Exploring ideas and creating new solutions

/ gt
« Fost titi ification industs 5 "
oster compelitive venncation incustry « Production environment unaffected
) « Facilitate international collaboration )
| |

« Actively mitigate cyber risks
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Technical Advisory Meeting Let's build a global

Bi-Monthly Local Meeting for Ecosystem
;Ef « Inviting stakeholders to suggest features ;E\j ecosyStem together'
F. Q’ « Unleashing market potential through fair competition o “QT
% « Accelerating iteration %

« Discussing trust model for verifiable data registry

digital wallet

[=]

Contact Person

[=]
N

Yen-Lin Huang
web3 architect

mashbean@moda.gov.tw

o

71 ~ W3C Plenary 82 W3C@30

9 H 25 H it Al By A2k TPAC HY Advisory Committee Meeting » 2545 a7 =

R FTA &R AR Z W3C Plenary » 1 W3C TR ZERER - HTHREITE

Digital Identities FVEEZM: 5 1] W3C@30R A=t EEEVER - P EENE

SR o BRI T
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W3C Plenary > %% * Seth Dobbs, W3C &8k R #{TH
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2024 TPAC Plenary Agenda

Sess' on 1. W3C Technical Agenda Updates

Seth Dobbs « Security & Privacy; Accessibility; Internationalization; APls
;E’:ﬁeﬁgzc‘; 0 2. Corporate Updates

hybrid meetin;

14 « Finance; Team; Membership Survey
23-27 SEPTEMBER 2024

3. Board of Directors Election Results

V202 Q\%li

TAG - Ethical Web Principles

Underpinning the TAG's design principles and other technical work

Ethical Web Principles

Security & Privacy

Imperatives for a safe web

V202 vy
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“Society relies on the integrity of public information. We have a
responsibility to build web technologies to counter misinformation and to
maintain the integrity of information for public good. The public needs
verifiable source and context information to recognize trustworthy web

publishers and content.”

i W3C Ethical Web Principles

Paths Forward
« Al github discussion

« C2PA and Content Credentials is one proposal put forth by the Linux
Foundation Joint Development Foundation

« Above builds on the work of W3Cs Text & Data Mining CG

Identity Insights and Work

« Identity and the Web

« Digital Ci - a draft c group report

« EIWG Charter

Identity and Privacy
Challenges

Imagine a transaction with the government (needing a passport for clearing
customs, or an identification to purchase liquor.)

« How does a user feel comfortable sharing information with the
requestor?

m « How does the requestor trust the provided id?
/

« How does the user ensure only the information needed is shared?

Horizontal Updates
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Al-driven risks & threats

Al can provide many benefits but is also bolstering security and privacy
threats:

« Copyright threats
« Misrepresentation / mis/disinformation
« Deepfake

« Rapid code generation could accelerate attacks, other misuses of the
web

Digital Identities

Rapid increase in scope and scale

Identity - Safety & Privacy

« User agent support of selective sharing
« Viable for multiple stakeholders

« Work in conjunction with other protocols and formats

Privacy - Moving forward

« TAG recommendation on third-party cockies

« Privacy, Principles provides clarity on what we mean by privacy on the

Accessibility Updates
« WCAG 2.2 headed to ISO

« Publishing WCAG2ICT in October

« Al and Accessibility

« Accessibility staffing



Advanced APIs

TAG continuing focus on advanced APIs across multiple implementor.

Important and needed features should be developed with our principles in
mind

Corporate Updates

2024 Team Hires

« Simone Onofri (Security Lead)

Ken Franqueiro (WAI Web Techincal Specialist)

« Tamsin Ewing (Accessbility Content Specialist)

Sylvia Cadena (Chief Devleopment Officer)

« Tara Whalen (Privacy Lead)
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« Part Timers: Ken Troshinsky (CFO), Emma Fraser (Board Enablement)

Near completion of search for Director of Legal & Compliance

Membership Perceptions

In general, most respondents felt we compared to other SDO's "about the
same" in all areas (scoring 30-45%). However, our strongest areas (where
the total of "Better" and "Much better" exceeds "about the same") were

Openness, Fairness, Quality of Standards, and Overall perception.

Thank you outgoing Board of
Directors

i “f‘Of

Getting Involved

Interested in more on any of these subjects, please reach out to TAG and
Team

TAG election coming soon!

Financial Update

« Growing surplus: revenue exceeding budget, expenses below budget
« Operating reserves: projected at 8.9 months

« Programmatic expense %: 75.0%

« Audit in process

« 2025 budget approved - relatively neutral

Membership Survey

We sent 824 emails and received 1200 results!
« 75% identified as male

« 50% describe themselves as developers or engineers, 40% in orgs with
10 or fewer employees

« 55% started W3C within last 10 years; 40% within last 4 years!

« 38% only participate in W3C; other organizations include ISO (23.9%),
IETF (21.8%), WHATWG (18%), Unicode (15%)

Welcome to the new Board of
Directors

Thank You Team!

« Alex « Marie-claire
« Amy « Philippe

« Bert « Gerald

« Vivien « Denis

« Ralph « Jean-Gui

« Francois « Dom

« lan « Xueyuan

« Zhenjie « Coralie
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One internet and the web > %% : Jun Murai,W3C, H B EA 253
£ W3C par30FEFEEPUEEIF - T 858 0= 7 A B
FIE2AYFEFR > M EEAL 1955758 %] Ted Nelson FYE (Computer Lib)
1 ( Dream Machines ) > $2 £ Nelson 7E 604 Fi $& i i X F
(hypertext) & > 2 R&AT HTML FI4EFRAERE2EE T FERE - J
s g 0 W3C AR L TR B R R4 PE s Y B ARk
FyATRE - R ARt e - WS R E  ERE
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The web as a bridge across borders > &% ¥ : Fugiao Xue,W3C
Internationalization Lead
FEREERL W3C 30FAEET - F s 7 B Bt B R
RCRIERE - S s Ot B A S B SURAYE ST - th[ElE T Tim
Berners-Lee fiz #l)ase fHAEMRAERE(F BRI a ALl TR - F5 s —Hla
WA S Ry i R TR A =B -
FiER e sl B B ENE S - (RERIENY S LR
SR — AR > B E A FONHY FE AT R R 2
B T AR Y R AL S E S B #0E G A Y #S 15 DL i
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Web & the art of specification maintenance > 5% : Fran¢ois Daoust,
W3C Media Specialist
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Supporting human rights in Web standards > 587 * Nick Doty, Senior
Technologist, Center for Democracy & Technology
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