HEERE (HEER - FHE)

HREEE M

RIEZERY

(Black Hat Asia 2024)

AR
HEAATTE

IREDEIZ ¢
HETHAR :
HEHEH -

H &R =E

BBl RELEE
T3 SIATHT

PRSI ATHT

R

11344 H15HZE 20 H
1134£07 H 19 H



wW =
TRIERZE ARG ) BEIEAAHENZ 2GR - FEEGRG RE S & %
xR AE -~ B - RENBUFSEESE ARSI > g0 HEE 0 SR Z 2k
FeRCR R ST E AT E AN NS - T BERERE ) (LR FRERAEL
B —  FEGEMN ~ B~ BON ~ AR5 2R -

TEEMERIERZE R E (Black Hat Asia) 4 % (2024) £ 4 H 16 HZE 19 HIE#IH
BT 4 RIES) o TEBEIEMGHEE - R 2 RV TIEDERAE R 2 K 40 Sk 0 &
th TR BRI R T — 2T IR AR EE - &2 A TR A A A L 3L[E
54 BTS2 BIEARAEAIAIGE - AR Y ~ 2 ENE - B - ARES LA
FRACE R (OSINT) SERAE ; JHeg e Al EINS mof i & 2 i - pHoefigss - 13
BIEEZHEEE - MHEEL e - EMARE - 2m TR - APP L2 Y4 2% -



B B 1
= O 27 1
e AT . 5
— BRRENRSEEEMEE L2 AEM (Applied Data Science And
Machine Learning For Cyber Security > %% @ Summer Rankin) ........ 5

T RIS N\ JEE L AREEHE (Fundamentals of Cyber Investigations
and Human Intelligence > %% : Christina Lekati f Samuel Lolagar) 12

=~ [BRERE  BHZEZGERYNE (Privacy Detective  Sniffing Out Your
Data Leaks for Android ° &% : Meggie He Bz Abbie Zhou) ........... 19

VO~ RREFREEE R B 2% - 1B IETER T =PRI E (From
BYOVD to a 0O-day : Unveiling Advanced Exploits in Cyber Recruiting
Scams > 5% * Luigino Camastra &z Igor Morgenstern) ............... 21

F~ FHHERTEH  EBHMEA FENBERENTEGEERR (Operation PoisonedApple :
Tracing Credit Card Information Theft to Payment Fraud @ %% : Gyuyeon

Kim B2 Hyunho Cho) o oot e e e e e 22
7N UL EMER B EEE A4S FFE U E RS (EDR Reloaded: Erase Data
Remotely » % * Tomer Bar Kz Shmuel Cohen) ..........coovuvinoo... 24

T PBERPFESE - BraEnviE R R R B T IR iR AR AT RIS TIRE
(Faults in Our Bus: Novel Bus Fault Attack to Break Trusted Execution
Environments in Embedded Systems ° 5% : Nimish Mishra) .......... 25

JU~ R3S (Network Operations Center Report » 3% @ Neil Wyler
R Bart STUMD ) oot 26

B O R T . o 28



g BN

Black Hat Asia & —(HEENER L EFHERNRRNMIEE) > G2 R 7B EZHK
A AIETT IO » B8 BRI FE RS, » B2 B TR - A LURTTEC
HIECIGRE JT - AR B R EAYASER - B Ryl -

Black Hat Asia 2024 %4 H 16 H#E 19 HAE#IISAVERTT - JfI2h0nEsh s
Al 2 RATERMTEBE TIEYERME > 12 2 RIVENZ E R0 el TG B a5
FHG O EHEE LT « Ebe K5 o S B RE S S A MR R VR A B
% WIHE MR E RE ] (E R AR B L RBREF HHZ— -

=Y
—~ Black Hat Asia K&/148
Black Hat B2EENZ2mEFXE NG H Y — » SZgHmiei 1997 £ 0 1
ERFIHTEIIETER T - BBRIEEDEONAIZEMN » 0 Black Hat Asia RIFEHE 2000

FHRERT  EEENINEEES v EGREE T OB - SEIEEIL g
BOUOEBRT - RS EREERE > BN > BEHEK -

W

= A"- -

i o=lol i i

(1!'!}’:":‘: 186 i
| el . ;

Il |

& 1~ FrinpEegs b eRRE L > BRR © BiTHE -



' b‘léé;k hét

ASIA 2024

] [ 3~ Black Hat Asia 2024 &AL

ISR | BT -

— -~ Black Hat Asia 2024 B4 X -BH 113 £ 4 A 16 HZE 4 A 19
Hik - SIBRATTF -

H A JEEN TR

BRI a2 A s YA (Applied Data Science
4H16 H-17 | ond Machine Learning For Cyber Security > 3% : Summer
H > 2 A+ |Rankin)

21 5T [ ygps 99 & 61 A 8 %5 = >~ £ 5 )5 B8 ( Fundamentals of Cyber

{2%] Investigations and Human Intelligence » # %& ' Christina

Lekati Mz Samuel Lolagar)




4H18H 2
A [E 2 B

Rt R

PEAVEER « BIRLEAGERINE (Privacy Detective : Sniffing
Out Your Data Leaks for Android : 5% : Meggie He K Abbie
Zhou )

Tt BT BRENE S B R BT 28 - G 4grs A IS FERR -h iy & PR
JE (From BYOVD to a 0-day : Unveiling Advanced Exploits in

Cyber Recruiting Scams ° &% % @ Luigino Camastra M Igor

Morgenstern)

FHERTE - BHEEH FEHEE K EFK (Operation
PoisonedApple : Tracing Credit Card Information Theft to
Payment Fraud @ 5% : Gyuyeon Kim 5z Hyunho Cho)

4H19H 2
A [E S 5

i e

Ui BRI B o] E EE 4L [ ¢ Bl ERREdE (EDR Reloaded: Erase
Data Remotely > % : Tomer Bar & Shmuel Cohenn)

VE R BER - Hr RE A LB R BE S R T B T SR I ik A R Ay (5
#{T7FBEE (Faults in Our Bus: Novel Bus Fault Attack to Break
Trusted Execution Environments in Embedded Systems @ & :

Nimish Mishra)

HEpR B0 4 (Network Operations Center Report @ S :
Neil Wyler FzBart Stump)




bk |
w |

i |

gttt |

A0

B S~ BETIISAER R (CSA) BIBEVTEF AL - 2ROk © B3
i o



2~ GHRCHE

— ~ ERRIENISE TR L2 EIER (Applied Data Science And
Machine Learning For Cyber Security ® i%& : Summer Rankin)

(—) BRI REkREY

1.

oy a

RSB S S a2 % R A F R ERFEE S Summer Rankin /&
AR TAEY e RS - RREfhEE KPR EIES TR R GUIIE R 2
At ERFEBUTFHEREHR - it Z 2k - SHEBEZYE
b5 ~ PSR SRR E S > IR iR R P sE AR -

BRI e s

TEIEABRIZFRMGRT  HEFBEEE MBI EIRNE - NEECHH
T A B - BR - RTEREEEITEREE » BRIt AN - SEET e R
(EATT NES AT S IR R E BRI AR a2 » HAGWIRAR R HAT
B 5E AR M B IR ORI R S B B Rl - s B i PRl i A 22
—ELELRPINE - 75 T BRI ) h AR s R R R SH I A1, (Domain
Knowledge) MIEZERET) (1B 6) > WARENBEREEIRKEHEELETIE » 2L
B0 NTARSE » DUR I B AR A B - BN B (52 Uy SEE A0E8
THEREEE ) AIZLIERIRIER B A - (OB RV BRI E R 22 R Y E
FUERESA > iR BIRIGE - [BIE H AT TSR B -

https:// protocol

WwWw subdomain
google.com zone apex

google domain

.com top-level-domain (tld)
/search?g=URL... path

B 6 - PHRETE URL RYFIRATER - BRI - & -

JFAILE > sRER BRI SR B SR B B RS HIIL S > ANFHE A AT 9798
S BOEEUERIEE - HResER Y - SRR - RAGESHEE A AL 25
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B R RE B AT B - TR IR
T B S e SV M ER o RS L RLREARYE R o P R ERH O T
IERUE > HEPNE(EBIE A N ERY - R HFRECENERH - R
FRVE s - BRI HHEFRHY 50%-900 LIFE - B HERRIEEEAR
THHVEE BN -

BIBEARIRR
BIREAKE IR ERTIEATEEE - 1 RSNV B T AL 2 i
7 AT SER LR

REEEESHEEFHREEAR python sEE BT HIEIE - EHAE R
2 MERERE ~ EEHERE - EEENN SIS - EEER SRR
AR EIR EANUE L - AR’ &R TR 4R -

1. First, wirite 3 function which takes an IP address and retumns true f the |° s private, false if it is public. HINT: use the ipaddress module
2. Next, use this to create 2 Senies of true/false values in the same sequance as your onginal Senes
3. Finally, use this to filter out the original Series 5o that it contains only private IP addresses

hosts = [ '192.168.1.2°, '10.12.18.2', "172.143.23.34°, '34.34.35.4", '172.15.8.1", "172.17.0.1')

8): |def is_private(x):

return ip_address(x).is_private

is pr ivate("1592.168.8.1")

IPData = pd.Series( hests )
privateIPs = IPData[IPData.apply( lambda x : Ip_address(x).is_private )
print( privatelps )

8 192.168.1.2
. 10.1e.18.2
5 172.17.e.1
d

Lype: object

1]: IPData[IPData.apply(is_private))

@ 182.168.1.2
B 16.10.108.2
5 172.17.8.1
dtype: object

B 7 - HEFLA 1P » BRKIR « BfTEE -



In [23]:

out[23]:

In this exercise, you will learn how to convert a PCAP fils into JSON and do some basic summarization of the data. In the data directory, you will find a file
called http.pcap . Qurfirst step is to convert this to JSON. To do this we have installed a python module called pcapview (docs available here:
https://pydigger.com/pypilpcapview) which can convert the pcap file to JSON

Once you've done that, your assignment is to answer the following questions:

1. What are the most frequent source |P addresses?
2. How many differnet source ports were accessed?

To do this you will have to load this data into a DataFrame. Using what we've leamed in class, do the following:

1. Load the data into a DataFrame using the technique of your choice
2. Exfract the requisite columns from the DataFrame, in this case, you want the source |P and source ports
3. Execute a value_counts() on those columns.

#load the datg
with open(DATA_HOME + 'http-pcap.json') as data_file:
pcap_data = json.load(data file)

#Normalize it and lead it into a DotaFrame
df = pd.DataFrame( pd.json_normalize(pcap data) )

#iew the results

df.head()
time timestamp IP.version IRt IPproto IP.options [Rlen IP.dst IPfrag IRflags .. DNS.opcode OMS.rcode DNSra DNS.id
0 10844432409 AL 4 128 5 0 4 6520822823 0 2 Nal Nal  MaN  HaN
' 13T10:47:07 311224 2L T2 =
1 10844438409 2004-05- P 5 0 48 145256180237 O 2 Nal Nal  MaN  HaN
: 13T10:17:08.222534 234160, -
2 10844432409 200 4 128 § 0 40 6520822823 0 2 Nal Nal  MaN  MaN
' 13T10:17:08.222534 2L A =
3 10844438409 2004-05- 4 12 § 0 519 6520822823 O 2 Nal Nal  MaN  MaN
: 13T10:17.08.222534 208.228. -
4 10544438409 AL 447 5 0 40 145256160237 O 2 Na Nal  Nall  NaN
- 13T10:17.08.783340 METLIEL =

5rows = 61 columng

I 8 ~ PR ETEUATE . peap FEEHREREY json 18 - BWRIAIR : BfTEHE -

(Z) B e E R R E Y T

i

IEMYERAVER SRR > &5 4 M50 Bl
TYEERNREAE - MHRRRYE EUARI P KRR Iy ~ TR R SR REE R

AT LI i DURRE 5y Ry T 2R

7338 (Classification) JZAFHBEAHVRHEE AR AR ACHIGE R - B LR
B2 A8 HATREVER - B EE =000 R R MR sRaE B -
A A HEAR AR TR & A FAE LR - R 2 A S5
AR R > ARy n] AR B S R T R R A TR

AT (Regression) &AM AVRHBUE AR TR AKAYEE R - il - =] LA
FIFEE ST ARTENEE - R FENEE - 18 - TS EEEEOKEE
HHEE - EEREA RS LS ROV EE TN BN Sm i ST - £OK
IS TSI A AT I ER



3. 4rE¥ (Clustering) £t EZEARERIERETHI T4 - HEZH M &R S
MR i H TR AT — L - B MERIE T ST P R Z AV e - T DAE
Bh SR 2 P o AN RIAVEEAE - FEiTT S A [RIRRAL PR A S0 T SH ol
BESh - srERE R DU R P B Bl ~ AW aR AR - BB BRI A
FESSTRRE (%

4. &4 (Dimensionality Reduction) /& MRS 4EERIBNTITE - fEHLE
ERT - BRI AREEE KEAVRHE - 15 g IIEEL S SRAY BB 221
AIRESK » BB ERlT - mT DUR DR R - PRE i B A S - T
RETEAVERERE - % RAVEGE AR R 08T (Principal components
analysis » PCA) FI4RMEHIFI53HT (Linear Discriminant Analysis » LDA) >
B ITATERAGRTE ~ SUR TSI P E A A EA -

Classification Regression
Identifying which category an object belongs to. Pradicting 2 continuous-valued attribute associated

- N— . with an object.
Applications: Spam detection, image recognition.

Algorithms: Gradient boosting, nearest neighbors, Applications: Drug response, stock prices.
random forest, logistic regression, and more... Algorithms: Gradient boosting, nearest neighbors,

random forest, ridge, and maore...

,mul-mli

Clustering Dimensionality reduction

Automatic grouping of siilar objects ito sets. Reducing the number of random variables to consider.

Applications: Customer segmentation, grouging Applications: Visualization, increased efficiency.
Algorithms: PCA, feature selection, non-negative

matrix facterization, and mare...

experiment outcomes.

Algorithms: k-Means, HDBSCAN, hierarchical

clustering, and more...

- - .
-

.
e 30

% 'g,.a", o

virginica 1 o‘?p%oo g -
“ersicolour J

B 9~ 2%E - TR - RGN EE 0 BRRE - 8 scikit-learn E4Y -

ARSI~ R R LER BRI RIS S Th ey 4 FlEf% sl -
8



— R o EA A AV IEERE S, (R Bl e F A TR <k s B e A
e th B S HYRNT - A R BN AT -

(=) EEREE R EEE

W& A [ AR (R 1T TR sl R 2 B RS & EARER(E (Labeled) fF Rkt

A > EARSACHTERE TIISRER R T BB, o K2 B IR EEE

1.

BSEEE (Supervised Learning)

TEEEEE | EHMSEEZEN - EE TR ENTESR(LERK
SRR AETTEE RO TR E A > FORBEDA B M AR B
RIS R S (SW) FJ50% - S AR I ALEI GRATS R 18
12~ FREOERED R B E S (Overfitting) AYEESEME -

(1) 43MEEEF (Linear Regression) /& fHELA HEDZ (E YT »
PATERIE S8 B A8 i im e B AR sl ) B A R AV 4R R (%
(eI AT TR - ST B H SR - il R R B R - Bl
PR ETE ~ $HE ST -

(2) #¥EEEF (Logistic Regression) AlESS—EE RAVHEL - FEMINY
B HEMAERE TSRS - flabr B iR E T S 2
& R R E > ] DR R Ty MR RE - BIAARIR S AR A R TR
HE SRR © 4 > B ARt o] A ] 88 el e (Logistic
Function) jRFg S B R ERAET T 0551

(3) PRHRBS (Decision Tree) HFHHY /T FENIRIERERS » TAMRRHEEELE AR
AR EORTE] 7 A [F R85 > (EARETESREAG - MR R HUE LT
& > EFIZERIERER - FEEER R ETHEGER - ARSI
BTSRRI RAL - HEREEEE SBERS © R RE R
DHVEDLT -

(4) ZiFEEME (Support Vector Machine, SWM) ##FH A4 ERIEERATI(EFS -
SR A R B (E R R E SR B EE o (eI T E
T EHE P SN EE R MR R AL - e s R 2 (LAE



SWM ] ABRBRER AT EAR M RTRE - I H A & 4 B B3Rt Ba

2. FEESEBEE (EMETEEE > Unsupervised Learning)
JEETE B B A EREERY N N ol gEE A B - R E A EE
M4 EER =LA gE Ay B RE A S NI R (R 45 - HEEVAERE K-
means S3EEE ~ FEJE 05 EE ~ DBSCAN 43 B4 K2 PCA 47 E2%

(1) K-Means 08#/%& (K-Means Clustering) /& ERIRI TR k (EEE » M
R EyIMEBF N LB 2 RV RERE » (E1S- S ER oy & B 7 ThAE
L e K-Means ZpBRARHE SR - MARKEVERE - BETRHEED -
EHFEEFEEE k H > k EE B BIVEE -

(2) FERROBEE (Hierarchical Clustering) (il @ RiRLE R
TONER D ERG  EEIEA N REFRCERIEE - M AR
BRI GOy oGRS (BUEEHRE D - MEE=y
A A/ NUE RS > I e D E B R R B R IR B KR (4 -

(3) DBSCAN 43E$7% (Density-Based Spatial Clustering of Applications
with Noise Clustering) BFENFEEWZEEE o B K-Means ~[E »
DBSCAN {IZERIREHY A EAGETT 0B - BEE R = & T Bl R Ry —
{E[#+4H - DBSCAN Aa%t 5 Ehasball (A [F I IRAVERE » I H A4 Bl & A 4
sHHVEDRIEE - FTLUE T AR & i B AR FEAT S EE A o R -

(4) PCA4yBE%% (Principal Component Analysis Clustering) EE:HATEL
T3y MTE BRI PCA FR IR D BRI 4EE - [EIIG 3 A BE TR BRI
SEEEY S EE PCA - W LURF S 4R BRI D 2 (RAEEZE [ - e DET
FAEFEE IR E AV E NG o EfEdER - o FHIEH BB 704

(40 K-Means ) ZRHETTITEE > BIAIRIEER oM ABeifessk ~ BAFFY 7>
M7 Fe B VB 45 I 9TE -

(I0) BT

st e fe it —(EE S - EHE RN BRI R i as S I TR
fifi -

4
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In [44]:

In [45]:

Out[45]

In [46]:

In [47]:

fEFA(EME (Beaconing) MM : 5EEHRAS B 1% & 40 48 (5 12E 0] e £ FE A2 1)
fafkes » Eorafa[{#FH Python B (&1 Flare A RITA) fllfSHE (41 1P fir
HE ~ 4ERIRSE - dERR T E R REECE)

R ThAE BB 2B 4 i E0% (Domain Generation Algorithm > DGA) #&HI :
S R SRR AR A TR [FI RV D AR B B I Pk — AR [k
HE8 K EDR FVASOH] - (8 T /E R4S (Botnet ) FHY(EMES (Command and
Control servers) b > HEELUBHE » LB (FRE/RAMIENE DNS Eft g
JHARLE 2 DA DGA AR B HYAEThRE BB tl - MR -

BH - [ 10 R T4gukig - A flare BETHE > DI - AAGESE
B (n-grams ) K DOA §Eb447FAET THI%R - FEON) DNS firhb@Ed Ryaik e

Next we need to train extract the top level domains (remove subdomains) using flare so we can feed it to our
classifier
a_records_unique[ 'domain_tld'] = a_records_unique.dns_rrname.apply (domain_t1ld_extract)

a_records_unigue.head()

dns_rrname damain_tld
0 api.wunderground.com  wunderground.com
1 stork78.dropbox.com dropbazx.com
2  hpca-tier2 office.acl.com. ad. a0l aoitw.net soltw.net
3 safebrowsing.clients.google.com.home com.home
4 frfeeds. mozilla.com mozilla.com

Train DGA Classifier with dictionary words, n-grams and DGA Domains
dga_predictor = dga classifier()
[#] Initializing... training classifier - Please wait.

[+] Classifier Ready

a_records_unigue[ 'dga_predict'] = a_records_unique.domain_tld.apply(lambda x: dga_predictor.predict(x))

A quick sampling of the data shows our prediction has labelled our data.

: | a_records_unigue.sample(18)

dns_rrname domain_tld dga_predict

107 mirror.hme.edu hmc.edu legit
T6 download windowsupdate.com windowsupdate. com legt

a3 mirror.its.uidaho.edu uidsho.edu legit

106 mirrors.kemel.org kemel.org legt
176 client-software real.com real.com legit
129 cloud =marks.com xmarks. com legt
126 FL FL legit
a1 google.com google.com legt

83 =pi.facebook.com facebook.com legit

82 www.malwarecity.com malwarecity. com legt

10 ~ FEHI DNS firBER T R A » BRHOR © BT -
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" R AEEANEEE 2 AR FEE (Fundamentals of Cyber
Investigations and Human Intelligence ® % : Christina Lekati &
Samuel Lolagar)

(—)FEBENEREREM T

4% Christina Lekati —frOHEEFMHE TEEHS > B—Ik
Samuel Lolagar ¥ &E(MMEENEEE - A SENHEFTELLE: - MIASEE
A e S I (=i

AERIES MRS S A R S RE i BhE A B T AR U TR A S
TAEZ 520 BERRIES R A FAACIR IS H (OSINT) ~ 1L ARG R (SOCMINT) Kz A S5
B (HUMINT) » HAfFREREER B aE S A Ut BN B 8 by AR JU TR L Bl
AN PREE AL AR B AN 2 B L s &

() ABAAEE# (Open Source Intelligence » OSINT)

FEdEiEs 27 gt > FIAARACREHR (OSINT) {E7MNEUE #iae. Fyie EH AT
BEZHHE . LRI REINNE LR E A i S 2 P55 8] - OSINT 2
FEIE S AP E IR TR AT &SRS - B R R RIS, ~ 1R 5 8as ~ ¥
[ > EHS OSINT dHAKAES fe Fal I VEAEM R, - BHE B HEE) - WA E
H ST 2 PhEL -

B4t OSINT ] AR BIHARE A i Ba s A B EhRE - bt seizs
FHEf ~ BEE TS AN RS o > T AT AR e B B SRR TR R A D5 =
LB R R R VIR A > IN5RA B R STRITEPGEE - (e g By
Jee\f o

HAK > OSINT R a1 AR $ A MR H B E b t 2 Y >
FUE AT A RISEERAE A AS ERYEEIFIE SR ABHRE - o] LS IRLEE A FT AE ik
FBBE S - WHATA B TETEZIR > R ELEH -

BN > OSINT JRe] i Y B B M A 22 2 S © ittt SO AG P
2 R RIEEAEA AR EIR - o] DU r SR BAH SR AH RV R S04 - A RIRY
RN ENE S S R R > PRELL A AR M 2 el - AT B AR R st D
TR AR -
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OSINT {ESERS 2 &P inEE R A e RN EE B SR stt TR
Y FEEEHLEEN > HEE OSINT TEARMAER » ST &4
REVRR - HECRBASE BN B R 2 B NRSE -

SEET74H OSINT Framework (& 11) HHFRIGRE » HR2EEEZENRAS
s 228l CEH (Certified Ethical Hacker) :RfEE EBHE @I T E o OSINT
Framework & —{EZ5E & T EAVALE - 1] AR [E S48 A1 E - & 50 A B 15

SR
Hal °

(O ThatsThem

O Hunter

() Email to Address (R)
O VoilaNorbert

) GHunt (M)

Email Search
mail Search O O OSINT Industries

Username Common Email Formats
. ® ) R ® () theHarvester (T)
Email Address () Email Verification ()
! O Infoga (M)
Domain Name () Breach Data ()
i i () Skymem
IP & MAC Address () Mail BlacKlists ) i
O MailsHunt
Images / Videos / Docs ()
Social Networks ()
Instant Messaging ()
People Search Engines ()
Dating O
Telephone Numbers (O
Public Records ()
Business Records ()
Transportation ()
Geolocation Tools / Maps O
Search Engines ()
Forums / Blogs / IRC Online OCR
OSINT Framework () °d X © Text O O .
Archives () . () i20CR
Pictures ()
Language Translation () () New OCR
Videos )
Metadata () () Online OCR
. i Analysis )
Mobile Emulation )
Terrorism () () VMware Workstation Player (T)
Dark Web O O VirtualBox (T)
Digital Currency ) OSINT Automation ) () Buscador OS (T)
Classifieds () Pentesting Recon () () Kali Linux OS (T)
Encoding / Decoding () Virtual Machines () ) ParrotSec OS (T)
Tools O Wordlist (O () Microsoft Edge Development OS VMs (T)
Malicious File Analysis () (O Paterva / Maltego (T) () Subgraph OS (T)
Exploits & Advisories () O Overview () Tails Live OS (T)
Threat Intelligence () () Online Nikto scanner ) Whonix (T)
OpSec O
Documentation / Evidence Capture ()
Training )

11 ~ OSINT Framework &8uk » ERIZKIE : BfTEE -

EREESHE AR LA - B EE Y "Email Address JHH - B
B G L RS TEE 0 FEEEE "Email Search B§ > BIPEZ| Email Search
FERU T E4dut > 41 "Hunter ; ~ "ThatsThem & - 225855 "Hunter |
% > Qg g 8Ebkez T EMEIE > Q8 12 B - Hunter 2E T AERHEE AL
HYEmail » %1 Google BT ~ splunk % (>3 Email EERAELS - S ATREHAIHIE R
SR TREEESR R — -
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% hunter Product Pricing  Resources Company ® signin m

Connect with anyone.

Hunter lets you find professional email addresses in seconds
and connect with the people that matter for your business.

‘ | Find email addresses

Enter a domain name to launch the search. For example, hunter.io.

12 ~ E-Mail Hunter 48k - ERERIE © BfTEE -

Wayback Machine(4guhiEyEi%)
B EZEEE - FINVEH - eSS 4guh e — RIS A Ay g > I &
ECREANERELS - E 2 THE RIS EREE -

B0 2024 = 5 H 13 HEOMHEAHS Europol 4ubAEEZE AR -
£ Wayback Machine =51 AZ4g011% - GRUZEEREFEBBY - &

At EEE H @GR - IEA T EAES KRR EEEEREL > I
ATHEN T RE R B fETRE -

—

INTERNET ARCHIVE

i Explore more than 866 billion web pages saved over time
DONATE n“ |"H

https:/iepe europol eurocpa.eu/

- Collections - Changes - Summary - Site Map - URLs

Saved 118 times between April 24, 2014 and July 9, 2024.

sl mamas lLIl-HJhu-- i|-

1 2002 2003 2004 2005 2006 2007 2008 2008 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 2023 [Pl

JAN FEB MAR APR
1 2 3 4 5 & 12 3 1 2 1 2 3 4 5 6
9 10 " 1 13 4 5 6 9 10 3 4 5 8 9 9 10 " 1 13
W15 16 1T 18 19 20 o213 14 15 16 17 0 1 12 13 14 15 16 415 16 17 18 19 20
21 2z 23 24 25 2% 2 1 19 20 21 2 23 2 w1 19 20 21 Z 23 21 X 23 24 25 2% 2
B % 27 2w 2 24 25 2% 7 28 2/ N % 29 N
MAY 13, 2024 #
3 snapshots JUN JuL AUG
+ 09:25:24
s« 095619 1 1 3 4 5 6 1 3
= 10:21:54 2 3 4 5 8 7 8 T 8 9 10 " 12 13 4 5 8 7 3 9 10
g 10 M 12 13 1415 4 15 18 17 18 19 20 U - O F A I I
16 1 8 19 20 21 Z 2 Z 23 24 25 2% 2 1 19 20 21 2 23 24
% 7 B W N 3 ® 4 3 % W B W % % 0 H % % W B W W 3N

B 13 ~ Wayback Machine JSE45E » ZORIAOE © E{TAE -
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OUDSCHMAENNR 116 conures

EPE
EUROPOL PLATFORM
FOR EXPERTS

THE INTENDED USE OF EPE I WELCOME TO EPE

PROCEED TO SIGN IN

DISCLAIMER

& 14 ~ F2E4H4% Europol 48k 2024 4F 3 B 1 HEEZRTIEE B - BEKE -
BITHEE -

|ht'tps:F.*epe.europo\.europa.eu:’ | MAR LAS JUN @ o

Z EURZZPOL

THE APPLICATION IS CURRENTLY UNDER
MAINTENANCE

The service you have requested is not available at the moment due to
maintenance activities.

We apologise for the inconvenience, please come back later.

15 ~ FAIEELHER Europol 481k 2024 ££ 5 A 13 HEBEAREEE - TRk
IR BITEHE -
2. Maltego
A] A N B IE ER TS 50 DNS GC8% ~ whois ik ~ fE5 5 « (IR
= BEEZ MRV - DU Bh 3 B RE R YRR A RIS - BI2IA
AR ABWEETRE Y — -
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@ MALTEGO PRICING PRODUCT v DATA v PLANS v LEARN v  USE CASES v BUY ONLINE GET A DEMO

Register for our next deep dive! Discover how crime units can monitor and il { hate groups ing harmful ies that may cause social unrest and violence on Tuesday, July 16, 2024,
at 16:00 CET.Register now!

o
* e * () (4} (2] (L) (o)
stway LL 4950 F Abuse velocity. high B R b F
ik % % k) (%) (& XN (B (B ii
- ii
St.P Fi 1
@ @
% %
St Petersburg CLOUD-IX SPB

B 16 ~ DL DNS IE&E A5kt ;e IP » BRIAIR : BfTAE -

3. Numverify
P A B SR BB M B 5 (S ER. APT » RSB RS I B e » &
% 232 % > BEak -

numverify Pricing  Documentation  Affiiates  Blog  Signin | SignUp for Free

Global Phone Number FoRMATTED
Validation & Lookup JSON API Vaiid v

Local Format 4158586273
Real-time REST API supporting 232 countries

Intl. Format +14158586273

Country United States of America

Location Novato

Carrier AT&T Mobility LLC

Line Type Mobile

SUPPORTING 232 COUNTRIES

[ + ] ZA BS ES IR LK #ea sh = SR = Sz =3 SE 2= CcH 0 . +963 W B T = Z A TH = TL Em

17 ~ Numverify 48uk > ERRR - BITEE -

&r b RS2 I > OSINT # Ryt 2 2 B A A & RS 2 4
RV T E - FF24H8E A OSINT 2P AliZe e Bl He HoRoR - B 1 o BhaH &%
sonl IMERE SN > OSINT JRAE FAEHE P EfEbe - B4 8 TAYER EAT Ry TRES (2K
M2 2 - T2 ENEEIE A RIS » £48 OSINT Hifs H A& -
MHEE R GUEREEER ~ HEREFEE T35 « (EAEME - %05 - APT &aR - A
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EIERA B S B E I

=112

MR AR ~ EEEAURH B & &N

L& -

OSINT 2—THRARHI T B - sEfmBIAHEAIE A IE A B E N T2 HUA B EAE
o A > BRI R Z E YRR - N Rz MR T &t AT RERH
B TRERVEE) o (RIL > B OSINT HYZE(E IR IR AIIE A (Rasg (B A RI4H
S EREE -

(=) B R B (Social Media Intelligence » SOCMINT)

o = E TR S TR Al Ryt LA RAG 1B (SOCMINT) > SOCMINT ‘2 fafettze
B PRI BORHEEE - HREREGEEERNVENR - it #n
PSR A S THR SRl o SOCMINT ‘2B # (OSINT) #Y—{lEF-<Hisk » EHH
B ARG A ERYEEN -

AT SOCMINT EEEHE A T E AN AT A AR BURACE R - — L5
S SOCMINT T HAHE -

1. Who posted what
KT EAf%#1 ¥ Facebook FHE - FREHE =R H A KRS AL -

Who posted what? - Facebook Tools
» Facebook Tools - Twitter Tools

Idea by Henk van Ess, Developed by Daniel Endresz and Dan Nemec, GUI by Tormund Gerhardsen | Follow us on Twitter by clicking on our
names.

1. Getting started

whopostedwhat.com is a non public Facebook keyword search for people who work in the public interest. It allows you to search keywords on
specific dates. You are granted access because of your work. We do urge you to donate a small amount of money to keep the server running.

Donate
s =

How is it working?

When you want o search on a specific date, you can search only for the year, only the month from a specific year or for a specific date. It is also
possible to use two or more keywords like terror attack paris. You can also search in posts who got posted in between two specific dates. It is possible
to search in between two years, in between months of different years and in between two specific dates. You can again use more keywords.

2.GetID

fthe D comes back as 7, wait  few seconds and iy agan. Somelimes hs s Facebook's antscraping g
18 ~ Who posted what 48Uk » EHRIZIK : BfTEE -
2. X Pro
JE2cHE TweetDeck » f—FKEIHERF (Twi t ter ) FR{LAY(T S S ThRE AT A
EHEAER - ARE AU E AR LaVEs R EE) -
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FEEILTFINRE - nIBEIRT IEHERR S ARG -

Notifications HEATHER | Pink Ninja Blog
#)) HEATHER
<

X FEB. 29TH

A

- /]

HEATHER | Pink Ninja Blog @ added you to
their List SOS Xperience Social Mix

o

Miriam - The WiC Project liked a post you were

M) HEATHER
@' Tk

B 19 ~ X Pro/TH * E2KIR - BITEHE -
3. Gramhir
=—EREN Instagram BREHTELGH TE » (EHAE RS AN AE
2B > A IGIRSUETIE SR EER BN - A5 ~ BHtE ~ B
e DR EEAE RS ECIRESE -

AR e P HE S (LR AR A BT S AR I AT e fr R #E - SOCMINT FRFAEE%E
PR TERUER T EE T H - AR GRS E RS EREARER > H
HiZss > EMER 72/ - 280 > & EERry#E - REERBUTEIR
EHSNEENMESE - IR E AR SR L2 -

RS TS — (A B s R I - WIBENZ 2 TF ~ TS TiR
& K A RBURTIE E B A A E ) IR E R E ] SOCMINT » =] Ry2H &k
REARWEE > Bt e AR AR & -

(P AE B (Human Intelligence » HUMINT)

B S M E NG #H (HUMINT) > HOMINT 2—7f& " 5, (EEEHI TR i
NS ATTEIRAM R - HEE B BUEAR T TGS &R
DL e 5 2 RE 4R B e R AN B EIFEH BN ~ BRI -

HUMINT 8% B EEFOEE - HE - FleaE s E 7 =087 - JLaui
HOMINT ‘e 5y TR A NS &y — 5, - SR = 0E

18



SEATEE A  EERIRE S DA MRS -
BEERHE RIS RS - HUNINT IS I R BB A
HUMINT T8E 6 SRl » 41 A T BRI BT - AR e R
AT -
NV HRIE TR - B RER TS W PUERIRS
SR » BEENG (S - HUMINT 5 R RAT HRATIE - (IRt AR
BB RLFT A A R -

() EfEEA

sl i RSSO ITH SRR (206 200 - FIHERE MEZ THRIRE
HEDHERETIAE  IRARISHIE AR BT8R 2021 £ 9 H 18 Hit &M1& »
RS EERNUY - HEIEERIRSES ~ A0 - ek - A FESHE R EYS T
FHUEFER > R EE T EE R R B A - A R AR URYEE)
PN R SRR 0 IUERE AR IR BB OSINT 1R B2 1k 2 I -

ORI

v a'(c'-‘;i

7. 5

B 20 - MEENTE: - EEEEESTS - ZRHOR : &R -

£
~

[l

FERMEEE - BRTZELGERYMNE (Privacy Detective : Sniffing Out
Your Data Leaks for Android @ i8%& : Meggie He 2 Abbie Zhou)

aies Meggie He fz Abbie Zhou JM4H—FK %4 Ey Privacy Detective Iy T E - AZ¢
HTHEZFER » R EEH Android Z4¢ EZEEFIEHEHES (App) FAAEE A RBRLE
SHONEETRE » [FEIRFE S BRI ZEOK - 5 T B E 2 HZEHEL Android ~F
S App THIFTA &R - P HETE S A ERERSI NN E R EEERILE
AERNETE -
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REEET 4 Privacy Detective T.H » 2 3{EHELH - 7 hl@&ERMEE (Data
Collection) ~ Bl (Data Processing) FIERI5T#1(Data Analysis) > izRAA
Privacy Detective T.E.Ei Android &%/ =0 (AE] 21) -

Android System Privacy Detective
Android Runtime Data Collection
Core Libraries Cipher Hooks

Jjavax.crypto.Cipher —,—)

—— Socket Hooks & Invokations

java.net.SocketOutputStream i
J P 5 OpenSSL Hooks & Invocations

Jjava.net.SocketInputStream
Data Processing

android.os.Process o Decrypt TLS

Http/2 Head
Native Libraries Decompressikitip/2ilieaders

libssl.so Decrypt Nested Encryptions

SSL_read()

SSL_write() Data Analysis
libc.so Privacy Info Scanner
gettid()

Output

& 21 ~ Privacy Detective T.EEE Android Z&5R%: - BRIAE : FEGH -

Privacy Detective T EE{E 254 Android Frida #EZ2 » FFH Hook J7 =i
A Android EEHY Java Runtime fINative Libraries » DAHEE S TEAGRS 4R B0 E
el B1FE TCP Socket ~ SSL #4% ~ Cipher IS (401F) ¢

(—)TEAEEI TCP Socket BUERF » &50sk [P rhk - HESRGRNG - #UT4E D FEEE
E

(=) ¥~ SSL 42 N¢ Android 9 OpenSSL p=EEHELES SSL kA ~ Sequence Number
FEMEAERHE R - 558 Android 2 A HRAE SSL #4RHT TP Al Port EaH » LA
BT T4 1D AR 53 A [EIHY TCP ZEi4s -

(=)Cipher INfE# ZEHL Java 1Y Cipher JHA - BePZEhnfigad s - A BENEEN -

8 FEIE R HFAGRYHSCE R -

SHf
&
i
Eb>
a‘?“ti
\\\>§v
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MR o BRI R N B IR i e & R 52 225 ByteBuffer #Y Position fif
o MR R [FARJE TR AR + ST HTTP/2.0 iR > AEBE#E573F Client Al
Server VA UiE#EE 7=, » 2KAZEA4E HTTP Header FYANE ©

BARERVICERIL - BTSN IERERS TS T - AsE S A E A
(EE ~ RAVEERFERT R > SR ATy App B EEFHEIER
afl > HEAEITRy o MEVEE I SRR E B AN - FIRFEEE AR Android &
AE (6 FH B MR IR ST 2 BT RO MR 5 S HURERR - 2R PR H CHYBEAL -

RETREEAN BRI BRZWE - HHEREEER TN SERE
(From BYOVD to a 0-day : Unveiling Advanced Exploits in Cyber
Recruiting Scams ° 5&% : Luigino Camastra % Igor Morgenstern)

A AT PME T AL B 404 Lazarus FIF Windows 2850372 R (CVE-
2024-21338) » BihE—TA 5 Kaolin RAT HYHTALEISSHEAE (RAT) - BROhIEH F =
2 Kernel Bt  MMEH — 25 BEEE) - FUIRZIRE - Ho80TlR
SO A A S -

TEBEBEFARBLUTN PR © (406 22)

Executing @
" AmazonVNC.exe |Loads
Job offer s
(& — @ Mounting _[F 1 ] . ... |
; —_— T | e o €—
(/\D Sending , B .. L®
@ Skill Assessment.iso ... version.dll Loading and
= i executin,
l_"\':J o D ¢
Skill Assessment.iso =
aws.cig Downloading
shellcode
A .
< nstallingDLL ___ ~ gpe)) copE 4—Executing—§@<—
=) as a service
~
RollFling Hacked website
LLoading—-) l —Loading—) —Loadmg—)
=
RollSling RollM:d KaollnRat
Loadmg
{23
FudModule 2.0 CVE-2024-21338

22 ~ ZEEESIE  BRIRIR - sRE R -
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(—) BB R TAEM%E (LinkedIn ~ WhatsApp ~ BT B {F o EAN -2 ) (H A {AHE
A WC TEAYEE IS0 2 (MIEZE B S AmazonVNC.exe ~ version.dll Al
aws.cfg) » SA(EZFEPITEAEEREIN DLL 55 - EMEZHFE BT T
shellcode °

(O)PFEZELEEIHF BT shellcode » HBEfZHE R IT— %5 DLL fE%E + 5 1
{EZ RollFling #§% - It DLL BEEMA HRBER - AR REABREIAE
Rol1Sling T—fREEE#HE - 55 2 {EE Rol1Sling fEZ » nfHEECEAS IR
1T B T2 2ERErEN - 55 3 {E% RollMid HEE » & EZUIREEMHE
Kaolin RAT HYMrAYZmHIARR (RAT) » — RS R dsr @i T #dT -

(=)Hxf% Lazarus 4HA%BHES T —(E 5 FUD MY rootkit 540 » AESHiE i ERlE [ I B8
A= B2 RE 1 RAIIHEA EDR F% 7% - FUD B4HE T 9 AR [EHY
Kernel Y ERlg - EFEEEH BN e 8 ~ AIEEEENFE= « [HEY ETW Seeks - 2=
FERE RSB EH Y -

Lazarus SH&RAVEIIAIRE R LIER R L - B R R E N\ B E T2 15 RS
EIHE PRI HE » Lazarus $HEHC AKREEIR - F#EEHY APT WETE - B
ARG - R I IRRE T /KA - ikl Rk XL APT B8 - JETI5R
FE A TV e o (B MRES s IR S B ~ B S A e

BHERTE  ERGH FERSE NE K FE K (Operation
PoisonedApple : Tracing Credit Card Information Theft to Payment

Fraud ’ 5% : Gyuyeon Kim 5z Hyunho Cho)

s RREE SR 298P (Korean Financial Security Institute)i#5E A&
Gyuyeon Kim k& Hyunho Cho » 73 =4 2022 4F 9 HEEH T84 50 FETALR Ergls
Y —Z YR I B SR W — P B HE P A ERE RN -

B gk sty FEIERRCEE - BERR - BAER - DUEEER
HmEM MrERES T o K T AEEE - B ESA N S EREE T - R
TE A A SRR AR5 1 4G 3 B B & (et M Ry A Es $Y s H T - H4h > BEUE AR
B AREHEN 8 HERUREZE N 250 —2 A Apple Store
Online HYEUEESRIRE @ 2KAETTILIE -

EIE 5,000 S EIHRESEAARENT TR AT > MMTSEE T 50 (EH AR
AL o B sHER (T A R A A IS IS G S T T Pz —J& SQL EA -
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FEHTE D) 2 VBRI AERE LR EA SQL - &R 7 ki EE 88 AR -

Webshell EREAE(EIREs b > BAE Rt s (alikes - W2

T

B ] e EERIM AR ALY - MR A aet Y A TREAE A RHIER
as L EE AR (EAEES S R H T > B AR Y A g i AAE IR 48uh B SRS

M (40E 23) -

i Webshell fE&4%% F#h

Eza ey
TN=E

wwwww KCP X
Polo Shirt (White)
- select shipping method 30 $
select payment method
ORI F
Shipping () #4i= P t method #a7tc v
PPING < yera ayment mefho Agree to terms and conditions =2
" " general payment
. payment amoun
p——— Credit card number [ Simple payment  Standard payment
Shipping aac Expire date o v 202 v
fee BQ7 RS EYH|(T= YX|9) 3000900 TUH PAYCO 1% Cashback on pointS
total 36000 # CVC number
payment method e A e Interest-free for 2-3 months
Resident ID number
payment fm=s  Interest-free for 2-3 months @
@ credit card bank transfer Card PIN 27} 4~6% samsung BC shinhan
mobile virtual account Additional (a1 2% Ay lotte hana nonghyup
Password o - woori citi + more
- Purchase confirmation
' WA HEO ABYE U A HeHRO Amount oo
OrMS o olgepu, (Mxaawy Hex Has) NHEHFIE 2-47H8 S0|xt g5
m m cancel
B MRS UL BRI SOOI 2/3
I

inserted the phishing payment page
23 ~ YEpRSVAEE - BrRE - EE R -
FE ST IR TEANE 3 B EARIERU S - A RN — Rz Em w6
FHEEAEmE L B & - SR E A EMETEEEER S

(HEZFRGVFE EIEFEANTIRIEN « BEERTGENEHFEME TRV
= EEEY - f B EORESORR WESRMMIWEUD &M > fl40 20
SZITHUH » ERRASHEEE HE EEEA N S — R TIRE - SR
FAE R -

(OVEAF TR FE EHE LB TER - FEBEREERLE - REEEA
BEHMRE - % > BEAER AR SEERE AR ERE )50 - I

AR THIA G - A E RS B P E TS E LR E 5 S E E

I:[ o
mim}
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(=) P 2 0L BEERH TG FEARERA R E - AR BN LY
KeEGE T M AU ) HYBEE (ANIE 24) > FEE S ] DRI EA R B S ISR HUIN L (5
F#GEE R ERER  TARAVEABCRA FET R B TR AE A EER
BHEGHEEREHEELEE -

Now fill out your pickup information.

Who will pick up your order?

I'll pick it up

The threat actor filled the buyer’s info
into the recipient’s details field.

Send pickup notifications via text message to the phone
number above,

What's your contact information?

. . The phone number you enter can't be changed after you
e Flace your arder, 50 plaase maka sure (s comect,

B 24 - BRESE " HMANE , HH > BFRR - #EhR -

114

U S A VLA Y R H T > SR T — ([ B AR R R R e T b
firhl > PEEIEHEER G I B EBIE —(E44 5 "Evil Queen"HURTEZEERG - 2% HAG
H 2009 FEEHAE N ZEI TR BEEE) - HANE LIRS B aEE Ry
BLOA > B FHER e 75 - R RE G £ HA I o5 PR -

N~ IRELEHE O EE S e - BN ERREdE (EDR Reloaded: Erase Data
Remotely » 53 * Tomer Bar J Shmuel Cohen)

SafeBreach N\ E|Z25eE 445k Tomer Bar & HZZ4 %2 & Shmuel Cohen 1EJH
sEFFE Y - UL (e R & MESE B (Endpoint Detection and Response, fiif# EDR) &Pk

RENASRZIEEEERENREETE  BEES X ElEN - TRERE
TCAH S B NS » A o Ry AT 5 ~ BREHCRIR(R -

RSB E n LU BB - (e 8 2 Emiaikes DaimiiPrE SRR - 54
P B8 AR O E R R LAY AR AT A Ry - TS 7
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Eesréd CVE-2023-24860 ZJFAaRIE » &%l n] AREE B 3 B sth i ] o e
A EEREEREAE - HarHEUEN = R AImB A L AETHRGOE MM
ol o 3l H5E A EAIE] > 5ZRIF AT LAE Linux #1 Windows A /DTl [EHY
LB mE > A EMRE -

s AR RHAVIR AR N I EPEAE AR EMEIES DR SN B E - flaE
U PR B (EE R - FERZHARN T - BERERB I Z 2 ER B A 5 e
([ 25) -

Second report to Microsoft - CVE-2023-24860 patch analysis

Fixed Attack Vectors unFixed Attack vectors
Remote deletion of Windows Event Log file Remote deletion of IIS log file
Remote deletion of MySQL database ] Remote deletion of Apache log file
Remote deletion of PostGRESQL database Remote deletion of NGnix log file
Remote deletion of MongoDB database Remote Deletion of Filezilla server log file

Remote deletion of MariaDB database
VMware deletion of VX file

Unprivileged deletion of Windows Event Log file Unprivileged deletion of Defender detections Log file

Local deletion of VMware VMDK files

25 ~ ZEEL e WERTER - 55 L0G Jre $oRimiER - BelkiR « EE R -

& NESIE T 2248 CVE-2023-36010 JRl 2 Ze g% - EIF{o gt
TR 2t > 2R A] DUENEB TR MYSQL ~ MariaDB ZARHEEFRT WMware 5%E ~ TE4R
MongoDB AZF5 ~ 822 Pos tgreSQL ~ & MIER Web FEIfRES HEE » Windows Defender 7R
fHER H CHVERTHES @ 2 BMHEEKX -

PE M HENE - Fra R E E SR T SRR AR RS PR EE T
IR (Faults in Our Bus: Novel Bus Fault Attack to Break Trusted
Execution Environments in Embedded Systems ® &% ° Nimish Mishra)

F S T B e B A A 22 Nimish Mishra 35 dTHAHER T B (S
17E31E (Trusted Execution Environment » TEE) ZIEAVIGT » bR T olhE(Rcs » &
RAERNZEENEZE LS LTS EE > [NIE TEE 2R ARG 0 IV E F %
il o
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A

TEY g ERiE o - EASIEE (55 mE BRI 8 ) MG EE 2 - i E Y
Rtk (AEERZIESE) BakiGied (SCIEAGII® ) - TEE n] AN i e i1 EC TR AG &
R VBRI -

B T AFNEEE > e e R4 (SoC) HERHE L - [ LUZHE

CERIERBE A T AruEPEREE ) B 2 (SRR BRAVEERE . AR —E S ERT
¥EEE (Open Portable Trusted Execution Environment » OP-TEE) #Hf#k%] Raspberry
Pi3 R ARG L > WS HZ R ETERLE - EMEFHE TEE + (FilE
GlobalPlatform APT #if& ) BA IR - BT A I Linux elEE = {EEE
ARERYVBAE R -

Fl on System Bus: Attack Principle

mem_addr Lll'lﬂrlh mem_addr *
“LgE: s

mem_addr : data

data “lllﬂrjj data  ofom
g 2| = |2
,\;thﬂ-ljﬁ . - =

() {0F « EmF <«

=0
faulted data l’E,J'll? 1 data

Fig: Electromagnetic Fault Injection
probe positioned over the exposed
system bus on a RPi3

load dest_reg, [mem_addr]

& 26 - ERESIEE AREREY - BRRIF - HEmEH -

T TEiR T AT IR T 2 (L AU A SEHY APT M > LUK TEE #Y
WOAGRREEN - MMELRREE B EE RGN - BESINTELGERE - ErHEbT5E
A RV AE E (FR - RS E IR TR E E:

ARSI Hes (Network Operations Center Report @ 553 : Neil
Wyler K Bart Stump)

Black Hat HYAES &4 0000 (NOC) FERZ B AE 5 B RARRVEREE Z — » Ryt iR
A RRIESZ =AM Ry T SR A e MR E 225l - SR AR B IS (E 485 > NOC
ARt et R ] VR R R -
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Threat Detection & Response Mobile Device Management, Malware Analysis
Identit and Domain Name Service
Y ¢ NETWITNESS alial

cisco

S e
Detection :

Wired and Wireless ARISTA
Network Equipment

27 ~ Black Hat NOC it & ’ﬂﬂ@)ﬁ  EEEEEE -

B EBAY R SR B E — B s A =] - MR HET 2 A = RS FIAHRL - £
Black Hat Asia /SENFAwHYE H AT > FetddE N8 - Epsalh » BRETET RS R
F o WATRHNE RS EE IR H A e 2 - Bt - BRI EIREEIR
DLEEFTA N > IR A E e - g IR R EEAHE - 2
AL PRIFAEES I A A -

syslog api
NETWITNESS e ARISTA corelight W | TALOS

apl & .|1J- Recorded
o il" Future

Pulsedive g
C(eerlame Google @
#% SHODAN

tap

by €isco

ayNod & alerts
i il XOR
api/ net & app netflow

syslog telemetry
threat intelligence

(<)
block v, - ThousandEyes(g

queries &

3 g'5\3\
\_epo‘\‘“ security network visibility
response Gco =X ) / e events
actions \ -

s=slack

intelligence 7 For at Grid SM

alerts

&l 28 ~ BlackHatAsia $EREALHE - BRIRR - A& -
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29 - NOC I > BORISOR © S -
B DSEEREH

20 Black Hat Asia 2024 2 —XIEH B HAVEEE - ST T TARZIRVENS » A
AZHIROEEE A T IR H Y2 8 LUN Bt RS G0 — S S -

— ~ FEEFE (Keynote Sessions)
Tl TREUEFE S S T S AR 2 EEE R R E G RGBS

T E RIS RN ~ HT LB U DR AR RS, Rl R B R R e B

e E 2P HER » DL ol R & & e il 2k B A ps 2 2 2 il
FIFESEH G » 0= T FIRVIHSCRCR A E IR LS B Wissed 7 ERIiEE LR K IR

ﬁ';g_‘; S
B 30 « SEEHET 0 BEOE : BT -
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=~ ZIfEYisRtE (Workshops)
B TAEDTRRE > DUEERIE - SBLERGIME R A S e PR
i NMERBHETTELRAMKAE - iR T R H R - 26 AT R B R
AYAED - MR RPERTTE - IR Z SR E & e N T RS EIHI&SE &
BIRARHVE N RAHEE: ¢ JMeft T EE E ORISR EECER R (b2
FHRE - AR AR BRERE RS - RS EIRERIERETT IR LIEIRE
HE -

(—) BRRERERE B R T HEH

NG ECE @ RS =R S 582 ER SR T 2 — » RBEAK
HEBURTRRE - BRSEEREE - AEPTRBIRE(EZ B B EILAEH] - mEE
AHTEHY AT £52fa > FEE SR Al St E ANEZ R o - 2R A A

1. BREEERESTTEMA AL KAPMEHH | SHERRRE TR
(N-S00) ~ BIFHEEEMAITIHDL (N-IAC) RBIR R E I
B o0 (N-CERT) 2 {555 » 11 b & % 7 M6 48 s e 80 5 00 o
(TWCERT/CC) ~ S0 BN 220 » 1B P8 B e i s A
BEE TS TRET RIS - SPT R TAH - ST APT 5%
G TSSO TR B eV BRI AR APT B4 - DI
(CRHE 2 A A ) -

2. BURFESESRRIEA AL BEIHBIRRT A  EH R B i 7
ToA 5 1oC & » EBLRILATRD A THIINN » AROL
W R RS R AR D LA
TS B2 RTINS - HERIR A 2 M G T ES - SEE

PRI EEREARIHETE - DARERR AT B 22 S RITTRERE <

Pg

(Z) SERREAEE N B

OSINT ~ SOCMINT A HUMINT &R HUXERI M AR EEHAIE R - I TEREAY
TEHRUEETT 7% - THEMREAIRSCEE MR - =52 - ABHIREELR
THRAREETRMITE - ARG RS Rl - a0 A T SRR BER 1 > 2k
T B R ERHT SRR A AEHE N -
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FrfEER (Technical Briefings)
oGk E E Aol AR » wE 7 ERFEERE (APT) -~ EEWEE A
I3HT ~ JRIEIRST ~ LB SR 2RI HES T RIANE - H o BRE HIRERIRGE
He (¢ HWERENE BRI ZGENE 1A TEER PSP RE ) T F2e
o e A R R B A RE A A e R RS - R AT T RS IR
FEPERIPT Y AN - B e R R AR 0 NEISRAN - e T A [E /KB
BHIFEK » (ERZOWE TR -

ZETHREMBERE (Arsenal )

T AR ett ERE N S EFIR T EMEEE - feitir2 g TE > &8
Bt MG sadErs 222 pE ) 5 ¥ L EACERS B - SO FEMEE HH T AR R L
D NEIRZZ » R E R ERE 2 T AEE W L s ER » fEHEEE
LM REIE A E T S EAVE R
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