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Exercise Description (Seminar Leaders Only)

This tabletop exercise provides an opportunity for participants to simulate a government’s
strategic/policy response to a complex cyberattack scenario involving critical infrastructure and potential
state actor involvement. The exercise aims to improve understanding of the interdependencies in critical
infrastructure between governments and corporations, their readiness to respond effectively to complex
incidents, and improve considerations of the broader implications of state-sponsored cyber threats.

This exercise employs the DIMEFIL model to provide a comprehensive framework to analyze the
multifaceted dimensions of the situation and guide decision-making. By considering the full range of
diplomatic, informational, military, economic, financial, intelligence, and law enforcement elements of
government power, senior policymakers can develop a well-rounded strategy that addresses both the
immediate and longer-term implications of state-sponsored cyberattacks on critical infrastructure.
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Background (All)

PowerUp is a prominent multinational corporation responsible for the operation of critical power
generation and distribution systems in the country of Eldoria, a technologically-advanced nation known
for its economic prosperity and stable infrastructure. The company's infrastructure plays a crucial role in
supplying electricity to homes, businesses, hospitals, and other essential services. The efficiency and
reliability of PowerUp's services has contributed significantly to Eldoria's growth and development.

Eldoria has a neighboring country named Veridia that has a history of tensions and conflicts with Eldoria.
The relationship between Eldoria and Veridia is characterized by territorial disputes, ideological
differences, and occasional border skirmishes. Veridia is known for its assertive foreign policy and has
been involved in regional power struggles with Eldoria for years.

Eldoria is a constitutional monarchy with a parliamentary system of government. The monarch's role is
largely ceremonial, while the government's day-to-day operations are carried out by elected
representatives who are accountable to the parliament and the electorate. This political system allows
for a blend of historical continuity and democratic decision-making.

Veridia is a unitary presidential republic. Veridia's unitary presidential republic political system provides a
framework for centralized decision-making and governance. Veridia has been ruled by the same
president for 24 years. Veridia’s energy systems are fully owned and managed by their government.

Eldoria and Veridia are members of United in Peace, an international organization, which has two
working groups on the peaceful use of cyberspace. One of the groups is chaired by Eldoria and is
presently working on norms and best practices for securing critical infrastructure. Diplomats from Veridia
observe the Eldoria-chaired working group.
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Briefing

The day started like any other, but chaos quickly ensued when PowerUp's monitoring systems alerted its
Information Technology (IT) Security Team about unusual activities across their operational technology
networks. As the IT Security Team responded, they rapidly discovered that a cyberattack had apparently
been launched against the company's control systems, compromising critical components of the power
generation and distribution infrastructure.

The attack had multiple dimensions:

Disruption of Power Generation: The attackers managed to infiltrate and manipulate the control
systems of several power generation plants. As a result, power output was disrupted, causing localized
outages in different regions of Eldoria. The blackout had far-reaching consequences however, impacting
hospitals, emergency services, transportation systems, and the daily lives of citizens.

Data Exfiltration: Simultaneously, the attackers exfiltrated sensitive operational data from PowerUp's
systems. This data included technical specifications, schematics, and proprietary software code that, if in
the wrong hands, could pose serious threats to the stability and security of the power infrastructure. The
attackers also moved laterally from operational technology systems to IT systems to access personnel
data. An open-source intelligence company shared information privately with PowerUp executives that
some of this data may soon be made available for sale on the dark web.

Sophisticated Malware: Initial analysis revealed the presence of a highly advanced and previously
unknown malware strain. Its complexity and evasion techniques suggested that this was not the work of
a typical cybercriminal group. This raised concerns that a well-resourced and skilled threat actor might
be behind the attack.

Potential State Actor Involvement: Further investigation revealed patterns and techniques consistent
with state-sponsored hacking groups known for targeting critical infrastructure. The attackers' tactics,
techniques, and procedures (TTPs) were reminiscent of state-sponsored campaigns documented in
previous cybersecurity research reports.

Geopolitical Rivalry

The presence of geopolitical rivalry adds another layer of complexity to the scenario. It raises the
possibility that Veridia could be involved in the cyberattack on Eldoria's critical infrastructure as part of a
larger political agenda. Veridia has a history of utilizing cyber hacking groups as a tool for exerting
influence and gathering intelligence, so the involvement of state-sponsored hacking groups from Veridia
could be considered for this new incident.

As PowerUp deals with the aftermath of the cyberattack against Eldoria’s critical infrastructure, the
guestion of potential attribution to a state actor becomes even more critical, and understanding the
motivations and intentions of neighboring countries like Veridia becomes an integral part of the
discussion. The implications of this situation extend beyond cybersecurity, potentially affecting
diplomatic relations, national security, and regional stability.
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Response

As PowerUp's Incident Response Team (IRT) and IT Security Team worked tirelessly to contain the attack
and restore power, the organization faced difficult decisions. After its initial notice of an adverse event,
PowerUp notified Eldoria’s CERT of the cyberattack. Eldoria’s CERT quickly swung into action, meeting
with PowerUp’s security and executive teams. The question of state actor involvement became a central
concern. If indeed a nation-state was responsible, the implications extended beyond cybersecurity to
diplomatic and geopolitical realms.

Given the severity of the incident, the potential attribution to a state actor, and the far-reaching impact
on critical infrastructure, PowerUp needed to ensure a comprehensive and coordinated response. The
organization needed to address not only technical aspects but also legal considerations, stakeholder
communication, and engagement with government agencies.

As PowerUp navigated this challenging scenario in Eldoria, they recognized the need to collaborate
effectively with government, engage with external experts, and make strategic decisions that balanced
the restoration of services with the pursuit of accountability and resilience in the face of cyber threats
with potential state involvement.
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Guided DIMEFIL Discussion (All)

The DIMEFIL model is a framework used by intelligence and security analysts to consider the various
dimensions and factors that influence a geopolitical situation. It stands for Diplomatic, Informational,
Military, Economic, Financial, Intelligence, and Law Enforcement. Let's apply the DIMEFIL model to the
tabletop exercise scenario involving the cyberattack on critical infrastructure and the potential
involvement of state actors.

Take 15 minutes per DIMEFIL dimension to discuss the questions below. At the end of the exercise,
please be prepared to present three key takeaways from the exercise.

Diplomatic:

e How can we leverage diplomatic channels to communicate with the potentially involved state
actor and seek a de-escalation of tensions?

e Are there international forums or organizations where we can raise awareness about the
implications of state-sponsored cyberattacks on critical infrastructure? What might be done
through those channels?

Informational:

e How should we manage the dissemination of accurate and timely information to the public,
media, and stakeholders while safeguarding national security interests?

e Can we collaborate with international partners to share threat intelligence and enhance our
understanding of state-sponsored cyber threats?

Military:

e Are there military or cyber defense units that can provide technical assistance in analyzing the
attack, identifying its origin, and potentially attributing it to a state actor?

e What contingency plans should we have in place in case the situation escalates and requires a
coordinated response involving military forces?

Economic:

e What economic consequences might arise from a prolonged disruption of critical infrastructure
services due to the cyberattack?

e How can we assess the potential impact on our nation's economy and develop strategies to
mitigate these effects?

Financial:

e Are there financial implications associated with the potential involvement of a state actor? For
example, could sanctions or financial restrictions be imposed?
e How might this incident affect our nation's financial stability and banking systems?

Intelligence:
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e How can we enhance intelligence-sharing among national intelligence agencies to gain insights
into the intentions and capabilities of the potential state actor involved?

e Can we collaborate with international intelligence partners to gather more information about
the cyber threat landscape and state-sponsored activities?

e How would the level of belief or confidence on attribution affect Eldoria’s decision-making to
take actions in response to this situation (e.g., diplomatic, informational, military, financial, law
enforcement actions)?

Law Enforcement:

e What international legal frameworks and national legal authorities that could apply to this
situation, and how can we ensure compliance with relevant international laws, agreements, and

statutes?
e Are there legal avenues to pursue accountability if the attack is indeed attributed to a state
actor?
Report Out

Each group should nominate an individual from their seminar to report their findings, paying attention to
the interplay between technical, legal, diplomatic, and strategic aspects when responding to a
cyberattack with potential state actor involvement. Did you uncover the need for effective collaboration,
comprehensive preparedness, and a multifaceted approach to mitigating the impact of state-sponsored
cyber threats on critical infrastructure?
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