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Abstract

This paper introduces the application layer's solutions to the
distributed servers, establishes improvement policy processes,
and uses advanced technologies, such as Open Platform
Communications Unified Architecture (OPC UA), Industral
Gateway Server (IGS), Application Programming Interface
[API), etc_, to mtegrate the onginal distributed hosts into a
single new wersion menitoring platform with centralized
architecture that 15 casy to achicve the goals of casy
mainicnance, low wpdate cost and enhanced information
security deployment. The carbon footprint and information
deployment cost are only 35.47% and 9.86% of those before
improvement respectively, making an important contribution to
improving information efficiency.

Key words: Centralized architecture, OPC, 1GS, Low update

cost.
Introduction

In the early years, in order to quickly deplov and build a
complete monitoring system at the beginning of construction, a
large water company (water supply capacity &.8x106 CMD,
water user 1.835x10%, delivery water network length 65,888
ke authonized each distnct manager to build their own unique
monitoring system as shown in Fig. 1 to record and manage
water pressure, delivery water volume and water quality in the
water distribution networks. Due to differences in construction
years, disinet information technology versions, and unlike
architectures, monitoring systems in local district managers
have encountered difficulties in troubleshooting information
points, information security maintenance, and a surge in
maintenance costs [1]. Each of these distributed hosts
comnected to the Internet is not only create multple entrances
for cyber-attacks, but also cannot reliably manage updates to all
firewall versions. Furthermore, when computer software and
hardware upgrade one generation every five to ten years,
cspecially software sccunty vulnerabilitics are no longer
updated, they must be replaced accordingly. The replacement
cost and carbon footprint of N centralized architecture servers
are nearly N times that of distnbuted host, as listed in Table 1.
Upgrade cost and carbon footprint impose a heavy burden on

the company’s operating performance.

This article
deployment cost issues of the existing information architecture,
improvement strategics, simulation, implementation results and

discusses the maintenance, security, and

conclusions.
Problem Analysis and lmprovement Approaches

Existing information systems have difficulties in mspecting
and repairing fault signals caused by different architectures.
Mamtenance problems due to differences im OPC architecture,
the secunity risks of cyber-attacks on send message block
(SMC) data transmission methods and Internet entrances of
mtemnet of thing (IOT) devices, as shown i Figure 1. These
vulnerability threat 1ssucs are discussed as follow.

Fig. | Distributed water monitoring system.

A. Vulnerability Threat in Internet

Figure | shows that enterprises often use YPNs to prevent
proprictary data from being exposed to the open Internet.
Industrial contrel systems deploy a large nomber of
programmable logic controllers (PLCs) to receive 10T signals
from machines and centrally transmut them to the OPC UA
server and human-machine interface SCADA m the control
center. Data from enterpnse’s external 10T devices are usually
transmitted to the system host through transmission methods
such as ADSL or wireless communication. External 10T
devices and wireless communications must also adopt VPN to
strengthen secunity deployment. In addition, distnbuted hosts
have their own Internet query platforms, which increases the
difficulty of information security protection and the cost of host

ISBN 979-8-3503-9492-4 1
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replacement.
B. Deployment Costs and Carbon Faotprints

Table 1 is a comparison table of the deployment costs and
carbon footprints of centralized and distnbuted hosts. A
hyper-comverged nfrastructures composed of three physical
machines 15 used for network domain, GI5 map platform and
data storage functions. Related software includes VM platform,
VM server, O8 licensing, and MS SQL. The number of N
distributed hosts is N times that of the centralized hosts. The
carbon footprint ratio and deployment cost ratio of centralized
and distributed architectures are represented by (1) and (2)
respectively:

Table | OPC-UA Client deploy cost and carbon footprint.

e |
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| | e 1.
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2 w0, 3+
DE’FEG} cost ratio = W 1100 {2]

The ratios of deployment costs and carbon footprints are one
of the difference performance indicators for comparng
centralized and distributed hosts. Both are the main indicators
of the net-zero emissions issue, and they are one of the main
targets for improvement in this article.

C. Impravement the Vulnerability Threat Issue

The analysis of the above issues can improvement the
vulnerability threat issue in the industrial control and
information fields of todays water companies, as shown in
Figurc 2.

VT1 - External equipment should be prevented from
concurrently transmitting data streams to the SCADA system
and Water Management Platform.

VT2 - Confirm that an isolated local area network has been
established within the water plant infrastructure.

WT3 - Enable encryption on mobile communication network.
VT4 - Dhsable Samba communication protocols to prevent
security vulnerabilities.

VTS5 - Upgrade the iFix version with OPC UA functionality to
reduce signal communication nodes.

VT6 - Replacing existing old distributed hosts with centralized
hosts to significantly reduce deployment costs and facilitate
maintenance. Isolate the Internet entrances of the original
distributed hosts and change them to the Internet entrance of
the centralized host at the enterprise headquarter to strengthen
mformation security deployment.

D, Indusirial Gateway Server (1GS)

This article advocates replacing distributed hosts in various
places with centralized hosts at the corporate headquarters, and
changing the two layers information architecture to the three
layers information flow architecture [2]. From the perspective
of the corporate headquarters, its  branches manage
manufactunng plants in multiple different locations. From the
operational technology (OT) layer of the factory to the
branches, and even the information technology (IT) layer of the
corporate headquarters, information transmission at all levels
plays a key role. The signal source of a large monitoring
platform may come from 10T equipment dozens of kilometers
away, and must be authorized to the local information vendors
of the original distributed architecture to maintain the validity
of the local signal. When a certain signal point on the
monitoring platform fails, the centralized host manager must
query where the fault point is. 1G5 can be serve as this critical
vanguard in quickly locating signal faulis, as shown in Figure 3.

Fig. 2 Improverment the vulaerability threat sswes.

1G5 has the function of tagging name the signal source at the
beginning of deployment. After receiving the PLC signal, IGS
synchronously transmits the tag name to the HMU'SCADA of
the OT layer and the OPC UA Client of the IT layer. IGS
becomes the hub for signal transmission, and the administrator
of the centralized host can find the fault location based on the
tag name of the fault signal.
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Fig.3 IGS transmission diagram.
Simulation and Improvement Results

Improving large-scale information systems requires funds, time
and technology, especially when it comes to the transmission of
industrial control signals. For a water company that is
responstble for its own profits and losses, the update and
improvement of investment cquipment cannot affect the
company’s profits, it must be gradual and mvestment
improvements must be made progressively. Figure 4 shows thc
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deployment cost and carbon footprint simulati

between centralized hosts and decentralized hosts using (1) and
(2). It shows that the ratio between the two forms a negative
slope curve. The carbon footprint and information deployment
costs of the centralized host arc only 35.47% and 9.86%
respectively of the distributed hosts where N=13. Figure §
shows a scr hot of impl data at cach layer when the
water purification plant deploys IGS. From the water supply
monitoring screen of top-layer IT, the OPC UA Clicnt of
middle-layer. the OPC UA of bottom-layer water purification
plant and the corresponding signal management fields can all
display 0.651 simultancously. Managers of water supply
monitoring system can use this mode to quickly and accurately
check and repair fault points.

Conclusion

Existing distributed hosts face huge replacement costs, the
difficulty of repairing multiple architectures, and the security
risks of transmission methods will gradually improve. The
cxpected carbon footprint and information deployment cost
after the improvement are only 35.47% and 9.86% of those
before the improvement, respectively. The results show that the
improved centralized information system is better than the
traditional distributed architecturc in terms of improved
information cfficicncy, convenient maintenance, and low
update cost. The implementation results show that IGS is better
than the traditional signal transmission architecture.
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Fig.§ A screenshot of implement data at each layer when the water
purification plant deploys IGS.
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