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SSI) THREARIPEITAE - E&0HEtF 7> (Decentralised Identity, DID) ~ AJEgEE /&
& (Verifiable Credential, VC ) E1EE#E 4588 ( Selective Disclosure, SD ) ... F
(FHINATE S RN S 2 S IR B R 2 ) & > WHER IR A mATEr
BEEREE RS - RIS B

4rs S 7 TAEYS (Internetldentity Workshop » DU IW) 228K 7 A
B AR RV E R G - — R - EEINRT 20 4 - MR ETERR

2 BEHATHEN S ER A ERE AR & (World Wide Web Consortium,
W3C) Y53 AR a7 A A] Bias B re A A AR S A - B 25 HREAE S B AH )
BERUEEZGEHET  BERONES UM S TWEETESE - %08
BB ZZ [E] &k (Open Space Technology, OST) JEZUETT » AKX RE] 113 4
4 H 16 HE 18 H{EERE RN - FRUGEEN 578 T - il
F ~ AlBEREiRsE « By e ek 2 BN AR - e R R
AR R B TTRAR A 2OWT5EE ~ BURHIES - BRI E - HIERE

AR i, B A A 1 G B % R BT B A1 7 AR I SR A X T HE AT PR AE
S0 AIEENTEIEE IR (Mobile Driver License, mDL) EL&LABHEIREETE] >
{50 P At s < Rty > AN BB B A 5 o B SR e T4 - Sk
Rt PR L JcE <& (Open Wallet Foundation, OWF ) EFXEY B 457
TS oy Bl ] e RS Y A HAR A BB R UG EEHE T 48 8s - ARG EER
TRt e 1 5 P S R O B R AR S > BB A BRI R ARE - RN E SR E
TEte -

1 https://www-api.moda.gov.tw/File/Get/moda/zh-tw/u7filkS55Frifeo
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4BEE 5 TARY RUTR 2RI BB B 0 AR A EEEIE S 3 - &%
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(Verifiable Credentials Data Model, VCDM ) #2238 > JIEIZCIR - 1Ry TEAZAE TR4N
Fo AN ER AR A BT AR S T 8 2 BB B RE 2% (LUT RSB K
HE) FREIME o B SRR R > ARz M e T VR ATUE R
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ZEAHRA TREANSE - AR EHH TAEDs 0 S AR L Fe AR R ZE A Bl g ol B
IRE R, WEamBE SR Z T 550 - ERIIFtEE L N R E

( California Department of Motor Vehicles, CA DMV ) 38 FH ESBH Tz 28178 EE
iR SAEREEH TR N E R #EAIE (Chief Digital Transformation
Officer) PJE{* - thi&tE (Ajay Gupta) it 4 H 15 HEAHRE]r E3 HATENE
IRHETTCER - HFE 2504 AR E RS E AL - LT RIS ZeHRBiBH T
A FE g (OWF) BB B S 7 BB o Bl il s i ae 2 A i BB
JRAEHEHE T A0 -
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BAMEER

ARITEMERRDIHRAE D - BULBS ERE L TRERA - BMPEE
Bt &7 BEITE B E NN BURF S i R BT Bl i T R ~ (Y
AT FT4422 (Federal Agency for Disruptive Innovation, SPRIND) ~ Al A B
574 (British Columbia ) Hifir S JCBH&E ~ A FHEL B &+ EEHE
DA R TR ~ B - RABIRYE G - (FEAK LS E bR

BESEF A R A EEEAE RS 2B - 1]
Be B - BRI - TER IR (WM ELSPTHIE 2 150 18013
F& ) 5 A E A RS HY B PR A A il E 4H 4% ( Standards Development Organization,
SDO) KA o HEAMNARTT— K H B 60 & B i i s 4ol & [ B R 4615 - T9 217
Fraaika 250 (Public Code) FEMMVEREIBIHK 7T - HILARITIERS%
5 BBR I E B AT HETT B r K AR EAERE ARG S - 3 T B 1 A B B PR A
S ARG

\\Xv

— FEINEEBA S E
FENANERENG 112 AR TR, (mDL) (9553

e BB ] > EREIE T TEUIL S 77 77K (Digital Identity Wallet) HIFEE
Mot E > AT 4 A 15 HAHENDNE R /VIN4EE (Scramento) HY
e E H R PR e N (AT B e Ajay Gupta RS ARG TEE ST
FOEAER > WEPE S F A T E TP 5 6 -



1~ BRI E T E Ajay Gupta &8

FEENARS— 5 7rEs o FI LSRR AR EACIEEGIR - R4
B B BR(E Ral A E R A R 5 7 Y E 5S4 - (R EEIRBE S

TTEhER ) (FREEVEAUES o MR Alay Fow o I A CTH AR 3,900
HEA - AN A BEYA 3,100 8 A - BERE » HIEI 178
AR, (CA DMV Wallet ) {572 DAL R BRBREEATHATHEAY - HATSEEI&
JEHE 5 7 BRI A SRHIMUE AR 2 A FEE R - EE BTN R R Rt
JER EREEE > RTEMRE IR AEE S0 Z TR R AR » 40 Android Z47HY
Google Wallet 82 i0S Z:47HY Apple Wallet 55 ; /AN H CHYEHTE
AR - B ERE & 1F - HEHE CHIRES - HAT > s SO ~ RBlagin %
N~ Eaus NS BRI SZHEAE iPhone #(1 Apple Wallet b { FHE 7 IR -
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i A S R NEVE L 55358 7] LAFE Android A1 Google Wallet [ fHf7 - [t
Ah > BREEE ~ BESHUTZEARIN ~ FIETEERIN - A2 RN A A
ARSI R A -

H A = BB FREUAT B 1 22 e B A B 5 73 s Real ID A ER -
HAERW A WERETRE - iRIE Alay For - IITEIE IR A
E A LUBEFRAHATY Real ID % » A DABEIRE RF SN B IR &S « RO
TR 2 R HRARE - SEE(E 2 B & a8 LA AT AR SR 38 17 2 10
18013 (mobile driver lisence, mDL) f+F » {EHZ NN T8RS I8 H it s
AR & e (W3C) Faiffh 2 W8 &a8 (Verifiable Credential, VC)
AR Ty EH SR B — PR M R 2 BUM AR GRS - HZ SR IR IEAE
T T=6—BR8E, REE  ORRTHER - HigESCtEHE S
B (RIS B - PSRBT R RIVITA RS - bR T TEh R IR
IR BIREL 2 Ah - Bt S ES IEAE DA R BiaS /S aS (F BB & U7 1) - MBS
RFHYE » N EN B BRI B R 46T - R EI A A2 Z0 (Public Code )
ARG — -

AOPNTTERE B E VRS B » 1E 112 G EE 115 4 - EiR% 30
BEAR  BiESREmRAEER 150 BEA - S{EMEEN EIEE T E R
ABEs e R AARVEE ST - BIA{TENRE IR ~ TS HF T EERFESE - , HAlE
LHER R TR TR D ERS (AEE S ) -~ BANHES
AR ~ B ool o a8 =Bl E 2 B # )5 (Transportation
Security Administration , TSA) FTi% o] 2 Eged kel - SETEE IR TR B E)

{eBgsg ViR AR - HATE AE R BB AR L R BRI S - EISE



HY/Z - s TENEEIRLL 1SO 18013 Ry fH A ARAE?

GHIH

PRI 2SN > DT B8 IR A — (85 6 F HE A BRI R i i & 1
SpruceKIT » FEZFFY W3C ] Egng o iiAE B 1ISO 18013 1TENRIAEEAE » i
HEa Ll > BERNEEE « BV 5 B IR X A
&l P EEEET (Vendor Lock-in) HYE[E - 42 WEIEES A4 i
Ajay 5855 W3C FIEEE SRR SR RE 4R LRREE S - 1M 150 178
B IR CEl Il ST U i AR B SR S - (RS AR TR ERR B - Nt
BjEE IR 7 JCERF T OpenlD Foundation ffy OpenIDAVCI £ OpenID4VP fEEAE(E
Fo /v - FEAREMENE L - MIETER T T BRse e AR L 8 H Aok
EZR BHZERBEGRES  WHEEHER TEEBL (Internet
Engineering Task Force, IETF) Ffff#t 22 SD-JWT (Selective Disclosure JSON-
Web Token) SERHlit &Il (Linked Data) &2 nlEgsgBad s - HAlE

BRI -

=

%}

g LR EN AR 5 0 B H R FEREAE 2 35T H A B A S

1SO 18013 Ky EEREEE LABUR AR Rtz Y RERRE ( Certificate Authority )
By BB SOETRERIE - MHEEHE (DMV) SFEIHHR - B0 HAL
BUFHE Z 3558 is 2B 2 (R IRE - WEHS > HREREHE - Hik
s T IR B S BUE SRR 5 ST 1SO/1EC 29115 (EAHREDE NElsg
BIEZIREZR ) RIA] - AL T EHEAY B3 TEURAE T (Relying Party, RP)
[Bf% o H 150 18013 2 1% - HINEE I Z B Lt AR DR R IR - RENT
Az R BN T BLEEAE 150 23220 - JRHTENEIR (mDL) (EXpE I #EE
FEEZITEICMF (mobile document, mDOC)  » BRI HE B HY L2 M

2 https://blog.spruceid.com/spruceid-partners-with-ca-dmv-on-md|/
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A AERLER - FRERIVREG - [E5F B TERLIRERTHE
RS (VO) ARTER » A AHERHR/IME (data minimization) >
&E RyEEEMHEEE (Selective Disclosure, SD) » AJLUEHH EFEVERYA[E - Al
oK T RSO RTE R B R MR AT T RENE » R B R A B A
TEEERIRE - 1T Rse S Bl AH R 2 7y HE U4 (DID) - {F
RPN Sy E TR (SS1) Rt T HE » DoBEEas AR - (7
SAE T H AR SRS TR A 1A th R s TR (BN B TIRA AN
s B AR AR - GRBREN A EAH R Z L T EA G — - ERRAREX
F Bk 75 P R B LR B 255 ) AR A 5 [E e 2 s - B @ A RGeS 5 0y
TAESHIEA TaTam ERE — -

[EF R EE ST BRI SRR - AR Ajay For 0 IINEERER 5 IEAE
LL CADMV Wallet FZARHR 5 Ry BRI - FRAEBHEEHIEF 2 IIERTS - 41 " DIATE)
BIGE A, (Sign-in with mDL) fg#% - EE( Akt BA " B8 A
(Single Sign-on, SSO) Z DRk « IS EmETEREIRAKESHA " &
T%% , (eletronicsignature) ZIhRE » Ajay i H AT TENE IHVZE RS
DIAEBH A 7 2 & TS Re& Ry £ > WLATENE B2 AFAS % (Public-
Private Key Pair - R4S F B IIEHENRE L 2 — M 2 B TR ) i
{T7EEEAI S (Disability Certificate ) #E{TNZ(RAE - i H o] IS F A
EfTEIECR - JTEEAE LIS R B E TS - ERR AR AL
A—E R G E—  fERER T T EEE T R A ER A
Bt STt EAEREEN (Data Integrity) » SEEERE 2R -

SNt st TR BRAY T EEISMEA TR IR SR
so A B MR E S R E - AR iR R REEE AN & REFRREER S AE
B2 - HEE LR RO ARSI - R s BT - MHEE



e oK H AR - BRAAE n] RE e LART RabRas8 2 (8 FHa0E - INIEDAREIE Ay
e HEL Ajay 55 © Ajay 50 RR B IRAERBE RER S 380t - B
B2 G R EUERZIEIEMAL (atribute ) #ETEREE - WE IR B
(Age Verification ) {8 ff3 [ 2RE R T IRV E Rhasg s - T HATIDNTE)
B IR P aF RolEE RS Rl 5« I EUR AR DB IR -
EMERERETREE T AdEiRE (RERER - HERESHRE)
A FERZ (S T T B A Thess - (NI e LIS M B2 i e B
G i K IE Ry s FHIFEAE -

i ﬁﬂi

BRI E w2 & H (web3 wallet ) BL%i{ir & 43 7 A (digital
identity wallet) EEREMREGHETYI D55 - FE LI EEREE SR
TBEEFILL Tezos BRI MET THREES » Tezos I 5L ERHANYHEZSEHH (Proof
of Stake ) BHUEBEH - AN FRNAEIFRKMAEES - BAGERRS
@ o JNTTEN R IRANEI A BT SR TT 1 - o DUE SR (F R A R A
P AR RREFTEEE BT RZE - DHE#ETE

DR R RIS O B BN AN S SRS -
% (holder) {y7RMH = B AR ELBEIESE - HIN AR BN S » SR
FHEIEE R TR E R R L EE B FE AR IRSS (B web2
A > web3 Y Wallet App B H E IR A BB B 25/ MR Ry
) o A Ajay T 0 IITTEIEIRIAEDRZR B web3 ARG HYAIRE
M T B I ARSI T DIERE (LU (Non-fungible Token, NFT)
BETEEES (VO IPAEAES - BBESE IR R M E S
B Wi (Anti-collision attack ) E2E. A Z5HH ( Proof of Personhood )

Fo BERBEAGHE "ER, > BEgAEEZZTHEMNS S - AHE

3 https://cointelegraph.com/news/california-dmv-to-digitize-car-title-management-system-via-tezos
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B~ RIS ECE SN - BRI ES o IPTARAEY 112 FiEfT
IEREEEE2E TW-DID 43 SE#E{TA07 » TW-DID DAATER8 /B8 K T8 E 24
N&#G (TwFIDO) # 2 HHEF & Z UKDtk (Ethereum Address) - 3%
{5 B R AR B 73 58 B AR SRS AT DAGE 3% AT e /R ag o IHh AR (o0 P 2 A
saHH (Zero Knowledge Proof ) Fsfil# J77% » sBYMEM AN G5 & 2 HHE
o7 BIMERERERERE B R - fEEkaTmT - I8 Ajay #
[EE H AT 5 77 F 8L web3 2 EIMHAIHEEIE - B AILARH (Public
Service) & » LR AR ZLMIE 2 EIZHT web3 F5KERE —(EF TR TE -
IR [ PSS R [EI £ 44 (Smart Contract) EEETE= » BR FIER R
TASRESEE A EAETH T (Consortium Blockchain) F Fy -ttt & 1y
NFERRTS o FAMTER R BRI A RE £l H A TR HY BRI B ES Y HEATets
ARE A DU B IR Y > CH BRI » AFRRE
FHEARR B e A -

1% » ETHIGE4E (Electric Frontier Foundation, EFF) A 113 4F 3
RAEEENINTER IRER R R T TR - e EREEEREYR
T BR IURZ e R ARt I Bl A5 L P REME ~ LA RORIEE E ~ R A
sxca TRl & RE B E 548 FORThAE - thBEUERRI T AR IEL - TH
& BB AR Ry T B S B e PR 2R i 5 EE A RH BRI U - 5% S
BUR R AL TE R R (E & 0 oRag - HAET /2% (MEgEinNTTErE

H#) (Decoding the California DMV's Mobile Driver's License ) °

4 Decoding the California DMV's Mobile Driver's License,
https://www.eff.org/deeplinks/2024/03/decoding-california-dmvs-mobile-drivers-license

> https://www.eff.org/deeplinks/2024/03/decoding-california-dmvs-mobile-drivers-license
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= FEHEBEREEE

T EEFE " HBERAEEE ; (Open Wallet Foundation, OWF )
{7 Daniel Goldschneider EEEL[E]f& - OWF /& Linux Foundation i 95
JRAEERAHAS - SEELAL LA EZER - H AR —FH 8k - OWF HIBH
JRARTS BRI BE 3 Ry Ak - SLE & RS B U B B U
IHERE TR BN 3T~ IR BN BREE & A DA R S4B 12K
HE - DURGEE BV Z 2 FIREAL © Linux BLeEt 104 852 DI
T Ry ERVAHER - 248 TEBAURA , (Hyperledger) - R A [EIHINE
BlECErEd ABRVERA T > e el - Bl S niA T EEE - i
Linux Fh<E & A R B B 70 B K7 BN E SRR - LR 112
SRR R B e > DABRIURAAtS Al L 7T A A R
HPGS FEE S8 57yl R T3 B s - 1 H 558% " BUN ST
ZE5® , (Government Advisory Council, GAC) #&BUMN B R R HBIFEK -

"BUFEEIZR A ) & OWF TN EEE - URBIFNBIFHELHEE OWF
THIER - RES TG E S - 2BERHAARRE - A~ F
FEE ~ AR > piE ~ £P5EF - B g - aE S it~ Hyt
FEIRISEE - Hpl BB S HE LN R REER - E4RF (Carol Buttle) -
Carol JEHERIEE ~ BEFTAITMTHEL (DSIT) HUEERE ~ fraEfIZe e (CISO) &+
& o MR - B BT - BUNTIER S A S s  B#
TN B AT ~ AP EBUR IS EHESR § EIT R BEEE %
B ot gelhe (NIST) 25735t &E £ (Identity Program Lead ) Y
Ryan Galluzzo % - GAC BUNAREMVAZH ERRZREN (HaHg 5

B EamfyR > HEEMERSEERRE - Be@EEsan (1cT) - 48
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g~ BALEAIHE - BALER - R - ERSPUREEEH E B

BRUFBATEER - 559 OWF i {FARGR2 81 - E1& GAC B ARSI (&
F - GAC BURFUFRIHEE K AT RESZ B S R B A AL EURRE - 5] OWF
HiTZ B gt - B - el R AR AL BRI - FihlE
£ OWF HEEhE] BN R A eI P A < I L BIIR T » E4h OWF
7 A {18 (B 5 B 5% Y RS > o3 il R (e Tl Credo Bz B INZEAHY
Bifold [t - Bifold B3¢ Sl f Bif & B T RYARHUASBER M (B RARMAE
St o B OWF M5 » BERUSORIVE AN (EHALERS - BB s
(FeAe) BARFRGHCE n] DR - (EAN [EDHRERY AR LA et - (s
FHA GRS EAE (SuperApp) FTEPE » BB LIERGEEET (Vendor
Lock-in) Z1E T - IEEAARHES T B f7 A, MBEEGT IR (G (HHEA SRR
fFgk 2°) -

HATF Gk 8 OWF FHBARK EAGRATE R - STam LS8 fy H AR ELL
FEAERE R AN 35 - WA 4HEE T 325, (Public Code) i1
BIMHRBA 2R » AR BRI S HBA B 032 T AR ABABUR 4005 2 A A2 (5%
%o Wil MR PSR 21 - LA TR B N = R T
{ir FZ A B2 Rl B LR MR » A2 s am B AR & (FAY AT REME:

® [t4% 2 ~ 2024-OpenWallet-Presentation
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2 GRS

=~ SHF 38 @RS T LIEYS—H

5 38 [EAERS & 0 TARD AEIIFtEE nE N A LIS (Mountain
View City ) HYEEES: H1)8E (Computer History Museum ) JEfH » 281 =
BEA - REMFREM - AR S 2HIZ TG A - ESEEE ~
BIHREELIE 4B 4H4% ( Standards Development Organizations, SDOs ) &%
FRER - RI=RIVEEZLL "IEEH ) (unconference) RyP =22
W o S HSE—EEEERET - FrA AR AT DUREE T H OISR m Y £/ -
TSR ORI > ENE - WBHIRE 77455 & (OpenID Foundation )
MR EAESE—H 935 OpenlD Connect ~ OpenlDAVC SEREAEHERE ~ AgFR4RE

TF2E¥54H (Internet Engineering Task Force, IETF) % &4 F 52185
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JSON HEEEHERLERS (SDIWTVC) FHEFHEE » FHLEERR (Wallet) FHEEE
7T 5 H ORISR LS -

3~ RELLTIEEE ) PEUET - BT SCRASE - HEEAE

Wik 5o TEDIH LT EEEREZ S-S50l E s EEeg
( Decentralised Identity Foundation, DIF ) % & 53 HT48RE B 73 8 EBHRAS > S7BX
R HESEZRE 104 FHIGIEATIEY SRR » B8 2 KA
PSSR Google ~ (IR HEBIE S BILES) - KB EIRES
B AR B 2 BR & - HUS AR E Byt - (NIL4ERE &0 TIRDi{h R
HIREHIFIRAGES « BIESES (peer-to-peer) JANFH - BIAEES ) I E
JEAEARAT - FRE DIF B/ M4H - 104 FEEAILEBEH DI (Ethereum ) ¢
TRLE LLAR > 5 55 BUR BLAH R AR B 11 B Y & BE 3 5 73 ( Blockehain
Identity ) L{R] AT DA Ry 2N H B 755 B 7 Bh B fir B AL AR AR e AR BRLES - JB 2
S IEHEE M H=UR A F T ( Decentralised Ledger Technology, DLT) >
{E F fiE 3 A] ( permissionless ) MYIRAABHLC 8 - EAPTEICL (Tamper-
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Proof) %7t » INILAEEFZIEM IR T - BB ERAEREER - F1R5H
HEM > R G T ER B S B R (SS) ERbSFGWRT - &
F 111 FHEAR ot B &SRS (World Wide Web Consortium, W3C)
DLy BER 7 B mT Base R R (55 LA ) (L - (R HRREE
REHE AT AR I AR R TARY - A DI EIAEHAELL T 5
PREERER  EEA DREEEAEZE B EARSRET - HE
& W3C AEFRT A EaseRas TR R B G 70 LIFHDUSL - EA4ERE I
{5 tLAF4H (Web Incubator Community Group, WICG ) §1 387 B8 E FIAE

/11 (Web Credential APl) #EfTHHEEE R @ 7L 2 [ 2R AAREE -

GEcArs 5oy TR atamated - DUBES MOtk = ol Loy KB &5
BHERE (ss) ~ DA F 7 - BAURSER ZARIUIE - [RITIEE A%
% b AR (F1) -

R 1 TR S o S

ZITM T H ER AR R E TR AR TR
TG | BB B E SCRIE) EUCTANZS

HRBUREE B EE B S 0 B EARES > Ik mE sy &
ERBESEBIFRANS - BUFSHEBUNES B S ryaiE T > R
B G AFOEE BRI EH A B R B T PRI A S e R s
HRERGT B AR DE T EHECHEAER B2 E%EEE 0 M
ITENA S SRR E R b — a0 (1dentitfier) - #1[E] HTTPS #EHEEY
HA ks - 250 R — MR P R - B2 E ST
Rffoth R ey e £ oS otk mER " E£4h5 50
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(Centralised Identity ) HY¥IL/PE - fEARG R ILE BEEHARUREL - 7
A S o BA B I RS S5 1% (1dentity Provider, 1dP ) SR {4E J5
(Relying Party, RP) HYSEHZ N - BRI IE 2 Ry BRI E & 2 BE i E
F ssI 7 DID MYIRIA » EFREBUF AR E % EVAE#EE (Jurisdiction) fz
REIVEFEETERE - F B e REER et ~ B ASER R - s
Fi A E R AR BUM RSy EBUER R R E RO A RBA ~ 8B
B o 1L SRS BB R R BT E A BT LA BEES A —E
oY o fRIEEE (Root Certificate ) Bi{S{E### (Chain of Trust) &
REHR BB ES) - HE2E8H M " AR, (Vo) EREHE
HEELE - 512 88 At - 6 A Bl Eae 8 ] DI FHORE
SRR - — TR T e IR BV E S - S5—J7E
fe T B rh ARGV ST - TR BREE A - Halss AR H IR RS fir
HEERME NS - igte A T SREHIRES - WEA S &R (EA
sol] ~ EIZB G &R ~ FreraleE) ~ HAERES (2REEEEE
MHEE A& ~ (R B SR E RGBT EERES ) SR ARV B
(MEFHEEYBAEFES - B SESEE) - AHEEES (1%
RS - BRIEREEEE) o MRS R EEBEERAERCOR - (E5
BB AE Ryl E e - HREMEAH P AL A A (multi-
stackholder ) Fr&=Y » NILfEm/ 2 Mlo4H&: - BUFHSE 2 RIS - &
L AERE T H R (Interconnection Model ) 1 » EA4yfEIEZEEA T 543
J& , (ldenity Layer ) HYIL&E » 1 H A H{EE4EEE (Trusted Web) -
web3 GEIE T (R B A4 E AU (Soul Bound Token, SBT ) Bt & [l 5 AM&ES
H (Social-Graphed Based Proof of Personhood ) % - BEjA i BB EE 1 BLR;

fly > HATAFZEEERFEARET - HR O SEmEREEE
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(SD) ~ &EkHR/ME ~ BRI ATHEEES - HAEERMT AR B - M
fir iz ( Digital Identity Wallet, DIW ) RIB#G BAYMES: - & BB
—{ELPAL R AR IR 1% SRS (R R aa (F Ry s iR LB G iz otk
RS S B 53 B Rz A P 5 B A T 4.« BT R SR AT A [EIHY B 5 A 45
HEIEHIRESEANE > Lha B RTTT B0 3 240 iR %5 e i (L o R S e 5 %
A EE TN ~ 8L ATHRES » 40 Apple Wallet ~ Google Wallet -
Samsung Wallet 5§ » HAEMBL & BN GE - BB 53N RS 57 Bagan
AH e ge 2 > (RS (# F b —E i 2 178808 (mDL) f2ist ;
MRS =07 ORFASEMN S » EAWZBUESF—e2Edh XG0
B R P IR S YRS IR o e P AR B S R U BB B % e
H 2 BB - HIMUA SBUR AR % TR 3 1 2 R K RS - AR
- INER BT EEENIINE o HhOMNR T B FHRAVE RSN - B
B R 2 IR IS IEAE R o 4 BRI 2R AR BR AR IR R A ST HAPE Y -
3t SR SRR S TR 3 2 SRS - B KR - BT RS I [
R ALLEE - (AR - SRR AR - RS S TIEDHIZ
O 2 — - BIME - | IETF FrBEdE 2 SDIWT VC Bl W3C Rt Bil
&t (Linked Data, LD) 7 A[Eg8 /Bag &AL (VCOM) [EARA S H I
A& BB F A MEZR P ] - (2 R S - PS4
K E gt A AR, SD-IWT VCDM 185t » 33 54 GBI AT REE -
PUT B fE ST amegt e R - 0/ T BIFRAESS , ~ " oA B0 RE
R ITER )~ TBUTEEZES , B TR % - £ — HEEA
Gored)THE C sPA OB G g (DIF) B Linux BLe@iE N 2 BB
HeEi4 8 (Open Wallet Foundation, OWF) » OWF T4 _F S0 M8 (FE ARl -

DIF 5 LABHEEE R > /2 Linux FRE & il NaHA, - ESMR W3C 0EEE 0 T

16



TREHRIL Z Z TR S - EAZ OB LR iR a o B E - A
ST25 TAFAH - A VRS (R Ry B G R B 0 B3 A1 77 7774 (DID Method )
HY5rEL & 77 #8EH (DID Coomunication, DIDComm ) » ZE FfER AT 73 BN
S A RRFLLIE i - HIMEH IRFEREE (Presentation Exchange v2) ~ %24
ZRHeEF (encypted data vault) ~ JERIIIZEM CEARY IETF Y BBSHII%E
B4 ~ BRI R D RE (41 < 58 dim 5 [Key Rotation] 2 <& & 1 5H4
[Revocation]&E ) ~ 7274 ~ 3B B 435058 (41 OIDCAVC £l OIDCAVP 1
# o BHOEB 2RSS TIFAEMET) .5 - DIF O TIET A RE
S ETE ~ BT ERE - 25 EREABEESES (Rifsk 37) -
EX AR TTZE T H - 483L5T5% T DIDComm ~ OpenlD for VC (0ID4VC)
TR - BB FUdEATEESE (Key Event Receipt Infrastructure, KERI)

BEFEIEEFE JSON M HMERL (SD-IWT) T (FHfEk 4%) -

BUR 28 o 515 BRI B U 9 e %5 AL B i 5% ( European Block Chain

Service Infrastructure, EBSI) > FEARISHEZS IEAF R EER BR SN & 57 ~ 52
EIEHEZR (elDAS2.0) EuEMEITIEL > HAlt R AL454H %% ~ (55 Z 1M
Y R AR R T T AR EE B Y > WEREI R B 7 i PR S 2R i e e TS (T 8

it

i

A > AR A {EEEE4HAR (Root Trusted Accreditation Organisation, rTAO )
FEZ B G D EEER o MR T RBBEF BT B 2 5
20 FAHIMHATAHY ReallD BT AURRHTTENE I 2 FEH AR - S/ A RIEE
B BN EE A AR AOERINME® » RBESRE R GIER T - SHERE%
ERHBNEEDR R » WS R A7 AR AR B S 25 SPRIND ZHAREATT -

7 B4% 3 ~ Intro to SSI and DIF- Spring 2024 W
8 8% 4 ~ KERI-IIW38
9 eIDAS 2.0 — The European Digital Identity Framework Regulation heads to enactment
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ATHEAEL S - SRR

MHEATEAEEL 7y - SELS R E B R FREISARELHER (150) TIFHRRE >
ETEE IR R E R T - BIRTTESFEAE (150 23220, mDoc) >
1SO 23220 LIRS —HERWIFREDIF S AN% (COSE) AN i
FIVI R NEEHREE R, (CBOR-based Data ) fF Ry s\ ALK - 3l HA#R 1150
18013-5 LAT s - WA 4R Lalse tHRAAR &I > T T
BB ras e FAVERE - A e P ELE gt SD-JWT VC Bl 150 23220 2
EIHY R E STz TR AR o SEH AR S > 285 15018013-5 FH[EH
RIEE > 150 23220 JEHY Y AT BARAE - [ RA R R IR ZE BT -

W

4~ 15O /NHSEIF S T BT (mDoc) {ERIAVERSS - EETTH K
BURF S AL SRS AR AT — AL -
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/g~ 2B 38 @AERE B4y TAEYSEE—H

5 FE_H#E

5B H oy FeWa(E FEEERET 0 s Rl AR R (Speed Demo ) EJEEE
FAMERRE R = T HALE 112 FE THIRES R 52 TW-DID 81 114
R BB B 2 ¢ (DID Wallet) FIEIFLZE - MHBARGAREENS I 8% 100 -
FEEHE Y - SR T ERIE S PEBERR 5 7 HRA AL SRS BV RS - 4
B2 B - 2R AR BV T H0E - R BB E R R AR
ARG - B EEE BRI RE AR EB U EEIE & FR 2k R
BERRY MU A R ERERARAT B AY R R BEAERS B Y S P RS (high-
level) JFRI - 21 4D - A 2 (EEIEH S BEE E B (R 2 ot 4R
Byt RATR RS - DAMEE R4t b o (TR 5 0 ZR A mT DAOR
EEA A 2B AR MRSCASET 112 10 HHRS riked

10 144% 1 ~ DID Wallet Draft Introduction 2024/04 [IW & CA DMV
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(OpenlID Foundation ) #$%%HY ( REU R HIE &P IY LA B AN AL S 77 )
( Human-Centric Digital Identity: for Government Officials ) > FER &l - 5Lk
JR A 074 HIAT 5 AR 5 A G T B 38 2 BRIPGATRE 5 B MR (It ARG T 422K
Fi 7 (Global South » 2% FsF& PSR ) WMnf s LB TS A =0nvEs
fizF 7> (Federated Digital Identity ) » RSz /A HEEEEES (Digital Public
Infrastructure, DPI) HY—& {7y - DARREBHEERA » B Z A B BRI U
16155 575 (Modular Open Source Identity Platform, MOSIP ) » :ZERZEfT
A4 HENE R TP B 573V 5& Aadhaar » & T 5+ ES BIBUR P Y S ir
Sy ETTE R o R R B R PR e AR R g A
MR (SRR E (SR, (Trust over IP, TolP) SRREME! TS5
A LLER S R AR B ) e S B 2 S B 0 Bt B 70 B T e 6 T ALE
MEVERAE § B &R et Wy A AR " REEES 7 -~ 3
foPUS(EZRME ,  (eIDAS2.0) Bl F bR AR 5 AL B i (EBSI) 2 Rj4n{a]

BAE(Z (T8 (Chain of Trust ) /T smEd[FAYfE R

1 https://hub.ebsi.eu/conformance/build-solutions/accredit-and-authorise-functional-flows
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6 ~ N RIRE RN 2B 5 2 B AR - miskh RS

DEBEITREEMMNESIEN EZ (Nat Sakimura)

"PREfER ) (Speed Demo) Fy#dES & oy TIED AL & BIBUN ~ &
pEERE R RS G - HETE 20 HEFETHE - HophEUFRS
REEFEAXE 2 [EEBREE - o h] A EU i R PR S B P B R 7

(Bhutan NDI Wallet) flg#s  RAKERT » FffI/48 T RED 112 FAIES
Epsi e %2 TD-DID » %178 A A6 (TwFIDO or Digital Citizen Certificate )
ST B RS BLLUR YT & SR M TAE - HERE (A did:web J5 20T
HAF > I HEMHZ Y (Zero Knowledge Proof ) 7 flf Z & (F:
Semophore HECR{ENERELZE NG NG > SRR 253 H
SEFRTE (Yuren Ju) FTE/ECE (ERERES © BB 28 E RE
fir5or) 25 HAREFSET 113 F2 116 FAVEA AR B E L Y
A B T B S IR RARSS o R A E B A i - B

12 https://yurenju.blog/posts/2024-02-04_taiwan-digital-id-privacy-first/
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P RAE AR T o AR 113 SEEELRIEAL AR =
LB B oy B T Bpae IS8 I Ba A - aeat A BB 2 A m] s MR T 72 -
FABNEERE ~ SRR st A B T ] B B E B il - IR
R PR R EA L AR E i IR R EA R il o B 1 » B KRB AR AR T 31 ol 28
(EAE ~ AERH A SR EL A SEERFT o] DL BT 341 T Bl sa &8 o oy & PRa iy m]

Bt &R o WA RE SRS SR A B A R AL B 2 AR -

\/

S, /.

TW DIw

Taiwan New oD
1D-Based Service Walet-Based Service
[Contraksed Digital 1D System) [Docentrafised 1D System)
s Sapended in 2021 B A putic nfrastructune project in 2004

7~ AR R IR AR Sy B

BN KR T AR B S SR P S RO R A E > E& did:web 1Y
LB - TIPS Z B - B8 - BBl Ry )T A &
LW G I ~ R RS I EREREE IS o FRRMAt =T 28
TE 8 A R R TRIPE S REY L - DI PR B AR » Bl &
TEFEGZAT AT T B N B A 5 e BR AL - IS AEER B 70 iR AR 2 5
ERELHIREAGE - &&= %4 (Department of Homeland Security,

DHS ) ‘B & I ¥ B fir K7 A 1 7 A= Bl - Ao B VEAE 2R ABRRT S T R g
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TRAEHHTREME

8 ~ PRER IR AR R = E A B 2 B S AR E] - BRI S E R

Google Wallet %0 BiZ&Rk &

JEG ALY - EJent A RS 5 B A SR B S Eh T - AU R
NS B R R B2 T RR (R ARSI - ERE& UAHA ~ B R
steong) o G BRI B 7y ~ WEEE o 8UOTEE NS ST E IR - 5]
SRR T RS IRE A, (NPOs) MIBEEREMRE (SDOs) - A H#E—204f
am E M2 ERY T - B (ERRE ISR B e E L AE T ) ) BRI
o BEBTE SRR (h BB S5 (digital identity) HYRES - NAHiTE
FRPRIEE > AHBERES R B ERE (E FE R 2R - (BB AR = SRR
EEDIVHEE - FRFEL S o AR ARG Z FSE A G sl R —(E RN
H AT ERAH R A SR A B A ) AP B - T AR N AR ST ~ B LA
AE (RIS AR - FAA ROV - (b EeH —CEAH B
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AREZ - BIGE (M Liminal AR S o HYFESEH s M BE T 04T - ANiEl
B > Gk e Ry BURL R BR BLE 2 - SR B 0 ARSI R BR B ffa ey
FooEk 0 TEETELGE=(EG OO > R "B/ S8
"ETEOHARSSY )~ T RPLEEEEEERSER ) F o

. Emergirg
. Matire
® comn

. Decline

9~ BIGH{HM Liminal HRAEL S AV E SR EHE T (2

JE : Limnal Links )

DU w25 5328 H Al R A B 0 B & BL ] Bt RS Y B PR 4R 4% - Bl
HEAGAER - £5— KB lnux 25ESE  Gaoiisokedg
(DIF) ~ BHRIRAE S & (Hyperledger ) Bl it 1Y B il K7 R BE 2 &
(OWF) - HEZEALR Linux fFEEn ke d - @S HiEE b

(Open-Source Software ) HY4H&% - 72 —(E4HERKT A FIFFEREEIL » FREEA

13 https://link.liminal.co/solution-segments
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[EaHRE 3 ol R a0 el 3 oy B A AT R IEE 2 0 ~ Tt 5 ] ol B ] {5 (24
PRV EAGHRS (Hyperledger DUk ER SIS AT THE(E » A5 20 (2GR
PRITEPER - ZEAVEREE/DHE - SAR IR St 6F AHRBE Rl - A
Hyperledger ARG W AFFL B ZIELENE) - BRI AATEG ] LG i
FNEL B 7 K7 AR5 - Horft OWF 378571y Bifold BRJFEE % HATC BN AR
srEEE > #EHD BC Wallet » e Bdth JTEUR A RAEUL 5 7 BV HRE R £
R Fs W3C B LAFAHAERAHSS: - &Gl LIE4H (DIDWG) -
Al BeEg 5aE LR (VCWG) B4ERE it (bttira (WICG) Fr4liBa%E iy
RAEZGE M (Federated Credential Management, FedCM ) - HFEij W3C 48
HEIE =T HATRE# 7 LR &R (WD) BERE[{EE (D)
T RETERR - B B A S B ek - FE M B S M ez Bk
B o AE g SRS RAERAR S EIR > = T AT 5 A Hyperledger 77 AR RE
Annocreds B3 | B W3C Al EgRE/Sag & EAL (VCOM) By 2B (5
#% 5') o AME R ARSI (VO) SRR LI » AT AR 4
AR TR - A48 4ERE TARERS4H (IETF) $2H SD-JWT VC i
o HEEEM R B A TS o ST ESRRE T AeY
(OpenID) - #EFEH, OpeniD1.0 ~ OpenlD2.0 ~ OpenlD Connect 5 f&E::
HELTHE—% A (SSO) TRt - ZEEE HanE— PRI AR TR -
I ~ FRALEATMHRIIEAE > 411 OIDAVC! - OIDAVP ~ SIOPV2VEEEZE » D |
AR E B SRS AT W3C ARERIRTS - A0S E B A TR MERY SDO - [ 4E
SR TR B 7y B AT B AR ae A RE R A R Y ERE - H AiiE et

14 [$4% 5 + 20240418 BC Gov CWU_ AnonCreds in W3C VCDM Format
15 https://openid.net/sg/openid4vc/

16 https://openid.net/specs/openid-4-verifiable-presentations-1_0.html
1 https://identity.foundation/did-siop/
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R B B S AAH R 2RI 4G s e © BT - B SR B BN R SETHUAAE
A S B RS (150 ) A2ty 1S018013-5 ~ 1S018013-7 ~ Bil
15023220 5 » {1 1SO/IEC JTC 1/SC 17 £ilgZe B g *Frfefft - HAESH HBURF
STHTENREIR « B RBLE A i R R AT RE - fEakaT Lk
IR A TR RS OB ST - (HER RS HE G &R - B
AlEF 2 TEVEE BRI (S SRR - AE R MHRBAE RS L LIFF& 150 12
RRE BN 150 BRI ARG 7l (NIST) ~ B %48
(DHS) RIAGRFFHVIE1ER (5 - ERApZVE L hags o BAMOFTRT
At - [FIREHR Linux e & T HVEESERER ST E 2 E TR EEe g
(Trust over IP Foundation ) JEAEAIESELREAME | - E¥raTimBUiL & > 206G
BB iR (Stack) AT EERAVERZRAHAR - Mui% @ A RHEULS 2HY &I
AR SR AVA S B S T ES B 5 IDPRO ~ I RE B 533058 E B
( Digital ID & Authentication Council of Canada, DIACC) ~ JEE4% (ID for
Africa) ~ BUHHERSREEESARBEALRE (EBSI) ~ BRETERERG A\ B TE) & SRR
#E[1 FIDO Alliance ~ £EKA[Ez5 5 7748%4% (Global Assured Identity Network,
GAIN) ~ %k A#RIFE4® (Global Legal Entity Identifier Foundation,
GLEIF) ~ BAIE 73 2c#a4H%, (The Open Identity Exchange, OIX) 55 - i55E4H
T S B RRAN AR AN EE (UNDP) - FAEEi4® (UNICEF) - EIRETR
FisH&kEl G20 HiY A lFEE » BEE A ITEES I ZHaldEE R
IS SN ERIHTEZE -

& H 2 BRI 5 B E S (high-level) JRATETTERE - B
94 FHEYE - RZEE (Kim Cameron) f2M (& 73AA])  (laws of
identity ) DIZK » AR B A RS LB ARG AH B SR B A

18 https://www.iso.org/committee/45144.html
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WTEEHT %45 - A (Christopher Allen) Ji4 2016 Fafam A RIS 570 B £
(SSI) Zi% » HHRAME S INBARE - HhoM G R HIAEREE R HVAH St B ot
HER9T (World Bank ) ~ 54 m1E (World Economic Forum, WEF) -~
Access Now  The ID2020 Alliance ZF4H %% - 1 L& RAAHRBARE S PRy B2 K+
6> Ak "EEME - BoEZEPTA A, (Inclusion: Identity should
be available to all ) ~ "I  (FHFLHAZEBECH S, (Control:

Users must control their own identities) ~ " 77H{ : IR VERESFEE OB

&}, (Access: Users must have access to their own data) ~ iEHHE @ Z
iR EH Y ZH BB | ( Transparency: Systems and governance must be
transparent ) ~ T &M - BV EERFA | (Persistence: Identities
must be long-lived ) ~ T H[fEE 5 oy &R B 0 H ol B RS
( Portability: Identity information and services must be transportable) ~ "7
WME B TEETRER)ZT | (Interoperability: Identities should be as
widely usable as possible) ~ " HIEFEE : FEHEVAREMFING 5EE
BRI | (Consent: Users must agree to the use of their identity or data) -
T E/ME  BAERNEZE Y ER/ME |, ( Minimization: Disclosure of
identity information must be minimized ) ~ {3  DVE{RE(EFHEAERL
#E | (Protection: Users’ right to privacy must be protected ) Z£%° o [fi{EBH
SR giEn (RBERFIEE MBI ARARNEA S T) HEE
oy BB T B B o ROl HIRE E A R - B R R S
TEAERENFER - DOEFER - HEEAHARBIERME SRR LT K
FE - FHy o BEESN T ARETS TS R AR E R

19 https://www.newamerica.org/future-land-housing/reports/nail-finds-hammer/the-principles-of-
self-sovereign-identity/
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AR - ZAKEMSIH T BB EE (BUFRTHIESAEEERE

1

FLE=#E) (Government-Issued Digital Credentials and the Privacy Landscape,
Flanagan » 2023) - 5% fZ & ABRET 2 ER RE RV LR ila tHRH < 24
{ir 57y B P RS HIHRER - 55 =80 0 B ER A S0 R AR ARE LA
HEsR (W EERD - DIEPEIFE BETRAR - Zan G0 A —(EE
X &H HCHINRSS - MHEBIRUL S 7 BERIERMHIE - J9F —fER o sizR i
R R T A B R A RIS - NIEZ T 28 Sty - i R — 5 AE
& P A BE A SRR ARV B B 70 24 - & Z S CEERRET 7 2 BREir
By AR AT REM: © (ERTA A RESE T S EEIR ERE CHI S 7T
[y B ER B P9 A

Hrp—EEEs AR RIES 55 5 (Modular Open
Source Identity Platform, MOSIP) > MOSIP 2 —{f = & 2 B 22 A
(IELEAEE BV & - T EENERY Aadhaar “F-& © MOSIP BILHYFE A
AR TR (LERERAEREIZ) B ELE 73 I HEE T A
HE AR SOAEHME - AR R TR = 5 0 AR
EhT - 158 MOSIP IR & A GF > MOSIP &Rt I FR (Y & 71
AREZ% > HATLAWEEEE ~ JEEE -~ IrEm R - %0~ 25 BeHE -
SR ~ R ~ ATEGVEZ ~ BB IR~ LR B S B 5 5
FHEAIRTS - 315 0] 5 Kaliya Young J/ Idenitity Women Business FT#E%5 7
"MOSIP » fEF2EkF R ] Z1HAY & ; (MOSIP, the Unneglectable Force
in the Global South) *° » FESMERHENEEEL B 73 2480 AT i - ] 2%
CEKEEH - EIE S 3800 FREESE ) (In Pursuit of Proof: A History of

20 https://medium.com/@identitywoman-in-business/mosip-the-unneglectable-force-in-the-global-
south-a7866535b46e
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Identification Documents in India) —3& -

10 ~ & Fy MOSIP Efir & 3R AR E (2 MOSIP B J548ik)

BRI T RS (S (E I E 2 FEZRME . (Trust over IP, TolP) G#f%2
WAHZESGSEENGEAN TIEEE - ToP AB g2 Linux
Foundation JH NHYBILAHAK 2 — » AT HEEAE A RS AR e TP B =
"R Gy E ) IR o RIERZ AR G ERY] T B &RV HLEER
FERE - (B AR RS T S (F RO - BB &R - H H FiE
NBBRAAIRIES KR #F 2 A\ R E N ERBUEE RS 2o A\ i
By i HFAMTEAE S E A S 5y - Nt A EESHEENE - |
KIEE TolP Bi@& L T HEEh R BREEAE - I &7 < M BCE R E R |,
" HEEN T EE A B R RS, - T R T B i R E AR N R
X5y, P BEBEEARMERE AN ER —— RIS E

ZEPHIEARRFIBR , ~ T RER A G ERER Z A BRI
= o AR T RN B EE 2N - WEIE T ST SRR RS EIE
Wl did:web J5 0K L - B (S G B AR A HGig SC 4 ( Governance
Architecture Specification V1.0) ~ DAUKFIEERIFTAL 2 @S U R R R L

( Key Event Receipt Infrastructure, KERI) 7l 45 -
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TolP Technology Stack TolP Governance Stack

f cosywten Gowerrance Frameworks

11~ TolP (VB FHH LBHIA > %5 T TolP {EHESA [F] g KR TSR 4L

aHSE (ZKE © TolP A& B U740k )

1£ T SSI?VCs Not Dead (yet) : Hot takes and lessons learned from assi/VCs
Consulting | HXH > ZKH Identity Women Business Y Kaliya Young 5t 8 {7 &
SRR R AL BR RE B B o R RE R ET TR R > RALRET T SSI/VC (B fiL S
73 B E/mEgReEas) MR LR ERAVEEREDREL - U AR (s P o T
NI RSt e 2 [ BHEE BRI 2 T A — KRR - i H 5
ARSIV HARE AT o M8 Ry bR S B A A e e By B
R AHRAAVARATIRE ST - B A\ Al DI - (B BN AT I A
& BEPFEHEENER R RERZ L - A ZE O E St E
i o EEEAIHE B HAZ R MIRR AR - PHBEREY - CHE A — A EH
FHi S REEARHHEZ SRHEE - [E5h Kaliya DL Good Health Pass
Collaborative £y & (5 e ARG YRR S - (B L BEFERASRERE -
(B B 2 AR T B m] DASEER 0T BRI 2 AR R L (i e S U BRI 2R - B
KEWHEEZH S ARSI - REREE S 7 R B R & e B E A E)
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e HLE SR 528 5 TP TAT G Y TR - B AR B A R B & o3 Y SLAHE AR

(elDAS 2.0) HEE21% > AME HEMEERZEATR - AREWVERE
r 8% I B A S T [R5 ~ (E R EBURAIE & - A A e R (E A Rk
FAEEITHEAK -

H - S8 38 BRSO TEYE=H

FASE = Heiferh > AP sERR b A [B] BT 5 25 AH B BT am i Fe
FAHERD > B E NS S A HEE Y BC Wallet S8 EH (i K7 A AHRBRAIAIHT
W > WA HATE AR R B e AR LG F o H ATk S BTt
BAL B T BORHERS » AL R R KRS - — R b (B0 Y
HERS  HRANBEREE B EZR  WARERBEEER

(proprietary ) EZAT AR ER AriE fLAEA RS o > HATSRE ~ HA
BNV TR L S— R AR - B0 E 0 (HEk
RITT) BHBHSEEREETL > — T EEHE PABUF Ry H 3 5 858 > 55—
Tt (e R R A RE S SR - H AT AN EAL K72 ~ AT K75 LA
BT RE - SHYMEAN VB HREE MRS - BRI TEIRE IR
TR AGRAY SR T O ~ Bz ey 8 & 7 st B DA FIEREE 3H U7 0408
BB AFEARLSE - iSRS SR ED LAE R/ ME (data minimization)  ~ [EFRA5E
e ~ T &EEPTE T I0% 7 AT - HEAIERBHEETT 224
AE - o RIEER T BUR RSB A | BT R R IR AR ) MR RS
[EIAT o BERIAIBEE B o B\ B 73 Y R R SR A0 {n A 4 {18 ey P AR o
% -
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SPRIN-D

CHALLENGES MENU =

SUMWT APPLICATION BY MAY 5, 2004

o0 GOAL PARTICIPATE

WESINAR FAQ CONTACT

H Digitad proct of identity is an impoetant basis for the
Hel 'q people W‘th radlca' digratzation of our lives. Digital wallets enabie users
new ideas! to receve, manage, and present proof of identity and
We need pioneering Othar documentation as part of digital procesies.

i This will make digital wailet ssential part of
solutions to shape the T sa e v sveres v o
future of dlgltal ldentlty comglate digitalization of processes and thus aliow
- f pletedy pproaches 1 blems, which
in Germany. We need +iso makes ther the Dot for diroptive.
you, innowations.

12 ~ [E f ([ SPRIND #8528 H Al IEAER T VB A7 A E 16 B H A
(AR« SPIN-D ‘B 5481k )

TEEEE R T MM HE R YA RARVHESE - L HZAE elDAS2.0 H@iMLI%
Hrp—{E EE TRV EZE TR R TR B R AR R A B K AT
(Innovation Competition Funke EUDI Wallet Prototypes)  i& [ ZEH{#E

TS Al 4422 ( Federal Agency for Disruptive Innovation, SPRIND ) FhfT °
HEEH Ry " B RS RE A RAIAH S A RS IR B & 7 HEETER
o WLLETEAEG - BENEREEANERAE T - IREEA
BUESES & Nancy Faeser R @ T BEIRRL K72 - FefMIEAE Ry T8 R HIER
IMEN B R AN EORT TS B ARARHIEERE - BEh AR 2 e B 5 7 A4
A A EE T RO o OISR MR AR R FR AR E P S T s B U DRy
B & N E B RSN A SRR T % - W —2K - AEEEARERS
BRI E - BRAE 0B A4S P AR B — Ee g #RAT ~ K
R RIE TR TR EE o | sZs BEAEEE 4 950,000 BUT (Ir&iaiE=
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THREHELG) - MBS - A EEX T DR MIe A%
{8 R 35 0 w8 T o A A Y A 8 B RO 1 Bl K B B R A B T
POTENTIAL JETEXHRERRIRY S ACHIE - f 2 & A 7 6 B B i A E R EY
IR TSR RIRTS - EHE B 2 /D Bi#—(E Android = i0S HYEIFE
= o BIFTERERN HIRRS S —(EL 2 I SAE Zde » fEESFA I
BT - BTERE D B (A0SR - 58— T8 T > 2/ D BRA—TEA
TABUL 2R B 7y s iHERET PR TR B 05 - BR A 25 H
REATMNEESBERETRE WAL E CriEE » R#E
FFa%d ~ EAERHRER T ZE MR ZR AN 5 55 IS DU 4T A E
TR R L o B AN EENEEE - BT SR S
(AN - B - BEENE R ) REEEHE > B BRI HEE
FRARASHFIAAL - DAL TR R BUR B A AR I s © i — (P B th
BEEE = PSS - AR AU AR R TR B B AZRE - M e (e E DA A4 TT
B FREERE AR o " BR B RO F A AR K AEE | R
SRR A o PR B IR LR RN R B e B
N BEZLAEET Torsten Lodderstedt #ETAR » i sk By Kz Sy R A
HIEVEAT ATRE M TR TSR -

=
|
&

21 https://digital-strategy.ec.europa.eu/en/library/european-digital-identity-architecture-and-
reference-framework-outline
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13 ~ (EEE L R A R e oy S ER AT

BEA MR AT & S0 ER E SR B At )N S AR U H B8 & 7y A&
BREEAIAZE » AN R EZE - 50l (Spencer Cox) %% 1 470 )N
ste % (BURFEUIL AT B8 408545 % )  (Government Digital Verifiable Record
Amendments ) ** - 5% F< ERE By (5] 3 BU R B oy Bl ] B B e 2R M R L
%052 B ] fy S aa sk @ SRS R o F T BRUARIEZRHY AT 1714 - N EAE
SLEEA BITTER A TTEURE ST & 32NN R B B BEA B AL B E A B ROk
R S a1 SN sl oY LA R e N (S T = AW X2
> HREEA G —ES IR L ZBFOER - MEULanEESHE
o LURH T SRR RE

(g —EERRE T TN AR %574 (British Columbia) F5H %L
{ir SRR RSB TR 5 - Bar &t BC Wallet» HEERBER (H
AN BipsE GAN) Teft8fir alBasdi& i - BC Wallet HUHEHERERZIE
R > AT IR B BB R SR T R - (EE MR - &

22 https://le.utah.gov/~2023/bills/static/HB0470.html
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FHFEOA HAER TG » %45 Code With Us (CWU) - CWU J{l
R E m RISy B TR AR A HEF P& (code.govtw) - AT
BRI BUN IR S e & b > EANZBUMEEET T8 MRV ER g &
4 A RPHCHERTRRCE A U B R IS &R - Mk T
I | ( procurement mechanism) HYJRAZ AN CWU DAESATSF & Ry
N EET TABE ) BTRRE, o SHEEBIAEERTLIE CWU F2EFROK
TERIEA M 7 EIIMOIRE T - BT kENS - e BREESEE m] DIR 42
TThA%E - WBURERR A BT - MARE CHYFLEES - BRI

R A ANE T LAEER © 1 BC Wallet 2 AE IS RRHIMESR ML -

BC Wallet Showcase

o

14 ~ BUEr R S BRI RE R GE H A

BC Wallet Ef] Hyperledger AnonCreds fEAEEM: » R A 0] LASE T
PR IREENE XSRS (AnonCreds) FIA[Egag/Bes (VC) » AL BEKE
M b g P ARAT 2 AT Bl RS ERHE AU (W3C VCDM ) TEFEH - 7112
B E P B H BB DSR F[E ( Doing Software Right ) & {F »

AnonCreds IS By W3C VC /8= - 1MEEEACAEZGN - sERIUR
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IRES R LU B AT AE R I » AT BRI A TE W BRI TR
B - FAMEE A S A BUN B B GBI B B s & - W5 B A LIRS
(& BT BUR VIR RO E & EA IR MEE - ERL R TTH - B
Hyperledger Aries ( LLZ#{T Ry EHVE(:) #1 Hyperledger AnonCreds ( LUEgRE
PReERSTL R EHVEM: » THE T MR ) » BRI BC
Wallet REZUHIEEREL &S - IRIE T =& &GN > BC Wallet 1] DU FE{HE]
B P TR EHE A LUES R EFE N - AT LLEE A A & &k e R f2 L
HAGHI e - DLE B e BEfE 11582 (Selective Disclosure, SD) HYFEK >
1B LLFRORHN LA HUE FRAT B AR Al gt B ae i el - 2 PR M AT
AR T 2EZ — » [ BC Wallet 52X LA CWU 52K AnonCreds 8=\
Ry W3C VC BEa]RsE e R (Verifiable Presentatioin, V) &= - KKHIHE
T A

B PR E AT S ] B 58 R S A R A R 5 R R R R R AR TS Y
Annocreds J5% » HAA N VEGLIFRDT R EREA E /TR RIS 77 AT
o R R ER A RE SRS R AIH - BREF AR A BHECR A RUAN ~ 1
ARV TR EREE -
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B~ OVSHEERR ¢

ERHEITER —EmEE EREE - HNEE IS5 - Bl g rE
FHE (SSI) B fe S tHBR R i N i asat & 2 BPE & (R SE s B AE 1 iR
BAREHEER - ARG ST ZOETEVBIRSOM - 388 7 28105
Aot S Eze g > SEE TRV EGIR MR ET 29 AN LHIBIES - WL
E PR LS BRHYHT RS B PR S8 R 5500 2 By > FREISL A2 7 IR Rife T 57
AR NI 22 S BIBUF S - SRR R E R TR - B
DU B fiey 7 sUEL AT R s 58 Jee R AH R EE SR LR RS- 15 ~ E24i0HRR
IFEMES G TN > HOANER B - BES T ENE B EZEREIER
iy > R L Eh SRR ZEEAL SRR E] - W8S TP EIRRARE > B
SEEIRFREUR ~ MBS ~ IEARBUR ~ FEEIBUF B D AR A L5 - B85
AN EERARBIEGTE - (£25 S BB EHSRELL EFIR - AR
(i 2 AR By B S oy MR R SRR D s T

— BB RREAT Z B - MR R MR URtH ¢ (ORIt
17 > FAPTHE R EPR LA 5T S A e AH A L B AR AT BB {1 K A ]
I > CHSE H RN & AT o B Ur 7 8 m] Bt B aE BB ANTR > 3L
HHELAFIHASEE S ZEIE - St ER A [FEE e A BB K H
AT R AR m R o 3B SRR SR TT 18 A LT ] - s 2 AT
OMERVERIERE - =20 BEHIB I L mEAS - HS AR o 4Bl e
FEEE NRFRWEEREB LT ERGEEEREN "8iraH ) A5
(e —E{ERZERE T A PR A N EHZ > IMIE N B LESaia
Tk IR RS IR E G AR © IAM M EOREEE » BRI REA
[EIARAE R RE PR B K A BHE IR

#
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= - ERiEHy 2 B ERB RO R G I 2 BB B TARaEsk - A3k
BEN RS LB BREEIRSIER & © B - BHRRRERR T a2
REMASHEG - MBI ME SNSRI - SEETERY BB E A
By EERE - HATEL IR ETE E AN EELEANTT - BRI A A B B PE
EfEPIE > ARG R LA HIBBGRRAY - R T BB E N B AR B 5 e
BREZR AN R U S S B B 7y B K7 S feeilish - iE Ry H
Al BB 80 7 AGETHE - i AERETE AT RS R ARG K
BRI AR - AHDE LB SR T ENG S TARRRAEEs - P alim s
TR AT REM: - B RN A ARIEL AR BUN E X L BRI E - HEEEE s
TEfG 1 > ZEFIEERGIEAYHAY -

= - RN R EIE A IGERE S R R ¢ B RTHB SRR
SR L LIBES T SR&HH AT A S 2 RIIAERZEG] - a5t figk
SRR SR B AT s B2 IEAT B P VB RS LS (E R AR RE AR i Uy
EfEtEE - W INE L A IERGTEI TS AREAG R UIE A - 4 H
(Y - AERHZE BT 25 2R BIECH 1 BEYHHY APAC Digital Idenity unConference (AH[H
SN E SRR R ) o B UEE) H AR E D IR B i 5 o) e SR B AT
SRS 2 ISR - WBES TR A S8 - RS T EEry Y -
JEENHIHRE T R BN AR S BN 5 7 TIRY (IW) - - &ENEHZESEH
=08 HATA RS ERH BB L AHRRRR AR A 2 BBl 3E ~ BB S - K
FEEARE RN AT HEIN L Rk = S BRI E B A R E i E - S
B Ers s (e R R A - PR R R RS

%{:

e
tF

ra -~ FHTERER TS b—— e ) BUCERRRB TR ¢ B A

23 https://cdn-assets.inwink.com/5b73d46b-329d-44a2-a4b7-eb92bf54c4c1/e6¢c2bcca-c933-4663-
86b8-42ed0fe05e6f
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B AREEL AR A SRS - AR A T B b—— Rt OtEE - 4
U B R E AL BUNARES — 22 - LT R AT DISEER R R K+ - I
(A EIRE B —E S R ch B 52 5 T o3 BB o B — (ORI B ERESERT - DABK
PERE 2 MU TR o RIS B A AR BN & ZERIXUME (Brussel Effect ) £
B "B AE LG D REEESEARTS ) (elDAS) it 113 4 3 Hw)iEiH
AR HEIL T o3 AN S Sy B R IR R IR RS - e —BRaR A &
HYE2 LR TS Apple Wallet ~ Google Wallet ~ Samsung Wallet [RIE[~ 7] GE1EEE
FAREE o Barp =B 7 )5 28 DL B o8 LA R P e 5 1 R T SR -
[E1E] T E——srEet ) R - DUERIEIRE S o S E M AR
ZAEIMA ZHIBIPRZEG - AIATEEIFTAL - 88 By B A AR SRS 2
—RANERY  BISEURGEE  S AR T A AR T 2 s Y ER A A
o BEBITE IR - A —EARAGE B AR A S TR 5 05 H
B OBRRESENEE - ARERAGHA GHET RS BAE: - tE
WA FAEEBL (85T R B 2 2 S0 SE B F BT B N BUR IEAE — 2
AT ITRISERE - ¢ 89 SR Real ID FRIGE—ESEIFRAEAVITENRE
HEEAE (mobile Driver License, mDL) » F N5 4ERF—E R BILYE - {EREFIAR
TRER B ZEAS IEAF 1918 B G S INEREE - H AT RS FEE ARG R e ]
TR DAY B BN B8 FIARFE I MTDE - DL B 2801 s B SE B i 20 2 B
J& (Transportation Security Administration, TSA) f&R&{ENV4EERE - HARE A —
(EER2EEG] - HARELEE (Digital Agency) FEEEAYE S EHEF =
AL > Hrp—IHE B EEIEE A SRS & (My Number Card) > HATE#Z
BRG]  ETAM S T EHAEE R —H AL AENE - HAHEH
TH IC &R RIVE A GRSt Rk A B AR - BRI LT 2 A H
i o B BRI RECINEERE GHCETIEI 5 7058 (elD) HE - it
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AT ZEANERIORE ~ (B AFBRER SRS - 217 RE] 111 4 > HAEM
P FH ST EL BN BRI 4S5 CEO & (Tim Cook ) REZ I BNEHE A 4R5EREA
Apple Wallet » E5 57 (B fE 2475 H ABUM S B AL BIR1E[E R (Informed
Consent) HY[SRE - HHtL Al » HAIEAAREHAS V& 2 TR ESETRETS 7
AR - HAVEREE TR A ERIRBSE RS o (B2 F R B A AR et
Fori%577 » B EE (Digital Agency ) HIIHTE e A B G 73 BLE i K7
MHEARRE] > BN H ALEF TS (Trusted Web) FRFESHRE » ZHTTASF
fETHEEH—T % E TEMZEF AREI IR & 1182 Panasonic (T T HAE
i AR B EE 22 (JP-DIW PoC) o FEAMNEi BESS —{EbH5T4H " web3 W5E4H |
W TA R B S 7 BT iS58 (DID/VCs) #eZAVITE » IMHABER
(FDP) J* 113 4 4 HIZHHECHTARAHY web3 2024 (1 f7 & » SUHZHRE T 738K
A e AR TR AL (Dx) Y—REEA » FEAIHEZEATHRN T - H
AEHANL B 5 GE R JTARHEZE - 48 W g 152 OpenlD B & HIB T R IEAS
EZ (NatSakimura) 5130 205 0 AR 5 0977 [t g g iesm S -
AR LAY (Web3 DARMEARTE) FEFREPER " "8 & TEf, 29
CHEEE ) o B DID AR REE -

RIELISE - FF2 B IEAT S AL PT By EAT - JUHE HB e AV B
e Bl ] EREg Ba s - ILLAAHARE NS » B & 0 s i SsS 3 T 2
BEIBURTE T ARIVEZEER - AMTEFIARE R - EFERHRENIRF - JiE
H Al Es i R E R B - fHE Bl A )T E R a1 -
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Digital Innovation Key Infrastructure Project —
Taiwan DID Wallet Authentication Module System Development Project

DID Wallet Draft Introduction

a

mod

Ministry of Digital Affairs
Department of Democracy Network
web3 architect, mashbean
2024.03 CCO

This presentation content is for reference only. For detailed information,
please refer to the information provided on the official website of the Ministry of Digital Affairs. 1

Register

All the information you neg

I been prepared.

Wallet Addr Bind
0xb539...8a88 X,

2023 PoC Project: TW-DID

https://github.com/moda-gov-tw/tw-did/releases




Ditigal
Citizen
Certificate

Ethereum
Address

DID:Ether
+
Semophore (ZKP)

Proof of Personhood

2023 PoC Project: TW-DID

https://github.com/moda-gov-tw/tw-did/releases

2024-2027 Taiwan DID Wallet Project

Digital wallet refers to international standards,
Establishing the verification infrastructure

for a digital democratic society;

Guarding personal data and privacy,
Achieving personal digital autonomy,

Data authorization and self-determination. Tahwan DID Wk Project Draf
BOEFAREE
Using international standards: W3 ® s
Decentralized Identifiers (DIDs v1.0, 2022) ~ I

Verifiable Credential Data Model (VCDM v1.1, 2022)
published by the World Wide Web Consortium (W3C),



3-party
Service

Wallet App
TW DIW Protocol

Gov
Credential
B

Gov
Credential
A

3-party
Crendential

Taiwan New elD TW DIW
ID-Based Service Wallet-Based Service
(Centralised Digital ID System) (Decentralised ID System)

was Suspended in 2021 is a pubic infrastructure project in 2024

Brief Introduction

@ @ @ Authorization, AuthZ
Card l l

Authentication, AuthN

v

# Digital wallets consist of Decentralized
Identifiers (DID) and Verifiable Credentials
(VC), they are not another elD Program.




High-level Concept

De facto identity

Self-sovereign identity (SSI)

Composable & programmable social relationships

Permissionless & Open-Source

Interoperability

Passwordless

Secure & Privacy Preserving

Functional Equivalence

Resilience and Social Recovery
e Opt-in & Opt-out

Decentralized Identity/
Verifiable Credentials Triangle

A
Holder
DID

Decentralised Identity

Crede Issue | |c | | | | o | Thrid Party
ntials
Ve

>
>

ard > "
l | | | Service
Verifiable Credential L—J SD

Selective Disclosure

Proposed use of privacy protection measures related to zero-knowledge proofs

Goal: Through nationwide public infrastructure, establish the
prerequisite conditions necessary for Taiwan to achieve self—
sovereign identity, ultimately leading to a future where citizens'
personal data privacy is protected.




N
( Standards Contributor

DIW R
by moda Infrastructure Builder
( Technology Provider
( System Integrator
. )
In Taiwan, software standard Wallet Developer
development is typ.lcally led by Wallet Adopter
the government, with the
industry building the relevant
ecosystems.
A
< J
— 'y 9y
DIW Ecosystem

Timeline
2024 —— 2027

1. Public Building Blocks: Open-source packages,
cross—department testing, private sector sandbox

2. Trust Registry: Maintenance of trusted lists

3. User Interfaces: User—-end apps and issuance,
verification services

4. Standard Update: Ongoing updates from technical

promotion teams, regulatory adjustments




Conclusion

. The digital wallet is not a reboot of elD; instead, it enhances the digital
sovereignty of individuals through "verifiable credentials," allowing
individuals to choose whether to use them or not.

2. The digital wallet provides open-source public service, offering a set of
tools for both public and private sectors for issuance and verification,
with the source code available for public review and use.

3. This public infrastructure project employs technologies to enhance
privacy and security, ensuring the security of users' personal data in
various application scenarios.

4. The digital wallet adheres to international standards, providing Taiwan's

government, industry, academia, and research institutions with a set of

public standards, serving as guiding principles for global credential
interoperability or domestic recognition.

Currently, there is still competition among international SSI standards.
——# Standards Contributor ~

' SD-JWT VC l | i openipavc

Standard i OpenlD4vP

ISO 18013-5

split || e

Organization ' ™\

s ” -
VCDM 1.1 ' i veDM20 | L
. 3 &
DIDs ' ("
( NIST 800-63-3
FIDO2 J Webauthn | |JSON-LD 1.1
.

fido W3C NST

ALLIANCE




DID Wallet

Building a Public Credential Service that Balances
Privacy and Convenience

o]

|1. User Overviewl

. 7
Issuer w

(o]
Verifier

[—|2. “Card“| |4. Authentication
I .
Ve ssue A card » | Thrid Party
Service
|5.Verification Managementl

[3. DID Wallet (DIW)

"

I6. Issuing and Verification TooIkitI

|7. Legality and Technical Specifications

|8. Regulatory Authorities




. 4 )
Holder

Verifiable Credential Selective Disclosure,
vC SD

Card Third Party K \
Service ®

\ 4

XX Online Shopping

Selective Disclosure:

It allows for the verification of
qualifications without revealing all
information contained in the
credential, enabling the verifier to
determine if the individual meets the

. . Button pressed for confirmation.
criteria. \ J

The following information will be displayed:

O Are you of legal age?

O Are you a citizen of Taiwan?

Core Objectives of DID Wallets

1. Citizens: Build a signature and authentication mechanism that
combines privacy and convenience, connecting various digital services
to prevent digital footprint problems.

2. Government: Provide secure and convenient digitalization solutions
for government agencies, accelerating the realization of the smart
nation goal and improving digital transformation.

3. Industry: Enhance and define more secure and interoperable interface
standards, becoming the cornerstone of digital services.

4. International: Construct identity interoperability protocols for cross—
border recognition, improving the convenience of overseas or digital

life for citizens and reducing international identity recognition barriers.




Enabling a trusted
digital future

December 18, 2023

FOUNDATION

' OpenWallet

Antitrust Policy Notice

,

Linux Foundation meetings involve participation by industry competitors, and it is the
intention of the Linux Foundation to conduct all of its activities in accordance with
applicable antitrust and competition laws. It is therefore extremely important that
attendees adhere to meeting agendas, and be aware of, and not participate in, any
activities that are prohibited under applicable US state, federal or foreign antitrust and
competition laws.

Examples of types of actions that are prohibited at Linux Foundation meetings and in
connection with Linux Foundation activities are described in the Linux Foundation
Antitrust Policy available at www.linuxfoundation.eu/antitrust-policy. If you have
questions about these matters, please contact your company counsel, or if you are a
member of the Linux Foundation, feel free to contact Andrew Updegrove of the firm of
Gesmer Updegrove LLP, which provides legal counsel to the Linux Foundation.

OpenWallet

FOUNDATION




Every browser is based on open source code

e.g. Google Chrome, Microsoft
Edge, Samsung Internet and
Opera are all based on Blink

(Chromium Project)

Standards like HTML or

Open Standards «— HTTPare the bedrock of
these open source projects

' OpenWallet

FOUNDATION

Because open source

Wh development is faster
y and cheaper and can

foster safety and
interoperability.

‘ OpenWallet

FOUNDATION




We deploy this model for digital wallets

Digital wallets may hold many

credentials e.g. identity, drivers —
licenses, health, academic, > Dlgltal Wallet

access, crypto assets

Most use cases require
adherence to different
standards and rules
that differ by country

Open Standards

FOUNDATION

' OpenWallet

Creating a safe space for all stakeholders

provide funds and
nominate board
members who decide
on the budget

stay in control of their code

Developers — and nominate TAC Members
who decide on new projects

(_

provides feedback nominate GAC

and nominatesa  ¢«— Governments —> members providing
board observer feedback to projects

' OpenWallet

FOUNDATION




Premier Sponsors
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Initial Governmental Advisory Council Participants

e To date, the Governments that have joined the OWF Governmental

Advisory Council (GAC) include the United Kingdom, China, Switzerland,
Sweden, Portugal, Papua New Guinea, Mexico, Bhutan, Argentina and
United States.

The GAC Government Representatives' details are available here

If you want to learn more about the GAC, don't hesitate to get in touch
with the GAC Secretariat at GAC@openwallet.foundation.

' OpenWallet

FOUNDATION




Digital Wallets serve many purposes

Digital ID Cards
Driver's Licenses

Credit/Debit Cards

Web Hardware

Travel/Loyalty Cards

Cryptocurrency/NFTs
Tickets/Boarding Passes Headset

Digital Car & Room Keys

Mobile S Desktop

‘ OpenWallet

FOUNDATION

Current Projects
ProjectName | Stage | Approvalbate | ShortDeseription |

sd-jwt-python Labs May 27, 2023 A Python implementation of the Selective Disclosure for JWTs (SD-JWT) specification.

sd-jwt-kotlin Labs May 27, 2023 A Kotlin implementation of the Selective Disclosure for JWTs (SD-JWT) specification.

Farmworker Wallet OS Labs Aug 9, 2023 Low code components for the Mendix platform that can be used to create digital wallets.

VC-API Labs Sep 28, 2023 An implementation of the VC API draft standard in REST that includes operations such as
credential issuance, verification, and exchange.

Wallet Framework .NET Labs Oct 5, 2023 Multiprotocol wallet framework enabling implementations of OpenlD4VC and SD-JWT VC,
in accordance to the European Identity Wallet initiative's objectives.

Identity Credential Labs Oct 18, 2023 Android libraries and reference applications for working with real-world identity.

sd-jwt-js Labs Nov 1, 2023 A JavaScript implementation of the Selective Disclosure for JWTs (SD-JWT) specification.

sd-jwt-rust Labs Nov 15, 2023 A Rust implementation of the Selective Disclosure for JWTs (SD-JWT) specification.

sd-jwt-dotnet Labs November 29, 2023 A NET implementation of the Selective Disclosure for JWTs (SD-JWT) specification.

Agent Framework JavaScript ~ Growth November 29, 2023 Previously known as Hyperledger Aries Framework Javascript, it initially heavily relied on
Hyperledger standards such as DIDComm, Indy, and AnonCreds. However, with
advancements in verifiable credential technology and the emergence of new standards,
the framework underwent multiple refactoring and modularization processes to maintain
interoperability.

‘ OpenWallet

FOUNDATION




What OpenWallet provides to projects

Infrastructure (Ry Jones)

o project onboarding and support with tools like GitHub, Discord;

o analysis of contribution data

Engagement (David Boswell/Sean Bohan)

o raising the profile of projects through workshops, meetups, blogs, events;
o community building online (Hubspot) and at local and regional levels

Strategy (Torsten Lodderstedt)

o review of project landscape to foster collaboration and fill gaps
o move organizations to get involved as maintainers/sponsors in projects they use

Collaboration

o between Government officials, NGOs (SDOs, Civil Society), companies and developers

' OpenWallet

FOUNDATION

Community Meetings

A special interest group (SIG) under
the Technical Advisory Council (TAC)
is a group with a shared interest in
advancing a specific area of
knowledge, learning, or technology
related to the mission of the
OpenWallet Foundation where
members cooperate to affect or to
produce solutions within their
particular field.

' OpenWallet

FOUNDATION

A task force is a group that is focused
on a task with limited scope and fixed
time to complete. A task force will
have a specific set of deliverables or
work products that it will create and
be limited in time to completion.




Community Meetings
[Name [ ypo ] ApprovalDate [ ShortDeseripton |

Architecture SIG

Credential Format SIG
Comparison

Digital Wallets and Agents SIG
Overviews

Safe Wallet

OID4VC Due Diligence

‘ OpenWallet

FOUNDATION

Apr 05, 2023

May 31, 2023

Sep 20, 2023

Sep 20, 2023

May 31, 2023

Focused on conversations related to the architecture of digital wallet
engines.

Maintain information about available credential formats for the benefit of
OWF projects and the wider community.

Further develop and maintain the Digital Wallet Overview and create a similar
overview for digital identity agents/SDKs. These overviews should provide
transparency of the characteristics of wallets and agents in order to allow for
comparison and effective decision making on which wallet is applicable for
your use case.

Create, distribute and promote a set of material that will become the
de-facto way to determine how "safe" the new breed of digital wallets is, and
be able to compare them effectively. This will increase the visibility of the
solutions to correlation and profiling issues that could be introduced with
digital wallet deployments.

Investigate the specifications belonging to the OID4VC family thoroughly,
check the existing implementations, and start the preliminary work for
potentially creating/hosting a reference implementation or a framework that
can be used by a wider community for application implementations

OpenWallet stakeholders are building an
ecosystem where data flows freely to
enable user choice, privacy and security

‘ OpenWallet

FOUNDATION




Participation

OpenWallet Linux Foundation Governing Board
Sponsors General Members 9
EUR 200,000 Dedicated member
EUR 20,000 (>5k)

EUR 50,000 (>5k) EUR 15,000 (500-4999)
EUR 25,000 (>500) EUR 10,000 (100-499)
EUR 10,000 (>100)  EUR 5,000 (<100)

EUR 5,000 (<100)

Free — 1 member (TAC Chair)

Free — 1 observer (GAC Chair)

General

(by number of
employees)

1 member for 10 sponsors

Free — 1 observer

' OpenWallet

FOUNDATION

Join the growing list of
organizations enabling a trusted
digital future

openwallet.foundation

info@openwallet.foundation

‘ OpenWallet

FOUNDATION



Decentralized Identity Foundation (DIF)
B

Introduction to SSI
IIW Spring 2024

Welcome

Nice to Meet You

.

4

Limari Navarrete Steve McCown

Sr Dir Community Engagement Chief Architect @ Anonyome Labs
Decentralized Identity Foundation DIF Steering Committee



What is DIF?

How DIF Accelerates Adoption for “Decentralized Identity” and
Related New Developments (e.g. Decentralized Web Nodes)

1 Innovate for rapid development of
specifications that become standards

2 Create software building blocks and tools for identity
solutions comprising DIDs and VCs

3 Maintain reference, open-source, implementations and
stacks, e.g., Veramo



DIF Focus

DIF is an engineering-driven organization focused on developing the foundational
elements and building blocks necessary to establish an open ecosystem for
decentralized identity and support security, privacy, and interoperability between all
participants.

& | E
of ) v

Bl

JE
Structured Technical Reference |ndustry
Collaboration Specifications Implementations Coordination

Beyond specifications, DIF members
de f

Source: https://identity.foundation/governance/about

WG creation policy, https://github.com/decentralized-identity/org

DIF Working Groups

Qg

Presentation Exchange v2 released Feb )\ Discussion of rotating and
G O Working tow of Wallet Rend documents and how that relate
Data agreement developing consent r - verification
AR ta agreement developing consent re |dentifiers and erificat
. Discover
Credentials y
DWN group recently completed the encryp ‘ork on Universal Wallet Backup Containers
vault and they are busy implementing. Work Looking to er e wallet vendors in ¢
done on a companion guide common problems in backup and recovery
Secure Data Storage Wallet Security
@ A\ DIDComm is at v2 . P
P, R N . See the for the full Sidetree specification
e Discussion of creating a training, course or DIDcomm (currently v1.0.1)
LR orientated pla e
DIDComm
Sidetree
BBS updated the IRTF draft which is based on the DIF —/ OIDC4VP and OIDC4VC
draft for the IETF meeting in March @E (This work is being undertaken in OpenlID)
Applied Cryptography terms DID Authentication rerms
IRTF = Internet Research Task Force (long term focus) OIDC4VP = OpenID Connect for VP, Verifiable Presentation
IETF = Internet Engineering Task Force (shorter term, engineering and standards) OIDC4VC = OpenlD Connect for Verifiable Credentials
BBS, BBS Signature Scheme, comes from the authors: Boneh, Boyen and
Shacham

DIF

DWN = Decentralized Web Nodes, check out the AMA (March 2, 2023) by Daniel Buchner here: https://www.youtube.com/watch?




SELF - SOVEREIGN IDENTITY

The
Movement

Photo by Joel Filipe on Unsplash

SSI or Decentralized Identity?

Self-Sovereign Identity - a name commonly used to
describe the greater community.

Decentralized Identity - name commonly used to describe
the technology based on the principles of this movement.

.....
.....
ooooo
.....

.....



The Challenge

How | Discovered SSI

Me a long time ago




Alarming Shift in the Internet

All of a sudden everyone was

handing over personal

/
. . . o v (2
information, putting their faith in ~ © ¢
e

large tech companies.

Photo by Kenny Eliason on Unsplash

Privacy Concerns

Support the Guardian

. The,.
Guardian

Fdward Snowden

Glesa Grecmaldos — Edlward Snowden: US surveillance 'not
urity Eberty h b Py L A
Coni s something I'm willing to live under

2013 Interviews in the g =

Guardian




Large Data Breaches

TYahoo! Date: 2013-2076. ...
Microsoft, Date: January 2021, . ; e
First American Financial Corp. Date: May 2019,
Facebook. Date: April 2021, ...

LinkedIn. Date: April 2021, ...

JPMaorgan Chase. Date: June 2014, ...

Home Depot. Date; April 2074. ...

MySpace. Date: June 2013,

| was Introduced to
Self-Sovereign Identity

Work Interoperability Services Events Join DIF Blog About L J 0 -]

Together we're building a new
identity ecosystem

Join us in developing the foundational components of an open,
standards-based, decentralized identity ecosystem for people,

organizations, apps, and devices.

BECOME A MEMBER




The Origins of SSI

Kim Cameron's Laws of Identity

Microsoft's Chief Architect of Identity from 2004 -2019

"The Internet was built without an Identity Layer”



Kim Cameron's Laws of Identity

Microsoft's Chief Architect of Identity from 2004 -2019
"If we do nothing, we will face rapidly proliferating

episodes of theft and deception that will

cumulatively erode public trust in the Internet.”

Centralized Identity

The model we have used for a long time with all identifiers and

credentials
e Passports -
e [Orivers License
e Facebook login
e Twitter Handle

All issued by centralized gvts or service providers V

e Every site has its own security requirements
e Your data is not portable and reusable
Personal databases are honeypots for data
breaches ai



Centralized Identity

At the end of the day those
credentials belong to that
organization, if you delete all your
accounts all the data about you still
belongs to that organization.

-----

Federated Identity

Org



IW 2015

Blockchain had come to the attention of the
internet community

e Several sessions at IIW on "Blockchain Identity”

e US Department of Homeland published a Small
Business Innovation Grant Topic Blockchain's
application to identity management

e (Other governments follow suit in directing
resources in this direction

Laws of Identity

‘ -i.T(' lg -

® \Written by Christopher Allen in 2016 b‘;x!"ﬁ-‘}f’_;

® A blog post that brought together some of
the ideas of various parts of the community

1'\1'(0"1‘{.;:
including discussions at the W3C as to what o be ln‘lr\ lor;
are the principles that should govern bL L€ {’g
il il ‘h'l Wdg)c
identity. nar lldtl\ €

(lbllltl(\
04 * \llll[ll\{n
’

wiract

l ey 6Paits

https://www.lifewithalacrity.com/article/the-path-to-self-soverereign-identity/




Principles of SSI

Existence. Users must have an independent existence. pertability. /nformation and services about identity

must be transportable.

Control. Users must control their identities.
Interoperability. /dentities should be as widely usable
as passible,

Access. Users must have access to their own data.

Consent. Users must agree to the use of their identity.

Transparency. Systems and algorithms must be

transparent. Minimalization. Disclosure of claims must be minimized

Persistence. /dentities must be long-lived, Protection. The rights of users must be protected,

SELF - SOVEREIGN IDENTITY

The
Technology

Photo by Pawel Czerwinski on Unsplash



Tech Foundations

Decentralized Identifiers (DIDs): Digital identifiers DID Resolvers: Abstract methods for creating,
self-created by and for people, entities, or things for  updating, deleting and resolving DIDs stored in a (too)
sharing (publicly or peer-ta-peer) public keys and wide variety of places.

endpoints.

Verifiable Credentials (VCs): Like the paper Wallets** and Agents: Applications using data exchange
credentials we use today, but with cryptographic protocols for issuing, holding, and verifying verifiable

assurances. Enables sharing verifiable data without — credentials.
involving the issuer,

Privacy-preserving Crypto:. Cryptographic signatures, Verifiable Data Registry (VDR): For verifiable

end-to-end encryption, and data minimization using  credentials, the location where the data needed to

selective disclosure, zero knowledge proofs, etc verify a credential is found. Any resolvable location
accessible to verifiers,

SSI and Blockchains

e Blockchains and DLTs aren't perfect, but they're
good, stable, production-ready systems for
publishing user-managed cryptographic keys at —
scale, /,___J

e Personal data should NEVER be put on a
blockchain. SSIis NOT about putting personal data
on a blockchain. They are used in SSI for

publishing PUBLIC data. ﬁ

e Blockchain is NOT required for SSI, and DIDs are
defined to be agnostic to how and where they are
stored.




Decentralized Identifiers

e A Decentralized Identifier (DID) is an identifier that Sjﬂf;""e
is globally unigue, resolvable, highly available, and did:example:123456789abcdefghijk
cryptographically verifiable. DID Method  DID Method Specific String
{
. ' " o ol B8 el 2/ W3, 2 //w3id. u vi"],
e The DID document includes public keys, e B SRR O SR MRS A

authentication protocols, and service endpoints  pbtickey: 1«

necessary to hootstrap cryptographically- By Gyt boplotioms gl ol
‘e ' ' ' ' ' “controller”: "did ple: 123456 ghi",
verifiable interactions with the entity contralling "publicKeyPen™: "-——BEGIN PUBLIC KEY...END PUBLIC KEY———\r\n"
L
the DlD. "id": “did:example:12345678%abcdefghisieys-2",

“type": “Ed25519VerificationKey2018%,
“controller”: "did:exanple:pqrstuvwxyz0987654321",
"publicKeyBase58": "HIC2AVVLMvGQrMNan3uVAjZpfkclCnOwnZnbz InXngPV™

e Different types of DIDs are publicly resolvable, b A
' ' “id": “did:example:12345678%abcdefghigkeys~-3",
peer-to-peer (private), or self-resolving. “type"s "Secp2s6kIVerificationKey2018",

“controller”: "did:example:123456789abcdefghi”,
"publicKeytex™: "82097c30de767f084ce3080168c293053ba330235d71162326302911450936071"
H,

https://w3c-cca.qgithub.io/did-primer/

>3167 189 DID Methods Today
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https://w3c-ccqg.github.io/did-primer/




Verifiable Credentials

e Averifiable credential (VC) is a set of

b wt*s |

. i ':::.:IM---)-QF"NIII( fodert lalasei”,

tamper-evident claims and metadata about “BETPR WD, G LR Crmdent La L g e
. . e . LB

real life achievements, qualifications, or “Ltr *Wtpi/ fenmmple. gowCresent LalaITI®,

attributes that includes a cryptographic proof Sesonis “Sthgus//umesglo.ete”,

created by the issuer of the credential.

yomg et radentanl® ],

Foresent Lokt jact*s {
T TR eeng Lt o Tebl T T RDeb 0 LY el lee
“oeprw*: |
e "Berhelartegter™,
. . raae™s “Sachlar af SClence s ATt
e Examples of verifiable credentials ... endless. )

Anything that is currently issued and shared Fort 1
on paper form is a candidate for a verifiable o M s
credential. ¢

Proafurpens” . “smtartisefuties

L3 g

Bl ain A2 ren i bt 21

TWarARLeatiaaiuihed™ | TR |/ feamaptie oo Mwa b/ LT,
Thent s eyt WL 00U 1IN LT s Il InC D0ed o c Ton Ly an s Las T [ YRILLY

AL

SR LIN AR Lana i OnDn mee | vinagts (ot e

”mmnmt’umm_;‘hlmm“nnln
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https://w3c-ccg.github.io/did-primer/

In Action

Verifiable Credentiols

https:/f .W3.0rQ/TRIVC - |/ # credentiol




DIDs + VCs Can...

Reduce database security risks and business process risks
Give users more control over their identity, data and credentials
Reduce tracking of user activities, particularly by credential issuers
Decrease the value of personal information (data from breaches)
Increase data portability and near-global scope (for reputation and history)
Increase business efficiency through streamlined onboarding & auditing
o Reduce fraud by processing only verifiable data
o Minimize data sharing to that needed to complete a transaction
o Streamline confirmation of compliance data/documentation
Increase trust of any data that must be shared downstream

https://w3c-cca.qgithub.io/did-primer/

DIDs + VCs

SLIDE INSPIRATION: HEATHER VESCENT + KIM HAMILTON DUFFY + KALIYA YOUNG

The issuer creates key pairs and a DID, and publishes the DID on a publicly resalvable ledger or other

data store. The issuer signs the verifiable credential with the private key corresponding to the one inthe  :;3:: DIF
DIBDoc, and gives the VC to the holder.



DIDs + VCs

ISSUER WALLET ~  —— | VERFIER

N
4

BT —

Shared Ledger or other Immutable Data Store

SLIDE INSPIRATION: HEATHER VESCENT + KIM HAMILTON DUFFY + KALIYA YOUNG

e The Verifier looks up the DIDDoc Of the Issuer and uses the information it contains to check the
cryptographic signature from the issuer to know it came from them and has not been tampered with.

What is DID Communication?

Secure, private peer-to-peer messaging

Verifiable Credentials DIDComm is communication
are about the subject with the subject

.....



DIDComm Message Flow




Properties of DIDComm

&

Secure Private

% »
o \ y
AN %04

Interoperable Transport-agnostic Extensible

Additional Properties of DIDComm

e

Message-oriented Asynchronous Routable



DIDComm

Example Agent Message

{
"id": "123456780",
"type": "https://didcomm.org/basicmessage/2.0/message”,
"lang": "en",
"sent_time": "2022-01-15 18:42:01Z2",
"body": {
"content”: "Your hovercraft is full of eels.”
}
}

See https://didcomm.org/basicmessage/2.0/ for details on the protocol

DIDComm

DID Resolution

Transports

i3 DIF



DIDCOMM

Interesting Stuff

DIDComm

https://www.linkedin.com/pulse/what-didcomm-pictures-indiciotech-hnd0c/

ConsenSys Mesh Donated Veramo Open-Source Software to DIF

e  Create and manage keys for
signing and encryption

e  (Create and manage
Decentralized Identifiers (DID)

e  Issue Verifiable Credentials (VCs)
and Presentations (VPs)
Verify such VCs and VPs

:_. % .
e  Present credentials using
8 Kay Management OI0 Mansgement 2 i .
PR jcoNbiob  Postgresal / Resolution ] Selective Disclosure

: S e Communicate with other agents
hegler St TioeORM o o using DIDComm (or other

3 iy - protocols)

e  Receive, filter, store and serve

remote AP
protocols / events data

e  Control other agents remotely,
or act as a proxy for them

Veramo in DIF GitHub repository : https://github.com/decentralized-identity/veramo



https://identity.foundation

limari@identity.foundation




Ways You Can Be Involved

b~
® Volunteer as a Developer Advocate + help build Pratap Mridha
hackathons Blockchain Core
Developer
e Update the draft specification for DWN to match the @Hypermine

reference implementation, located here.

e For DID methods, keep the universal drivers up to date
with the Universal Resolver
Create a demo app using DIDcomm or another work item
Put your hand up to chair a working group
Run for steering committee

LinkedIn: https://www.linkedin.com/in/pratapmridha

LinkedIn: https://www.linkedin.com/in/mostafanagy01/

DIF Primary Scope for Digital Identity

DIDs, VCs; Issuer, Holder, Verifier

Decentralized Identifiers (DlDS) vi.0 Issuer | ... crodontials
%P Core architecture, data model, and representations A i
-

W3C Recommendation 19 July 2022

Verify Identifiers
and use Schemas

%p Verifiable Credentials Data Model v1.1

Register Identifiers Verify Identifiers
and use Schemas and Schemas

DIF Volunteer Developer Advocates

v

Mostafa Nagy

Blockchain / Mircoservices /
DevOps Developer @IBM Digital
Credentials

swmmmnf‘ Verifier \

~ W3C Recommendation 03 March 2022

Verifiable I_Jatgw Registry

—

|—

Source: https://www.w3.org/TR/did-core/
Source: https://www.w3.org/TR/vc-data-model/ 46




DIF Ecosystem

o TRUST

Over IP
FOUNDATION
Qe A, R
& l
g e 8 ~
=, Claims and Applied Secure Data
A Credentials ~ Cryptography Storage

Verifiable Credentials / Trusted

- |
oge -
g DID \ch":,t,ty gﬁ“

DIDComm authentication

DID Communications I ‘
& S ) ) .
8,8 y . Source: https://trustoverip.org/toip-model/
Identifiers and Sidetree

.o
Solution 4

, OpeﬁWallet
f o ‘ FOUNDATION

Discovery Bitiesd

:: DIF

New Weekly Veramo User Group

If you are looking to become more active in decentralized identity,
or open source generally, Veramo is a great way to get started and
join this vibrant community. We are looking for help requiring a
wide range of expertise:

e  Build and/or integrate support for additional standards
and protocols, such as Presentation Exchange, SD-JWT,
and Aries. In some cases, the implementations exist and
just need to be migrated into the Veramo framework.

e  Support for new cryptographic key types
®  Process/build improvements: helping with formatting and

linting commit hooks, developing a test harness for
improved test automation

Veramo in DIF GitHub repository : https://github.com/decentralized-identity/veramo
https://veramo.io

‘DIF




Decentralized DNS Working Group

DIF Identifiers and Discovery WG

Charter: "Specifications, implementations, test suites, etc.
related to creation, derivation, resolution, management, use of
all forms of decentralized identifiers (i.e. including, but not
limited to W3C DIDs)"

Meetings: Approximately biweekly, since 2019

Some recent topics:

DID Lint: https://didlint.ownyourdata.eu/

JSON schema for DID documents

did:btco (Bitcoin Ordinals)

did:polygonid (Polygon ID)

DIDs for legal entities and natural persons (GDPR)

New Universal Resolver/Registrar drivers for did:cheqd,
did:ethr, etc.

e DIDs and Nostr

Source: GitHub, https:

Objective: The primary objective of this workgroup is to
develop and refine the .zkdid protocol as a decentralised
DNS identity protocol based on Zero Knowledge Proofs
(ZKPs), incorporating a proof-

of-personhood registry for secure and private digital
identity management. Emphasis is placed on

integrating ZKPs, biometrics, traditional DNS, and
decentralised DNS (dDNS), along with robust

access control management.

Selected Work Items (Code and Specs)

Universal Resolver
Universal Registrar
did:peer

.well-known DID Configuration

JavaScript: did-resolver, ethr-did-resolver,
web-did-resolver

TypeScript: did-jwt, did-jwt-vc
Rust did:key library

DID Registration specification
Secret recovery methods
(former) KERI

(former) Sidetree




New DIF Work Items

Linked Verifiable Presentation +

Complements the private communication channel (DIDCaomm
or OIDC4VC by
Verfiable Crodoentis blicly via a servic

Document”

There are mulbple places
of which DID mel

Source: GitHub,

https://github.com/decentralized-identity/did-method-en Currently in discu N and inspred by the idea of a decentralized
um?ref=blog.identity.foundation Link

https://github.com/decentralized-identity/linked-v|

DIF Activities



DIF Update

DIF Applied Cryptography WG, BBS Signatures

MARCH: Tobias Looker and Vasilis Kalos presented the updated  juLy: Draft 03 integrates the optimizations of Stefano
Draft of the BBS specification at the Cryptography Forum Tessaro and Chenzhi Zhu, reducing the signature and
Research Group (CFRG) at IETF 116 in Yokohama (March 2023) proof size (and proving the security of the scheme)

e The specification, developed by the DIF Applied
Cryptography WG, describes a pairing-based, The BBS Signature Scheme
multi-message signature that supports selective draft-irtf-cfrg-bbs-signatures-03
disclosure and zero-knowledge proofs ; -

® You can watch their presentation here

e The slide deck can be found here, click on The BBS

Signature Scheme ; _
IETF116 s o
CFRG ~ Laat wpdonnd
Ferme 0 () ) () o 3 e

ASScan rescerces

Source: https://datatracker.ietf.org/meeting/116/proceedings/

Source: YouTube video, https://www.youtube.com/watch?v=GZRb-w-xxtY start at 41:20
Source: BBS deck, https://datatracker.ietf.org/meeting/116/proceedings/, click on The BBS
Signature Scheme

Source: DIF GitHub repo: https://github.com/decentralized-identity/bbs-signature

Source: IETF website, https://datatracker.ietf.org/doc/draft-irtf-cfrg-bbs-signatures/03/
Source: https://christianpaquin.github.io/2023-07-13-of-u-prove-and-bbs.html

BBS Signatures




DIF Hackathons

did:hack (June 5-8, 2023)
o  Beginners Hackathon for DID

DIF Hackathon

O 422 Registrants
52 Submissions
Sponsored Prize pools from
TBD, Trinsic, Polygon ID and
Ontology

@)
@)

Source:
https://www.linkedin.com/posts/moisesjaramillo_web5-app-wins-didhack-hack
athon-activity-7078076016891453440-_cZn?utm_source=share&utm_medium=
member_desktop

Source: https://developer.tbd.website/blog/did-hack/

Source: https://difhackathon.devpost.com/

DIF Hackathons
* YouTube

e Playlist with eight

educational sessions

HACKATHON

B
® @

14521

HACKATNQ;
Illllllll*i{?

An Intro to DIDComm and the
Veramo DIDComm Package

HACKATHON

An Intro to the Veramo
Javascript Framework

Challenge

HACKATHON

An Intro to Trinsic

Source: https://youtube.com/playlist?list=PL8j6niRuFWThWi2navgz7MuGNUQpaDASv&feature=shared

ni

Polygon ID's Iden3 Protocol

5617

HACKATHON

OPENING SESSION

REGISTER NOW!

Decentralized Identity Foundation

HACKATHON
EETEEEY

HACKATND

55:07 AT09

An Intro to TBD's WebS5 and
Decentralized Web Nodes

An Intro to the Ontology
Ecosystem and ONT ID.

HACKATHON HACKATHON

 ~=nmE— =¥?

95 55:23

An Introduction to
Decentrakized identity with

DIDs, DID Resolution and the
Universal Resolver




DIF Hackathons

OWVI0y2024 - 317 tuned in

Feedback Meet the Winners : Decentralized
e Two of the top three teams were students Identity Foundation Hackathon
e New workgroup on Professional Information from the
e Many used DIDs and VCs for the first time ‘ @ a/ ‘
® DIF Team member was inspired to start a DIF Meetup in RubenWolt Marsh Tyagi cypherhippy  Wale &
India‘ 2 Seeake Sgcase Soeahpr 5

3 £ Q °

Markus Sab  Zack Jones Ken Watana Maruto Kime

S e Speant

Source: https://x.com/Decentralized|D/status/1745935812087382415?s=20

Y g
A\
DIF Korea SIG .
\\l4
DIF Korea SIG
*  Group of experts from industry, academia, and institutions located

o
in Korea for the application of decentralized identity technology
*  Focus on activities such as standard technology consultation,
opinion collection, policy direction presentation, and core

technology demonstration Chair for DIF Korea SIG
e Open, non-IPR group, click here to learn more:
https://identity.foundation/SIG-Korea/

Kyoungchul Park, CEO K4Security (collaborating
with Ministry of Science and Information
Communication Technology to research
Decentralized Identity)

Attendees for DIF Korea SIG Kickoff in July

* Vice President of Korea Information Security Society

¢ Chairman of the Next Generation Authentication Forum and Member
of the Personal Information Protection Committee

* Telecommunications Technology Association (TTA)

* Korea Internet & Security Agency

* Bank of Korea

* Relevant Professors and Researchers

* BlockChain Special Zone Officials

* Many corporate officials

Source: https://identity.foundation/SIG-Korea/ July kickoff meeting in Busan
Source for DIF Guest blog for Park Kyoung-Chul: https://blog.identity.foundation/korea-sig/
Source for DIF newsletter featuring Korea SIG: https://blog.identity.foundation/dif-newsletter-34/




Resources to get active

Important Resources

=>  Get updates on WG Meetings
¢ Slack
€ Mailing Lists

=>  Subscribe to the DIF Google Calendar

=> Sign the IPR for working groups

Photo by Ali Kazal on Unsplash

Mailing Lists: https://lists.identity.foundation/g/main/subgroups
For Web Browser: https://calendar.google.com/calendar/embed?src=decentralized.identity%40gmail.com&ctz=America%2FLos_Angeles
iCal format: https://calendar.google.com/calendar/ical/decentralized.identity%40gmail.com/public/basic.ics




DIF is a Linux Foundation Project

-

Part of Linux Foundation
DIF is a Linux Foundation Project, a non-profit

501(c)(6)

IPR Protection

® Specifications created in DIF Working Groups are
protected under W3C Patent Policy

® Software is protected under Apache License 2.0

Source: https:
Source: https:
Source: https:

WWW.W3.0rf
www.apache.org/licenses/LICENSE-2.0
www.linuxfoundation.or igni

THE

LINUX

FOUNDATION
Trust” initiative
(May 2023)

Goal:

Consortium/Patent-Polic

To improve project
discovery and encourage
greater collaboration on
open source projects
with common goals

DIF is part of the Linux
Foundation “Digital

B

Source: https:

www.linuxfoundation.or

rojects/digital-trust

Examples of DIF Contributions, WG Focus

Name

Universal Resolver
Universal Registrar

Sidetree

DIDComm

Presentation
Exchange

Wallet Security

DID Authentication

Decentralized Web

Nodes (DWNs)

Applied
Cryptography

JSON Web Proof
JWP

Trust Establishment

Description

Resolve DIDs across different DID methods, based on W3C DID Core
1.0, DID Resolution specifications. Registrar for create, update,
deactivate DIDs.

A blockchain-agnostic protocol enabling public, permissionless,
decentralized DID overlay networks

Secure, private, transport-agnostic communication built atop the
decentralized design of DIDs. Came from Aries, DIDComm v2.1

A set of data formats Verifiers can use to articulate proof
requirements and Holders can use to describe proofs, PE 2.0

A set of APIs to enable Identity Wallet and Verifier interoperability,
Wallet container backup

Went to OpenlD Foundation, became OpenID Connect for VCs
(0IDC4VC), also Self-Issued OpenlD Provider (SIOP)

Data storage and message relay mechanism entities can use to
locate public or private permissioned data related to a DID

BBS signatures was presented to IETF 116 in Yokohama in March,
IETF published Draft 03 on July 10, 2023

Addition to JOSE family, supports ZKP, includes analog for COSE, a
CBOR Web Proof that mirrors the same features

Specification by which a Party makes trust statements about a given
Party for a given Topic using Trust Establishment Documents

Universal Resolver, https://dev.uniresolver.io/, DID linter

Linux Foundation Digital Trust Initiative

Where Used, Links

program, https://didlint.ownyourdata.eu/ , DID

Used in Identity Overlay Network (ION), a DID Method

implementation using the Sidetree protocol atop Bitcoin

Contender for TolP Trust Spanning Protocol, used by
Indicio for Aruba travel, Hyperledger Aries.

Used in OIDC4VC flow, specification is here,

https:

Coordinating with Open Wallet Foundation (OWF) which

identity.foundation

resentation-exchange

does software, DIF does specifications

OpenlD OIDC4VC libraries are here,
https://openid.net/sg/openid4vc/libraries/

DWN SDK here,
ithub.com/TBD54566975/dwn-sdk-js

https:

Used by Trinsic, MATTR, Dentity, and others

Initial JWP proposal and planned space for the
development of this work

Collaborating with Trust over IP (TolP), implemented by

companies such as Cheqd and Indicio
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o Examples of DIF Contributions
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i DIF
Why DIF Creates Building Blocks
Vendors build products ... @
But ecosystems need building blocks ...
... to make hard things easy
... to ensure they are vibrant and interoperable Anil John
.. to build-in and not bolt-on privacy and security Technical Director, Silicon
Valley Innovation Program

(U.S. Civil Servant)

U.S. Department of Homeland
Security

Source: Anil John, SVIP presentation, August 18, 2023, Birmingham, AL; Hybrid Digital Wallets Industry Day



DIF Lifecycle

Step 3: Application/Implementation

SDO refined specification is re-used in
application/implementation is put to use

Step 1: Spec Incubation
/. Spec is incubated at DIF.

Step 2: Graduation To SDO

Spec is graduated from DIF
to SDO (i.e IETF, W3C) where
it is further refined

Market Size

Decentralized Identity Market

* $0.96 Billion in 2022

* $101.65 Billion by 2030

* CAGR of 88.74% from 2023 to 2030




Decentralized Web Node Topology

Alice's Node

6. Alice's Node relays
Bob's response

AN
&b. . 1. Alice's resolves Bob's DID
b

G -

Alice's local Node

Source: https://identity.foundation/decentralized-web-node/spec/#topolo

Decentralized Digital Identity

B Decentralized Identifiers (DIDs) v1.0
WSP‘ Core architecture, data model, and representations
A

W3C Recommendation 19 July 2022

Source: https://www.w3.org/TR/did-core/

Bob's Node

3. Bob's Node relays
Alice's message

Bob's local Node

Decentralized identifiers (DIDs) are a new type

of identifier that enables verifiable,
decentralized digital identity.

A DID refers to any subject (e.g., a person,
organization, thing, data model, abstract
entity, etc.) as determined by the controller of

the DID.

{#i: DIF



Other Opportunities

=> DIF Grants

> On 12 August 2021, The Claims & Credential (C&C)
Working Group at DIF gladly announced Transmute
Industries as the recipient of the first DIF Grant to provide a
JWS Test Suite for Verifiable Credentials.

Mailing Lists: https://lists.identity.foundation/g/main/subgroups

DIDComm

§Purpose and Scope

The purpose of DIDComm Messaging is to provide a
secure, private communication methodology built atop
the decentralized design of DIDs.

Source: https://identity.foundation/didcomm-messaging/spec/v2.1/

DIDComm Messaging enables higher-order
protocols that inherit its security, privacy,
decentralization, and transport independence.

Examples include exchanging verifiable
credentials, creating and maintaining
relationships, buying and selling, scheduling
events, negotiating contracts, voting, presenting
tickets for travel, applying to employers or schools
or banks, arranging healthcare, and playing
games.



BBS Signature Scheme

The BBS Signature Scheme
draft-irtf-cfrg-bbs-signatures-03

Abstract

BBS is a digital signature scheme categorized as a form of short

group signature that supports several unique properties. Notably,
the scheme supports signing multiple messages whilst producing a
single output digital signature. Through this capability, the

possessor of a signature is able to generate proofs that selectively
disclose subsets of the originally signed set of messages, whilst
preserving the verifiable authenticity and integrity of the messages.
Furthermore, these proofs are said to be zero-knowledge in nature as
they do not reveal the underlying signature; instead, what they
reveal is a proof of knowledge of the undisclosed signature.

Source: https:

BBS Signatures Recap

Signer g
8
q -

Signer:

header

Prover:

Prover

header

—
'

{0 2 Proof

datatracker.ietf.org/doc/draft-irtf-cfrg-bbs-signatures/03

Source: BBS deck, https:

datatracker.ietf.org/meeting/116/proceedings/, click on The BBS Signature Scheme

Signs multiple messages.
Can also choose a header.
A header is a value that the Prover must always disclose.

Chooses the messages to be disclosed.
Create a zk proof of knowledge of a signature.

Validates the proof using only the revealed messages

and the Signer's Pk.
Learns nothing other than that the Prover has a
signature on a superset of the revealed messages.

Example Use Case: EU Digital Product Passport (DPP)

Private Private private
o M ey o TP ey o IFE =
Third Party Supplier Eocggrc;rgrc

DID Document
Third Party

Public Key
Service endpoint(s)

Store DID
Document

Store DID
Document

Trusted Ledger

(e.g. Hyperledger

Source: https:

DID Document
Supplier

Public Key
Service endpoint(s)

DID Document
Economic Operator

Public Key
Service endpoint(s)

Store DID
Document

susi.guth/implementing-digital-product-passports-using-decentralized-identity-standards-f1102c452020

Private

O wallet B

User of DPP

DID Document
User

Public Key
Service endpoint(s)

Store DID
Document




DID Resolver

DID
subject

refers to

did: | method-«d

DID

mothod-specticd

contains

DID URL

[ tragment

OI0 | path | query

Source: https:

DID
controller

fragment refers, and
dereferences, 10

resolves 10

-
implements

implements

DID URL
Dereferencer
recorded on

implements

recorded on

instructs

operates

instructs

dereferences

controls

Verifiable
Data
Registry

External

fragment dereference

www.w3.org/TR/did-core/

DID document
id | [alsoKnownAs (property X) refers to
(property Y)
®
DID documcnl-roluhvw‘ ' .,‘npmmm;

Resource



DIF collaborates with our Liaison Partners to build the ecosystem

W3C

I OpenD

> TRUST
OverIP
FOUNDATION

Myths

e \W3C Recommendations define DIDs

and VCs

e Qur work is done

Reality

e We are just beginning

DID = Decentralized ldentifier
VC = Verifiable Credential
W3C = World Wide Web
Consortium

Trust
& Alliance

New Zealand

||
[
I 3
Technische ' ||I Innovation
Universitat

Berlin

fco

ALLIANCE

0%,
%-.-o Digital Identity
© LABORATORY

Decentralized Identity Myths

WalletC n
Cnlorad
2023

did:day

An exploration of decentralized identity at ETHDenver

Events at ETHDenver (March 2023)
7 e WalletCon
e ETHDenver Climate Summit, panel, How
Decentralized Identity Will Change the
Climate Accountability Conversation
e did:day — Half-day event focused on DIDs

Source: https:/blog.spruceid.com/announcing-did-day-an-exploration-of-decentralized-identity-at-ethdenver-buidlwveek/ . eee-




Why decentralized identity?

Decentralized identity enables It enables numerous commercial Self-Sovereign Identity has been
control over data and brings trust use cases beyond identity adopted as a policy goal by legislatures
to digital interactions. verification and authentication. including Canada, Bhutan and EU

Regulatory
alignment /\

trust

/ / Internet-scal
N

//

P

“The additional layer of security that
decentralized identity will offer
without compromising consumer
privacy is invaluable.”

“Decentralized identity offers
numerous advantages separate of
the greater identity autonomy it
delivers to customers.”

“"All EU citizens have the inalienable
right to a digital identity that is under
their sole control.”

https://www.gartner.com/reviews/market/decentralized-identity-solutions
https://www.wipro.com/innovation/improve-detection-of-online-frauds-using-decentralized-identity-management/#
https://www.europarl.europa.eu/doceo/document/ITRE-PR-732707 EN.pdf

i DIF
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Guide to KERI
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The Hitchhiker’s Guide to KERI. Part

1: Why should you adopt KERI?
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This Blog is the first part of a theee-part series, the Hitchhiker's Guide to
KERI
o Part 1! Why should you adopt KERT?
What exactly is KERD
* Pact 5 How do you use KEIU?S

(FINEMA
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Medium Blog Posts

Part 1: Why
https://medium.com/finema/the-
hitchhikers-guide-to-keri-part-1-
51371f655bba

Part 2: What
https://medium.com/finema/the-
hitchhikers-guide-to-keri-part-2-what-
exactly-is-keri-e46a649ac54c

Part 3: How
https://medium.com/finema/the-
hitchhikers-guide-to-keri-part-3-how-do-
you-use-keri-2d1724afa432
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KERI Why / What / How

—  Why should you adopt KERI?

— What exactly is KERI?

How do you use KERI?

Adapted from “The Golden Circle” by Simon Sinek 3

KERI Why




Blockchain-based KERI-based
Decentralized Decentralized

Digital Identity Digital Identity
(2015) (2019)

Centralized

Digital Identity
(1970s)

Cryptocurrency System Identity System

2 bt thori
AIice—C> Bob AIicemr Bob

If Alice transfers 2 btc If Alice authorizes Bob
twice, she is twice as twice, nothing changes the
poor. second time.

Double-Spending Proof Double-Spending Proof
IS necessary. IS unnecessary.
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Blockchain Trilemma

Scalability

You can get all three

by giving up
double-spending proof.

Security Decentralization

http://bitly/keri-iiw38

KERI Why

1. KERI is a more scalable alternative to blockchain
for building decentralized identity systems.

2. KERI is portable with or without blockchains.

3. KERI is recoverable from Quantum Attack.
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1. KERI is a DID Method
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HOW DID Methods PROUFERATE:
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(465: A/C CHARGERS, CHARACTER ENCODINGS, INSTANT MESSAGING, £TC)

SITUATION:
THERE ARE

188
competing
DID Methods

188?! RiDICULOLS!

WE NEED To DEVELORP

ONE UNNIERSAL STANDARD

THAT COVERS EVERYONES
USE CASES, YERH!

SOON:

SITUATION:
THERE. ARE

189
competing
DID Methods
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TolP did:webs Method Specification v0.9.15
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2. KERI is an Identity Overlay
of the Internet
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3. KERI is a blockchain
without distributed consensus
(i.e., microledger)

http://bit.ly/keri-iiw38

Blockchain KERI
* Distributed consensus ledger * A variant of a blockchain without
* Total ordering of transactions shared distributed consensus
* Shared governance * Shared data without shared
governance
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Basic Self-Certifying Identifier (SCID) Autonomic Identifier (AID)

4 N

Capture sufficient entropy. %

\L rotation rotation
—> eee
\Lderived /]\ /l\

Cryptographically derive a
key pair from the entropy.

Cryptographically derive an g%%g
Identifier from the key pair. 1010 bound
The identifier is bound The identifier is also bound
to a single key pair. to subsequent key pairs
after rotation.
\_ 19/

http://bit.ly/keri-iiw38

Key Event Log (KEL)

® Pecounting Ledger

Rotated public keys

Reference: Drummond Reed, “KERI for Muggles”, IW#31 20
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Pre-Rotation
Pre-rotated
AID Current Key Next Key
4 N
g % % g st @ Digest of 2nd
1 0 1 0 Cryptographic Public Key Public Key
Bindi
inaing L /) Rotation by
using 2nd
Ve N Private Key
2nd Digest of 3rd
Public Key Public Key
- J Rotation by
using 3rd ﬁ
Ve N Private Key
3rd Digest of 4th
Public Key Public Key
o J
21
http://bitly/keri-iiw38
Key Event Receipt
Entity A Entity B
as Controller as Validator

Key Event Log from A

Q Q
m Receipt from B m

« A KEL may be exchanged directly.

* A key event receipt with a signature is sent back as an

acknowledgment.
22



KERL = REPE(RIWibivas
Peer-to-peer Exchanges
Entity A Entity B

as Controller as Validator
Key Events from A

Receipts from B

KEL & KERL of A’s AID KEL & KERL of A’s AID
Entity A Entity B
as Validator as Controller

Key Events from B

Receipts from A

KEL & KERL of B's AID KEL & KERL of B's AID

23
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Key Event Witnhesses

* A controller may not always be online.
* The controller may designate witnesses
that stores and forward key events to

Witness any requestor.
—
Controller ' Witness Validator
e
KEL I Witness I
N s

Designated by Controller 24
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KERI in a nutshell

+ Key — asymmetric key cryptography.

+ Event — a series of key events related to the management of
Autonomic Identifiers (AIDs) using pre-rotation.

* Receipt — signed receipts from validators or witnesses of key events

* Infrastructure — an open-source framework and protocol for building
decentralized identity systems.

25

KERI How
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The KERI Whitepaper (July, 2019)

KEY EVENT RECEIPT INFRASTRUCTURE (KERI) DESIGN

Samuel M. Smith Ph.D.
v2.60 2021/05/07, original 2019/07/03

Abstract—An identity system based secure overlay for the Internet is presented. This includes a
primary root-of-trust in self-certifying identifiers. It presents a formalism for Autonomic Identi-
fiers (AIDs) and Autonomic Namespaces (ANs). They are part of an Autonomic Identity System
(AIS). This system uses the design principle of minimally sufficient means to provide a candi-
date trust spanning layer for the internet. Associated with this system is a decentralized key man-
agement infrastructure (DKMI). The primary root-of-trust are self-certifying identifiers that are
strongly bound at issuance to a cryptographic signing (public, private) key-pair. These are self-
contained until/unless control needs to be transferred to a new key-pair. In that event an append
only chained key-event log of signed transfer statements provides end verifiable control
provenance. This makes intervening operational infrastructure replaceable because the event
logs may be served up by any infrastructure including ambient infrastructure. End verifiable logs
on ambient infrastructure enables ambient verifiability (verifiable by anyone, anywhere, at
anytime).

27
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Introductory Contents

Textbook Tutorials & Demos

Alex Preukschat & Drummond « KERI Tutorial Series (1), by Kent Bull

Reed, “Self-Sovereign Identity”, - KERI Tutorial Series (2), by Kent Bull

Manning Publication (2021) — - KERI & OOBI CLI Demo, by Phillip Feairheller & Henk
Section 10.8 van Cann

. Blogs & Presentations:
Self-Sov” eiq' + KERI for Muggles, by Drummond Reed & Sam Smith
Identity + SSI Meetup KERI Presentation, by Sam Smith

, \ » The Architecture of Identity Systems, by Phil Windley
« KERI jargon in a nutshell, by Nuttawut Kongsuwan

KERI Search Engine & Wiki:
+ KERISSE, by Henk van Cann and Kor Dwarshuis

28
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KERI and Related Specifications

* Key Event Receipt Infrastructure (KERI): the specification for the KERI
protocol itself.

* Authentic Chained Data Containers (ACDC): the specification for the
variant of Verifiable Credentials (VCs) used within the KERI ecosystem.

» Composable Event Streaming Representation (CESR): the specification
for a dual text-binary encoding format used for messages exchanged
within the KERI protocol.

* DID Webs Method Specification: the Zpecification did:webs method that
improves the security property of did:web with the KERI protocol.

29
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KERI Open-Source Projects

Popular repositories

30
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Important Projects

» Reference Implementation
o KERIpy (Python) https://github.com/WebOfTrust/keripy

« Edge Agent: Signify
o SignifyPy (Python) https://github.com/WebOfTrust/signifypy
o Signify-TS (Typescript) https://github.com/WebOfTrust/signify-ts

* Cloud Agent: KERIA
o KERIA (Python): https://github.com/WebOfTrust/keria

31
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Key-At-The-Edge (KATE) Protocol

http(s)

N
v

or

Edge Agent (Signify) Cloud Agent (Keria)

* Key generation * Message routing

+ Key management * Data storage

- Digital signing + All private data encrypted

internet

32
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KERIA Service Architecture
External
KERI Agent
Protocol API
Messages Requests
*{ Message Router API Handler
o Agent0 Agent1 Agent2
et The Agency — i
Agent3 Agent4 Agent5
IS (SR (SRR
Agent5 DB

Agent3 DB Agentd DB
A | S
L - o o

/| Agent0 DB Agent1 DB Agent2DB [ 33

KERI Command Line

Interface (KLI)
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KERI Command Line Interface (KLI)

usage: kli [command] [subcommand] ...

KLI is a command line tool to perform basic KERI operations, including:
* |dentifier (AID) creation

+ Key management (inception and rotation)

+ KEL query

* Participation in delegated identifiers

» Participation in multi-signature group identifiers.

» Signing and verifying

* |Issuance of credentials (ACDCs)

* Running witnesses

* Running watchers

35
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KERIpy Installation

# Step 1: Install Python 3.10.4+

# Step 2: Install libsodium 1.0.18

# Download a tarball from https://download.libsodium.org/libsodium/releases/
# cd to decompressed tarball’s directory

./configure

make && make check

sudo make install

# Step 3: Install KERIpy
git clone https://github.com/WebOfTrust/keripy.git
pip install -r requirements.txt

# Step 4: Check if KLI works
kli version

For a more detailed installation guide, | recommend a tutorial by Kent Bull.
https://kentbull.com/2023/03/09/keri-tutorial-series-treasure-hunting-in-abydos-issuing-
and-verifying-a-credential-acdc/

36



Running KLI Demo Script
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Reference: https://github.com/WebOfTrust/keripy/blob/development/scripts/demo/basic/demo-script.sh

# First, cd to keripy’s root directory
# Then, cd to its demo directory
cd scripts/demo/

# Set up environment variables

# KERI_DEMO_SCRIPT DIR = {keripy_root_dir}/scripts/demo

# KERI_SCRIPT DIR = {keripy root _dir}/scripts/
# KERI_TEMP_DIR = scripts_tmp
source demo-scripts.sh

# Run the demo script
./basic/demo-scripts.sh

oo ¢S karipy
8 scripts/cems

ERR: Attespt to r
Prefix ElryswYLI90 PAGRIRA r 20000 GRS 6 T-Avpho
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New Sequerce ho. )
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Prefix r OO PENAGRINA r In-OgalgfR g Mo

DHIae 85 AT EokDuARI Mo owtiv Lo T9_1FARE L rG et
Prefix  ElryaWWL2900r PENAGRICE r 20-0gaf TR S 87 -ANpho

Mol : o D TGS B SO -No | Ay - SV Dy d s f
Prefix  ElryswW LIS FENSAGRINA r 2O EgER LA T -Aoinpto
New Sequerce FNo. 3
Molic ey 11 o8l T £ 50 OU0 T phyR ORpafSOPy 17D
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Basic KLI for signing & verifying a message

# CREATE DATABASE AND KEYSTORE
kli init --name test --nopasscode --salt @ACDEyMzQ1Njc4OWxtbm9aBc

# INCEPTION EVENT
kli incept --name test --alias trans \
--transferable --toad @ --icount 1 --ncount 1 --isith 1 --nsith 1

# ROTATION EVENT
kli rotate --name test --alias trans

# INTERACTION EVENT
kli interact --name test --alias trans --data '{"data":123}'

# VIEW AID’s KEL
kli status --name test --alias trans --verbose

# SIGN ARBITRARY DATA
kli sign --name test --alias trans --text 'abcdefghijklmnopgrstuvwxyz'

# VERIFY ARBITRARY DATA

kli verify --name test --alias trans \

--prefix EIryzWY1Z9bQr7EhMAoBXk4r2h-0gaEqERid7-AHNp60 \
--text 'abcdefghijklmnopgrstuvwxyz' \

--signature AABorPTVILp4vAOKyNwSP16QMQNI1nLCFKaPnifTMPMsFTroelLWOOZGuWultCxvXNiz@btV3dDsShCz3QM_

kli init : Database and keystore initiation

kli init --name test --nopasscode --salt OACDEyMzQ1Njc4OWxtbm9aBc

A salt for generating key pairs

The name of the KLI using a hierarchical deterministic
database. KLI database is key (HDK) algorithm.

created either in ~/.keri
or /usr/local/var/keri.

By default, the KLI database is
encrypted and requires a
passcode to use.

The flag --nopasscode creates
an unencrypted database.

http://bit.ly/keri-iiw38

Jb4MM
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http://bit.ly/keri-iiw38

kli incept : AID inception

The alias for the AID.

kli incept --name test --alias trans \
--transferable --toad © --icount 1 --ncount 1 --isith 1 --nsith 1

* "transferable" sets whether the AID can be
rotated.

+ "wits" sets the AID’s witness pool.

+ "toad" sets the threshold of accountable duplicity.

+ "icount" sets the number of current keys.

* "ncount" sets the number of next keys.

e "isith" sets the threshold for the current keys.

* "nsith" sets the threshold for the next keys.

The threshold of accountable duplicity (TOAD) is a threshold number M that the controller declares
to accept accountability for an event when any subset M of the N witnesses confirm that event. 4

http://bit.ly/keri-iiw38

kli rotate & interact : Update KEL

kli rotate --name test --alias trans
kli interact --name test --alias trans --data '{"data":123}'

Anchor arbitrary data to KEL
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kli status : View KEL

kli status --name test --alias trans --verbose

s=0: inception event ("icp") s=1. rotation event ("rot") s=2: interaction event ("ixn")

“KERI18)SONOOR12D_", ERI10)SONGER1GE ", "v': "KERI10JSONOQOOd7_",
icp* ot™ ixn",
o "EFtk2DR2CFxforZnHupsLDdt_DP6BrjuwgCOpPPOb1u6",
“EIryzWY L2900 r7TENMAQRX KA r2h~0gaEQER LD 7 ~AHNPSO" EIryzWY1Z9bQr7EhMA0BXk4r2h-0gaEqERId7~-AHNp6O",
-y npu

{
“EJeNr)leS_eH1Qy4982zurn1XKDaK4-2z0PUwri_pLfb"
l,

"v" : version "i" : identifier (AID) "nt": threshold of next keys "bt": TOAD

"t" : type "s" : sequence number "n" : next keys "b" : witness (backer) pool

"d" : digest "kt": threshold of current keys "a" : anchored data "br": removed witnesses (backers)
"p" : previous digest "k" : current keys "c" : configuration "ba": added witnesses (backers)
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kli sign & verify : Sign and verify digital signature
kli sign --name test --alias trans --text 'abcdefghijklmnopqgrstuvwxyz'

Data to be signed by the AID’s current key

kli verify --name test --alias trans \

--prefix EIryzWY1Z9bQr7EhMAoBXk4r2h-OgaEqERid7-AHNp60 \ Signer's AID

--text 'abcdefghijklmnopgrstuvwxyz' \ Data to be verified

--signature AABorPTVILp4vAOKyNwSP16QMQNI1nLCFKaPnifTMPMsFTroelLWOOZGulWultCxvXNiz@btV3dDsShCz3QM_ Jb4MM

Signature to be verified
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BC Gov Code With Us Results:
AnonCreds in VCDM Format

Six Months Later

https://bit.ly/lIWAnonCredsVCDM

Agenda

e AnonCreds in W3C VCDM Format

e W3C VCDM Learnings
e Aries Impacts
e Development Teams:
o DSR - AnonCreds Rust
o  Animo — Credo-TS
By

BCDIGITALTRUST

e What's Next




s BRITIS
https://bit.ly/IIWAnonCredsVCDM C O}I{,UMEI:II A

BC's Goals with this Work

e Maximum privacy preserving verifiable credentials
o  Unlinkability — no “super cookies”
o  Minimum data sharing for the business purpose

e Alignment with W3C Verifiable Credential standards
o VCDM: W3C Verifiable Credentials Data Model Standard
e Open source development — BC is “open by default”
e Open a pathway to the next wave of privacy preserving credentials

o AnonCreds, BBS+, whatever that will be...

-//bi BRITISH
https://bit.ly/IIWAnonCredsVCDM S

AnonCreds to W3C VC Format, and Back

e Turns out, it's pretty easy...

e Done by moving around JSON
o  Signature on VC and VP contain identical data to AnonCreds Credential/Presentation
o Canonicalization, signing, creating presentation, verifying presentation are all identical
o All features of AnonCreds fully supported

e Supports parallel signatures
o AnonCreds and NIST-approved Signature on the same verifiable credential

m Aka — privacy and “less-privacy” perserving
o Holder-Verifier determine which signature to use in what scenarios



AnonCreds s W3C

"schema_id": "3av...s8W:2:fabername:0.1.0",
"cred_def_id": "3av...s8W:3:CL:13:default",
"rev_reg_id": null,
"values": {
"given_name": {
"raw": "Alice Jones",
"encoded": "728...2918"

}
h
"signature™: {
"p_cre
m_
"a": "203°785",
"e": "259...767T
"v": "626...819"
h
"r_credential": null
b

"signature_correctness_proof": {
"se": "163...839",
"c": "546...523"

b

"rev_reg": null,

"witness": null

AnonCreds s W3C

"@context": [

{ /
"https://www.w3.0rg/2018/credentials/v1",

"https://w3id.org/security/data-integrity/v2",

"@vocab":

"https://lwww.w3.org/ns/credentials/issuer-dependent#"

}
1
"type": [ "VerifiableCredential" ],
"issuer": "did:key:z6Mk...WoT",
"credentialSubject”: {

"height": 175,

sex": "male",
"age": 28,
"name": "Alex",
"id": "did:key:z6Mk...Y1u"
b

.

{

"@context": [
"https://www.w3.0rg/2018/credentials/v1l",
"https://bit.ly/anoncreds-context",

{
"@vocab": "urn:anoncreds:attributes#"
}
] ’
n type " . [

"VerifiableCredential",
"AnonCredsCredential"
]I
'issuer": "did:sov:3avoBCgDMFHFaKUHug9s8W",
"issuanceDate": "2022-11-10T17:24:26Z",
"credentialSchema": {
"type": "AnonCredsDefinition",
"schema": "3av..s8W:2:fabername:0.1.0",
"definition": "3av..s8W:3:CL:13:default"
}I
'credentialSubject": {
"given_name": "Alice Jones"
}I
"proof": {

"type": "CLSignature2022",

"encoding": "auto",
"signature": "AAA.F1M"
}
}
"proof": [
{

"cryptosuite": "anoncreds-2023",
"type": "DatalntegrityProof",
"proofPurpose": "assertionMethod",
"verificationMethod":
"did:key:z6M...WoT/credential-definition",
——>» "proofValue": "ukg..."
}
1
"issuanceDate": "2024-02-07T06:59:10.848067Z"
}
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Interesting Details

e Limitation: AnonCreds first
o Put any AnonCreds credential schema into JSON-LD
m  Not the other way around
o Flatlist of claims is flat — no arrays
e AnonCreds JSON-LD does not use RDF Canonicalization
o Claims are encoded as integers, encoded integers are signed (no change)
e Using JSON-LD “vocab” for the credential schema
o  With the ideas that a JSON-LD context for the credential schema could be provided.

-//bi BRITISH
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Interesting Details

® Nonew @context
o  Every AnonCreds-specific field goes into the proofValue — e.g., schema
e Tricky issue — what to do with a claim that is used in multiple predicates
o  Single predicate: "age” : true, but what to do if asked for age > 20 and age < 65 in one request?
o  Decision — not allowed.
o  For AnonCreds v2, will have to address that.
e Proof encoding enumerated to cover three types of signatures — VC, VC in VP, and VP.
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Interesting Details

e Credential Revocation
o AnonCreds scheme has different requirements — unlinkability
m Verifieris NOT given a unique credential ID to check (the RevRegID+Index of presented VC)
m  Holder creates Non-Revocation Proof
o Implementation does not use credentialStatus entry
m But could be included (unsigned in AnonCreds) for use in parallel signatures applications
e What to do with “issuance_date"?

o Included in VC, but not used by the Holder — not disclosed in a presentation
o Included in VP as the date/time of VP generation

"@context": [
"https://www.w3.0rg/2018/credentials/v1",
"https://bit.ly/anoncreds-context",

{
"@vocab": "urn:anoncreds:attributes#"
}

1,

"type": [

"VerifiableCredential", "AnonCredsCredential"

] ’

Parallel Signatures

ona 9 9 "issuer": "did:sov:3avoBCqDMFHFaKUHug9s8W",
e VC Crypto-Agility via adding "issuanceDate": "2022-11-10T17:24:262",
. . "credentialSchema": {
mUItlple types Of Slgnatures to a "type": "AnonCredsDefinition",
8 "schema": "3av..s8W:2:fabername:0.1.0",
Credentlal "definition": "3av..s8W:3:CL:13:default"
. anana },
e Goal: Fle_x.|b|I|ty/ Ion.g term redentialSubject”: (
vulnerability protection } "name": "Alice Jones"
e Example: NIST-approved + \“proof":
{ "type": "DataIntegrityProof",
AnonCreds + Quantum-safe "cryptosuite": "eddsa-2022" .. },

{ "type": "CLSignature2022", ..},
{ "type": "PSLatticeSignature2025", .. },
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Providing Parallel Signatures

e Works with AnonCreds in W3C Format

o Convert AnonCreds Credential to W3C VC Standard format, with AnonCreds Signature
o Pass to another “sign” library to generate, add signature to VC

e Result: Holder can use VC with AnonCreds or other Signatures
o Generate an AnonCreds presentation, with all it's privacy-preserving goodness

Or,

o Present the VC using one or more LD-Signatures (losing all added AnonCreds capabilities)

-//bi BRITISH
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Aries Impact

e Aries Issue Credential and Present Proof protocols impacted
o How to (easily!) signal that AnonCreds VCDM is being used?
o Model:
m Protocols are the same regardless of the VC/VP Format
m Attachment formats are used to handle the different formats
e Approach Implemented:
o New “Issue Credential” format defined “VC-Data Integrity” for any VC-DI credential.
o Existing DIF Presentation Exchange attachment used for VP
m Change: Include AnonCreds credentials when searching.
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BC Gov
Code With Us's

Hyperledger AnonCreds in “
W3C VC Format
AnonCreds in W3C VC Format
Support in Aries Cloud Agent
Python
AnonCreds in W3C VC Format
Ty

BCDIGITALTRUST

JavaScript and Aries Bifold

-//bi BRITISH
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BC Gov's Code With Us (CWU) Program

e Procurements open to anyone in the world to contribute to open source

o Defined open source deliverable
o Simple application process — pay attention to the “Procurement Evaluation Criteria”
o  Short timelines from announcement to application to award

e Extremely successful for BC Gov Digital Identity and Trust initiatives
e For AnonCreds in W3C VC Format — three Code With Us opportunities

o AnonCreds Rust Implementation
o Using AnonCreds Rust Implementation in Aries Cloud Agent Python
o Using AnonCreds Rust Implementation in :Aries Framework JavaScript and Aries Bifold
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Implementation Work

e DSR Corporation delivered the AnonCreds Rust features
e Animo Solutions delivered the functionality in Credo-TS and Bifold Wallet
e What's Cookin is wrapping up implementing the functionality in ACA-Py

-//bi BRITISH
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What's Next

e For BC: Deployment in ACA-Py Issuers, Verifiers and the BC Wallet
e 0Ongoing transition to use the W3C VCDM in all implementations
e AnonCreds v2 (or a privacy-preserving equivalent)
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AnonCreds v2 or Its Equivalent

e AnonCreds v2 exists as a proof-of-concept implementation

o BBS+ or PS signatures as the underlying signature scheme

o Additional encoding information in schema to enable key ZKP features
m  Existing: Selective disclosure, unlinkability, revocation, link secret for holder binding
m  New: Range proofs, set membership, domain proof, claim equality, verifiable

encryption, blinded data

o  Work to be done:
m Evolving/specifying data structures
m  must use W3C VCDM, must support arbitrary JSON schemas

-//bi BRITISH
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Combining Efforts with other BBS+ Work

e Lots of other efforts towards the next generation of privacy-preserving
verifiable credentials based on BBS+

e Our goalis to keep some of the opinions of AnonCreds in that work
Ease of use
Same objects (schema, definition, VC, request, VP)
Same interactions (Offer-Request-Issue, Request-Present-Verify)
Link secret-based holder binding
e Ambivalent on using RDF canonicalization
o  Will be using RDF/Linked Data in other efforts at BCGowv...

o O O O
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COLUMBIA

Discussion? Comments? Questions?

https:/bit.ly/lWAnonCredsVCDM A Brise

VC-DI: Verifiable Credentials with
Data Integrity

What'’s Cookin: ACA-Py support for W3C compliant credentials




i € onboarding (secure connection established) D .

create credential
offer

"filter": {"ve_di":...}}

credential offer

definition from ledger
and create credential

{ retrieve credential ‘
request

credential request

fill in values in Values

format & attachment in vcd acharia, sdding el
proof, and create Alice
credential

"type": ["VerifiableCredential"]

Credits: KC Tam : Exploring Hyperledger Indy through indy-dev Example

New Function Signatures and Handlers

async def create_credential w3c

ACA-Py library users only have to set the filter
on the credential offer request

Complexity of creating the new presentation format is kept "under the hood"



Team - new What’s Cookin Aries and ACA-Py Crew

Thura Aung Sarthak Vijayvergiya Kenechukwu Orjiene



