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1. Cloud Console Cartographer: Tapping Into Mapping > Slogging Thru Logging ( Cloud
Console Cartographer * fEsCHk 1 4a T [E > =k H3E)

2. The Hole in Sandbox: Escape Modern Web-Based App Sandbox From Site-Isolation
Perspective (Vb VRN * {EuERARARENY A& PR A4S B D&

3. Breaking Managed Identity Barriers In Azure Services ( £ Azurefi 1% F2Em 8% S
FEERsE )

4. A Glimpse Into The Protocol: Fuzz Windows RDP Client For Fun And Profit ( # H.{773%

L PSRRI e IR Windows RDP2 =i )

5. China's Military Cyber Operations: Has the Strategic Support Force Come of Age? (1
EREE AR FEY ¢ BRI SR IR AGA TS 7 )

6. The Dark Side of EDR: Repurpose EDR as an Offensive Tool (EDR HYF&HEE © 1#F
EDR & HFEXRTH )

7. Bypassing Entra ID Conditional Access Like APT: A Deep Dive Into Device
Authentication Mechanisms for Building Your Own PRT Cookie (%&#% APT % Entra ID
BREFERL © R AICESE By Bass | DU L& H Y PRT Cookie )

8. Chinese APT: A Master of Exploiting Edge Devices ( tPEJAPT : #4553 E I H A
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How to use? - Tool Usage
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— ~ Cloud Console Cartographer: Tapping Into Mapping > Slogging Thru Logging (Cloud
Console Cartographer : fEsCE%H4@RIHIE > HEFRHEEE)
257 © Daniel Bohannon, Andi Ahmeti | Permiso Security
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— ~ The Hole in Sandbox: Escape Modern Web-Based App Sandbox From Site-Isolation
Perspective (YD&EFHYIRE - FEuhREFRRERY AR MR A b E)
S84 ' Bohan Liu, Haibin Shi | fEslZ2Z A ER=E

P ¢ 2024.04.18 (2H) 11:20 - 12:00
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https://i.blackhat.com/Asia-24/Presentations/Asia-24-Liu-The-Hole-in-Sandbox.pdf

What is UXSS?

XSS vs UXSS:

o" mxp f

» <script>alert('xss’);</script>

Injected when loading
victim.com

XSS in victim.com UXSS in Browser

3 ¢ XSS vs UXSS
s e e A ELAS ZEWIE R T AT Y Safari 318 25 1 BRI 2R GBI EREFEHE -
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= -~ Breaking Managed Identity Barriers In Azure Services (fEAzureR¥% P2t s B
B)
%  Nitesh Surana, David Fiser | #8&R1H;
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P9 ~ A Glimpse Into The Protocol: Fuzz Windows RDP Client For Fun And Profit (# R.{#:5 :
BB 2B Az Windows RDPZE Pl )
& * Quan Jin, Yinggi Shi, Mingjia Liu, Siyuan Liu, Guoxian Zhong | Z*fE(Z &,

P« 2024.04.18 (1H) 14:30 - 15:00
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https://i.blackhat.com/Asia-24/Asia-24-Shi-A-Glimpse-Into-The-Protocol.pdf
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F. ~ China's Military Cyber Operations: Has the Strategic Support Force Come of Age? (H[Ed
EEERRER - BRISSTR B TS ? )
£ © Pukhraj Singh | Director, Centre for Epistemic Security

BFfE] © 2024.04.19 (F1) 10:20 - 11:00
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. Mandiant: Cutting Edge, Part 4:
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— . Ivanti Connect Secure VPN
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Movement Case Studies
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Treasury & DoJ: Treasury Sanctions
China-Linked Hackers for Targeting
U.S. Critical Infrastructure
25 Mar

Dragos: VOLTZITE Threat Group’s Under the
Radar Cyber Espionage on U.S. Critical Systems
22 Feb
FVEY: PRC State-Sponsored Actors Compromise
and Maintain Persistent Access to U.S. Critical
Infrastructure
7 Feb
US DoJ: U.S. Government Disrupts Botnet
People’s Republic of China Used to Conceal

Microsoft: Volt Typhoon targets Hacking of Critical Infrastructure
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%2;_2 °
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i 2 TEh & 4 Kostovite (Dragos) ~ APT31 ~ Mirai EFE4EEEFIUTA0178 (2024 Ivanti
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From CMC Joint Staff Department From CMC Jointitaff Department
P - — - {‘——7— ‘\I
F Strategic Support Force [ [ Theatre Commands
PIELA RSB "lt
[ y
— - 5 - e
| Network Systems Department I Space Systems Department
L P | (s ey
A - — Beijing MR TRB (66407) "":i
3PLA: 1st Bureau, 2nd Bureau...12th Bureau Chengdu MR TRB (78006 and 78020) “
4PLA: AirDef ECM Brigade, ECM Brigade (Lanfang), ECM Sat Station Guangzhou MR TRB (75770)
3PLA: 56th RI, 57th Rl and 58th RI Jinan MR TRB (75770) |
4PLA: 54th RI Lanzhou MR TRB (68002) |
Base 311 Nanjing MR TRB (73610 and 73630)
J/ Shenyang MR TRB (65016) |
PLAAF TRB (3)
PLAN TRB (2)
High-res image: https://epistemicsecurity.org/black-hat-asia-2024/Asia-24-Singh- ECM Units: PLA, PLAAF and PLAN
ChinasMilitaryCyberOperations-SSF-Reorganisation.png k :
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7N ~ The Dark Side of EDR: Repurpose EDR as an Offensive Tool (EDR HYF&HSTE : ¥ EDR
ENAEENTE)
=57  Shmuel Cohen | Security Researcher, SafeBreach

BFfE] © 2024.04.19 (F1) 11:20 - 12:00
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ensive-100l-37846

a7 B EHIRIEFE (EDR) Z &G AIREFAERYRCE » RiAlEt# Palo Alto
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R T A2 EDR Za8 i AF E AR THE=0HE - [ 2 B R BBk B R s s -

SBIAMTITZER T QIR EDR MiEANE - AJRE G MR T R a M AT T = 45 AUk
% (APT) L% - Wi7Efat - T ] DA% Cortex XDR HYE B A5 - EFGHES
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B AL Palo Alto JFOF'E VT HEITIRIE » MBS > " 2R MIREAELE
I - SafeBreach 1£-1{I8 H AT MIHTFEEER - FMTEREEHE S HEEHNEK
fige i T hReSEBHIRIRE - | 3ERHA Palo Alto Network sEL&C IR & Y22 2RI HES T T 21
AV ERUEAR - R I OrRE R PR RGEISS T - SN AR EERE
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s ST SR TR TS 0 B A LSASSU R A R bR A Y 2 2 R o
LSASS/Z Windows F:&7t 1 & 55 i (5 2 BpsE iy A= AR - B8 (% ] procdump E—TH >
KB ERESTE LSASS fRHEREG &Gl - iE i s mT s pl A T4 A s im0 2 Bl - BRI
P B LR 4R T OV HA 2145 - 55— J71H » BEEEE(E Windows I R R R
> AR R A DRI R SRR « SIS s rT 1 FH 8 e s AR B 38 Rl A
FIRRZC > [FIRF SRR T 1F 58 S BT R MR S R Y B B - 2 R i 1I2E
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oy
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™ Command Prompleme o} X ok w - o0 % & [ER—— —
(oo ooy i s o (1~ & D@ DEESF

| G et it 11

LT -
Heat: a8 811337 C:\Program Filas\Palo Alto Hetworks\Traps: ol
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1+ ~ Bypassing Entra ID Conditional Access Like APT: A Deep Dive Into Device Authentication
Mechanisms for Building Your Own PRT Cookie (&%#8 APT % Entra ID fR{E4-FEL : ZRAWF
SREE 5B DUE 1L 4 H THY PRT Cookie )

#8573 © Yuya Chudo, Takayuki Hatakeyama | Senior Advisor, Secureworks Japan K. K.

BFfE] © 2024.04.19 (F1) 13:30 - 14:10
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What’s happening when browser SSO
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Replicating the flow for another PRT Cookie theft
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» SLIMES7 also compromised another Mail
o
Gateway against Taiwan Government and \,,a 1 ‘ —_—
Japan IT Industry in 2024. 000 E 1

000

« We track the vulnerability as T5-VUL-
12927 caused by 3™ party UnRAR binary
(CVE-2022-30333).

« CVE-2022-30333 can lead to arbitrary file
write via UnRAR binary.

Alerts of Exploiting
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