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The Accountability of Trust

Jason Matusow

General Manager, Corporate Standards Group == Microsoft
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Artificial Intelligence: The Risks Posed by
wustainability v Legal v Breakingviews v  Technology v Current LaCk Of Standards

By Elisabeth Braw

Press release

New UK initiative to shape global
standards for Artificial Intelligence

World American Enterprise Institute

G7 calls for developing global technicalosembero7.20

standards for Al SRR S SR S e R S

Jan. 17, 2024, 2:07 AM PST

President Biden issues executive order China Drafts Guidelines on Standards for Al Sector

to set standards for Al safety and enhen tee =

security EUROPEAN UNION

Al hype sparks excitement and fear as government pushes for - -
greater guardrals EU sets global standards with first

= Al regulations: Here's what you ne¢

lennwar

Standards Australia sets priorities for Artificial Intelligence

March 12, 2020
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Standards Laws

Technology







Self-Attestation

3rd Party
Certification

Labeling
Programs

Licensing

Soft Law
* Procurement requirements
» Efficient contracting
* Trusted behaviors

Enacted Law
* Incorporation by reference
* Conformity requirements
* Licensing and registration

Standards

Codes of
Conduct

Ad Hoc
Expert Groups

Enterprise
Norms



Marketplace Examples



Digital Services

Delivered Over the Internet
Dynamic and Evolving Offerings

Cross-Boarder Availability

Shared Assurance Obligations




Digital Services on Traditional Goods

/

Integrated Multi-Sectoral Solutions

Static Goods & Dynamic Applications

Cross-Border Digital Services Delivery




Digital Services on Industrial Goods

New Business Models

Data = Machine Learning - Al

Every Actor Wants The Data

Personal and Non-Personal Data

Cross-Border Availability




Samsung Radio

Sunday bru

nch

4

Sarnsung

Underlying Platforms Are Enablers

Al At Every Layer

Horizontal Regs / Vertical Solutions

Overlapping Competent Authorities

Industrial Policy Objectives




Artificial Intelligence



2" Microsoft
&/ Al Principles
OECD

@
h PARTNERSHIP ON Al

Oy forun * Independent baselines of ethical

- structures

<©IEEE

* Training, development,
deployment, and use

European Commission * None are implementable on their
@ -

w Google




Fairness

Microsoft’s Al Principles

O -
Reliability & Privacy &
Safety Security

7O\ Transparency

@ Accountability

000

gy

Inclusiveness



Microsoft Blueprint for Governing AI — May 25

Implement and build upon new government-led Al safety frameworks

Require effective safety brakes for Al systems that control critical
infrastructure

Develop a broader legal and regulatory framework based on the
technology architecture for Al

Promote transparency and ensure academic and public access to Al

Pursue new public-private partnership to use Al as an effective tool to
address the inevitable societal challenges that come with new technology



The Al
“Standards”
Landscape

International

Standards
Clpen>auce Vertical Industry
Software
. Standards
Projects
Safety
Institutes, Narrow Interop
Codes, and Standards
Frameworks
Academic Regional

Publications Standards



Responsible Al Standardization

Scoped > Standardize engineering and management practices not ethics
Digital > Natively address digital services not products
Coherent > Enable global applicability to legal frameworks

> Recognize inherent domain dependencies such as with

Transversal cybersecurity, privacy, and data governance



* Culture of risk management in the organization.
Govern « Align with principles, policies and strategic NI S T AI

priorities.

RMF

D 1 » Identify risks for Al systems.
a . ) Map Measure
p ® Identlfy rlSk tl‘eatments. Context is Identified risks
recognized and risks are assessed,
related to context analyzed, or

are identified tracked

* Risk assessment.

Measure » Test, evaluation, verification and validation (TEVV)

processes established.

Manage
Risks are prioritized
and acted upon
based on a
projected impact

» Executes on items established in “Governance”

M » Executes on risk treatments and continuous TEVV
anage [

 Continuous monitoring and improvement.




Standards Concepts for
Responsible Al

- Differentiated components
- A system of related standards
- Not standardized regulation

- Dependence on strong accreditation
and certification practices

Function Foundation

Measurement

Terminology and concepts

Risk management

Governance implications of the use of Al
Data quality management

High Quality models for Al systems

Al Management system

Al system impact assessment

Unwanted bias, transparency, etc. (trust elements)
Testing of Al systems

Audit Guidance



Management System Standards Architecture for Al

Management/
Governance
Standards

[il}
Q
0
|:'|

.JTC1.

NFORMATION TECHNOLOGY STANDARDS




Establish the Declare the

R Risks Set the Means Prove It Show It

Law, Regulations, and Management System

Organizational Policies e o A i TS e S NG 7 _i
I S f @ I
| cope O : .
= D Apph C ab111ty : Management . ' I Certlﬁcatlon
SEP . | | Commitment ; Inspection | g% =P
=:= | & i E =
(e | i Controls i |
Risk Documentation I . I .
: Framework | sl 5 Adlt | Czntpfha?ce
<P . raining & 5 = | rtifacts
5 | Impact ' competencies | — N
_CL | Assessment | E
Audit Scheme @ |
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Meeting the Al Moment

A cross societal approach to Al
governance

Owen Larter

Director of Responsible Al Public Policy
Office of Responsible Al

Microsoft



Forbes COMPUTERWORLD

What ChatGPT And
Generative Al Mean
For Your Business?

MARKETS
Nuance and Microsoft Announce the First Fully
Al-Automated Clinical Documentation

using Al to be

Microsoft’s new Teams Premium tier

integrates with OpenAl's GPT-3.5

Microsoft gives
Businesses a GPT boost

In Teams and Viva Sales

USATODAY

ChatGPT is now available in

m O re Microsoft’s Azure OpenAl service

New Bing with ChatGPT brings the

power of Al to Microsoft's
signature search engine

([ J
p ro d u Ct Ive Microsoft announces generative Al-powered

Copilot 365 to ‘change work as we know it’

e BUSINESS. TS TechCrunch

Real estate agents say they Microsoft brings an Al-powered

can’t imagine working without - - . -
ChatGPT ﬁow 9 Copilot to its business app suite




Satva Nadella on the bigger vision
behind Microsoft’s new battery

Working with a national lab, the software giant used Al to tackle the flaws of today’s
lithium batteries—and pave a new path for scientific discovery.

Microsoft Research

A|4SCience - S DR S o l--n-—-l‘-

‘ E .‘ '.: .:l: | & _ : ==
E-:\ :




The next platform shift
e

>
Natural language i .' 0 . Reasoning engine
%o

R



Technology drives GDP growth, and the pace of change is accelerating

Global GDP and technological revolutions Cloud
Real GDP in trillions of 2011 GK$, logarithmic scale Smartphone
Internet
100 = +Al

10

1000 1100 1200 1300 1400 1500 1600 1700 1800 1900 2000

~— LN ~ N -~ N ~— N -~ AN ~ =
mrm—-— @D OO0
per century

Source: Maddison Project, Ourworldindata



Eastern and South-Eastern Asia: Population (Age 15-64)

median

80% prediction interva
95% prediction interva
observed

+/- 0.5 child

60 sample trajectories
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Safe, secure and trustworthy Al

Meeting the Al moment: advancing the future
through responsible Al

Feb 2, 20 |

@}\ Al is safe and secure and
used responsibly

= e

= € | T——

Al advances international
@Z\ competitiveness and
national security

00o Al serves society broadly,
—— not narrowly




Industry must work with civil society to support

governments in developing frameworks for
responsible innovation




Microsoft's approach to Responsible Al

~y B B
‘ : Principles
Microsoft TR Fairness Privacy & security Transparency
| Responsible Al . NS
¥ Standard, v2 Y, 8 Reliability & safety Inclusiveness Accountability
GENERAL REQUIREMENTS : l l
FOR EXTERNAL RELEASE
Corporate Implementation Oversight
Standard
Goals Processes Monitoring
Requirements Training Reporting
Practices Tools Auditing
Bm Microsoft




Sensitive Uses Team

A scenario is considered a sensitive use if it falls into one or more of the following categories:

oy (‘Icnsequentiall t © legal status or (+ Si?k of physical or psychological ,Dg Threat to human rights
#** life opportunities ) injury




Microsoft Board

Executive Leadership

Office of Responsible Al
Our ecosystem

Engineering




a Azure Al Content Safety classifies harmful content

Azure Al Content Safety into four categories:
[

» o 2

Hate Sexual Self-harm Violence

% Configure filters [ Use blocklist /> View code Next, it returns a severity level for each category
— from 0 - 6:

Set the severity thresholds for each category and select Run test to see how
the results change.

Hate:0-2-4-6
Sexual: 0-2-4-6
Self-harm:0-2-4-6
Violence:0-2-4-6

Severity (D

Violence (O

Self-harm O

Sexual ® Then, it surfaces content based on
Hate © the severity level:

Auto blocked
: Sent to moderator
and prioritized by risk level,
topic, and user reputation
Auto approved




A Tech Accord to Combat
Deceptive Use of Al in 2024
Elections

This accord seeks to set expectations for how signatories
will manage the risks arising from deceptive Al election
content created through their publicly accessible, large-
scale platforms or open foundational models, or
distributed on their large-scale social or publishing
platforms in line with their own policies and practices as
relevant to the commitments in the accord.

Read the Press Release > Read the full accord > Watch the Webcast >

F\\ Adobe @MazZoON  antHroP\c  CIFIM  lElevenLabs  Google

Inflection @ LG Al Research Linked m U] McAfee" =™ Microsoft

0QOMeta FMNetApp NOJA, &oOpenal 3 stability.ai




Commitments to Help Combat Deceptive
Use of Al in 2024 Elections

Addressing Detecting and responding Transparency and
deepfake creation to deceptive deepfakes resilience

@ Advance content authenticity © Detect the distribution 0® Provide transparency to
through provenance and of deepfakes the public
watermarking
© Address deepfakes that © Engage with civil society,
@ Strengthen safety architecture are detected, including by academics, and experts
for content creation tools removing them
© Foster public awareness
Share information and and resilience
best practices across the
tech sector




28 Microsoft

Governing Al:
A Blueprint for the Future

- . -‘.‘. . . .
3 ° G -
» ‘?\h“.‘-—.‘
-

May 75, 20

B® Microsoft

Foreword: How Do We Best Govern Al?

“Don’t ask what computers can do, ask
what they should do.”

New opportunities to improve the
human condition




A five-point
blueprint for
governing Al

Implement and build upon new
government-led Al safety frameworks

Require safety brakes for Al systems
that control critical infrastructure

Develop a broader legal and
regulatory framework based on
the technology architecture for Al

N\ 7

Promote transparency and ensure
academic and public access to Al

Pursue new public-private partnerships
to use Al as an effective tool to address
the inevitable societal challenges

that come with new technology




A proposed Al regulatory architecture

Applications

API Services

Powerful Pre-Trained
Al Models

Machine Learning
Acceleration Software

Al Datacenter
Infrastructure

I

I

Ensure that the use of Al in the application complies
with existing applicable laws and regulations

Regulate through pre-release safety and security
requirements, then license deployment for permitted
uses in a licensed Al data center with post-deployment
safety and security monitoring and protection

License for training and deployment of powerful Al
models based on security protections, export control
compliance, and safety protocols to ensure human
control over autonomous systems that manage critical
infrastructure




KY3C

Applying to Al services the “Know Your Customer”
concept developed for financial services

Know your Cloud

Know your Customer

Know your Content




Executive Order on Safe, Secure, and
Trustworthy Artificial Intelligence

EfffY » BRIEFING ROOM ) STATEMENTS AND RELEASES




HIR@SHIMA
SUMMIT




 Risk based approach

* Expand global coordination on
regulatory architecture that matches
the technology architecture

* Global coordination on measurement
and science — Safety Institutes




Frontier Model Forum

Microsoft Anthropic, Google, and OpenAl launch an industry body focused on ensuring safe and
responsible development of frontier Al modéels.

Advance Al safety research to
promote responsible development
of frontier models and minimize
potential risks,

Identify safety best practices for
frontier models

Share knowledge with
policymakers, academics, civil
soclety, and others to advance
responsible Al development

Support efforts to leverage Al to
address society’s biggest
challenges.
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