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2. [FIZEFSE P E B IR ERE R EAE (Recovery Time Objective, RTOs) FI{E
JFEEHME (Recovery Point Objective, RPOs) AJRZZE -
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Organizational
Resilience Defined Leadership/

Cultural
Supply Resilience
T Chain/ Workforce
Gartner’s definition of Third-Party Resilience
organizational resilience Resilience

The ability of an organization to

. Organizational
resist, absorb, recover and Resilience
adapt to business disruption in Cybersecurity Elements Spyrz‘fe”;z’
an ever-changing and Resilience Resilience

increasingly complex

environment to enable it to
deliver its objectives and T s
rebound and prosper Resilience Resilience

3 HAEIMEE R (BRI © s a0

Gartner.
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~ The Future of Security Defense in Depth : Cybersecurity Mesh (EEFHERIFR
R AR HEIRZENE > 55E © Ton Amato)
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1+ - Keynote: Gartner Futures Lab: Its Most Provocative (Far) Future Predictions

(BRREARREBRE « EPKERMERY GBHA) RKFEH > % © Frank Buytendijk)
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The Future in 10 Predictions

Rage Against

the Machine Learning One Global Identity

Yoda Was Wrong: Mother, | Don’t Wanna Go
Possible to See the Future ls To School Today

Know Where | Can Get

The Glouds Are In the Sky a Great Deal on a Generator?

Xeno(bot)phobia It’s a Wild, Wild, Wild West

Democratization of Resistance Is Futile,
War in Space You Will Be Assimilated

40 FARRATH CERCK © S )

2023 Zero Trust Predictions (2023 FE2fE(EFEHA] > 5% : John Watts)
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Integrate Zero Trust into the Security Lifecycle

T Plan ZT to avoid complexity
Planning

AT Architectural
Security

Lifecycle
Measure risk, /

quantify and pivot Monitoring /

Implementation /

alerting configuration

|

Prepare for operational overheads

Gartner
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~ The Top Predictions for Cybersecurity, 2023-2024 (2023-2024 F4ERRZEHRE
FEH > 58 : Wam Voster)
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(1) F| 2026 4 > W4 60 % VR =M ~ F8 & FI1[O] E ( Threat Detection,
Investigation and Response, TDIR) - I N b E B B ARG (B e i B
ERIEIRY R - TEEEB] B AR E] 5% @ BEEERSRIIR (SaaS) MMV K -
A S AR AR S R ~ U L S R T AN B R A RO - TDIR BIHEAE T
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fEE 7 R FR 5 (Continuous Threat Exposure Management, CTEM) &85 > E
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Outlook for Cyber Risk Management, 2023 (2023 FE{HRE(GEHNEY » HE
Jie Zhang)
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208 IS oL B PR R o A A 4R 0 HpTZEFA S B i E ] (Peak of Inflated
Expectations ) HYIHH F4dis Efz gL - B RLAHS H i 2 FaRE UiEHiiln - SHEE
FIES B —(EEHIFE AR & S LA AR S EIEE -

a7 DA SD R AUAR SR AEpS P E BRI - DU o0 T s B

(—) 8178 (Dynamic) * fEEUEREEPURELIREET » PRI —(EFRFEBUBEM BE
{5 FH JE\ b o B F G S R B ~ T T b A LB MR LB S Y HARE 14
ek [\ BRI AG TR A B Re B2y o B A AR AR R - PR A BH S DA
HERER > HESh > BRSEEAEE (Dynamic Risk Governance » DRG) R Ay4diEs
JE\E B B AR L ©

(=) o (Distributed) : BESGEAIERERIER - WA {(ERIFIKAT RN E G 2EE
REATEIRIMEGER - BV AEKERFEY) - BE WA T EHRRHBATI4Y
FRAE AR MR B - 271 B T4 HET (Cyber Judgment ) RESJ
P AT R Ry — (P 50 - AT e s BR R 5 20 B T = e A4 Es HIET )
IEAN SRS AL » ]S 67 % HYHENS g7 5L 5 VR TAF ] EREAEES
BOFI5ERE » IR E R SR > DART I F e 1 e ] 22 ey AU SR A

(=) A[5HER (Defensible) : 4EESEIRETLLIEZA Z AR H SHIAVRCE - BES
fo DBV THE RS B P E ER R B AE IRV E R - S8 R s B S dErs &
HAEOET » N R RSRERE S NI E BB TR - DR S =]
FRHERRR -

(M) $#E58E) (Data-Driven) : EPR4HSMERINSEE W/EZE AIETHE HAERERY - Fig
B FRECAS N AZ L BE AR R 15 DL M FF 4 2 B2 78 (Continuous Control
Monitoring, COM) BHM#EEIETE (41 VM, CAASM, CSPM, CCM, SIEM Kz SOAR
%) REHEENMLERIFAYEAR © LLA - BE 2 B B fa K A5 MBS ORI S RS
0 DU SR E BRIV E - H A s e b B iS58 Mt & 55—l 4R —
EERAVFE T
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(71) PAHSZFF (Decision Enabling) © F 2025 4 » 75%HYAERS b & EARAG (L ERS
BB I B 4840 A (data broker) &1F - AR E H 4GRS E i ELAYTHRE -
RS AL PR AVAE R - A B b S (8 B (R e i B B B R
A e U R AR B EE A RS 7y VRS B F R Z AR

KRB AR - HEE TR RS R B AR i AR (B S - (SR E S

B MRS R - BEAh » BBt R B - SR e b B SR s 4 SR AH I

iz > HIER—E/ 5 H T RaEny 7 UR I REEs 2 A\ B AR ] i A BIHE R SRR

BiiRs o (efiARg (BESY) KBNS EFELEE -

Dynamic
... applied in a imely manner as a continuous, adaptive process
in the rapidly changing conditions of a digital envirenment.

Distributed

... able to be applied individually and quickly, and contribute to the successful
business operations of individual areas with targeted results.

c ) Defensible
yber risk ... comprehensible and justifiable, and demonstrably
manage ment contribute to the success of business outcomes.

must be ... Data-Driven

... calculable and proportionate, based on facts that
come from and are relevant to the organization.

Decision Enabling

... helpful for risk owners to make informed
decisions that are proportionate to value and risk.

Gartner

6 HERREREER 5D B (ERPRIE @ sEEE#R)
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Gartner
* Security & Risk N
Management Summit ‘

Gartner
% Security & Risk
_ Management
Summit
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Minimum Effective Mindset

Minimum Effective Insight
Minimum Effoctive Toolsot
Minimum Effoctive Exy

SHIELDS UP:
ENSURE SECURE
TRANSFORMATION TO CLOUD

A 4. BLeREFENE

Minimum Effective Mi

Minimum Effective
Minimum Effoctive
Minimum Effective)
M \




Crossfire: Zero Trust Debate

Gartner.

A 6: 30K : ZEERERI=H%E
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RhR 7. F=HEXEHEH

@) 1f everything is Zero Trust,
then there is no Zero Trust

Gartner.

A 8: 2023 FEEEFHAETETZE
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