AR g fTh AR T R A B4R 4

g
DR g R

W LB TR
FafRBEEAT (L83 EREF)

PRMBRETHY (AABERET)

PRA-FSRBE 72 330

LB Rl LA ERBTFRETRY

YREE LTHBEIRBZFREBEINLT
AL P 2R

DR C112F 42 1TP 247 23P
gL p i 112#52 9P



e
M3

B i Fn

R B
BrEp e G0 2 b pARR e AR 2 T RIREBH A VR

EY
106 EA=pr FRER oK - PRABBFPMPLZ L E2 0 E o
REP B eeAzs " Hai A R 4 28T W 2B REG T
B A AFonit THEAGAY w22 HEFTBTRE
W B A > HATFEE R A BRI AR T R ST
ggﬁ? o

A S22 B € 5 Magnet User Summit 2023 112
A4 17Tp3219p >+ BAEERPFAEE > v pdF Y (Nashville,
Tennessee, USA) > P 7 #F it B Fadh b drr ~ 4% » ¥ (987§ 1
P2 ARAPT 2in o

AEIpA L & R ERE ISO/IEC F % 2 v M LRE
BATHACR (e AR A F IR ST AR LR 2 L
RRERT > FOREREESER Y 112E 40 200 %3 %

PHZE 2 g% RARER G YT o

A2 RN RN B 0 T BT E AT RN e g
FREEARZ DM ER  PRAGCEDSTIREAMN L B2

5=
7357‘ °



o BRI

- IR FBPRA T afenps 4

> it %

> #2 LevelDB # it

T TAILS e~ 4 15

# * Magnet Forensics DFIR f2id* 2 { P RAZ 2T
A B A% AirDrop = B @ ¥ 22545

=« # DFIR &3 548 ¢

A Android #&®fc4& 15

1 g (DF IRL) RIF-5% A4 %

+ s 13 —‘Fk,' AT R R N

+ -~ Magnet2Go. # ¥ i B

4=~ VWindows ¥ 2 38 R8> %
A
A
L

h

I

Ry
4

=~ H# OSINT = DFIR # A & &- 4
z ~  f* Magnet AUTOMATE 3 it #c iz #3
7 ~ i DVR Examiner k& ZF ikFH

_ . FPRPARE A REERA KB IRT
=~ O R By ¥4



'c MAGNET
USER SUMMIT
& 2023

-~ 2B EEPRE Z et 4 (Global Digital Forensic
Challenges And How The Cloud Can Help)

2

B gAY Fit 1 2T EFTRT TR PR 0 Z 2
AIRThe S LF R f R R T H A BT BT IR
LF 25 0 30 RPREPE o kP AT P BB E R
HTX (Home Team Science & Technology Agency)® % % 453t >

b B AIRTRE 0 RS R RS & LR -

I

37§32 $# 3 % (Breaking Down the Biomes)

EREFL 108 kAt PRk & 5B 10S w4

& biome ¥ © 4 frip B ch "SEGB" ¢ i » (@ B ATER A X I5IFE

ok
NN

TR Y B Y o 26 RIF AT I0S 16 ehv 2 kY BB
SR SRR AR L AR LR KT < kR

* (J KnowledgeC.db # 8 ) ¥ ©14h7w § T e BIFesy - T4

-

10S & — B A LA TR o



)
—

2R o 37§k 7 0 A Jessica Hyde & & 7 #ici g%
e FrFA T Google enB hiadichy B > R B R 2 2

4 En RS B B R B

w ~  TAILS #2834 +7(Does Slicing Onions Make You Cry -
Forensics Analysis Of TAILS)

S5 A 2 b fo e LG TAILS 41 sp i
Femo AU FHRP B ERA B Aom BRI TEHFEN Ffoe 2

AL MR AT L SR i B B el 1145 Bl 2 % 2 4p b

G Sk o

7 -~ # 7% Magnet Forensics DFIR f#i-* 2 { b+ B X2 ¥
# (Investigate Security Incidents Faster With Magnet
Forensics DFIR Solutions)

/—r-‘

X RTOHEAP . et PRI T F R 2
TR Gl C I i R R A B 5 L A L -7 ;ﬁ‘:‘ﬁ Trey
Amick i %2 5 B P BB aanE E RS F > 00 fRheie g #
Magnet Forensics f#i-= % & P-# MM L f2 o et 74 &

5



L3 E AR Fp e T A 0 | DA YRR -

* v BEor AN AirDrop < i g % § 35508 (Where Did This
Come From? Revealing the Send1ng Phone Number of an

Unidentified AirDrop File)

Apple 0 AirDrop # v B& X &~ &= i{ § 2eeh> & Biy= 7
fe BT e ARH 04 3 R X Dk B o 2 e b b -
¢ 2% AirDrop 7 iR R ER  LRHA LT S M2 o N By
PIMPIT AR E o FR N Ao 2 A E g A e Tk 7 o &

RIS R KM F AR L 52 G E R R SR il

pu

e AR WA S R M AR

(4_\\
b
D
|~
A
N4
=
pan)
=)

i

ks AirDrop 3K & R E LM DATHE S 2

= ~ % DFIR 4% 5 4 € (Turning DFIR Mistakes Into
Opportunities)

Bl el 1 T Rgh ' 0 S Y - SRR BT R
GRABELE L TR GEN PG o AR AL

G EGRDE T R TR § o R B gns
RN |
SRR v B AR o A REER TRy > RV R 2

LR @*ﬁ*%ﬁﬁﬁﬁ’ﬁfﬁéﬂﬁﬁﬂ”ﬁ

BRE A2 E ] G Brett # 3@ 20 & kT - L4

o E R ESs ?ﬁ_*fr—‘{ B L > &I o

A~ Android # ®4v4 7 (Android Extractions and Analysis)



28475 Android #P-3RA - Ho- fRanRu: o BER AL 2
AR Bt BT L AT R R AR Y BT o A
FEREAIFZ AR > BEF EE T F 3 Android % 2
Tl B> 2 o

1~ #rga (DF IRL) m3-55% 4 % (Lunch & Digital
Forensics In Real Life (DF IRL) Live Recording)

i WRPRLIE 2B AL (HSD) Jinas 3 - BRI 2RELZ

Wren% ol 6 - LEA s E P18 BFR 0 e rThEFP HI
ST REE R EHF B o R SRR g B

FAeA & 1T vs T EFH T fanlk (7@ AT o

+~  @#% ¥ p 2RW* (Custom Artifacts: Supporting the
Unsupported)

HEF S BT ARRARS LG ERBFEI LT L .
e o d 2 &I P o Magnet AXIOM # & e L 37 X L 37 infg
EH oo AR GRS T EECF T R ok 2 Y
iz * AXIOM ~ Dynamic App Finder f- Magnet Custom Artifact

Generator #&& p L& I 2 HF3 -

<+ — + Magnet2Go. # ¥ 354z & (Magnet2Go. Building A
‘Windows To Go’ Drive To Support Offline Collections)

I f#4eie e * Magnet OUTRIDER f- Magnet ACQUIRE #= = p =



e Windows To Go % & ™ 2 &M F 41z & - Magnet OUTRIDER #%
EPed 0F 4o COAM & 2872 7~ Ped v w] ke 7 3 (T dp 3 e B
W pE kL > @ Magnet ACQUIRE #% =%l ival d ~ i £ 8% ~ {os 2
Android # ZE P ljgh 2z # it o T ¥ iz 22 - BREFL o 2 H
B FPEERL B (4eMagnet RESPONSE) 14 % & e & S35 35 47 F 0

1B
B

<+ = - Windows ¥ 2 &z B i % (Establishing Connections:
[1luminating Remote Access Artifacts In Windows)

EAAHEARY TR EFRT IR RPN I L BT
WP R e e B E 2T SAARRIFE 2 o d LT pig
HEER T fET R PR RPN F o SR AARLART L o &
FHFFFRABEN Y BARIN L 0P e BEH PRE
B2 S fE AT R Re TR I SR E ) ;&—‘F'T LA
FPERIE 0 GENH-EFTRREELAI (R BRERLA

v

ﬁ' o

-+ = ~ # OSINT 4= DFIR # 4 & & %— 4=(The Tangled Web:
Fusing OSINT & DFIR Investigations Together)

¢ 3% /1 2 Cobwebs fr Magnet AXIOM 4cfrdf 2 = B kiR 7 ¥k
Fooo 2B IOREFERAET A G A HNTR IR 0 blhe foir
WA 5 R v AXIOM JEP~crprig ¥ o BB R R 2 B T
FApE L ARET A L PR h FEE AL 5 hlidh o
Cobwebs ¥ 1 * =B kiR F#cdp & 54 LB 4 did > e w

8



ERAMRAL -

<Lz « 4|* Magnet AUTOMATE 33 i* ¥t &35 (Supercharging Your
Digital Investigations With Magnet AUTOMATE)

REF AR RAR S el AL O Bl E R R R 0 IR Jodk T
B E el B AR B EREROBETINEE o
ot et BT R F R B AER o PR ERA R
it 53 B3NP A 49 © Metro Nashville ¥ % k£ B Chad Gish §r
Magnet Forensics #g % Greg Ward > & ¢ &7 %+ Magnet

AUTOMATE 4efr 55 i 5 % % 38 1 > U3 3 2 o Sgrebg e o

-7 ~ #%i§ DVR Examiner %P ® %7 (Enhancing Your
Video Results By Incorporating DVR Examiner In Your
Video Toolkit)

P
A
2

Magnet DVR Examiner v rz %24 CCTV & $o¢ & P~frle i
PRGN 0 F BRI GEE kALY eI A R o
B LR AL o AYERBEF WHT > LAFIIET R
DVR Examiner # 7 f#4c@® 4]* Magnet DVR Examiner erdds ~ # 0!
frdp & # BB HALF L 2 S 4L 0 5 2 54 T 2 Magnet DVR

Examiner # s o



- RPRPRE ARG ERHECERT % T (Metro
Nashville Police Department)

TR AP AR AR S mg E

S
\

-

Bl

gt

Tl

> <
o Ry
[

e

=

HEFTOGTRILERMALAR B R i

o

oL A EP AR FERESTREI RSP AT T
o A AFEREFEIBLIRRLE B FEAERAR TR Y %é;}ﬁ

EenI BT FRFL R PEEAT o

PR B ELPE S TR R
GHAREF S B TR B PR

¥
Bl AR S B RERA R AT R - RE AP



BAsY i I RRES AR A HF 2o

L 3?0 5 EEE Chad Gish 3P » 4P s 3 g 4 R
%‘ﬁ’ﬁﬁﬁmﬂi&&ﬁ$$ﬁ§j4ﬁ,ngﬂa?

N
fobeR e g AT o W LR %R EEF AR 0 ok
3\

T_ﬁ% 4 w"( A E—P:\AK@

%
55
[
patis
e
(.
i)
E
o
14
o
N
x
‘Fn\
[N

AT FHRER NS L AL N R E R R EET
BB Ee A2 2 4R > SHp HEAHW R F28 4 f
GRS = S e s s R AN SR o R B £ S

T AE Y B A4 2 ER LR Jp R e ERa

» METRO NASHVILLE
i POLICE HEADQUARTERS

11



12



~ $3(Fde2 kA & ¢ (Operation Light Shine)

1y

AAET L PR AR ERL S i R S

&

AR RE R BT # & ¢ (Operation Light

Shine) %3t o FdzZ kA £ ¢ 32 &8 p eng L FFHF L v prid

Bl

FREELL TRt S TR 1 FET R R

FETHRE L TR LRI BRI 23 2k o A

BEEYE 0 R T LA P BT LY R AR RS -

FonFg ek o F|H w1 T’F:sf_'*,lrtg

£
.
H&
%
e
>~
(w
o
N
3
by
Ne
ke
e
X
’?P’l
3\
il
E
bh)
bt
AR
el
7
T
[l



N—

N—

14



CENART AR R E PR AL

%gﬁ.‘:a ’ ié;'l?/}ﬁqﬁ %if}?é\'@% ﬁ?u
# -
AT e B 2 FATE PR P AT R

HoY i g E gy

[l - FE A d?/ﬁ?"bl% Al

LA AR 2

FISRA > 57 % B EPBC PR AR 24 0 EE AT

W%ﬂpﬁéééﬁﬁﬂwwﬁa’é@@%im,%?ﬁﬁ

AR ARG AT HEAAAZARTE L LN HLFME

s

o X i R L IIFE E%'Qﬁig:’:ﬁ\*l B HprE

ERTALLE GRS WA RS

Science and

e

15

wREARY > 7S

FAY

.

B RENR

1€ > Fricsl p @A A HTX(Home Team
T S

echnology Agency)™ 3 %£ I 4

B R R g T 2 AE AR



R il

‘nal;umiim.y.usumm.ml:u,n._‘;d

— el
. JGAETUSER SUMMIT

:

-

n
o

.;/;623 UMM

3]

16



50 LCa¥E £
AT
Y A "
WE oy
Mo2sR “.wwmhlw.w% N

17



* Credit to Netherlands
Forensic Institute (NFI) for
their work on DFaa$ and
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