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§311(a), Oct. 26, 2001, 115 Stat. 298; amended Pub. L. No. 108-177, title Ill, §376, Dec. 13, 2003, 117 Stat.
2630; Pub. L. No. 108-458, title VI, §6203(e), (f), Dec. 17, 2004, 118 Stat. 3747; Pub. L. No. 109-293, title V,
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4862, 4873, 4874, 4924; Pub. L. No. 102-393, title VI, §638(d), Oct. 6, 1992, 106 Stat. 1788; Pub. L. No. 102-
519, title |, §104(a), Oct. 25, 1992, 106 Stat. 3385; Pub. L. No. 102-550, title XV, §§1525(c)(1), 1533, Oct. 28,
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145 Financial Crimes Enforcement Network, Department of the Treasury, “31 CFR Part 103 Finding That Banco
Delta Asia SARL Is a Financial Institution of Primary Money Laundering Concern; Notice Financial Crimes
Enforcement Network; Amendment to the Bank Secrecy Act Regulations—Imposition of Special Measure
Against Banco Delta Asia SARL; Proposed Rule,” Federal Register Vol. 70, No. 181, (September 20, 2005),
available at: https://www.fincen.gov/sites/default/files/shared/finding_banco.pdf
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2011).
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126 Stat. 2016).
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2013).
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Controls and Economie Sanctions.” The International Lawyer 40, no. 2 (2006): 145-58.

182 S Department of the Treasury's Office of Foreign Assets Control. "31 CFR § 525.507 - Payments for legal
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186 S Department of the Treasury's Office of Foreign Assets Control. " 31 CFR Appendix a to Part 501 -
Economic Sanctions Enforcement Guidelines." (74 FR 57601, Nov. 9, 2009, as amended at 81 FR 43073, July 1,
2016; 82 FR 10435, Feb. 10, 2017; 83 FR 11877, Mar. 19, 2018; 84 FR 27715, June 14, 2019; 85 FR 19885, Apr.
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57601, Nov. 9, 2009, as amended at 81 FR 43073, July 1, 2016; 82 FR 10435, Feb. 10, 2017; 83 FR 11877, Mar.
19, 2018; 84 FR 27715, June 14, 2019; 85 FR 19885, Apr. 9, 2020; 85 FR 48475, Aug. 11, 2020; 85 FR 54914,
Sept. 3, 2020; 86 FR 14536, Mar. 17, 2021; 86 FR 18896, Apr. 12, 2021).
188 S Department of the Treasury's Office of Foreign Assets Control. " 31 CFR Appendix a to Part 501
Economic Sanctions Enforcement Guidelines - I. Definitions I. Voluntary self-disclosure." (74 FR 57601, Nov. 9,
2009, as amended at 81 FR 43073, July 1, 2016; 82 FR 10435, Feb. 10, 2017; 83 FR 11877, Mar. 19, 2018; 84
FR 27715, June 14, 2019; 85 FR 19885, Apr. 9, 2020; 85 FR 48475, Aug. 11, 2020; 85 FR 54914, Sept. 3, 2020;
86 FR 14536, Mar. 17, 2021; 86 FR 18896, Apr. 12, 2021).
189 S Department of the Treasury's Office of Foreign Assets Control. " 31 CFR Appendix a to Part 501
Economic Sanctions Enforcement Guidelines - II. Types of Responses to Apparent Violations." (74 FR 57601,
Nov. 9, 2009, as amended at 81 FR 43073, July 1, 2016; 82 FR 10435, Feb. 10, 2017; 83 FR 11877, Mar. 19,
2018; 84 FR 27715, June 14, 2019; 85 FR 19885, Apr. 9, 2020; 85 FR 48475, Aug. 11, 2020; 85 FR 54914, Sept.
3, 2020; 86 FR 14536, Mar. 17, 2021; 86 FR 18896, Apr. 12, 2021).
190 Us Department of the Treasury's Office of Foreign Assets Control. " 31 CFR Appendix a to Part 501 Economic
Sanctions Enforcement Guidelines - V. Civil Penalties." (74 FR 57601, Nov. 9, 2009, as amended at 81 FR 43073,
July 1, 2016; 82 FR 10435, Feb. 10, 2017; 83 FR 11877, Mar. 19, 2018; 84 FR 27715, June 14, 2019; 85 FR 19885,
Apr. 9, 2020; 85 FR 48475, Aug. 11, 2020; 85 FR 54914, Sept. 3, 2020; 86 FR 14536, Mar. 17, 2021; 86 FR 18896,
Apr. 12, 2021).
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197 US Department of the Treasury's Office of Foreign Assets Control. "77 FR 64663 - Iranian Transactions
Regulations" (October 22, 2012).

198 US Department of the Treasury's Office of Foreign Assets Control. "31 CFR 538 - Sudanese Sanctions
Regulations " (July 1, 2011).

199 US Department of Justice. “Lloyds TSB Bank Plc Agrees to Forfeit $350 Million in Connection with
Violations of the International Emergency Economic Powers Act,” (January 9, 2009), available at:
https://www.justice.gov/archive/opa/pr/2009/January/09-crm-023.html.

200 ys Department of Justice. “Credit Suisse Agrees to Forfeit $536 Million in Connection with Violations of the
International Emergency Economic Powers Act and New York State Law,” (December 16, 2009), available at:
https://www.justice.gov/opa/pr/credit-suisse-agrees-forfeit-536-million-connection-violations-international-
emergency

201 s Department of Justice. “Former ABN Amro Bank N.V. Agrees to Forfeit $500 Million in Connection with
Conspiracy to Defraud the United States and with Violation of the Bank Secrecy Act,” (May 10, 2010),
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202 s Department of Justice. “Barclays Bank PLC Agrees to Forfeit $298 Million in Connection with Violations
of the International Emergency Economic Powers Act and the Trading with the Enemy Act,” (August 18, 2010),
available at: https://www.justice.gov/opa/pr/barclays-bank-plc-agrees-forfeit-298-million-connection-
violations-international-emergency

203 s Department of Justice. “ING Bank N.V. Agrees to Forfeit $619 Million for Illegal Transactions with Cuban
and Iranian Entities,” (June 12, 2012), available at: https://www.justice.gov/opa/pr/ing-bank-nv-agrees-
forfeit-619-million-illegal-transactions-cuban-and-iranian-entities

204 s Department of Justice. “Standard Chartered Bank Agrees to Forfeit $227 Million for Illegal Transactions
with Iran, Sudan, Libya, and Burma,” (December 10, 2012), available at:
https://www.justice.gov/opa/pr/standard-chartered-bank-agrees-forfeit-227-million-illegal-transactions-iran-
sudan-libya-and

205 s Department of Justice. “HSBC Holdings Plc. and HSBC Bank USA N.A. Admit to Anti-Money Laundering
and Sanctions Violations, Forfeit $1.256 Billion in Deferred Prosecution Agreement- Bank Agrees to Enhanced
Compliance Obligations, Oversight by Monitorin Connection with Five-year Agreement,” (December 11,
2012), available at: https://www.justice.gov/opa/pr/hsbc-holdings-plc-and-hsbc-bank-usa-na-admit-anti-
money-laundering-and-sanctions-violations

206 s Department of Justice. “BNP Paribas Agrees to Plead Guilty and to Pay $8.9 Billion for lllegally
Processing Financial Transactions for Countries Subject to U.S. Economic Sanctions,” (June 30, 2014), available
at: https://www.justice.gov/opa/pr/bnp-paribas-agrees-plead-guilty-and-pay-89-billion-illegally-processing-
financial

207 s Department of Justice. “Commerzbank AG Admits to Sanctions and Bank Secrecy Violations, Agrees to
Forfeit $563 Million and Pay $79 Million Fine,” (March 12, 2015), available at:
https://www.justice.gov/opa/pr/commerzbank-ag-admits-sanctions-and-bank-secrecy-violations-agrees-
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209 Arshad Mohammed “Swift Says Suspending Some Iranian Banks' Access to Messaging System,” Reuters
(November 5, 2018), available at: https://www.reuters.com/article/us-usa-iran-sanctions-swift-
idUSKCN1NA1PN.

210 s Department of the Treasury's Office of Foreign Assets Control. “A Framework for OFAC Compliance
Commitments,” (May 2, 2019), available at:
https://home.treasury.gov/system/files/126/framework_ofac_cc.pdf

211 S Department of the Treasury. “Revised Guidance on Entities Owned by Persons Whose Property
And Interests in Property Are Blocked,” (August 13,2014), available at:
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the framework of the EU Common Foreign and Security Policy, (doc. 15579/03, December 8, 2003. Reviewed
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262 United States v. Mahmoud Reza Elyassi (a/k/a Mahmoud Reza Elyasi), case: 1:19-cr-000117 (D.D.C. April 5,
2019).
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263 United States v. Mahmoud Reza Elyassi (a/k/a Mahmoud Reza Elyasi), case: 1:19-cr-000117 (D.D.C., April
5, 2019).

264 United States v. Standard Chartered Bank, Case 1:12-cr-00262-JEB (D.D.C., April 9, 2019).

265 US code. "50 U.S.C. 1705 — Penalties". (Pub. L. 95-223, title II, § 206, Dec. 28, 1977, 91 Stat. 1628; Pub. L.
102-393, title VI, § 629, Oct. 6, 1992, 106 Stat. 1773; Pub. L. 102—-396, title IX, § 9155, Oct. 6, 1992, 106 Stat.
1943; Pub. L. 104-201, div. A, title XIV, § 1422, Sept. 23, 1996, 110 Stat. 2725; Pub. L. 109-177, title IV, § 402,

Mar. 9, 2006, 120 Stat. 243; Pub. L. 110-96, & 2(a), Oct. 16, 2007, 121 Stat. 1011).
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266 JS code. "18 U.S.C. 371 - Conspiracy to commit offense or to defraud United States". (June 25, 1948, ch.
645, 62 Stat. 701; Pub. L. 103322, title XXXIII, § 330016(1)(L), Sept. 13, 1994, 108 Stat. 2147.)
267 S Department of the Treasury. "Enforcement Information for April 9, 2019," (April 9, 2019), available at:

https://home.treasury.gov/system/files/126/20190408_scb_webpost.pdf
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268 JS Department of the Treasury's Office of Foreign Assets Control. “A Framework for OFAC Compliance
Commitments,” (May 2, 2019), available at:

https://home.treasury.gov/system/files/126/framework_ofac_cc.pdf
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269 S Department of the Treasury's Financial Crimes Enforcement Network, “Advisory to U.S. Financial
Institutions on Promoting a Culture of Compliance,” FIN-2014-A007, (August 11, 2014), available at:
https://www.fincen.gov/sites/default/files/advisory/FIN-2014-A007.pdf

270 s New York Department of Financial Services Superintendent’s Regulations, “PART 504 - Banking Division
Transaction Monitoring and Filtering Program Requirements and Certifications,” 3 NYCRR 504, (Adopted New

York State Register July 20, 2016/Volume XXXVIII, Issue 29, eff. 1/1/2017), available at:
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271 S New York Department of Financial Services Superintendent’s Regulations, “Banking Division Transaction
Monitoring and Filtering Program Requirements and Certifications- § 504.2 Definitions,” 3 NYCRR 504.2(b),

(Adopted New York State Register July 20, 2016/Volume XXXVIII, Issue 29, eff. 1/1/2017)
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272 S Department of the Treasury, “U.S. Treasury Department Announces Settlement with Standard
Chartered Bank,” (April 9, 2019), available at: https://home.treasury.gov/news/press-releases/sm647.

273 S Senate Permanent Subcommittee on Investigations Committee on Homeland Security and Governmental
Affairs, “U.S. Vulnerabilities to Money Laundering, Drugs, and Terrorist Financing: HSBC Case History,” (July 17,
2012), available at:

https://www.hsgac.senate.gov/imo/media/doc/PSI%20REPORTHSBC%20CASE%20HISTORY%20(9.6).pdf
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274 S Senate Permanent Subcommittee on Investigations Committee on Homeland Security and Governmental
Affairs, “U.S. Vulnerabilities to Money Laundering, Drugs, and Terrorist Financing: HSBC Case History,” (July 17,
2012), at 282.

275 US Senate Permanent Subcommittee on Investigations Committee on Homeland Security and Governmental
Affairs, “U.S. Vulnerabilities to Money Laundering, Drugs, and Terrorist Financing: HSBC Case History,” (July 17,
2012), at 303.

276 S Senate Permanent Subcommittee on Investigations Committee on Homeland Security and Governmental
Affairs, “U.S. Vulnerabilities to Money Laundering, Drugs, and Terrorist Financing: HSBC Case History,” (July 17,

2012), at 316.
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277 US Senate Permanent Subcommittee on Investigations Committee on Homeland Security and Governmental
Affairs, “U.S. Vulnerabilities to Money Laundering, Drugs, and Terrorist Financing: HSBC Case History,” (July 17,
2012): 327.

278 US Senate Permanent Subcommittee on Investigations Committee on Homeland Security and
Governmental Affairs, “U.S. Vulnerabilities to Money Laundering, Drugs, and Terrorist Financing: HSBC Case

History,” (July 17, 2012): 134.
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279 US Senate Permanent Subcommittee on Investigations Committee on Homeland Security and
Governmental Affairs, “U.S. Vulnerabilities to Money Laundering, Drugs, and Terrorist Financing: HSBC Case

History,” (July 17, 2012):117
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280 S Senate Permanent Subcommittee on Investigations Committee on Homeland Security and
Governmental Affairs, “U.S. Vulnerabilities to Money Laundering, Drugs, and Terrorist Financing: HSBC Case
History,” (July 17, 2012):117

281 S Department of the Treasury, “Iran’s Bank Sepah Designated by Treasury Sepah Facilitating Iran’s
Weapons Program,” (January 9, 2007), available at: https://www.treasury.gov/press-center/press-
releases/pages/hp219.aspx.

282 S Department of the Treasury's Office of Foreign Assets Control, "72 FR 62520 - Additional Designation of
Entities Pursuant to Executive Order 13382," 72 FR 62520, (October 25, 2007), available at:
https://www.federalregister.gov/documents/2007/11/05/E7-21725/additional-designation-of-entities-

pursuant-to-executive-order-13382
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283 S Department of of the Treasury, “Fact Sheet: Designation of Iranian Entities and Individuals for
Proliferation Activities and Support for Terrorism,” (October 25, 2007), available at:
https://www.treasury.gov/press-center/press-releases/Pages/hp644.aspx

284 Syzanne Katzenstein, “Dollar Unilateralism: The New Frontline of National Security,” 90 Indiana Law
Journal 293-351 (December 1, 2015)

285 Najmeh Bozorgmehr, “Iran Gets Around US Bank Sanctions,” Financial Times, (August 21, 2008).
286 JS Department of of the Treasury, “Treasury Revokes Iran’s U-Turn License,” (November 6, 2008),

available at: https://www.treasury.gov/press-center/press-releases/Pages/hp1257.aspx
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287 S Senate Permanent Subcommittee on Investigations Committee on Homeland Security and
Governmental Affairs, “U.S. Vulnerabilities to Money Laundering, Drugs, and Terrorist Financing: HSBC Case
History,” (July 17, 2012): 117.

288 JS Senate Committee on Foreign Relations. "'S. Hrg. 111-126 - Engaging Iran: Obstacles and Opportunities-
Hearing Before the Committee on Foreign Relations 111th Congress," Joint Prepared Statement of Hon.
Robert M. Morgenthau, District Attorney for New York County, and ssistant District Attorney Adam S.
Kaufmann, Chief of Investigation Division Central, New York County District Attorney's Office, New York, NY,
(May 6, 2009):12, available at: https://www.govinfo.gov/content/pkg/CHRG-111shrg52971/html/CHRG-

111shrg52971.htm
98



(%
‘\:‘}—\'
L
fa-

Frdazddaddec:™ RuERGELEL G4 F Y nE

B & 431

|
w

MAF R0l B A 2ATE R F EHR UR RE

2

R i EF KRR FIERR R FHIRHAE > T - 36 0 1
AHCH AR kP 2O fopt £ L3RR RELEF RS R o d g
FRBRTEHRATE A RO AF R HE2HR DR RITHE R
¥R i AT ROBE S FIRBRF LR G 4 ORZEE- S
Ll b N

REFARFLIRAFALVEARET DL O RRTAE - CF 2

g *@gﬁ%’fﬁf‘/iﬁﬁ 400 @J—-i ;b292

4
i

Barton Adams ’ i& {7 %5 R -t RTEC

289 S Senate Committee on Foreign Relations. "S. Hrg. 111-126 - Engaging Iran: Obstacles and Opportunities-
Hearing Before the Committee on Foreign Relations 111th Congress," Joint Prepared Statement of Hon.
Robert M. Morgenthau, District Attorney for New York County, and ssistant District Attorney Adam S.
Kaufmann, Chief of Investigation Division Central, New York County District Attorney's Office, New York, NY,
(May 6, 2009):7.

2%0 S Senate Committee on Foreign Relations. "'S. Hrg. 111-126 - Engaging Iran: Obstacles and Opportunities-
Hearing Before the Committee on Foreign Relations 111th Congress," Joint Prepared Statement of Hon.
Robert M. Morgenthau, District Attorney for New York County, and ssistant District Attorney Adam S.
Kaufmann, Chief of Investigation Division Central, New York County District Attorney's Office, New York, NY,
(May 6, 2009):9.

291 S Senate Committee on Foreign Relations. "'S. Hrg. 111-126 - Engaging Iran: Obstacles and Opportunities-
Hearing Before the Committee on Foreign Relations 111th Congress," Joint Prepared Statement of Hon.
Robert M. Morgenthau, District Attorney for New York County, and ssistant District Attorney Adam S.
Kaufmann, Chief of Investigation Division Central, New York County District Attorney's Office, New York, NY,
(May 6, 2009):10.

292 S Northern District of West Virginia Attorney William J. lhlenfeld, Il. “Doctor gets 50 Month Sentence for
Health Care Fraud & Tax Evasion- Dr. Barton Adams must forfeit $3.7 million to Federal Government, and pay
$3.1 million in restitution to victims,” (March 1, 2013), available at:

https://www.justice.gov/sites/default/files/usao-ndwv/legacy/2013/03/04/Adams.pdf
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293 paul J. Nyden, “W.Va. Investigators Lauded for Role in HSBC Case,” Charleston Gazette-Mail, (December 12,
2012), available at: https://www.wvgazettemail.com/business/w-va-investigators-lauded-for-role-in-hsbc-
case/article_af76d5f3-1503-54c¢3-8573-efd3f9e845f3.html

2% Nathaniel Popper, In Testimony, HSBC Official Resigns Amid Bank Apology, N.Y. Times: Dealbook (July 17,
2012), available at: https://dealbook.nytimes.com/2012/07/17/hsbc-says-official-will-step-down-as-bank-
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295 United States v. HSBC Bank USA, N.A. and HSBC Holdings PLC, Deferred Prosecution Agreement, Case 1:12-
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cr-00763-ILG (E.D.N.Y. December 11, 2012), ECF No. 3-2, at 7.
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B at B-9-10, Case 1:12-cr-00763-ILG (E.D.N.Y. December 11, 2012), ECF No. 3-4.
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