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Governmental Advisory Committee 

 

 

 

Cancún, Mexico, 20 March 2023 

 

 

GAC Communiqué – Cancún, Mexico1 

 

The Cancún Communiqué was drafted and agreed in a hybrid setting, during the ICANN76 Community Forum, 

with some GAC participants in Cancún, Mexico, and others remotely. The Communiqué was circulated to the 

GAC immediately after the meeting to provide an opportunity for all GAC Members and Observers to consider 

it before publication, bearing in mind the special circumstances of a hybrid meeting. No objections were 

raised during the agreed timeframe before publication. 

 

 

I. Introduction 

 

The Governmental Advisory Committee (GAC) of the Internet Corporation for Assigned Names and 

Numbers (ICANN) met in Cancún, Mexico, in a hybrid setting including remote participation, from 

11 to 16 March 2023.   

 

Seventy-one (71) GAC Members and six (6) Observers attended the meeting.  

 

The GAC meeting was conducted as part of the ICANN76 Community Forum. All GAC plenary and 

working group sessions were conducted as open meetings. 

 

  

 
1  To access previous GAC Advice, whether on the same or other topics, past GAC communiqués are available at: 

https://gac.icann.org/  

https://gac.icann.org/
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II. Inter-Constituency Activities and Community Engagement 
 

Meeting with the ICANN Board 

The GAC met with the ICANN Board and discussed: 

● Subsequent Rounds of New gTLDs  

● Further Developments on DNS Abuse Mitigation, including CCT Review Recommendations 

and Contract Negotiations 

● WHOIS Disclosure System, including Law Enforcement requests and features to be built into 

the System 

● ICANN’s Emergency Assistance Program (EAP) Framework for Continued Internet Access 

● Curative Rights Protections for Intergovernmental Organizations 

Meeting with the At-Large Advisory Committee (ALAC) 

The GAC met with members of the ALAC and discussed: 

● Follow-up on the 2017 joint GAC-ALAC Advice to the Board entitled “Enabling Inclusive, 

Informed and Meaningful Participation at ICANN: A Joint Statement by ALAC and GAC” 

● The ICANN76 Plenary session on WSIS+20 review and furthering the multistakeholder model 

● DNS abuse in the context of contemporary policy advancements – coordinating the 

multistakeholder approach 

Meeting with the Generic Names Supporting Organization (GNSO) 

The GAC met with members of the GNSO Council and discussed: 

● Subsequent Rounds of New gTLDs including the Operational Design Assessment, Closed 

Generics and the GNSO Guidance Process on Applicant Support 

● DNS Abuse Mitigation 

● WHOIS Disclosure System 

● Accuracy of Registration Data 

● IGO Protections 

● GNSO Council Response to GAC Communiqué Issues of Importance 

● Transparency in GNSO Policy Development Process and Statements of Interest 

Meeting with the Contracted Parties House (CPH) of the GNSO 

The GAC met with representatives of the Contracted Parties who discussed ongoing contractual 

negotiations regarding DNS Abuse mitigation, ongoing GNSO discussions on the Statement of 

Interest (SOI) policy, and the Abuse Contact IDentifier tool (acidtool.com). 
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Cross Community Discussions 

GAC Members participated in relevant cross-community sessions scheduled as part of ICANN76, 

including: “Looking Towards WSIS+20: How Can We Improve Multistakeholder Participation in 

Internet Governance?” 

 

 

III. Internal Matters 
 

1. GAC Membership 

There are currently 181 GAC Member States and Territories and 38 Observer Organizations.  

2. GAC Elections 

The GAC elected Wang Lang (China) as Vice-Chair to fulfill the one-year term of Shi Young Chang 

(Republic of Korea) ending at the close of ICANN79 (March 2024). 
 

The requirements of GAC Operating Principles 32 and 35 (GAC Vice-Chair elections) were satisfied, 

as a total of 100 ballots (more than 1/3 of the GAC Members) were submitted. There were no ties 

requiring further balloting. 

3. GAC Leadership 

The GAC expressed its sincere appreciation to Manal Ismail for her dedication as GAC Chair since 

2017. Under her tenure, the GAC successfully navigated the impact of the COVID-19 pandemic, 

providing public policy advice and input in seven successive Communiqués adopted in a virtual 

setting; henceforth extending the ability of its Members to participate effectively in GAC consensus 

building.  
 

The GAC thanked its outgoing Vice-Chairs, Pär Brumark (Niue), Shi Young Chang (Republic of Korea) 

and Jaideep Kumar Mishra (India) for their valuable support and contributions to the GAC.  
 

The end of the ICANN76 meeting marks the start of a new term for the incoming GAC Chair/Vice 

Chairs Team: 

Nicolas Caballero (Paraguay) (Chair) 

Ola Bergström (Sweden) 

Francis Olivier Cubahiro (Burundi) 

Zeina Bou Harb (Lebanon) 

Nigel Hickson (United Kingdom) 

Wang Lang (China) 
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The incoming GAC Chair and Vice-Chairs participated in the ICANN Leadership Training Program 

preceding the ICANN76 meeting. The GAC encourages ICANN to continue offering this valuable 

curriculum.   

4. GAC Working Groups 

The GAC endorses the PSWG 2023-2024 work plan2. 

● GAC Public Safety Working Group (PSWG) 

The GAC Public Safety Working Group (PSWG) continued its work to advocate for improved 

measures to combat DNS Abuse and promote effective access to domain name registration data. 

The PSWG participated in the Capacity Building Workshop, supporting the orientation of new GAC 

members on the importance of WHOIS data and mitigating DNS Abuse.  

The PSWG also led a session to update the GAC on DNS Abuse that included:  

1. A presentation on U.K. and U.S. cybercrime statistics and how they relate to the DNS;  

2. Updates on various initiatives from the community to support the mitigation of DNS Abuse;  

3. A presentation by the Internet and Jurisdiction Policy Network detailing their suggested 

framework for when it is appropriate to act at the DNS level to address technical and 

website content related abuse; and  

4. Discussion on how the PSWG could work with the GAC to forward pertinent work within the 

ICANN community.  

The PSWG continued its active participation to support the GAC Small Group that focuses on 

domain name registration issues. The PSWG noted the importance of accurate registration data and 

the ability to identify the most relevant entity to disrupt and investigate DNS Abuse.  

The PSWG also participated in the update to the GAC on domain name registration data issues. 

With regard to ICANN org’s proposed design of a proof-of-concept WHOIS Disclosure System (soon 

to be renamed the “Registration Data Request Service”), the PSWG noted the response from ICANN 

org indicating that a lack of functionality to maintain the confidentiality of requests for Law 

Enforcement Agencies and highlights that this will likely lead to a reduced engagement from this 

significant user group of the system.  

The PSWG continued its outreach, holding discussions with a number of constituent groups within 

ICANN and public safety bodies. 

● GAC Underserved Regions Working Group (USRWG) 

The Underserved Regions Working Group collaborated with ICANN org teams to hold a Capacity 

Development Workshop (CDW) on Saturday 11 March 2023.  

 

The topics discussed were suggested based on the pre-workshop survey of the GAC: 

 
2 https://gac.icann.org/work-plans/public/pswg-work-plan-2023-2024.pdf  

https://gac.icann.org/work-plans/public/pswg-work-plan-2023-2024.pdf
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● Introduction to ICANN, to the role of the GAC and to the Policy Development Process; 

● Policy Topics of Importance to the GAC – DNS Abuse, Subsequent Rounds of New gTLDs and 

WHOIS - including a regional perspective.  
 

A post workshop survey was shared with GAC participants in order to enhance future workshops. 

Going forward, the USRWG plans to continue organizing capacity development activities including, 

but not limited to additional workshops and webinars.  
 

GAC Members noted their appreciation to the USRWG for holding this Capacity Development 

Workshop, and thanked the GAC Topic Leads and presenters from the SSAC, ccNSO and ICANN org 

for their contributions.   

● GAC Working Group on Human Rights and International Law (HRILWG) 

The HRILWG updated the GAC on its activities regarding the implementation of Work Stream 2 

(WS2) Recommendation 1 on diversity, including the work of the WS2 Community Coordination 

Group (CCG) on developing tools to help the community implement a number of subset 

recommendations. Additionally, the WG reminded the GAC about the process and submission of 

the Fiscal Year 2024 Additional Budget Request on sign language at ICANN Meetings. 

● GAC Operating Principles Evolution Working Group (GOPE WG) 

The GOPE WG finalized its review of the Preliminary Analysis of GAC Operating Principles. This will 

be used as a basis to initiate discussions and prioritize the review of the GAC Operating Principles. 

Interested GAC members are invited to participate in the working group’s upcoming discussions. 

The working group will resume its meetings post ICANN76 and update the GAC of their 

intersessional work at ICANN77. 

● GAC Universal Acceptance and Internationalized Domain Names Working Group 

(UA-IDN WG) 

The new Chair of the Universal Acceptance and Internationalized Domain Names Working Group 

briefed the GAC on recent working group activities and plans for the coming calendar year. 

 

Regarding Universal Acceptance (UA), GAC members were reminded of the upcoming UA Day 2023, 

taking place in 53 locations throughout the World on 28 March 2023 to raise awareness and 

encourage UA adoption. GAC Members were encouraged to contribute and support such efforts 

annually in their region where possible. The working group intends to review experiences gained 

during that day and consider potential work efforts available to either the GAC or individual 

governments. 

 

Regarding Internationalized Domain Names (IDNs), the latest update was presented to the GAC in a 

recent pre-ICANN76 GAC webinar. The ongoing GNSO Expedited Policy Development Process 

(EPDP) on IDNs, in which the UK and India representatives’ contribution was acknowledged, is 
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expected to deliver an Initial Report around April 2023 and a Final Report before the end of the 

year. These will be considered by working group members in due course. 

 

Appreciation was expressed for the newly resumed activities of the working group. GAC members 

were encouraged to join and contribute to the work of the UA-IDN WG, including exploring 

opportunities for future briefing of the Committee.  

  

 

IV. Issues of Importance to the GAC 

  

1. Subsequent Rounds of New gTLDs 

The GAC notes the results of the Operational Design Assessment (ODA) as well as the upcoming 

ICANN Board vote on most of the recommendations from the New gTLD Subsequent Procedures 

Policy Development Process at ICANN76, with the view to initiating policy implementation required 

to prepare for subsequent rounds of new gTLDs. The GAC welcomes continued consideration by the 

ICANN Board before a vote on the topics of registry voluntary commitments/public interest 

commitments, GAC advice and early warnings, auctions of last resort, community applications, 

closed generics and applicant support. These topics continue to be a priority for the GAC. The GAC 

recalls its previous input on these matters3, and underscores its willingness to engage with the 

Board and the rest of the community in their resolution. 

 

In view of the initial outputs from the facilitated dialogue group on closed generics, involving 

representatives from the GAC, GNSO and At-Large, the GAC acknowledges the importance of this 

work, which needs to address multiple challenges. While the GAC continues to be committed to the 

facilitated dialogue, no policy option, including the prohibition of Closed Generics, should be 

excluded if no satisfactory solution is found. In any event, any potential solution would be subject 

to the GAC’s consensus agreement. 

 

The GAC reaffirms the importance of increasing the number and geographical distribution of 

applications from underrepresented regions in future rounds of New gTLDs through the Applicant 

Support Program. The GAC reiterates its “support for proposals to reduce or eliminate ongoing 

ICANN registry fees to expand financial support”4, in order to sufficiently cover all applications. 

 

Also, GAC members will continue to engage in the GNSO Guidance Process on Applicant Support 

with the aim of “fostering gTLD applications from a diverse array of applicants.”  

 

 
3 GAC Comment on GNSO New gTLD Subsequent Procedures Final Outputs for ICANN Board Consideration, 1 June 

2021: https://gac.icann.org/publications/public/gac-comment-subpro-final-outputs-1june21.pdf  
4 idem  

https://gac.icann.org/publications/public/gac-comment-subpro-final-outputs-1june21.pdf
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Finally, the GAC stresses the importance of raising awareness of the Applicant Support Program, 

including providing applicants with comprehensive information and sufficient time to prepare for 

the Program.  

 

2. DNS Abuse 

The GAC welcomes the fact that the Contracted Parties proactively initiated contract negotiations 

with ICANN to improve existing obligations related to Domain Name System (DNS) abuse. The 

creation of effective and enforceable requirements for registrars and registries to disrupt or 

mitigate DNS abuse will represent a positive and concrete first step in addressing this important 

topic area at ICANN. 

The GAC encourages the negotiations to proceed expeditiously and looks forward to providing 

feedback on the proposed amendments during the public comment period. Presentations during 

ICANN76 by the Public Safety Working Group and the Internet and Jurisdiction Policy Network, as 

well as discussions with the Contracted Parties and the At-Large Advisory Committee, provided the 

GAC with a diverse range of information to inform the GAC for the upcoming public comment 

period. 

The GAC considers that continued efforts in this area will be required, including further 

improvement of contractual obligations and/or targeted policy development processes prior to the 

launch of a second round of New generic Top-Level Domains (new gTLDs). The GAC would like to 

reiterate that maintaining accurate and complete domain name registration data is an important 

element in the prevention and mitigation of DNS abuse, and encourages the Contracted Parties and 

ICANN to further consider, inter alia, proactive measures as well as positive incentives for registries 

and registrars in future work on DNS abuse mitigation or disruption. 

The GAC also welcomed information regarding the Abuse Contact IDentifier tool (acidtool.com), 

provided by the Registrar Stakeholder Group (RrSG) to identify the appropriate parties to whom 

DNS abuse should be reported. 

During ICANN76 GAC plenary sessions, it was agreed that “DNS Abuse” should form the basis of the 

next wave of GAC Capacity Building interventions in the lead up to, and at ICANN77. 

 

3. Registration Data 

Registration Data Consensus Policy 

The GAC welcomes the implementation work on the Registration Data Consensus Policy deriving 

from the Expedited Policy Development Process (EPDP) Team Phase 1 final recommendations and 

appreciated the opportunity to provide feedback as part of the public comment process. 

The GAC supports the EPDP Team’s efforts to develop a policy that complies with existing data 

protection principles while establishing clearly defined minimum data elements that allow 

contracted parties to process data in line with their relevant obligations within their jurisdictions.  
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At the same time, the GAC looks forward to receiving the Implementation Review Team’s analysis 

and response to the public comments, including, inter alia: 

● The issue of response times to urgent requests to ensure that responses to such requests 

are in fact expedited in a manner consistent with an emergency response; 

● Defining urgent requests to include those involving “imminent or ongoing cybersecurity 

incidents”; 

● Avoiding the risk of implementing a partial system resulting in a policy gap by, among other 

things, resolving inconsistencies between the Phase 1 recommendation regarding the 

optional collection of the registrant organization and the subsequent Phase 2A 

recommendation to require the functionality of distinguishing between legal and natural 

persons; 

● Clarifying the obligation for Contracted Parties to enter into a data protection agreement; 

● Requiring the collection and publication of “reseller” data; and 

● Clarifying the policy’s impact on the Thick WHOIS Transition Policy. 

WHOIS Disclosure System 

The GAC welcomes the launch of a proof-of-concept WHOIS Disclosure System, soon to be renamed 

Registration Data Request Service, to generate data that can inform further community discussion 

on Phase 2 of the Expedited Policy Development Process and the Recommendations on the System 

for Standardized Access/Disclosure (SSAD), which are currently on hold. In line with the GAC’s 

discussions with the Board and GNSO at ICANN76, the GAC notes the importance of maximizing 

voluntary participation in the system, including through potential incentive structures.   

Accuracy of Registration Data 

The GAC would like to reiterate that maintaining accurate and complete domain name registration 

data is an important element in the prevention and mitigation of DNS abuse. The GAC recognizes 

the importance of revisiting Recommendations 1 and 2 from the Accuracy Scoping Team at such 

time that the Data Protection Agreement (DPA) negotiations between ICANN org and the 

Contracted Parties have completed and there is feedback from ICANN org, or after a period of six 

months, whichever is shorter. The GAC encourages resuming the work of the Accuracy Scoping 

Team at whichever comes first. As per the Scoping Team's recommendations, undertaking a 

registrar survey and a registrar audit will help to inform the GAC's consideration of further work on 

these issues. 

 

4. Transparency in GNSO Participation 

The GAC strongly supports transparency at ICANN and takes note of ongoing discussions within the 

GNSO on disclosure obligations under the GNSO’s Statement of Interest (SOI) policy. GAC Members 

expressed deep concern regarding a proposed exception in the SOI that might permit GNSO 

participants to refrain from disclosing the identity of the entities they represent in GNSO working 

groups. The GAC looks forward to further engagement with the GNSO on this issue. 
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5. Emergency Assistance Program 

The GAC acknowledges the information received from the ICANN Board on this program and looks 

forward to receiving more information on expected dates, criteria and modalities of 

implementation, including potential partners for further consideration. 

 
 

V. GAC Consensus Advice to ICANN Board 

 

The following items of advice from the GAC to the Board have been reached on the basis of 

consensus as defined in the ICANN Bylaws5: 

1. IGO Protections 

a. The GAC advises the Board: 

 

i. To proceed with the approval of the recommendations of the EPDP on Specific 

Curative Rights Protections for implementation; 

ii. To maintain the current moratorium on the registration of IGO acronyms as domain 

names in New gTLDs presently in place until the full implementation of the 

recommendations of the EPDP on Specific Curative Rights Protections. 

 

RATIONALE 

 

The GAC affirms that IGOs perform important global public missions with public funds, that they are 

the unique treaty-based creations of governments under international law, and that their names 

and acronyms warrant appropriate tailored protection in the DNS in the global public interest to 

prevent consumer harm. It is also recalled that the EPDP Recommendations strike a balance 

between rights and concerns of both IGOs and legitimate third parties. 

 

In considering approving the Recommendations of the EPDP on Specific Curative Rights Protections 

for implementation, the GAC notes that the EPDP Recommendations received Full Consensus, and 

that the corresponding GNSO Council vote to approve said Recommendations was unanimous. 

 

 
5  Bylaws section.12.2.(a)(x) The advice of the Governmental Advisory Committee on public policy matters shall 

be duly taken into account, both in the formulation and adoption of policies. In the event that the Board determines 
to take an action that is not consistent with Governmental Advisory Committee advice, it shall so inform the 
Governmental Advisory Committee and state the reasons why it decided not to follow that advice. Any Governmental 
Advisory Committee advice approved by a full Governmental Advisory Committee consensus, understood to mean 
the practice of adopting decisions by general agreement in the absence of any formal objection (“GAC Consensus 
Advice”), may only be rejected by a vote of no less than 60% of the Board, and the Governmental Advisory 
Committee and the Board will then try, in good faith and in a timely and efficient manner, to find a mutually 
acceptable solution. The Governmental Advisory Committee will state whether any advice it gives to the Board is GAC 
Consensus Advice. 
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Insofar as the above-noted EPDP Recommendations propose targeted amendments to the UDRP 

Rules to accommodate IGOs in addressing the abuse of IGO identifiers in the DNS, this Advice 

supersedes those aspects of GAC Advice in the following Communiqués, as follows: 

● In the GAC Los Angeles Communiqué (ICANN51), Section IV.5.b.i, in implementing any such 

curative mechanism, “the UDRP should not be amended”; 

● In the GAC Hyderabad Communiqué (ICANN57), Section VI.4.II: “a dispute resolution 

mechanism modeled on but separate from the UDRP, which provides in particular for appeal 

to an arbitral tribunal instead of national courts, in conformity with relevant principles of 

international law”; 

● In the GAC Johannesburg Communiqué (ICANN59), Section VI.1.a: “The GAC reiterates its 

Advice that IGO access to curative dispute resolution mechanism should:  

I. be modeled on, but separate from, the existing [UDRP],  

II. provide standing based on IGOs’ status as public intergovernmental institutions, and,  

III. respect IGOs’ jurisdictional status by facilitating appeals exclusively through arbitration.” 

 

In terms of the continuation of the moratorium, in the ICANN71 Communiqué, in advising the 

Board to maintain the current moratorium on the registration of IGO acronyms as domain names in 

New gTLDs pending the conclusion, and implementation, of the Recommendations of the IGO 

Curative Work Track, the GAC noted that in the absence of access to a curative rights protection 

mechanism, a mere notification of the registration of a domain name corresponding to its identifier 

is of no real utility to an IGO, because an IGO has no current ability to arbitrate a domain name 

dispute.  

 

In that same light, the GAC previously has advised the Board to maintain the current moratorium in 

the ICANN61 San Juan, ICANN62 Panama and ICANN71 Communiqués, noting that the removal of 

interim protections before a permanent decision is taken on a curative mechanism to protect IGO 

acronyms could result in irreparable harm to IGOs. 

2. WHOIS Disclosure System 

a. The GAC advises the Board: 

i. To direct ICANN org to promptly engage with the PSWG to identify and advance 

solutions for confidentiality of law enforcement requests so as not to preclude 

participation by law enforcement requesters when measuring usage of the WHOIS 

Disclosure System. 

 

RATIONALE 

The GAC welcomes the Board’s February 27, 2023 resolution approving the launch of a proof-of-

concept approach for a WHOIS Disclosure System intended to gather demand and usage data to 

inform community discussions and Board consideration of the Phase 2 Recommendations of the 

Expedited Policy Development Process. In the GAC Kuala Lumpur Communiqué, under Issues of 

Importance, the GAC stressed “the importance of including a mechanism to allow for confidential 



 

 

11 

law enforcement requests” and recommended that ICANN org engage “with the GAC PSWG to 

further discuss the issue of how confidentiality of law enforcement requests will be ensured and 

how the (meta) data of all the requests of law enforcement agencies will be handled.”6  To date, 

this engagement has not taken place. Nevertheless, during the GAC Meeting with the ICANN Board, 

ICANN org indicated that the proposed system design would not provide functionality for 

maintaining confidentiality for law enforcement requests.  

Law enforcement agencies investigations may be compromised if requests for domain registration 

data are not kept confidential. A lack of functionality in the proposed WHOIS Disclosure System to 

provide for such confidentiality will almost certainly deter usage of the system by law enforcement 

agencies which will in turn decrease the amount of data that the pilot program will be able to 

collect. The GAC highlights that further engagement between ICANN org and the PSWG is necessary 

to resolve this issue. A satisfactory approach to this concern is also consistent with the Board’s 

resolution “to encourage comprehensive System usage by data requestors.” 

3. Privacy and Proxy Services  

a. The GAC advises the Board: 

i. To prioritize the assessment related to the pending RDS-WHOIS2 Review 

Recommendation R10.1 which called for the Board to monitor the implementation 

of the PPSAI policy recommendations, and all necessary steps to resume this 

implementation, consistent with the intent of the GAC’s previous advice. 

ii. To regularly update the GAC on the status of activities related to privacy and proxy 

services. 

RATIONALE 

The GAC notes in the recent Quarterly Report on ICANN Specific Reviews (21 February 2023) that  

“it is anticipated that ICANN org may begin to work on the impact assessment of the outcomes of 

ongoing community work in Q1 2023 to inform Board action of Recommendation 10.1” of the 

Second Registration Directory Service Review (RDS-WHOIS2). 

 

Recommendation R10.1 provides for the ICANN Board to monitor the implementation of the 

Privacy Proxy Services Accreditation (PPSAI) policy recommendations and thus implicates the 

previous GAC Advice in the Kobe Communiqué7 and the GAC’s Follow-Up on Previous Advice within 

the Montreal Communiqué8.  

 

 

 

 
6 See section IV.4 at https://gac.icann.org/contentMigrated/icann75-kuala-lumpur-communique  
7 See section V.1 item vi. at https://gac.icann.org/contentMigrated/icann64-kobe-communique 
8 See section VI.3 at https://gac.icann.org/contentMigrated/icann66-montreal-communique 

https://gac.icann.org/contentMigrated/icann75-kuala-lumpur-communique
https://gac.icann.org/contentMigrated/icann64-kobe-communique
https://gac.icann.org/contentMigrated/icann66-montreal-communique
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VI. Next Meeting 

 

The GAC is scheduled to meet next during the ICANN77 Policy Forum, in Washington D.C., United 

States, on 12-15 June 2023. 

 



ICANN76 – Joint Session: ICANN Board and GAC  EN 

 

Note: The following is the output resulting from transcribing an audio file into a word/text document.  Although 
the transcription is largely accurate, in some cases may be incomplete or inaccurate due to inaudible passages 
and grammatical corrections.  It is posted as an aid to the original audio file, but should not be treated as an 
authoritative record. 

ICANN76 | CF – Joint Session: ICANN Board and GAC 
Tuesday, March 14, 2023 – 15:00 to 16:00 CUN 
 

 

GULTEN TEPE: Welcome, everyone.  We will be starting shortly.  Please be seated.  

Thank you.  Welcome to the ICANN76 GAC meeting with the ICANN 

Board session being held on Tuesday, 14th of March at 15:00 local 

time.   

 

 Recognizing that these are public sessions and other members of 

the ICANN committee maybe in attendance.  The GAC leadership 

and support staff encourage all of you who are GAC members to 

type your name and affiliation in the participants chat box.  This is 

to keep accurate attendance records.  To ensure transparency of 

participation in ICANN's multistakeholder model, we ask that you 

sign into Zoom session using your full name.  If you would like to ask 

a question or make a comment, please type it in the chat by starting 

and ending your sentence with a question or comment as indicated 

in the chart.  The feature is located at the bottom of your zoom 

window.   

 

 Interpretation for GAC sessions include all six UN language and 

Portuguese.  Participants can select the language they wish to speak 

or listened to by clicking on the interpretation icon on Zoom toolbar.  

If you wish to speak, please raise your hand.  Once the session 

facilitator calls upon you, please unmute yourself and take the floor.  
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Remember to state your name and the language you will speak in 

case you will be speaking a language rather than English.  Speak 

clearly and at a reasonable pace to allow for accurate interpretation.  

Please make sure to mute all other devices when you're speaking.   

 Finally, this session, like all other ICANN activities, is governed by the 

ICANN expected standards of behavior.  In case of disruption during 

this session, our technical support team will mute all participants.  

This session is being recorded and all materials will be made 

available on the ICANN76 meeting's page.  With that, I would like to 

leave the floor to GAC chair, Manal Ismail.  Manal, over to you, 

please.   

 

 

MANAL ISMAIL: Thank you very much, Gulten.  And good morning, good afternoon 

and good evening, everyone.  Welcome to the Board-GAC bilateral.  

I would like to start by welcoming all Board members in the GAC 

room and welcome all participants in the room and on Zoom.  The 

GAC continues to appreciate and value our regular exchange with 

the Board at ICANN public meetings.  We have an hour for this 

meeting, and have identified five issues.  The GAC would like to 

discuss with the Board, of course, in addition to the Board's question 

to the GAC.  But before we get started, I would like to hand the floor 

over to ICANN Board Chair Tripti Sinha for any opening remarks.  

Tripti if you may.   
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TRIPTI SINHA: Thank you, Manal.  As always, it's a pleasure for the Board to be 

here.  These bilateral meetings are very, very important for 

constructive healthy dialogue and the exchange of ideas and to 

arrive at common ground.  So we really appreciate you giving us a 

few minutes of your time this afternoon.  And before I turn this back 

to Manal, I'd like to say Manal, this is our last bilateral meeting with 

you as chair.   

 

And I must say thank you for allowing Manal to be our liaison to the 

Board.  She has given so much of her time.  She has been invaluable.  

Her contributions have been very deep and very insightful.  And 

she's been a fantastic member of the Board.  So thank you very 

much, Manal, for everything you've done.  You will be missed.   

 

 

MANAL ISMAIL: Thank you, Tripti.  So we need someone else to moderate.  So the 

for agenda today, I have asked permission from the Board that we 

dedicate only 10 minutes for the Board's question to the GAC and 

then dedicate the rest of the time to our questions to the Board as 

we have already identified the long list.  We tried to make it shorter.  

I hope it would fit in the 45 minutes.  If we can go to the following 

slide, please. 

 

 So this is your question to the GAC on how to explore, how to 

combine the efficiency of an agile approach to problems solving like 
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the Council's small teams, with the need for accountability and 

transparency, when would such an approach be most appropriate?  

And how can we ensure that it does not circumvent required steps 

in a policy development process?   

 

 If we go to the next slide, please.  We have identified some quick 

responses to this.  So basically, agile approaches are useful in 

particular and limited circumstances, but should not be viewed as 

regular substitutes for an effective and ongoing use of traditional 

PDPs.  And given the limited size, overall PDP responsibilities should 

not be delegated to such groups.  The use of GNSO small teams is a 

useful exercise in that it provides useful impetus for initial 

community discussions.  The makeup of those teams, however, are 

heavily populated by GNSO representatives which can serve to 

foreclose this course on complicated issues.  It would be beneficial 

if other ACs and SOs could be invited to take part in such groups.   

 

 And finally, a facilitated community dialogue approach such as that 

for close generics provides a more productive approach to 

community dialogue.  And we believe that the Board should 

consider making this type of facilitated dialogue even more open 

and transparent to communities.  So for example, it's not necessary 

to every time have a Chatham House rules.  So to wrap up, we think 

such groups should have a narrow scope, be a very short term, not 

delegated PDP responsibilities, and their outputs should ultimately 

consider community input and feedback in PDPs.  Any follow-up 
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from GAC colleagues?  So I hope I reflected our agreed comments, 

and I hope you find this response useful.   

 

 And now moving to the GAC questions to the Board, if we can go to 

the following slide, please.  So this is the list of topics we have 

identified basically new gTLD subsequent rounds, DNS abuse 

mitigation, WHOIS Disclosure System, ICANN's emergency 

assistance program and finally curative rights protections for IGOs.  

And going to the following slide and our first topic on new gTLD 

subsequent rounds.  So the GAC has taken note of the Board's 

planned approach to handle the outputs from the GNSO SubPro PDP 

final report, especially issues identified as pending subject to further 

dialogue with the GNSO Council.   

 

 And would like to draw the Board's attention to the GAC's collective 

comment to the Board consultation on final recommendations of 

the SubPro, which includes many issues now identified as pending 

by the Board.  And this includes the Registry Voluntary 

Commitments and the Public Interest Commitments, applicant 

support, GAC consensus advice and GAC early warnings, community 

applications, and Auctions. 

 

 If we can go to the next slide, please, and this is the questions.  The 

GAC would like to ask the Board first, are the GAC positions on the 

above mentioned issues beyond GAC consensus advice and early 
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warnings being taken into account by the Board?  And how will the 

GAC be involved in the forthcoming dialogue on these issues?   

 

And lastly, if the Board does not adopt the all recommendations 

from the GNSO, how will such decisions impact the overall 

implementation time frame for SubPro going forward?  And of 

course, as noted below, we would very much welcome being 

included in such a forthcoming dialogue and may consider providing 

a GAC advice on some of the mentioned topics.  Thank you.   

 

 

TRIPTI SINHA: Thank you, Manal, for the question.  I'm going to turn this over to 

Avri.  Avri, you have the floor.   

 

 

AVRI DORIA: Thank you.  Avri Doria speaking.  So thank you for the questions.  I 

think first of all, let me look at them.  Question one, yes, the GAC 

points of view are being taken into the point of view.  And I think 

that part of the reason some of the questions that are pending are 

pending is because we are taking the advice of GAC, the advice of 

ALAC, the advice of SSAC, the advice of all of those that have made 

comments on those into account and want to make sure.   

 

And I think as part of that to say how will GAC be involved in it is 

what was sort of put forward at the panel that we had on Saturday, 

which I'm sure many of you didn't have a chance, and that there's 
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really an intention to have discussions with all of those who put out 

comments and to bring those things together.   

 

 So while the Board will be working with the GNSO's small team to 

the extent that we can, the extent that it's working, we'll also be 

making it a point to talk to those who have given advice and to make 

sure that that can be sort of brought together and taken into 

account.   

 

Now, the last one is, I have a harder time knowing what to answer.  

I think that if there are things that the Board ends up rejecting, I 

think we'll be going through a long enough process and that none 

of those are really the issues that are driving the length of time it 

will take.  As you see, we've talked about it some through today that 

there's going to be a fair amount of time in a lot of these processes.  

There's a lot of work that still needs to be done, for example, on the 

closed generic consultation.  And then that ends, and then there's a 

process us after that.   

 

 So there is going to be a fair amount of time to talk about anything 

that might impact.  I can't think of anything that the Board is thinking 

of rejecting that might, and we're not even that close to thinking of 

how many things would be.  But I can't think of a single one that 

would necessarily drive the procedures, the new round to have to 

take longer.  And so it's hard for me to say with any sort of certainty.  

But no, it won't cause a delay, but I don't see how.   
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And I really don't have a concept at the moment of things that are 

both of a critical decisional basis and a scheduling basis that are in 

conflict, if that makes sense to people.  But yes, there is very much 

an intention to make sure that we talk to everyone that's got an 

issue, that's got advice, that's got certainly that has GAC advice in 

terms of making sure that it is completely and properly dealt with.   

 

 

MANAL ISMAIL: Thank you very much, Avri.  I'm pausing to see if there are any 

follow-up from GAC colleagues.  Any comments or questions?  And 

I see a hand up in the Zoom room, Switzerland, please.  Jorge, go 

ahead.   

 

 

JORGE CANCIO: Thank you.  Thank you very much, Manal, and thank you very much, 

Avri.  I welcome very much that you are going to involve us in these 

further discussions.  I just want to note just to be very clear is that 

the GAC collective comment we were mentioning is not GAC 

consensus advice with capital letters.  But it summarizes the 

positions of the GAC on these open and unresolved issues, where 

by the way, that collective comment matches very well all the open 

and unresolved issues that you have now before yourselves.   

So this is to say that please take that collective comment into 

account, consider it as if it were advice with capital letters in the 

sense of including us in the conversations.  Because otherwise, the 

alternative is, of course, to elevate those issues into GAC consensus 
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advice, but that would open up roads of procedural complication 

that we may want to avoid.  Things are complicated in us, what we 

want is that you take our inputs seriously, that we discuss about 

those inputs.  And whenever you are going to take a decision on 

those open and unresolved issues that you talk to us on those.  So 

just to clarify this.  Thank you.   

 

 

AVRI DORIA: Thank you, Jorge.  Or thank you Switzerland.  Thank you.  I think for 

certain that we will take all of those into account as we're moving 

forward, as we have up until now.  And I certainly am not in a 

position of wanting to tempt fate.  So we will certainly make it a 

point.  Thanks.   

 

 

MANAL ISMAIL: Thank you very much, Jorge, and thank you very much, Avri.  I don't 

see any further requests for the floor.  So I think we're good.  I'm 

sorry.  Iran, please, Kavouss, go ahead.   

 

 

KAVOUSS ARASTEH: Thank you very much.  Good afternoon distinguished Board 

members.  Good morning, good afternoon, good evening, 

everybody else.  I understand that what have you said, which I fully 

agree.   
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MANAL ISMAIL: Kavouss, if you may speak closer to the mic, please?   

 

 

KAVOUSS ARASTEH: Yes.  I understand what Avri said is nothing will be rejected, but it 

takes time to understand that and to implement that.   

 

 

AVRI DORIA: I did not say necessarily that nothing will be rejected.  What I said is, 

at the moment, there is nothing that is planned for rejection. 

 

 

KAVOUSS ARASTEH: Yes, that is very diplomatic answer you have given. 

  

  

AVRI DORIA:  I have learned after many years of speaking. 

 

 

KAVOUSS ARASTEH: I am not a diplomat, but diplomatic answer is given many, yeah, so 

I think.  What I understand that this process will be more or less in 

sort of incremental implementation because you cannot in a lump 

sum to do everything and so on to forth.  The reading is quite clear.  

If you allow me sometimes at the end of this, I come to that issue, 

incremental, and that is that.  Thank you.   
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MANAL ISMAIL: Thank you very much, Kavouss and Avri.  And now seeing no further 

request for the floor, I think we're good to move on to the second 

topic on further developments on DNS abuse mitigation.  And so the 

GAC appreciates more regular reporting updates from the ICANN 

org regarding implementation of CCT review recommendations, and 

we have here some references.   

 

And the question or pursuant to the GAC Montréal advice not to 

proceed with the new round of gTLDs until after the complete 

implementation of the CCT review recommendations identified as 

prerequisites or as high priority, including recommendations 

pertaining to DNS abuse.   

 

Can the Board share its view of the role of ongoing ICANN org 

negotiations with contracted parties with respect to CCT review 

recommendations 14 and 15, and whether the negotiations will 

satisfy these recommendations?  And when can implementation be 

expected on CCT review recommendation 22, which requires 

engagement with stakeholders to discuss best practices 

implemented to offer appropriate security measures when dealing 

with sensitive information such as health or financial matters?  

Thank you.   
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TRIPTI SINHA: Thank you, Manal.  As you know, DNS abuse mitigation, as you cite, 

so accurately was first put on the forefront of ICANN's psyche in 

Montreal.  This is a very important topic.  Lots of progress has been 

made on this.  So as a response to your question, Avri will respond 

to the CCT part of the question and then turn it over to me.  I'll give 

you a preamble to what's going on with the contract negotiations 

and then turn it over to Becky.  Avri, over to you. 

 

 

AVRI DORIA: In briefly, basically, if you look at some of the tables that have been 

put together about the advice and all of this advice, including those 

necessary CCT requirements, are listed as things that need to be 

resolved before an application guidebook can come out.  So they're 

not listed as before this initial decision as we work through, but they 

are included in the set of things that need to be completed before 

we can come out with an application guidebook, which I believe 

meets the requirement of before another round could happen. 

 

 

TRIPTI SINHA: Thank you, Avri.  And coming to the contract negotiations, lots of 

progress has been made.  We are at a point where the negotiations 

are leading to contractual obligations where the contracted parties 

will be obligated to disrupt and mitigate any efforts that they see, 

which amounts to DNS abuse.  This now forces their hand and also 

enables ICANN to ensure that such an environment doesn't exist.   
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In other words, it gives compliance a tool to negotiate or talk to the 

contracted parties if they believe that abuses not been mitigated or 

disrupted.  This also sets the stage for subsequent policy 

development which will be more prescriptive in how to mitigate 

abuse.  So this is a significant progress that's been made.  And with 

that context, I'd like to turn it over to Becky.   

 

 

BECKY BURR: Thank you, Tripti.  Good afternoon, everybody.  It's always 

wonderful to be here with the GAC.  I think Tripti has made it clear 

that these contract negotiations with respect to DNS abuse that 

came to org, came to the Board, through an initiative of the 

contracted parties, they came to the table and said we are ready 

and willing to negotiate specific contract changes to address the 

most commonly heard complaint about the contracts which is there 

is no enforcement mechanism.  There is no requirement to mitigate.   

  

So as Tripti said, this will provide an enforcement handle for ICANN 

compliance.  But it is very much the first step in the process.  It's a 

very significant step, but it's very much the first step in the process.  

Because it will then enable sort of very strategic micro policy 

development through the community to elaborate on how 

contracted parties are required to mitigate and intervene to prevent 

abuse in the areas that have been designated.  And we very much 

expect that there will be a follow on policy development processes 

involving the entire community as those generally are. 
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 The other thing is even with those policy development process, we 

do not anticipate that this is the end of the road.  We think that if 

we have established an environment of trust where the contracted 

parties feel like they can come to the table with negotiations and we 

can meet them where they are and move forward, they may take 

additional steps, they may bring additional initiatives forward with 

respect to that. 

 

 In addition, and the goes back to the recommendations 14 and 15, 

there will be new registry agreements and registrar accreditation 

agreements in the context of the new round of the SubPro round of 

new gTLDs.  And as has always been the case, those contracts are 

negotiated between the parties, but they are the subject of 

community comment, and community input, and community 

review.  So I think the answer to, does this satisfy recommendations 

14 and 15, this is an incredibly important and significant first step.  

It is not the only opportunity to address those recommendations.   

 

 

MANAL ISMAIL: Thank you very much, Avri, Tripti and Becky.  I have two requests for 

the floor first, Iran and then UK.  Iran, please go ahead.   

 

 

KAVOUSS ARASTEH: Thank you very much for the explanation.  If we are talking of DNS 

abuse, which has been on the table of the community for years, 

does the Board believe that successful result of negotiations with 
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registrar and registry would put an end to the DNS abuse or that 

contribute to the litigation.  There are other elements that need to 

be taken into account.  There are other actions need to be 

performed and need to be executed.  Today, two distinguished 

countries provided the report of the abuse.  But it's from these two.   

 And when we say reporting the abuse, there are many abuses which 

are not recorded.  Because the people they don't know how to 

report, to whom they report, and so on so forth.  I give an example, 

a personal example.  I myself, I faced with so many of this, but they 

have not reported.  So this reporting is not the end of everything.  It 

is among those.   

 

So how we could encourage and facilitate the reporting, providing 

ways and means how this report is made, to whom will be made of 

what is it.  And then where all these report will go?  Who will analyze 

this?  And what do the actions?  So in my personal view, the 

negotiations even successfully done does not resolve totally the 

issue of DNS abuse.  Still there are something. 

 

 But in that sense, I'm sorry, we said this morning we need to request 

distinguished Board member to provide some progress report or 

progress activities between now and the next, and then at the end 

a full report and procedures how we the GAC members or other 

person or the people community expected to react on that.  This is 

the thing that I would like to make at this stage.  Thank you. 
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TRIPTI SINHA: Thank you for your comment.  I'd like to say broadly that when it 

comes to cyber abuse, one will never eliminate it.  I think we can 

certainly disrupt it and mitigate it and find ways to curtail it.  So this 

is a significant step forward.  I don't think anyone can claim in 

absolute terms that crime of any kind will be gone.  So this will 

probably continue in some shape or form, but we are making every 

effort to mitigate it.  And hopefully, in time, as we do reporting, the 

numbers will come down, and we will see the results of our efforts.  

So thank you, Kavouss, for your comment.   

 

 

BECKY BURR: I think it's also important to note that there's a multifaceted effort 

going on.  So the industry itself has stood up on the DNS abuse 

institute, which has NetBeacon, which receives and processes 

complaints about abuse.  It is intended to be available globally.  So 

it's not just what ICANN's doing.  There are some things that industry 

is doing outside of that that are intended to be additive to the work 

at ICANN. 

 

 

MANAL ISMAIL: Thank you very much, Tripti and Becky. I have UK next.  Please, Nigel, 

go ahead. 

 

 

 



ICANN76 – Joint Session: ICANN Board and GAC  EN 

 

Page 17 of 38 
 

 

NIGEL HICKSON:   Yes, thanks very much.  Nigel Hickson, UK GAC, and many thanks 

indeed to the board for addressing us today and addressing these 

comments in particular.  I just really wanted to make two remarks.  

The first is that, despite the drafting of number four, and I take some 

blame for that, we are in no way sort of questioning the contract 

negotiation process in any sense, and we were very delighted.   

 

We spoke to the registries and registrars as you know, yesterday, 

and they were open and transparent, and we look forward to the 

further dialogue and the public consultation ahead of the next 

meeting.  Our sole intention and the response of the board to the 

question, as I think answered a lot of our questions is just that if 

you'd like on a process point, as you know, we offered GAC advice 

on a number of points, and Avri mentioned some of them on the 

CCT review, and that.   

 

I suppose it's just a reflection that we want to ensure that there's no 

misunderstandings in the future when we get to the end, and we 

say, oh, hold on, we haven't done X, we haven't opened that door, 

or we haven't, but it does seem that we're all working together on 

these issues, so it's very profitable indeed.   

 

And as Becky just mentioned, we were also delighted, certainly the 

UK are delighted to be able to be working with the internet and 

jurisdiction policy network on these issues and DNS abuse institute.  
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And there's a lot of activity both inside and outside ICANN.  So thank 

you very much. 

 

 

MANAL ISMAIL:   Thank you very much UK.  And seeing no further requests for the 

floor, I think we're good to move to the following slide, and it's on 

the same topic, but on contract negotiations.  So ICANN and 

contracted parties have been negotiating improved DNS abuse 

contractual provisions, and the GAC understands that ICANN plans 

to publish proposed changes for community review on public 

comment before ICANN77.   

 

In the Hague communique, the GAC recalled that ICANN Org is well 

placed to receive public policy input from the community and 

negotiate updates to the registry-registrar agreements.  So ICANN 

Org may avail itself of timely community input and to promote 

transparency.  The Board could hold a listening session on the 

contract negotiations prior to the publication of proposed changes 

for public comment.   

 

And such session would focus on matters within the scope of the 

negotiations as agreed between ICANN and the contracted parties.  

And the GAC question is, "Will the board consider organizing a 

listening session on the DNS abuse negotiations within one month 

of the conclusion of ICANN76?"  
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TRIPTI SINHA:   Becky will respond to this one.  Thank you. 

 

 

BECKY BURR:   Thank you very much.  As indicated, the contract negotiations are 

moving along and they are going well.  As is always the case, the 

results of those negotiations, the proposed amendments to the 

contract will be posted for public comment.  The Board has 

discussed this, and it seems that it would be appropriate at that time 

after the contracted parties and ICANN have reached agreement on 

a proposed text and it goes out for public comment that there could 

be public sessions.   

 

And we would hope that the focus of those public sessions would 

actually be next steps.  How do we get to the policy development 

processes, the follow-on policy development processes that we 

have the opportunity once those contracts are amended to dig into 

and provide greater change?   

 

So the answer is, the entire community will have an opportunity for 

public comment, and we also will have sessions on it after the 

conclusion of the negotiations, but before the contracts are signed.  

But the purpose of the open sessions would really be to move 

forward with the next steps in this process. 
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MANAL ISMAIL:   Thank you very much, Becky.  And I see no -- yes, please.  Iran, go 

ahead.   

 

 

IRAN:   Thank you for your explanation.  I have a simple question.  Once it 

gets public, and you will receive a lot of feedbacks and important, 

maybe comments, then you will even renegotiate it again, what will 

happen? 

 

 

BECKY BURR:   So the contracts go out for public comment as a matter, of course, 

and the comments come in, and they are considered, and if the 

comments came up with an objection that was overwhelming in the 

board's view that undermined the legitimacy of the contract 

negotiations at that point?   

 

Sure, we would have to step back if you pointed out something's not 

in the public interest.  It is a contract negotiation between the 

contracted parties.  The point of the consultation is to see if there 

are any showstoppers, not really to reopen negotiations on every 

topic.   

 

Just to be clear, Org made a commitment when the contracted 

parties came to the table about the scope of the negotiations, and 

we do intend to honor that commitment, because those were the 
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terms on which the contracted parties made their commitments.  So 

that's why we have the public comments.   

 

But we could reopen it for renegotiation, and we could add a bunch 

of different stuff in that we want to negotiate about because I'm 

sure there are going to be lots of things that people are going to say 

as Nigel has said, you've got the apples and the pears, but not the 

bananas, we're going to hear that, we understand that.   

 

The problem is, any kind of extended negotiation on things that are 

outside of the scope, aside from breaking trust, will delay the time 

in which we capture the benefits of the contract amendments.  So 

yes, the consultations are real in the sense that if there's a 

showstopper, if you point out something that says you're violating 

ICANN bylaws, or you've missed something profound, they're real in 

that sense, the Board does take that on board.  But we really would 

like to capture the benefit of the contract amendments and move 

forward from there to catch up on all of Nigel's bananas. 

 

 

MANAL ISMAIL:   Thank you very much, Becky.  And I see no further requests for the 

floor.  And I think we're good to move on to the following slide, 

please.  And we are on a new topic now.  The WHOIS Disclosure 

System, and first on law enforcement requests.  So the Board's 

recent resolution from 27 February on WHOIS Disclosure System 

Implementation included a reference to law enforcement requests.   
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Mentioning that the ICANN Board encourages the GNSO council to 

consider how best to promote and secure comprehensive use of the 

system by ICANN accredited registrars for all data access requests 

other than those submitted by law enforcement or as otherwise 

required by applicable law.  And I will not read every single word, 

but this in particular raised the following question: "This could be 

rent to suggest that law enforcement requests are excluded from 

the WHOIS Disclosure System.  Was that the Board's intent, and if 

not, we suggest that the Board issue a written clarification so that 

there is no unintended confusion?" Thank you. 

 

 

TRIPTI SINHA:   Thank you, Manal.  I'm going to turn this back to Becky, again. 

 

 

BECKY BURR: Thanks for the question.  It was absolutely not the intention of the 

Board to exclude law enforcement from use of the WHOIS or the 

registration data request system.  This provision merely 

acknowledges that in cases where law enforcement comes with a 

warrant, for example, they're going to come up with a warrant and 

registries and registrars are going to be required by law to respond 

to those directly.   

 

So a registry is not going to be required to say to law enforcement 

with a warrant, would you please put your warrant in through the 

registration data request system?  That's all that was meant there.  



ICANN76 – Joint Session: ICANN Board and GAC  EN 

 

Page 23 of 38 
 

If a written clarification on that as needed, we're happy to provide 

that, but this was intended to acknowledge that there are situations 

where registries and registrars must comply with law, and that could 

preclude use of that system. 

 

 

MANAL ISMAIL:   Thank you very much, Becky.  I'm pausing to see if there is any 

requests for the floor.  And I see Laureen, co-chair of the GAC Public 

Safety Working Group.  Please, Laureen, go ahead. 

 

 

LAUREEN KAPIN:   Thank you.  And I'm speaking in that capacity.  A written clarification 

would be helpful for archeological digs in the transcripts, so not 

required, and it's just clear on the record, and it's very reassuring to 

hear that it makes sense, it just would be great to have it in writing. 

 

 

MANAL ISMAIL:   Thank you very much, Laureen.  And thank you, Becky, for 

confirming.  I see no further requests for the floor.  And I think we're 

good to move on to the following slide.  And, again, under the 

subtitle of features to be built into the WHOIS Disclosure System.   

And the next question reads, "The GAC also deemed important to 

properly log information about approvals or denials of requests, 

timing of the response, and reasons for denial, and to include a 

mechanism to allow for confidential law enforcement requests.  Will 
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these features be built into the system?"  And I think the following 

question is also relevant.   

 

So the rationale of the ICANN Board resolution on the WHOIS 

Disclosure System states that ICANN Org is prepared to incorporate 

requests from the community into the system, additional system 

logging functionality to log data associated with requests attempted 

for non-participating registrars that have been identified as low risk 

to data subjects and system security.  Does this mean this additional 

logging functionality will be incorporated in the WJOIS Disclosure 

System once it becomes operational in 11 months?"  Thank you. 

 

 

TRIPTI SINHA:   Is Elisa here?   

 

 

YUKO YOKOYAMA:   Actually, Elisa could not make it, but I'm here on behalf of her. 

 

 

TRIPTI SINHA:   I'm sorry, I can't see who responded.  Okay, that's good.  First, 

before I turn it over to Yuko, the Board did approve the 

implementation of the system that is currently being implemented, 

and I'm actually going to turn this over to ICANN Org, the team 

which is responsible for this.  Thank you.  Yuko.  I turn it over to her. 
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YUKO YOKOYAMA:   Thank you.  My name is Yuko Yokoyama, and I lead the 

implementation team for the system called registration data 

request service, which is formally known as WHOIS Disclosure 

System.  So for the first question about the logging, ICANN Org 

wrote to the GNSO small team to identify what data needs to be 

reported throughout the operation of the system.  And this includes 

everything that's been asked right here, which is the information 

about approvals or denial of requests, timing of the response, and 

reasons for denial, and there are many more, and those are all 

specified within the addendum that was written by the GNSO small 

team to the council.   

 

Those data will be regularly reported on the icann.org website once 

the system launches.  As for the question about the mechanisms to 

allow for confidential law enforcement requests, I would like to 

remind the GAC that this is a simplified system that is intended to 

operate for up to two years for the purpose of data gathering so 

that that can be informed the discussion between the ICANN Board 

and the GNSO council with regards to the system for standardized 

access and disclosure, the SSAD.   

 

The SSAD operational design assessment included the assessment 

of the identity verification feature.  As noted in the EPDP phase two 

team policy recommendations to accredit all system users.  The 

operational design assessment noted the high cost of such an 
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identity verification feature, which the small team did not 

recommend to include in this proof-of-concept service, which the 

Org is currently building.   

 

Without such a feature of identity verification, the system was not 

effectively able to verify the law enforcement agencies request to 

trigger differentiated processing such as confidentiality.  As for the 

last question, yes, these additional functionalities will be developed 

and made available from the time of the launch, which is by the end 

of this year.  Thank you. 

 

 

MANAL ISMAIL:   Thank you very much, Yuko.  And I see two requests for the floor.  

Iran, and then Brazil.  Iran, please, Kavouss, go ahead. 

 

 

KAVOUSS ARASTEH:   Thank you, Manal.  Thank you, distinguished board member.  I think 

the denial for the request should -- 

 

 

MANAL ISMAIL:   Kavouss, I'm so sorry, if you can please -- 

 

 

KAVOUSS ARASTEH:   I think the denial to the request should be based on the 

predetermined universally agreed non discriminative and inclusive 

criteria, and no other criteria to be used for denial of the request.  



ICANN76 – Joint Session: ICANN Board and GAC  EN 

 

Page 27 of 38 
 

This should be in short, it is very, very important for enforcement of 

the law.  And then when we are talking of law, first of all, we know 

the law, there is no definitive article law of different countries, 

enforcement have different aspects, so there should be no denial 

based on something which is not universally agreed in a inclusive 

and non-discriminative manner.  Thank you. 

 

 

MANAL ISMAIL:   Thank you very much, Kavouss.  Let me also take Brazil, and then we 

can see if there is a reaction from the Board.  Brazil, please go ahead, 

Lucian. 

 

 

LUCIANO MAZZA:   Thank you, Manal.  Lucian.  No, it's a quick question just to confirm 

that the current state the projects will be implemented free of 

charge, because there's an issue that discussed previously, I think 

later on, we didn't get back to that point.  Thank you. 

 

 

BECKY BURR:   Yes, the system is free of charge.  And Kavouss, I understand exactly 

what you're saying.  The problem is, and this is a fundamental 

problem, that every registrar receiving a request for access will be 

required, where they're subject to law that requires these, they will 

be required to conduct a balancing test and to determine at 

whether the release of data in response to the request is justified 

on the basis of a legitimate interest.   



ICANN76 – Joint Session: ICANN Board and GAC  EN 

 

Page 28 of 38 
 

That is not a decision that the system will make, that system the 

decision will be made by the individual registrar who is the 

comptroller of the data and subject to data protection law.  So I 

understand exactly what you're asking for, I think that there are lots 

of people in the community who feel as you do that, there should 

be clearly defined grounds for-- you should be able to tell whether 

the request is going to be accepted or rejected. 

 

But that is not the way the data protection law works generally so 

that that individual registrars who are on the hook for compliance 

with data protection law will make a decision about whether the 

release complies with law. 

 

 

MANAL ISMAIL:   Thank you very much, Becky.  And I think we're good to move on to 

the following slide.  And the fourth topic on ICANN's Emergency 

Assistance Program.  The GAC would appreciate further information 

regarding expected dates and the program design developments to 

better understand the initiative, its scope, criteria, implications, and 

modalities of implementation, including potential partners.  Also, 

during ICANN75 in Malaysia, the possibility of ICANN developing a 

more structured assistance and cooperation program was 

suggested.  Does the anticipated program include this concept?  

Thank you. 
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TRIPTI SINHA:   Thank you, Manal.  As you know, this is a program that's been 

developed and implemented by ICANN organization, and Sally 

Casterton who is to answer this, and she, I believe, has left the room 

because she was double booked.  So I'm going to ask Mandy, could 

you response on behalf of her, or Theresa, if one of you could 

respond on behalf of Sally?  To put you on the spot? 

 

 

MANAL ISMAIL:   If Sally is not there, and you would like-- okay.  Thank you, Mandy. 

 

 

MANDY CARVER:   I am not going to speak for Sally.  We are in the process of having 

completed the framework, there will be a request.  There'll be an 

RFP, but the intent is to have a, and I'm trying to see, the questions 

rolled past, a structured assistance and cooperation program is 

suggested.   

 

Yes, what we're looking for is a partner or partners who are in the 

position to help, and I apologize that I don't have the language of 

the RFP in front of me.  But can we say that we will come back to 

you with a definitive written statement, rather than my 

misrepresenting, or potentially over or under promising what's in 

process.  Thank you. 
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MANAL ISMAIL:   Sure.  Thank you very much, Mandy.  Yet, I can see requests for the 

floor.  Iran, is this an old hand or a new one, I'm sorry?  A new one?   

 

 

KAVOUSS ARASTEH:   A new one.   

 

 

MANAL ISMAIL:   So I have Iran and then Brazil.  Please, go ahead. 

 

 

KAVOUSS ARASTEH:   When we prepare this question, I have commented on that, and the 

comment is that while we fully agree with this, but assistance of the 

ICANN for emergency cases are limited to certain area because you 

don't have any infrastructure.  If there is earth quake, that is 

Tsunami, the whole infrastructure will be damaged, there will be no 

way that you need to work with your counterpart, ITU, International 

Telecommunication Union, that they have measures and 

approaches, in this case, to provide at least infrastructure in order 

to enable ICANN to provide DNS or any other approach.   

 

So we need to take into account these mutual collaboration 

between the two organization that we indicated in this very country, 

or rather in Mexico in 2010d due to a collaboration.  So I think that 

in case, by case, you need to see the collaboration and assistance of 
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the ITU as well, in order to provide temporary infrastructure 

enabling you to do any other type of assistance.  Thank you. 

 

 

MANAL ISMAIL:   Thank you very much, Iran.  Brazil, please.  And if we can keep it 

brief, because there is one more topic.  Go ahead. 

 

 

LUCIANO MAZZA:   Thank you, Manal.  Yes, just to thank the first reaction on this topic, 

and just to help guide additional comments that the Board can make 

on the on this issue.  I think the question is, I understand that you're 

breathing new territory here, and so it's something that is new in 

every respect.   

 

When we were in Malaysia, we had suggested that something more 

in addition to this emergency, something more, let's say, this focus 

on emergency situations, something more structured could be 

considered in terms of cooperating in other cases.  That's why I have 

this question here.  I just wanted also to add the two points, and if 

there's any idea of what's the budgetary ticket for these initiatives, 

there's an idea of how much money will be involved in this process.   

And again, along the lines of Kavouss, perhaps would be interesting 

to engage with international organizations that have more 

experience in those issues, and perhaps something more long term 

or some kind of MoU considering engaging the ITU, for instance, in 
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some kind of more structure cooperation for those sorts of 

programs.  Thank you. 

 

 

MANAL ISMAIL:   Thank you very much, Brazil.  And I see you triggered responses.  If 

we can keep it briefly, because there is one more topic.  Please, 

Tripti. 

 

 

TRIPTI SINHA:   Thank you.  So I'm going to first turn it over to Theresa, and then 

Mandy, if you could come in right after Theresa.  Thank you. 

 

 

THERESA SWINEHART:   Thank you very much.  This actually involves several functions within 

the organization and coordinating some of the next steps around 

this, not only building on the current situations that we've seen, but 

as has been pointed out, the opportunities also in looking at each 

situation from a unique standpoint, and opportunities of different 

partnerships around that, or utilizing third parties.  So we'd like to 

come back with a more full response on that as well.  Thanks. 

 

 

MANDY CARVER:   And just very briefly, we actually agree with the comments as 

they've been submitted, the program aims to positively impact the 

security, stability and resilience of the internet, and management of 

the unique identifiers so that we're staying within our 
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responsibilities by making funds available to maintain accessibility 

where operators or other relevant actors might otherwise not have 

the resources to do so.   

 

This is, as Theresa has referenced, to look at individual situations.  

So there were a variety natural and manmade disruptions that take 

place.  Interested third parties are expected to submit their 

responses to the call for expressions of interest by the 27th of 

March 2023.  We have previously been collaborating with the 

coalition that exists within the UN and the IGOs because they have 

the capacity to go in, and there is a specific group that does this 

support, but we're not going to limit ourselves only to that, there'll 

be an expression of interest.   

 

Currently, a total of $1 million is expected to be budgeted for each 

ICANN fiscal year.  We'll engage ICANN Org, we'll engage in 

discussions with the third parties to discuss needs and priorities, and 

that will inform the frequency and the amount of each contribution 

because it is going to vary.  But we'll come back with more details. 

 

 

MANAL ISMAIL:   Thank you very much, Theresa, and thank you very much, Mandy.  

And for the sake of the transcripts, the last speaker was Mandy.  And 

we look forward to following up with Org this topic of interest to the 

GAC.  If we can go to the last topic, and it's on curative rights 

protections for intergovernmental organizations.   



ICANN76 – Joint Session: ICANN Board and GAC  EN 

 

Page 34 of 38 
 

And the board recently received the staff summary of public 

comments on EPDP on specific curative rights protection for IGOs.  

Some commentators expressed support, a few noted specific 

concerns, including potential consequence for registrants should 

IGOs not be required to submit to a court jurisdiction.  In receiving 

the staff summary of public comments on the final report, is the 

board aware that first, the recommendations specifically state that 

a complaint must also include a notice informing the respondent of 

its right to challenge a UDRP or URS decision by filing a claim in 

court?   

 

The BC ICA participated in the EPDP, and the recommendations 

received a full consensus designation, and the GNSO councils vote 

to approve the EPDP recommendations was unanimous.  Of course, 

noting that there was full consensus for the five recommendations 

of the EPDP, the GAC supports timely implementation of these 

recommendations.  And I'll stop here.  Shall I hand this to you, Tripti? 

 

 

TRIPTI SINHA:   Thank you, Manal.  I'm going to turn this over to Becky. 

 

 

BECKY BURR:   Thank you.  First of all, I want to say thank you very much to the GAC 

members and IGO representatives who worked so hard with the 

GNSO to come up with a very good policy outcome here on these 

curative rights.  We're very pleased, and we share your interest in 
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getting the curative rights implemented as quickly as possible.  I 

don't think that it's a huge lift, but obviously there is some 

implementation to be done.  And so, there will be an 

implementation plan coming forth, and I'm sure that there will be 

questions that people will want to ask of the participants, including 

the IGO representatives here at the GAC.   

 

I just want to take one second to talk about the other sort of 

outstanding string on the IGO acronyms issue.  As you know, the 

GAC advised us quite some time ago, and this is a very long process, 

so there's a possibility this was overtaken by events.  But the GAC 

did provide advice to the Board to provide a permanent pre-

registration notification system on IGO acronyms.   

 

The Board said in 2020, result in 2020, that it did not believe that 

that was appropriate, and indicated that intended to ask Org to 

build a post notification, post registration notification system, and 

that the strings would be released once the post notification system 

was up.  Now, obviously, we need to get the curative rights 

implemented as well, but one question we have is whether that 

advice to provide a pre-registration notification system is still the 

GAC's position, because if it is, we need to initiate the bylaws 

mandated process.   

 

The other thing, though, is that the system, the post notification 

system isn't built yet.  And we know that there are calls to have some 
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of these strings released, including calls from IGOs themselves.  And 

so, we would like to initiate a conversation, and we have asked the 

GNSO to come up with some brainstorming on ways that these 

strings in the meantime, while the curative rights policy 

recommendations are being implemented. 

 

And while the post registration notification system is being built, if 

there are equitable ways that do not override other legitimate 

interests to release strings, for example, to the IGOs themselves, to 

trademark holders, or in other cases that are appropriate.  So we're 

going to look for creative ways to get strings that people think are 

appropriate to get out and to get registered, available before 

registration for those purposes as soon as possible.   

 

 

MANAL ISMAIL:   Thank you very much, Becky.  And I have Brian from WIPO, and then 

Iran.  But please, we're already over time, so please keep it brief.  

Thank you, Brian, please go ahead. 

 

 

BRIAN BECKHAM:   Thank you, Becky.  And for IGOs, and I think for a lot of people 

following this topic, it's encouraging to hear the positive signals that 

we hope to move towards implementation.  I've been speaking with 

people during this meeting to try to grease the wheels for that 

effort.   
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In terms of the topic, and sorry, one idea, just to mention could be 

a couple of dedicated days prior to the next meeting in June where 

the implementation team could get together and really hammer out 

some of this work so that there's no further delays in the process.  

In terms of the pre-notification, that's well noted, and I seem to 

recall that during one of the BTIG calls, this was discussed and 

agreed that this was overtaken in effect.   

 

And so the advice concerning that would need to be amended.  I've 

been trying to work with support staff to see if there's a record of 

that.  If not, then suffice it to say, it's on our radar, and that will be 

subject of amended advice.  I don't think it'd be possible for this 

meeting, but certainly that's on the radar.  Thank you. 

 

 

TRIPTI SINHA:   Thank you very much.  That'd be great. 

 

 

MANAL ISMAIL:   Thank you.  Iran, please briefly. 

 

 

KAVOUSS ARASTEH:   Thank you very much.  Almost similar what Brian mentioned, but 

this pre-registration, which I'm surprised, or not, going ahead by the 

Board and going to the post-registration was before this process of 

recommendations.  So I don't think that we should come back to 

that and perhaps request distinguished board members not to re-
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emphasize the post registration only, because that may be taken 

care by the five recommendations, and so on, and so forth, 

[01:05:53 - inaudible].   

 

But in reality, GAC at that time was not in favor of deletion of this 

pre-registration.  The post-registration notification means in French 

here, it says that fait accompli, which is not good.  We have to have 

this pre-registration to be aware what is going on.  But I think this 

has been taken by five recommendations, so we need to look at that 

one and to see to what extent and maybe review to what you were 

deciding two years ago.  Thank you. 

 

 

MANAL ISMAIL:   Thank you very much.  And I think we are on the same page from 

this, Becky, so apologies for exceeding the time.  I just did not want 

to react to the kind words of Tripti so that we don't ruin the whole 

session.  But I just want to tell you that it has been a great 

experience working on the board.  It's thrilling, challenging, but very 

rewarding, and I truly appreciate working with each and every one 

of the board members, and I wish you all the best, and I'm sure you 

could enjoy it as much as I did.  So thank you, everyone.  Thanks.  To 

GAC colleagues, please be back at half past so that we can start the 

communique drafting.  Thank you.   
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