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N
Disinformation as an emerging threat N

Widely used consumer platforms and services, now provide state and non-state actors with powerful
hannels for distributing disinformation.

These methods are injecting new pow:
of persuasion into disinformation
campaigns.

Falseness Intent to harm

Commercial online platforms have bee
harnessed by these actors as engines «
disinformation to power messaging

Misinformation i Malinformation
Unintentional mistakes Deliberate publication of
such as inaccurate | te private information for
photo captions, dates ; tent. personal or corporate rather
statistics,translations, than public interest, such

as revenge pornography.
Deliberate change of
context, date or time

of genuine content.

programs aimed at political influence,
I polarization, and chaos.

or when satire is taken consp ra') theories
seriously. or rumors.
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1. Profile and pathway
of cyber offenders

* Young offenders

Average age cyber offenders in The Netherlands
* Impact (2013 - 2019)

» No insight in consequences

» Different motivations
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Security Threats of the Metaverse

b 3 Connection to virtual enyironment.
i DDOS. admin IP tamoering/bypass attack.  : hacking using device security vuine
3__service and system paralysis or takeover : rabiiity of use terminals (AR and VR]

Theft of user connecting location,
Bypass of user authentication 1D, and device information. etc.

and identity information theft. lous code. ransomware, DDOS
Malicious code. DDoS

e | Suppliers User identity sooofing. cyber =
H Suppllers crime inciuding cyber defamation 3

: : Virtual environment

Agmin authenticaton = :
bypass. mwar -
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Double Extortion!!!

Q Double extortion : Data exfiltration + Data encryption

Okta investigating reports of possible digital bre:
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People's Republic of China

O Mustang Panda (aka RedDelta, Bronze President)

- NGO / Gov / Catholic organization / potplayer(?)

- Taiwan / Hongkong / Tibet / Myanmar / EU / Indian etc - Political themed malicious document
- Junk code
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Print-Team360 CN
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Global Intelligence
LEA - Requests for information

® We accept all legal orders.

® Provide the legal authority for making the request e.g: Legislation / Authority / Domestic
Court Order.

* These will result an intelligence only product

® Evidential packages are provided on the service of either a Production or Disclosure Order
We request a minimum period of 14 days to respond.
If you have reviewed the initial data and now need it evidently refer to the provided LEA
cover letter which provides further guidance.

e If more complex / urgent matter then please contact us on int.subpoenas@coinbase.com

e Submit all data requests / Pre-Order / Evidential Orders to Kodex. You can register here:
https://app.kodex.us/coinbase-intl/signup
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Global Intelligence
Account Freezing / Restraint / Seizure

e Coinbase Customers can hold a purely crypto or ® Viathe EIO / MLAT / ILOR processes apply
blend of fiat currency (EGBP, EUR or USD) along for and obtain the relevant foreign Legal
with and a variety of cryptocurrencies (BTC, ETH, Order which can be served on the correct
etc). Coinbase legal entity that governs the

account.

e If the balance held in the account is recoverable /
criminal property the account can be initially
frozen on the basis of a formal LE request.

® Seek a domestic legal order immediately.
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DPRK Crypto Fingerprint

Attack Vector Coypto Movemet

Advanced social © Theft of multiple assets Funds remain idle in storage wallets
engineering ® Swaps of multiple assets e
(and chain hopping) Storage wallets
AL N2
e Test deposits in small amounts Mixers
Phishing lures e Peel chains v
. Asian OTCs
e Structured deposits U
e Mixers Storage wallets
S i o -
Siverexploits e Consolidation wallets ,‘1'
Mixers

e Electrum wallets 4

n Asian/Eastern Exchanges
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