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3H21H i . .
How to Build a Cloud Migration Cost Estimate

How to Follow Enterprise Network Best Practices in a Work From Home
World

Cloud Networking Strategies

Three Steps to Reduce the Impact of Incidents

Technical Insights: Public Cloud Cost Management: How to Avoid Common
Pitfalls

3H 22 H A Pragmatic Approach to Implementing a Zero Trust Security Architecture

Monitoring and Observability in a Hybrid Cloud World

The Cloud Journey: From Strategy to Transformation

Leadership Vision for 2022: Infrastructure and Operations




2~ HEER

R G o TR - AR s R T
— - EEE MR iTRI#ESS(Disruptive Technologies and Trends)

HAZE M BAAIROT S B A (SRR Y DB - TRHE o SR B2 e E R 515 = DA
SCRPAIE BT - AP 1 e Or i S A3 M BN o BB A A g < T vy
Py o S =(E/ N R R
(—) FEERE AR B Ry EZEi@S(The Top Trends Impacting Infrastructure and

Operations)

FEBREE A S (1&O) HEE A AL 2 U SR Fy H 2 0 #2558 142

5 BB E VAT AR RS - A 2 O T Rr@ e ARk 12 5 18

{1l H P52 B AL R i AT A = (1&O) A Hr LI SY - fe il e m Al el e ia L

o DIEBDS [REATHNL B R R EAER ¢

1. BNSRECRREZRAE « RRIEMENV AR A B (EREV AL B (BEE ~ Bl

LB R JR R R [ A B B

2. BFFA  (EA A HE A 2 (1&O)AH A At & 5 [E AT » A
Hif EZ R RN R A AR A E E IR B AR F I E S -

3. EHRE « EREHE A (| &O) MU b e A B h 20 mI TR A FEY
EELLhEE (fI40 ITSM B¢ AlOps) &5 —({ TH o DU S &HENE - S thiks)
T AT SRR FEK -

4. BURERLEY - BiRERIREEA R - ENEE EE I > AR
FE S (1&O)VA B AE S 2 H A AU -

5. PESEEENE | AR (1&O) TH 4 B i PRI B B Y 7 M 2Rl g
T2 B S HYIEE - IRy | E AR SR (1&0) B THYFR K KA SR 5 75
SKE Y B4R -

6. WCEHEE FIRCARR T+ Blps SR B SR, A s A1 2 (1&0) IE1E
e FH AR BRI SR o Rl s S Y B —FI a2 - B m S g A ES
FUREF ML -

‘E



The Top Trends Impacting 1&0

Just-In-Time
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Infrastructure A Data Proliferation (e

Digital Natives @ Business Acumen @

Management @

Career Ladders
Confluence 8

to Career Lattices
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Anatomy of a Ransomware Attack

Ransomware 2.0 — 5
1 ° New and Improved! N

Detecting Here?

Email, SMS, Too Late

Credential Dumps ; @

Burrowing Exfiltration

— P
- (] ( ) “R) &

Ingress — Compromise Command — Encryption — Payment

and Control and Recovery
, Nt

Lateral Movement Your Best Opportunities for
This Cycle Can Last Detection Are Here
Months! 9<_

3

Gartner

LR R R AT

ST

. Gartner

- 5 (R RS R AR SRS B IR R

(=) BUVELREEER ={FEP B (Three Steps to Reduce the Impact of Incidents)
-4 -



BRAR THEHIEA > PR T iEmeiBi 2SI A EE - ARiEiiik
iR SN S (I&O)HEH R IS & RAFEHE - B B #h{EAOHRRE
(e R R SRR PR IR 57 et = E Bl Ay
LEAANTEENESELUB D2 © EREAEHE A - NHE A B
SRR SRR H S NS PR ERS A0 AN T RERI 5 E{E(AIOPS) Al
B E BRI R ~ ot ~ BEBERISR (S B N SCRr @R AHir AT IE -
2.BERN 1T s B EL(ITSM) RAFEES © Belit IT SBREH > it B i 50%
AR MAVE LG [ ARAVEEEE A @i L ehey 5
AR B EEEEETE -
3. BRFHTAYRLNT * BrAIRG oT G AR AR TAERER - BIIERA ATM B 42 HGK
G PR 45 FVNSERK » TR -

Cost of Managing Incidents

$18.80 i
Incidents

Service desk budget Median cost of handling

as a % of IT budget a contact at the desk 1. Automation and
Artificial Intelligence

2. ITSM Good Practice
3. New Techniques
Gartner g
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Six Ways Cloud Migration Costs Go Off the Rails

Wrong Team Wrong Emphasis Dependency Bottlenecks
+ Inexperienced Partner + Too Much “Lift and Shift” + Cascading Migration Delays
+ Untrained Staff + Too Little “Adapt to Cloud” + Idle Resources and Schedule Creep

= N | T o

Rushed App Assessments Poor Landing Zone Design Hidden Indirect Costs

+ Missed Requirements * Hard to Manage and Secure + Org. Transformation

« Wrong Migration Sequencing * Higher Operating Costs * Residual Costs
Gartner
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Three Keys to a Good Migration Cost Estimate

The Problem The Key
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1&0 Must Adopt Anywhere Operations

QOI®@|®

Customers and Devices Employees Infrastructure
Are Anywhere Are Dispersed Is Distributed
Hosted

S [ I ¢
J@ Cloud On-Prem Colo/ Edge
l' ? ®®® RN
%o o9 e

e N Gartner
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You Must Embrace an “Anywhere

Operations” Mindset
Dispersed

Customers are
Anywhere

Distributed

Infrastructure Workers

R N Gartner
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Less Friction Increases Employee Engagement

Highly Engaged Employees as a Percentage of the Total Workforce
=-o= Employees Qutside of IT Who Use Technology for Work

50%

42%
- - A20%

. engaged
25% \' . workers

219%, 22%
0%
No Digital Low Digital Moderate Digital High Digital
Friction Friction Friction Friction

n = 4 068 employees (lachnology users and producers) outside of IT

Gartner

26

B BBV A IR S B T 20% . 2 BEERE

Recommendations

O [E O X K-} T

Organize and
automate

Distribute your

infrastructure Invest in security

Create a workload * Adopt ZTNA * Adapt for infrastructure
placement strategy » Start migrating to a automation

Implement zero SASE architecture + Plan DEX strategies
trust solutions including automation

When? ? When?
Already! 2022+

Gartner
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Demand Increases for Hard-to-Find Skills

Demand Growth for Hard-to-Find Skills
Hard-to-Find Skills

]
‘1V @ Automation
A22%
@ Continuous Delivery
L )

A 'V
¢ @ Cloud and Edge

2018 2019 2020 2021

IT Job Openings

e e Gartner
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Key Trends in Gartner’s IT Skills Roadmap

A Category Level View of the Critical Needs Quadrant

Critical Needs

o Automation Coel .
Operations

Continuous Non-Technical
Delivery Competencies
Core

Legacy | Niche

, Gartner
: Gartner IT 578t [&E] 1Y 28§ 75 SR k4
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Agenda at a Glance

Agenda as of January 28, 2022, and subject to change

Tracks
Q Disruptive Technologies and Trends Q Delivering the Right Workloads — Anywhere
G Cloud Migration Strategies G Staffing and Leadership

G Cloud and Operations Management

Monday, 21 March

Gartner Keynote Adaptive Resilience to Empower the Anywhere Business Dennis Smith, VP Analyst; Julia Palmer, VP Analyst; Douglas Toombs, VP Analyst

SESSIONS @ The Top Trends Impacting Infrastructure @ Compute Evolution: Virtual Machines, @ How to Get SASE — A Strategic Roadmap
and Operations Containers, Serverless, Which to Use When? for Adoption

Q The Strategic Roadmap for Edge Computing, G Magic Quadrant and Critical Capabilities for G How to Build a Cloud Migration Cost Estimate

2022 Cloud Infrastructure and Platform Services
@® Cloud Networking Strategies @® Technical Insights: Inspecting the Dimensions (&) Best Practices for Securing Cloud-Native
of SRE Role and Its Challenges Applications Built on Containers and
Kubernetes
G Three Powerful Financial Models to Improve G How to Cut the Cost of Your Digital G The Cloud Computing Scenario: The Future
Your Infrastructure and Cloud Negotiation Infrastructure in 90 days of Cloud
Playbook
0 Infrastructure for Anywhere Operations 0 Harnessing the Power of Digital Employee G Planning for the I&O Workforce of the Future
Experience (DEX) Management tools
G Build a Balanced Approach to I&O Skills Ask the Expert: Platform Ops to Support and Ask the Expert: Use the Gartner S-A-V-E
Development Scale DevOps Methodology for Infrastructure Cost
Optimization Opportunities
Ask the Expert: How to Follow Enterprise Network ~ Ask the Expert: Cloud Networking Across Ask the Expert: Four Steps to Negotiate
Best Practices in a Work From Home World Multiple Cloud and Optimize Outsourced Infrastructure

Services Costs

Ask the Expert: Modern Infrastructure and
Application Monitoring

Solution Provider Sessions

Continued on next page
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21 - 22 March 2022 | APAC | Virtual
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Agenda at a Glance

Agenda as of January 28, 2022, and subject to change

Tracks
Q Disruptive Technologies and Trends Q Delivering the Right Workloads — Anywhere
G Cloud Migration Strategies G Staffing and Leadership

G Cloud and Operations Management

Continued from previous page

Tuesday, 22 March
Guest Keynote Becoming a Backable Leader Suneel Gupta, Author, Professor and CEO, RISE
SESSIONS Q The Top 10 Technology Trends Impacting Q A Pragmatic Approach to Implementing a Q Three-Tier, Hyperconvergence or Distributed
DevOps Zero Trust Security Architecture Cloud — What to Use When
Q Exploring the Edge: What's Really Happening G The Cloud Journey: From Strategy to G Technical Insights: Public Cloud Cost
Out There Transformation Management: How to Avoid Common Pitfalls
O Time to Modernize ITSM Practices O Monitoring and Observability in a Hybrid 0 State of Containers Through 2024
Cloud World
0 Who Automates, Wins: Demonstrating 0 Building Hybrid Cloud Storage Strategy: How 0 How to Apply SASE’s Principles to Network
Automation Value Is Your Key to Success to Deliver Data Services Anywhere and Secure Distributed Applications
G The I&0 Operating Model: What It Is, Why It G The Diversity Dilemma G Implementing Effective Organizational
Is Important and How It Can Transform Your Strategies to Enable the Scaling of DevOps
Organization
G Leadership Vision for 2022: Infrastructure Roundtable: DevSecOps — What Are Your Roundtable: Attracting and Retaining Women
and Operations Peers Doing? in 1&O
Roundtable: Hacking Your Way to Culture Contract Negotiation Clinic: Top 10 Tips, Ask the Expert: How to Enhance Reliability
Change in I&O Tactics and Tricks for Negotiation Success and Resilience Using SRE and Chaos
Engineering Practices
Ask the Expert: On-Premises Data Centers Ask the Expert: Cloud Cost Management and
Optimization

Solution Provider Sessions

On-Demand Theater Sessions
The following sessions will be available to watch on demand:

» Magic Quadrant for Unified Endpoint Management tools
+ Magic Quadrant for Enterprise Backup and Recovery Software Solutions
- Magic Quadrant for Global Network Service Providers

« Hype Cycle for Infrastructure Strategies 2021
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