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MONDAY EVENTS & ACTIVITIES

MO NDAY

B0 AM - 900 AM
Various locaticrs

CONTINEMTAL BREAKFAST*
Full Conference Pass holders, head directly to your ASAC Seminar.

B30 AM - 500 PM

RSA CONFERENCE SEMINARS**
Sea following pages for detalls and room lecations.

B00AM - 500 PM

PARTMER ALL-ACCESS SEMINARS
Sea following pages for detalls and room lecations.

B00AM - 500 PM

Maoscone West
Strest Level

BROADCAST ALLEY
Wiatch top securtty publications shoot lve and record exclusive Interviews.

G0 AM - 500 PM
Moscone South
Lewvel 3

TUTORIALS & TRAININGS
Sea previous pages for detalls and room locations.

1:30 PM - 4:30 PW

Moscane South
Lewel 2,
RSAL Sandbox

RSAC INNOVATION SANDBOX CONTEST E"“'"‘i"mc.*“; ouatian
The RSAC Innovation Sandbox Contest has crowned Innovative companies who bulld fundbexfledta )
cutting-edge technolgles to minimize cybsarsecurty risk for the past 15 years.

Wiltness the 2020 Tap 10 Finalists battle i out for the coveted title of “Maost Innovative

Srup’ See page 20 fora detalled agenda.

WiJ B CYBERSECTRITY

400 PM - 500 PM
Moscone West 2005

FIRST-TIMERS ORIENTATION & NETWORKING RECEPTION kg3

This event Is apen to Full Confierence Pass holders and features a 30-minute presentation followed bya 30-mirute
netwaorking rception with light refreshments.

Si00 PM - 700 PR

Moscone South
Liower Lewel

Spomcred by

il RSA

clsco

RSAC SECURITY OPERATIONS CENTER

Take atour of a working S00 Head tothe Moscone South Lower Level for the RS
Confierence Securty Gperathons Certer. Seewhat's really taking place on the Moscone
Wireless Network In real time.

5:00 PM - 7200 P8
Horth & South Expo

WELCOME RECEPTION m

Join your peers In the Expo while kidking off RSA Confierence In style at the Welcome Reception. Enjay drinks and light fre
from 5 to 7 PM. Get exclusive access to the exhibibors woutve been walting to mest; network with peers as you preview cutting-
edge products from miore than 650 keding Information sacurity companikes.

Sponsaredby:
m-rc}rtﬂ-mrlty | S LN LY i Hmmn @ !“uxm
JUNPEL  mimecast  splunk- ;;TE Otenable
THALES Wwamonis  verzon'  vmware cm-l;lu WEBROOT
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TUESDAY EVENTS & ACTIVITIES

630 AM - B0 AM
Moscone West

CONTINENTAL BREAKFAST*
Full Conference Pass hokders, breakfast Is avallable In Moscone West

Locations and Tirmes
Vary

RSAC CYBREW CAFE
A fulk-service coffee barinthe RSAC Sandbox, RSAC Engagement Zone and West Level 3

B0 A
West Stage

B10 AM - B35 AM
West Stage
B35 AM - B:55 AM
West Stage
B3 AM - 215 AM
West Stage
9115 AM - 9220 AM
West Stage

G220 A - 10005 AM
West Stage

1005 AM - 10:30 AM
West Stage

1100 AM - 11:50 AM
South Stage

1:00 PM - 1:50 P4
South Stage

2:20 PM - 3:10 P
South Stage

340 PM - 430 PM
South Stage

KEYNOTES!
Keynote abstracts can be found on pages 34 - 35,

# O Tuesday marming the Wast § indes s opan fo Pl Confesnce Pess holders only.
ﬁmmﬁummm onfm.nmquEquPl‘luF‘m?nh’em ¥

Opening

Rieality Che de: The Story of Cybersecurity
ARehit Ghal, President, 54

Time toTell

Steve Grobman, Senior ¥ice Fresident and Chief Technodogy Oficer Mok fee

We the People: Democratizing Seourfty

Wendy Nather, Hoad of Adwisory 505, Cisco

Excellence In the Field of Mathematics Award

Please join us for the announcement of this year's &5 AC Math Award reciplents for thelr outstanding contributions to the
fiefd of cyptography

The Cryptographers’ Panel

w0 eraroe: Zulfikar Ramezan, Chief Tech Officer, RSA

panEwsTs: Whitfield Diffie, Cryptoqrap her and Securlly Expert, Cvplomathic; Arvind Marayanan, Assockate Professor af
Computer Sclence, Pringeton University; Tal Rabin, Head of Research Alporand Foundation; Ronald Rivest, Professar,
Massachusstts institute of Technolagy; Sai Shomi, Borman Prodessor of Computer Sclence, The Welzmann institute, kel

Cybersecurity Has a Posse

Chris Krebs, Director, Cybersscuniy and Infrastrocture Securily Agency

Fear and Loathing in Cybersacurity: An Analysis of the Psycholo gy of Fear

Dv. Jessica Bavker, Co-Chief Executive Officer, Cygenta

A Forward Look at the Cyberspace Solarium Comm lssion

w00 Eraro: Meole Perfroth, Investigative foumallst New Yok Times

PaNELSTS: Frank Clirff, irector Aubum Universiy MoCrary institute for Cyber & Oritical infrastru chures John €. (Cheis) inghs,
Loaker Distinguished Wisiting Professor of Cyber Shudies, United States Moval Academy; Suzanee Spawlding, Senior Adviser far
Homeland secunty i the infernational Securiy Program, Center for Strateqic and intemational Studies
Rocked to the Core

w0 EraTOR: Domng Dodson, Chief Cybersecurlfy Adwisor, Mational institute of Standards and Technology (N5T)

ranLsTs: Marene Alkson, Chief infarmation Securlfy Officer, Johnsan & dohnson; Pl Kocher, Secunty Enfreprenew and
Resagcher; Phil Venables, Soard Divector and Senior Advisor Cyber, Goldman Sachs

Effective Leadership and Mativation: What It Teok to Race around the World

Tracy Edwirids MBE, Round the Word Satkor, Authar and Sockal Activist

2:00 AM - 5200 P

Moscone West
Streat Level

BROADCAST ALLEY
Wiatch fop security publications shoot live and record exclusive Interviews.

2:00 AM - 4:30 PM
MosconeWest Level 2

RSAC ENGAGEMENT ZONE*
Dehuting at RSAC 2020, the RSAC Engagement Zone makes It easler than everto connect with peers from around
the world for meaningful Interactions—ranging from informal to structured, and one-on-one to group sttings.

RSAC Engagement Zone events for Tuesday Include Bralndate, Cooperative Learning, Problem Solving, Speed
Metworking. Hours of each vary.

10:00 AM - 6200 PM

Moscone South
Liowser

Level  securtty Operations Center, See what's really taking place onthe Moscone Wireless Network In

RSAC SECURITY OPERATIONS CENTER Sponzared by:

Take a tour of a working S0C! Head to the Mosoone South Lower Level for the RSA Confirence /10111 !
asco RSA

realtime.
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TUESDAY EVENTS & ACTIVITIES

10500 A - 6:00 PM

Moscone North &
South Lower Levels

EXPO

Come ses how RSA Conferenice 2020 exhibitors offer you the ltest technological solutions, provide hands-on learming
opportunities and demonstrate how they can help you better secure your ongantztion,

1030 AM-410PM  EXPO BRIEFING CENTER
Moscone North& - seethe following pages for abstracts and a complets schedule on pages 115-119.
South Lower Levels
11:00 AM-11:50AM - TRACK SESSIONS
&1:00PM '_‘1"3':' PM See detalled Information on the following pages for descriptions and badge access.
Locatiorns vary
100 AM-11:50AM SESSIOM VIEWING POINT®
£ 100 PM - 430 PN o make it to a session of Interest? Vistt Moscone West Level 2, Room 2004 and choose from upto eight different
MosconeWest 2004 sessions towatch on a large screen Provided headphones allow you ta hear only the sesskon you want,
1100 AM-200PM  FOOD PAVILION
Yferba Buena Gardens  with options for all tastes, the Food Pavillon Is the asyway to fuel up between sessions. Open to all RSA Conference
Termie  badge holders for cash or cradit transactions.
1;:1:::&?; 1 1:5&%& LAWTRACK SE5SIONS*
100 FN - S50FN sae detalled Information on the followin for descriptions. =
Muoscone West 3006 AP bie —
220PM-220PM  LEARNING LABS*
Moscone St ) aarming L abs provide highly Interactive, Faciltated learning expeniences and are very hands-on and small group
Level 3 nﬂentad.ienﬂrlg I limitted; use Reserve a Seatto schedule your participation Youcan only resenve one Learming Lab
on your schedule, so choose carefully from our great offerings. Note: Pressisnot permitted in Learning Lab sessions.
400PM-600PM RSAC SANDBOX* oo
M':ﬁmnel-ﬁh Join hands-on leaming and fiun through a wide range of Interctive cybsersecurtty challanges '
2 and networking opporturities, Explare 12 sandbwes each focusing on 3 unkue topic Induding m"@“t Suarchacuity
amspace, biohacking, car hacking, K25, 10T, medical devices, supplychain and voting; The e
Lab featuring Sa4NS MetWars and other capture-the-flag challenges; and 30-minute talks with
Indlustry experts.
Moscone South  RSAC EARLY STAGE EXPO** mwiﬂgwsw
MS'-E';E”— The RSAC Early Stage Bxpo Isthe perfict megaphane for emerging cybsersecurty startups. Mest '
ANABSE 51 ofthe ndustry's most promising newcomers and leam about thelr Innovative productsand —— srunchbase
solutions, and checkout the RSAC Early Stage Expo Brigfing Canter (detall on pages 178 -183).
400 PM-s:00PM  CYBEER OPS NETWORKING RECEPTION** KZEM
REAC Sandbex & Delight In bocal California craft beers and nonakohalic drinks a5 you network and mingle with peers. CyBEER Ops
RSAC Early itage  opens the RSAC Sandbow and RSAC Eady Staga Bxpowhere youcan checkout 51 up and coming startups and
BP0 partidipate In hands-on Interactive expariences.
500 PM-7:00PM  WOMEN'S NETWORKING RECEPTION b Spomoredby.
Marriott Marquiz  Join usIn eelebrating the continued development of women In cybersacurtty. alii]i
Yorba Buena & All RSA Confierence Pass holders am weloome to attend. 4114} RSﬂ
600 PM -g:00PM  NON-PROFITS ONTHE LOOSE gl
Moscone South 302 Mest and mingle with Industry and government leaders while enjoying food and drink at the Marriott Marquls, st
biboxcks from the Moscone Cermer. The AntHPhishing Warking Group (aPWG), the Center for Threat-Informed Defienss and
thee Cyber Thieat Alllance (CTA) Invite youte join us for the tenth Annual Non-Profits on the Loose for great food, fun and
netwiorking Thankyou fr supporting our passkons; stop by and discuss bow we can Improve cybersscurtty together.
Attendees musthave an R34 Conferance badge.
700 PM-9:00PM  MAIDEN MOVIE SCREENING sl
Marrictt Marquis  Immediately following the Women's Metworking Reception, stay put fora screening of Maiden, featuring cur own
Yarba Buena @ RSAC keynote speaker, Tracy Edwards. Watch as she keads the first al-female crew In the Whithread Round the Wodd

Race, a grueling yachting compstition that covers 33,000 miles and ksts nine months.

FS5H
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WEDNESDAY EVENTS & ACTIVITIES

7:00 AM - 800 AM
Muoscone West

CONTINENTAL BREAKFAST*
Full Conference Pass holders, breakfast Is avallable InMoscone West Levels 2 & 3.

7:00 AM — B:00 AM

Moscone West
2018 Onverlook

FIRST-TIMERS MEET-UP*
Start the day with a mest-up with other RSAC first-imers. Grab your complimentary breakfast, and enjoy this time to regroup,
shaare takesways ard, of course, caffeinate.

7:00 AM — 5300 P

Location and Tirmes
Vary

RSAC CYBREW CAFE
A fulksenioe coffee bar Inthe RSAC Sandbox, RSAC Engagement Zone and West Level 3,

&:00 AM — B:50 AM
South 5tage

G20 AM - 10010 AM
South Stage

10:30 AM - 10:55 AM
West Stage

10655 AM - 1115 AM
West Stage

11:15 AM - 11:45 AM
West Stage

130 PM - 2:20 PM
South Stage

250 PM - 3:40 PM
South Stage

400 PM — 425 PM
West Stage
425 PM - 5200 PM
West Stage

KEYNOTES**
Keynote abstracts can be found on pages 36— 37,

Hacking Exposed: Global Threat Brief

ADmitri Alperowitch, Co-Founder and Chief Technology Officer, CrowdSitrike; A George Kurtz, Co-Founder and Chief
Executive Officer, Crowdsinke: AElla Taitsev, ¥ice President of Sales Englneerning for the Amerioas, CrowdStnike
Genomics A Mew Frontier for Privacy and 5ecurbty

mooeraTor: Rajeev Chand, Pavtner and Head of Research, Wing Wentue Capital

PANELSTS: D, Pairick Courneya, Chief Me dical Oficer, Kalser Permanente; Kathy Hilbs J0, Chief Legal and Regulatony
Officer, 23amdile; Sharon F. Terry, President and CEC, Genetic Allfance; Mike Wilsan, Former CiS0, Mollng Heafthoare and
Mckesson

Rethink the Way You Secure Your Organization with Intrinsic Security

Cavrie Mills, Senior Manager, Cybersecurity, Southwest Alfines; Patrick Morley, SWPAGM Secunty Business Unlt Wiware;
Sanjay Poonen, Chief Cperating Oficer, Customer Operations, Widware

Drive Security Inte the Fabric of Your Business by Investing In Your People

fukeland Clawrfer, Senlor Wice President and Chief Securlly Officer, ADP; Mary O'Brien, General Manager, |BM Securily, I6M;
Wendl Whitmore, 186 Secunlly Wice President, X-Force Threat intelligence

Record-Breaking: My Life and Careerwith NASA

Peggy Whitson, Record-Bremking Astronaut; Mike Massimine, Former NASA Astronaut

Fireslde Chatwith the Department of Energy’s Karen 5. Evans

Karen Evans, Assistant Secretavy, Office of Qrbersacurity, Energy Securlly and Emergency Response, US Department of
Energy; Marty Edwards, VP Operational Technokagy Security, Tenable

How to Reduce Supply Chain Risk: Lessons from Efforts to Block Huawel

monegraToR: Cralg Splexle, Founder, Agefight Advisony and Research Group

PANELSTS: Kirlie Arrington, Cyber infovmation Securlly Officer of Acquisitions, US Dept of Defense / OUSD for Acquisitions;
Donald (andy) Purdy, Chief Security Officer, Huawel Tech ies USA: ABrice Scheeler, Secunlly Technofogis, Researcher
and Lecturer, Hanvard Kennedy Scihool; Kathrm Waldros, W, R Street institute

Why Your People Are 5till Your Best Cyber-Defense

Ann Jehnsan, Corporate Wice President, Cpbersecunty Solutions Group, Microsoft

Imsights from Kara Swisher

Kara Swisher, Co-Founder and Editor-at-Large, Recode

B0 AM - 10:10 AM
& 130 PM - 3:40 PM

Locations Vary

TRACK SESSIONS
Sea detalled Information on the fiollewing pages for descriptions and badge access.

B0 AM - 10010 AM
& 130 PM - 3:40 PM

Moscone West 2004

SESSION VIEWING POINT*

Can't make it toa sesslon of Interest? Vst Moscone West Level 2, Room 2004 and choose from up to eight different
sasshons towatch on a lange screen. Provided headphones allow you to hear only the session you want.

B0 AM - 10010 AM
& 1:30 PM - 3:40 PM
PSAC Engagemernt Zone
Moscone West 2020

BIRDS OF A FEATHER

It's our popular Birds of a Feather format—with an Engagement Zone twist. Participate In published, planned topics
facilitated by some of our speakers, orta ke advartage of open, non-scheduled space allday to have free-fom dicussions.
Yiou never know where the conversation may lead! Note: Press [s mot permitted in Birds of o Feather sessions.

B0 AM - 5200 PM
Moscone West Level 2

RSACENGAGEMENT ZONE*

Debuting at RSAC 2020, the RSAC Engagement Zone ma kes it easker than ever toconnect with peers from anound
the waodd for meaningful Interactions—ranging from infiormal to structured, and one-on-one to group settings. RSAC
Engagement Zone events for Wednesday Include Binds of a Feather, Braindate, Cooperative Leaming. Hours of each vary.

F6H




WEDNESDAY EVENTS & ACTIVITIES

800 AM - 500 PM LAW TRACK SESSIONS*

Moscone West 3006 See detalled Infomnation onthe following pages for descriptions. .- .
s00AM-400P¥ RSAC EARLY STAGE EXPO™* ol FAC Eary Stiga
Moscone South  The RSAC Early Stage Expo ks the perfiect megaphone for emerging cybersecurtty startups. Meet ' '

Levelz, 51 afthe Industry’s most promsing newoomers and leam about thelr Innovative products and - erunehbase
RSAC Sandbox  solutlons, and check out the RSAC Early Stage Expo Briefing Centeri{detalls on pages 178 - 1851
#:00AM-500PM RSAC SANDBOX** e S
Muoscone South  Joln hands-on learning and fun through a wide range of Interactive cybsarsacurity challenges )
Level 2 and networking opportunities. Bxplore 12 sandboses each focusing on a unlgque toplc ncluding . [P —
aemospace, b g, car hacking, IC5, 10T, med kal dem:es,sup;ﬂ'cl'ﬁlnandmwgﬂhe Tockirgnt
Lab featuring SANS Metwars and other capture-the-flag challenges; and 30-minute talks with
Inclustry experts.
B:00 AM - 500 PM BROADCAST ALLEY
Moscone West Watch top securtty publications shoot e and record exclusive Interviews.
Strest Leavel

Baginning at 5200 AM
Moscone North
Strest Lewel

RSACYOGA & MEDITATION

Take a break from your busy RSAC schedule fior a brief 15-minute guided meditation session (at 9 and 9:45 AM) or chalr
yoga sesshon (3t noon and 12:45 PM) led by the professionals from Office Mests Yoga,

520 AM - 1120 AM
& 2:00PM - 400 PM

Moscone South
Level 3

LEARNING LABS*

Learning Labs provide highly interactive, facilitated learning experdences and are very hands-on and small group
orertad. Seating Is Imited; use Reserve a Seat to schedule your participation. Yiou can only reserve one Leaming Lab
on your schedule, so choose carefully from our great offerings. Node: Press is mot permitted in Learning Lab sessions.

2:30 AM - 220 PM
RSAL Early Stage Expo

RSAC EARLY STAGE EXPO BRIEFING CENTER**
See page 185 for a schedule of presentations.

10:00 AM - 600 PM RSAC SECURITY OPERATIONS CENTER Fpansared by:

Moscone South  Take a tour of a working SOC! Head tothe Moscone South Lower Level for the RS Conference 114111 RSA

Lower Level  Sacurty Operations Center, Sea what's raally taking place on the Moscone Wireless Networkin -~ S15€9
real ime.
10:00 AM - 600 PM - EXPO
Moscone Morth & Come see how RSA Conference 2020 exhibitors offer youthe latest technological solutions, provide hands-on learning
South Lower Levels  opportunities and demonstrate how they can help you better secure your organization
10:30 AM - £10PM  EXPO BRIEFING CENTER
Maoscone Morth & 5ee the following pages for abstracts and a complete schedule on pages 115-119,
South Lower Levals
11:00 AM - 200 P FOOD PAVILION
‘ferba Buena Gardens  with aptions for all tastes, the Food Pavilion Isthe easy wayto fuel up betwesn sesslons. Open to all RSA Conference
Terrace  badge holders for cash or cred it transactions.
11:30 AM - 100 Py EXECUTIVEWOMEN'S FORUM MEET & GREET AT R5A CONFERENCE 2020 FZEN
Moscone South 203 The Executive Wornen's Fonum and Accemture Sacurlty are hosting a Meet & Greet fior all the amazing women
) . attending RSA Conference 2020. Enjoythe company of your pesrs—some of the brightest minds atthe event—for
Di; -l_ 2 a fun, relaxed, professional get together. Engage and connect with the most dyramic personalities; the women In
VI | Sormals Tonm, ~  Information security who make it bappen. Join In Interactive discussions and get to know each other over light lunch.
We kook forward to mesting you!

12:00PM - 100 PM  RSAC SECURITY SCHOLAR POSTER BOARD EXHIBITION

Moscone North  Rsa Conference Securtty Scholar connacts the brightest up-and-coming cybersecurtty students to leading experts,

Strest Lewel

pears and Conference attendees. We are offeing the RSAC Securtty Scholars the opportunity to demonstrate thelr
work at a poster board exhibition. Drop by, provide feedback and meet the RSAC Sacurty Schalar Class of 2020

AVOSINaIM
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WEDNESDAY EVENTS & ACTIVITIES

4115 PM — 5:00 PA
Moscone South
Leval 2,

RSAC Sandibox

Exclusive ASAC Lyunch
Pad Med¥a Spomor:

h{ornuﬂ'um

RSAC LAUNCH PAD**

FSAC Launch Pad Is designed to give new talent a platform to share their brilliant industry
solutions. Watch three salected participants ghve a 10-minute pitch onther groundbreaking
products to a panel of kading securtty venture capitalists. And see who walks away with
Investments that could take their companyto the nest level.

4:30 PM — 600 PR

Moscone Morth B
South Lower Levels

EXPO PUB CRAWL I

Enjoy your cholce of complimentary beer, wine and non-alosholic beverages as you visit sporson

companies’ booths
to learn about their latest products, sendces and Innowvations. Located at select sponsor booths w

In both halls.

530 P — 6:30 PR
Moscone South Stage

HOW ONE PERSOMN CAN MAKE A DIFFEREMCE IN CYBERSECURITY—

THE INSPIRING LIFE OF MICHAEL ASSANTE

Have you ever wondered IFyourne making a difference? Come listen to same amazing storkes about an amazing marn,

Mike Assante. His passing In 2019 has been mourned by orbersecurty keaders, government and milrtany officials and

fI:Is Fne;ais zl_ltmgthe waorkd. Youdl be Inspired to do your best to make a difference In protecting the workd®s systems
om cyberattac

=
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=]
w
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THURSDAY EVENTS & ACTIVITIES

00 AM — 800 AM
Moscone West

CONTINENTAL BREAKFAST*
Full Conference Pass holders, breakfast 1s avallable In Moscone West Levels 2 & 3.

00 AM - 800 AWM
Moscone West
208 Owverlook

FIRST-TIMERS MEET-UP*

Start the day with a mest-up with other RSAC first-timers. Grabyour complimentary breakfast, and enjoy this time to
regroup, share takeaways and, of courss, caffeinats.

FO0 AM - 5500 PM
Locations and Times
WVary

RSAC CYBREW CAFE
A ful-sendce coffes bar In the FSAC Sandbox, RSAC Engagement Zone and West Level 3.

B00 AM - 8:50 AM
South Stage

220 AM - 10:10 AM
South Stage

10:30 AW — 10:55 AM
West Stage

10:55 AW — 1125 AM
West Stage

1:20 PM - 220 PM
South Stage

2:50 PM - 3:40 PM
South Stage
400 PM - 425 PM
Wes Stage
4:25 PM - 5:10 PM
Wes Stage

KEYNOTES**
rgynote abstracts can be found on pages 38— 39

The Industrial Cyberthreat Landscape: 2019 Year in Review
fARobert Lee CECL Dragos, c

Hacdking Sodlety

ABruce Schneler, Secunity Technologlst, Ressarcher and Lecturer, Hananrd Kemnedy Schoal
20 Years In: Securtty’s Grand Challenges, Then and Now

Andy Eits, Chief Secunty Officer, Akamai Technofogies, inc.

The Future of Transportation Relles on Strong Cybersecurity
Muary T. Barra, Chodrman and Chlef Becutive Officer, General Mators Company

Geopolitical Risks, Elections and Cybersecurity

Admiral fames Stovridis, Retired Four-Star Officer, US Mavy; Jrllette Kayyem, Professor, Honeard's Kennedy School of
Govermment

Hadking Stress in Cybersecurity Operations
Dr. Celeste Pawl, Researcher, National Secinty Agency

Onthe Edge of Something Bige Seourtty’s Mext Frontler
Ken Xie, Founder, Chainman of the Board and Chief Escutive Officer, Fortinet

The 5 Most Dangerous Mew Attack Techniques and How to Counter Them

soneraTos: Alon Paller, Research Director and Founder, SANS nstitule

PanEnsTs: Heather Malallk, Seniorinstmacton SANS Institute and Director of Digital intelligence, Celfebrite; AEd Shawadis,
Instructon, SANS nstute; fbohanses Winich, Dean of Research, SANS Tecdhnology Institute

B0 AM — 10:10 AM
Br 1:30 PR — 3e40 PM
Various Locations

TRACK SESSIONS
See detalled Information on the following pages for descriptions and badge access.

Ba00 AW — 10:10 AM
B 1:30 PR — 3240 P
Moscone West 2004

SESSION VIEWING POINT*
Can't make ittoa session of Interest? Visit Moscone West Level 2, Room 2004 and choose from up to sight differsnt
sasslors towatch on a large screen. Provided head phones alkow you to hear only the session you want.

B0 AM - 10:10 AM
Be 1:30 PM - 3:40 PM

RSAL Engagement fone

Moscone West 2020

BIRDS OF A FEATHER

It's our popular Birds of a Feather format—with an Engagement Zone twist. Participate In published, planned topics
facilitated by some of our speakers, ortake advantageof open, non-scheduled spaceall dayto have free-form discussions.
Wou never know whene the conversation may lkead! Noter Press is not permitted in Birds of @ Feather sessions.

BO0 AM - 330 PM

Moscone South
Lewe 2

RSAC SANDBOX** E""—"ﬁ;‘;"—""f Sandhox
a ansor:

Jioin hands-on kearning and fun through a wide rnge of Interactive cybsersecurky challenges »

and networking opportunities. Exphere 12 sandboxes each foousing on a unigue toplc inchuding $o N

ASrospace, bk:ﬁa ng. car hacking, K25, 10T, medical devices, wp;?v chaln and voting: The TeckTurget

La b femturing SANS Metwars and other capture-the-flag challenges; and 30-minute talks with

Industry exmerts.

SearchSaranty
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THURSDAY EVENTS & ACTIVITIES

B0 AM - 3:00 PM

Moscone South
Level2

RSACEARLY STAGE EXPO**

The RSAC Early Stage Bipo Isthe perect megaphone for emenging cybsersecurity startups. Meet
51 af the Industry's most promising nessoomers and leam about thalr iInnovative products and

solutions, and check out the RSAC Early Stage Expo Briefing Certer (detalk on pages 178-183).

Expa

ansar

EveA

grunchbase

B0 AM - 5:00 PM
Moscone West
Street Level

BROADCAST ALLEY
Watch top sscurity publications shoot live and ecord exchshe Interdews.

B0 AM - 510 PM
Moscone West Level 2

RSAC ENGAGEMENT ZONE*

Debuting at RSAC 2020, the RSAC Engagement Zone makes it easker than ever to connect with peers from around
the warld fior meaningful interactions—ranging from Infamnal to structured, and cne-on-one to group settings. REAC
Engrgement Zone events for Thursday Inchude Birds of a Feather, Braindate, Cooperative Laaming. Hours of each vary.

Beginning at 5:00 AM
Moscone North
Street [evel

RSACYOGA & MEDITATION

Take a break fim your busy RSAC schedule fora brief 15-minute chalr yoga sesslon (at 9 AM and 12:45 PM) or quided
meditation sesslon (at %45 AW and noon) led bythe professionals from Office Mests Yoga,

9:20 AM - 10:20 AM
MosconeWest 3006

RSAC SECURITY SCHOLAR POSTER PITCH-OFF

Leam about the cutting-edge ressamch coming cut of top universities as thres selected RSA Conference Security
Scholars ghe 5 minute pitches to govermment, resaarch and cybersacurity veterans.

2:20 AM - 11:20 AM
& 200 PM - 4:00 PM

Miscone South
Level3

LEARNING LABS*

Learmiing Labs provide highly Interactive, facilitated learming experiances and are very hands-on and small group
orliented. Saating Is lmitted; use Reserve a Seatto schedule your paicipation. You can only resenve one Leaming Lab
o yaursched.?ﬂ,snmc-usecareﬁ.llh' from our great offerings. Note: Pressisnot permitted in Learning Lob sessions.

1000 AM - 3:00 PM

Moscone South
Lowar Level

RSAC SECURITY OPERATIONS CENTER iporsared by

Takea tour of a working S0C! Head to the Mascane SouthLower Levelforthe RSA Conference 1,4,
Security Operations Center, Sae what's really taking place onthe Moscone Wieless Netwarkin 500 [R5/
real time.

10600 AM - 3:00 P

Moscone North &
South Lower Levels

EXPO

Come 5ea how RSA Confierence 2020 exhibitors offer you the ltest technological solutions, prowide hands-on learming
opportunitles and demonstrate how they can help you better secure your ongantztion.

10:30 AM - 12:00 PM

Moscone Horth &
South Lower Levels

EXPO BRIEFING CENTER
See the follwing pages for abstracts and a complete schedule on pages 115-118,

930 AM - 2:20 PM
RSAL Early Stage Bapo

RSACEARLY STAGE EXPO BRIEFING CENTER**
See page 185 fora schedule of presentations.

11300 AM - 2:00 PM

Yerba Buena Gardens
Termace

FOOD PAVILION

With optiors forall tastes, the Food Pavillon|s the easyway tofuel up betwaen sasskons. Open toall RSA Conference
badkge holders for cash or credit transactions,

640 P - 9:00 PM
Marriatt Marquis,
Yerba Buena Level

RSAC AFTER HOURS* T
Bring back the B0's with ASA Conference and enjoya night back In time on Thiowbeack Thursday £TET.

Joinyour peers and enjoy food, drinks, dancing with a live 8s cover band, throwback games and more,
Beturn shuttles to official RSAC batels will run from 6:30 fo %00 FY.

AWOSHMHL

FIH
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FRIDAY EVENTS & ACTIVITIES

7:30 AM-830AM CONTINENTAL BREAKFAST*
MosconeWest  Full Conference Pass holders, breakfast Is avallable In Moscone West Levels 2 & 3.

730 AM-1230PM RSAC CYBREW CAFE*
Moscone Wes Level 3 Afullservice coffee bar.

8:00AM-100PM BROADCAST ALLEY
MosconeWest Streetlevel - watch top securtty publications shoot live and record exclusive interviews.

KEYNOTES**
Keynote abstracts can be found on page 40.
8:30 AM - 9:20 AM  Coordinated Vulnerabllity Disdosure: You've Come a Long Way, Baby

South Stage Kaunzmm Chief Executive Officer, Luta Security; Chris Wysopal, Co-Founder and Chief Technology Officer,
Veraco,

950 AM - 10:40 AV Collaborating to Improve Open Source Security: How the Ecosystem Is Stepping Up
South Stage  SMark Russinovich, Chief Technology Officer, Microsof Azure
11:10 AM - 1200 PM  You Can Stop Stupld
South Stage  Dr. Tracy Celaya Brown, President, Go Consuking International; fira Winkfer, Lead Securlty Principat, Trustwave

830 AM-1200PM TRACK SESSIONS*
LocationsVary  See detalled information on the following pages for descriptions.

830 AM-1200PM SESSION VIEWING POINT*

Moscone West 2004 Can't make It to a session of Interest? Visit Moscone West Level 2, Room 2004 and choose from up to elght different
sessions to watch on a large screen. Providad headphaones allow you to hear only the session you want.

#30AM-9:40AM JOB SEARCH 2020: INTERVIEW SKILLS & RESUME REVIEW WORKSHOP*

Moscone West 2018 This workshop has two components—the first explores how to best present your skills and self to potential
companies and the second I a resume review workshop. No Press allowed.

CONFERENCE CLOSING**
1230 PM-130 PM  The Hugh Thompson Show, featuring Penn & Teller and Dr. Lorrie Cranor

West Stage  Penn & Teller, Magicians; Hugh Thompsen, Program Committee Chair, RSA Conference; Dr. Lorrie Cranor, Director and
Bosch Distinguished Professor, CyLab Security and Privacy institute, Carnegle Mellon University

FRIDAY

=~ Kl Z 2 EHRE
(—ERR LR - 5TE ~ BT RAER (Critical Security Controls :

Planning ~ Implementing and Auditing)

KRR EBENE B 4E 7 226 (518 ~ BT REZ) » T BER
(Basic) ~ #:#E (Foundational ) ~ 4H%% ( Organizational ) = ANS T 1] [a] S 404A]
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ERENAFER Internet Z&Hu0 (CIS) FCERAVRASEZ RFERIFTFRAVRE -

ATGEHGRETAITAL « SERATIT ¢

1LEA (Basic)

(OEFREE FEAVEYE R, T.H (Inventory and Control of Hardware Asset )

QRS EENEYE N T E (Inventory and Control of Software Asset)

(3)7EEF5BEEFE (Continuous Vulnerability Management )

G EHEREIRAVIZE R (Controlled Use of Administrative Privileges )

OB Ehaelf - FEICAEI R Sever HYHIEERGZ 2l B (Secure Configuration
for Hardware and Software on Mobile Devices ~ Laptops,Workstation,and
Servers )

(6)4fEE ~ B R FER% Hisk (Maintenance ,monitoring, and Analysis of Audit
Logs)

278 (Foundational ) :

()EEFEMA SR E 257 (Email and Web Browser Protection )

QBRI (Malware Defense )

(3) e e 8 ERIR ~ 17 7 B AR 1 Y Pl S PR ( Limitation and Control of
Network Ports ~ Protocol and Services )

(4HERHEERIEE ST (Data Recovery Capabilities )

O PR AL B 2 HRE B K AS ~ B s e AZ 23 (Secure Configuration
for Network Devices , such as Firewalls ~ Routers and Switches)

(6)2Z 55 (Data Defense )

(T&AFH5 (Data Protection )

(Q)EEA BT AFEHITFEL (Controlled Access Based on the Need to Know )

(O)FELRIFEZR] (Wireless Access Control )

(10)MESRAYES 15 K 3755 (Account Monitoring and Control)

F11H



3.4H4% (Organizational ) :
(OFITELEZF )| 42 = (Implement a Security Awareness and training
Program )
(Q)FEFH#EE 224 ( Application Software Security )
Q) EANEM 1S K & (Incident Response and Management)

(DETHIER B 4T 7 A0 B R 48 (Penetration Tests and Red Team Exercises)

B LR R L RN R 2 R B T DU H A B AR A SHAR (BLFE NSA -
DHS ~ GAO FIFFZ HAMAHS ) B EHVE R IHL[E BN E A R R A &
PRAEETE F DS el BELE D08 - Ml 58 SE PERIFR M E 38 Ro Hal » DARHIEERD
W IR 775 > UG B8RRI LI BN R (774 - BINE
sl 2HEANR > AL E AR 2 (5 B Az B 3
iy > FEMAER AR P ARETE - HNE AR - ElRMEREEHE A &M
= o AT A &' 2 1 S i S S A RUE i s 7 & NIST Cybersecurity

Framework (3% B0 AT R R Mo b otloe < Mg 2 AEAY) Je. BST S EUIEAE(R,

[SO27002:2013 -
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(OB PR E B R T (Lethal Threat Hunting and Incident

Response Techniques ) :

WSt GELZHRE > AR SRR BL B NHAE
WEEIGBIRATA R » Ha A afR i Sy " B R - BLEMF
R FR/ NAH R B AT B R A A TR AR HL B APT(advanced persistent  threats)
BUSIBRERF L - ASRERE OGBS SRS Bl E LR34 - (T
Pl E A B AR P B 40 Bk R A S LR B T R B A CAanfE A SIFT
Workstation ~ Kansa T.5) KAEJFRAHETER}  SIFT Workstation £ SANS 17~
Linux based s 28 SRS TIENS - o] $1 ¥ EPE 7R~ SRS 4
Kansa %y Powershell T.H » o] FA %805 A HEE AT o EERMT AT
73 R =57
P E BRI SR 2P (Advanced Incident Response & Threat Hunting )
HIFHEF BT > AT AR Z Fr A BRI T BREC - MUEZD ~ AGERD
C(EE1L) ~ E(metadata (U] - Al EI & A SRS REE LB 4:48
MR PREEEZBEE: - EEARGE S EEY 4 (AR HEREC - 1]
LlnBhie A S48
2~ B==EH73Mr (Intrusion Analysis )
BRERER > A REOHEL  BEIEER AR - HFERAINE
ZFLCHIBA > BB AR E PR R R E E R - B
EYHHASEEEIS RTHER - EHARESIRFIER - mI&HRAT
HHARCHE o BT A R SR N SEAC s AN MR B L - AT REE
TN o EIRR RSB BRATEITIREERAT A A EEE - &2
A A Bz B SR A REYIRES ~ PR R EE R R T E T A

ll
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3 BB EEES (Memory Forensics in Incident Response and Threat

Hunting )
e TR BTGB R AR - SRE A BRI
IR I TR - $ A 5efefr ~ HCHBHREZE ~ #A DLL ~ EE
A - HWOMERER - ORI EE AR - HEUEHES

B~ RIGEEEFS -

PO ~ RSA TRHIARR A+ KidSS
AR B By AP (Human Elemeny) » EEFAS - ik « EHAAIAHIE
BRI EE -
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(—) A (Human Element) :
MHTER] - BRI —IR - BUE A o AR AR E L2 S
P HETRL » REEAR AR R RHIPRER -

(=) 222 i (Secure Products) :
WEERS T ~ ALEE ~ BALRIEZEEESOC) JT PR 2 anf I b 2 Bl
i~ PR TEARE » WiRE L HRE#E P L iE -

() PHEEZFATAT and OT Security)
GE e T A GR(CS) LA RS 24t W e 50 2[R B RSEE R L FESE S AL » WA
JEfg: o BliE R R ER o

(MU) 2 &:HYaxaTHiti2(Secure Engineering) :
RS FE 2 A e E HH(DevSecOps) N A S BB B 3 » 1E Prad i AR NG S MaE] i 2L
FEE EZ et -

(7o) BBFA(Privacy)
A B2 A AR #n (A B B — R B R OReE A #L GDPR)BL G AR &
Ph R L2 -

(73) B (B & $L = (Threat Intelligence)
7 Al REBTHEE T E R TS T = -

() HEZE (Frameworks)
MITER ATT &CK ~ NIST ~ CSCF ~ FAIR VUKEZZEPIHESS - R BHBZE U8R
REMHITE) - BTN AR e i o FEEECE AR FE S i -

(V) ZEE % (Security Awareness)
RIS E LB R B T 8IEELRGRE

() #38(Communication)
HIERA R EZE > dHEk BT ~ NAMR A R0EH » {CREESS -

() EHESEH #E (Professional Development) :
T BRSNS E T N TR A e « R MEE - 12
FEFAIFE -

il
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H ~ SHEHEETRWAE | BRI E

F R : Targeted Ransomware: A Potent Threat Begins to Proliferate » F 53 * Dick
O Brien/ Jon DiMaggio » 73 5l BEEF I T NBURHE R K ELEE T A - B2 2017
TFI25 > SRS B P NI 37% » (HST BB BT 62% - BEURERA:
HIEECIER B E G — i\ SIS E Rt S R AR A EEEENRE HE - H
RSN G THERFROED - (8 RS (E SRR N - IR NEER &R (i i
SR RCE BN - JRA SR R &R - mEkes A R Z DI (AD server ~ Mail
server------) H. 24 /NIFHERE > R REFAEESETAR - BRI REE - MIEEERIEE H D
TRy R B D E BRI - BV EEE » IR - B8 SEE RS
R B H I A Ekes e B EEE - BEERES - —RbFER 7 BHEIER &5
oA EE XN E e > BMHME RKEE B IK

ERSAC
Evolution of Ransomware
37% drop 62% increase
on ransomware attacks: 2019 in targeted ransomware attacks
017 2018 2019 [to date) 20m7 016 2019 [to date)
\/§ymaptec. - RSAConference2020

(—) GogaLocker E{TF% :
LARHEPEEE (Incursion )
B ENE ~ ZGORE - IR o ARERSIRHH 2288 A% Powershell 2
—EA TR A EERETE (payload) B EFEAREEILM -

2. BRENFEES (Discovery )
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FIF Putty %2l s A B - #ETT 2GR T - Mimikatz JEHURSE ~ #05 -
Wolf-X shlE i fFa s AD S THESRAG fy HUEE 2 &R ~ MERFE 7 -

JIBEEEIEE (Stealth)
BEEAM R R E A A AD TR TR B2 & T AR -
BRI FSE: (Encryption )
REFTE SR - WRUREZ S G R R E T -

FRSAC
Gogalocker Ransomware — Final Step
STEALTH & LATERAL ATTACK
INCA ( INITIAL STAGE DISCOVERY COUNTERMEASURES MOVEMENT TRIGGERED
M SIGNED
- [ eumy | [ = m.wnn] [ psexec |
PHISMING
- E»oweusum] [ MIMIKATZ ] [ Az‘:,?,?:f”] [ wanc | [ encrvemion |
POORLY BATCH ]
CHANGE
secuseo (o] [cmee] [ R
(inel. Mm5P)
(PAID) * wmic /node:"IPADDRESS" fuser:| | /password:  process call create
DROPPER "cmd.exe /c copy \\IPADDRESS\c$\windows\temp\kill.bat c:\windows\temp\"
3 * net.exe stop “BACKUP SERVICE" Jy
*  net.exe user|
* logoff.exe <num>
V' symantec. RSAConference2020

(=) TRPHEHE -
LT & Ry B [EHE AR -
2. 5550 B S R B IRHE R -
3. BN E L R AN PH 48 (AT R B AR E 1 -
4 FARR G 4C s iR E Bt 2 W 40 8% ~ HFAE -
ST REEG B LB TEY -
7\ ~ FBI SRS (RSN ZRERAE (Ransomware) SR I BA R FEFE I

FRH : Feds Fighting Ransomware: How the FBI Investigates and How You Can Help °
Fa## © Joel DeCapua 5y FBI B RIER & - $2 FBI 4tat 2013 424 2019 4 » 2352 %]
Ehmwas s 2 HLULEFF ] (Bitcoin) {ERSEEEN  BEEESRE 1 8 4400 & -

FITH



AT =8 &M 557 Al B Ryuk ~ Crysis/Dharma ~ Bitpaymer © AR & # Ry 28 i 5 17 5 €
(RDP) ~ # = $YAaEEFHEEAGRE ~ 59 IE > iRl H & e
AR o EE SRR B RHE (i -

WREAC
Which variants raised the most money?
Viwrwarn Approx. Diates of Acowity  Ammount [$
milen] S @400 | R

Ean 0209/2018- 10/15/2018 | 6126 P
Crysis/Ohaema | 13/18/2006- 14072018 | 24.48 Saverme
Srpaymer 10/21/2017 - GBS/ 015 | 808 -
SamSsm 0142006 - 102018 | &85 et
Sodnobibi 057182019 - 1005/2019 | 663 —
Encryge 1320/2018 - 05272015 | 605 » P
Mcbos O4/16/2018 - 13/07/7018 | 530 P
Detray777 12/05/201% - 03342018 | 838 Al Othars
Globelmposber  11/280014 - 140072018 | 326
Membia OLUS2018 - 10/14/2018 | 310
Rapia O4/22/2007 - 1306/2019 | 245
Ajets DSOYI0I7-11/25/2017 | 64
Mrdes 03/30/2015 - 10/20/2009 | 40
Gandrab OMO/2018 -OK/10/2015 | 33
All Othars 10012013 13072018 | 1556

Total | 14435

@ o1 -cyber ‘ RSAConference2020

(—) {E3msR
FBI & TEIHIEZEG: - Bt etEit s = 8T AR ERIE - 1
Ryuk HHZ5e 8 &R Rt A = A5 © SamSam R4 Fiveihl& &% -
[EFC & PG RIS S B AT B SR - o A rl ez Bz
EACK ~ EABTHEI IS - BEERER (88) (EeRe - £
EXTVIIEIRSRHAIIEE 4 LUE - BINIE e - B seEeEE -
OEHTE
1./522 (Grand Jury Subpoenas) e
2.J82 4% (ECPA Search Warrant) ©
3.2 HLEE (Remote Searches ) ©
4. 515G 8) (Mutual Legal Assistance Treaties ) e
(=) I EREERE e HRER

1. (EAERYNEZ RS (40 Turnkey Ransomware ) » H4I{E SR -
2IEEINE T » BSEUSHEEANIRTE - BEEKFTEEN 0 AREESIT

ELIA 4 -
JERMAEME > FEESREESE EERIRS - EEERNHESE
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4. VPN ~ VPS ~ Proxy E# o347 - BHERENELS -

5 BEERE MRS BT A ~ AL - AFREEFA A - Bt > AR
PRI ERI AT 2R AN -

6. MRS EHEREFEE -

(I R S M

LERANEREZE Bl B (LB T ~ (EAINEDA ~ #iF NER - BEEER
SlE > MV EZE S - IR -

2EMEEFRERE AT R - EBREMAGURE - I rEERE - e
TREETE -

3EVERWHEGHR % - (EARR @A E - SIIEZ B EAE TR
e - BRSETE - WEinE B -

2~ DR RER

— e

FHYEB AR - FF20Em ~ iR EE N ETE T » RS R R
4~ EmbEgE - N T BRIt~ SRR E > SUABRAETERYESS - B R R
ZAEFIME - ARG - A O AN LEAREERE - 2R A A R E
BEUSE - MBPUEBAEAE Z IR A R KA BRI AR R AR - S A/ VA
5 S EETR - fAEER R R - M EEAIEIEE » 5[BRRAVAE
ERUEH -

ARETTHATERE © BT SRS 4N SIS g e R TEZ
BESNABIE L G - R AIRINEE IRIERS I - FEH Y L RSNEN S AR
EEBZEFY - 2ILEEZEREERNEEE ) - IRERSMIHE - NEUEEE
A S22 B g R AR BRSO > AR IR - ([ES—1E - RIS E I
BT 2 BH S AMRZE CIO ~ BUFHBILFER S o BHEGRE - £ HZ T ~ 500
SUNEES R~ 30 RIS > WM S CEEEH - £ MEGINE
wAE > EEFSEEEARE BN EZ S - AR 2RSSR RE 28
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Z-B&E

AREERYTES G Z BT LA 5 R SR A BT 2K > BRIARy RSA &2
o G M EERE LT > Fon &R R R ETH - TR EENEE S
B B SE Iy A BB ROR B B o w] DUKIBE M B S i O H ARG ~ B4
RIS R IR 5T > SORERA 238 - NP SR SN E - @R R IR S -
AEASREBINE LR HEAE ) ~ SRR > B TR - SRR PREL -
TP RE BE R R TR R, - R i S Y TR 3% - AR ST - Bk
TS Ba e 22 S B AR ~ HMER - @b R eIy A -
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