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—_ ~ NICT Cybersecurity Research Institute

(—) &FEIE/ 10942 H 10 H 15:00 £ 17:00
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() FHms

BRI RS A N ISR (S ST RS (National Institute of Information and
Communications Technology > DL T f&fE NICT) & H A4E¥54 ( Ministry of Internal
Affairs and Communications > MIC) » B H 7S ICT 488k A M — B SR 4T s » H

TSR E By - FHERE BRI DU T NJESEE 0 (IR NICT AYBHSCELEsE
DIRCERRESES ~ B GFBASHR -

AIEL NICT BB 2 FHlA — > — RS0 & NICT Z EZARFE R i
TS RIS AR EFEE ETH R AT EEAIEZ NS HEEE
MOU HYHATE « SOBALG » FHHU LA RE R R NICT BB ST B R RS 5%
4 (Koji Nakao - Distinguished Researcher) 53 #3501 4HRE R A & » FIEH
NICT 4% 4 B B % ( Cybersecurity Laboratory ) &= £ H A1 #4:( Daisuke Inoue >

Director of Cybersecurity Laboratory ) 47 =f5%

TE2: B NICT S RO
(ERE - AEENEERTTC)

H B H HARETFEAERE 24 (Cybersecurity ) B8 > #RE8 BE A K
THERE A (WTE 3) - R HAEZFERZ 2 F0 (National Center of
Incident readiness and Strategy for Cybersecurity » NISC) A ELAHRHAHARE/E 2 48
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(Headquarter)
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TENTERE » ARRFFREEAL By NICT i NHYAEES 22 2195 FT ( Cybersecurity Research
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National center of Incident readiness and Strategy for Cybersecurity

MOFA

MIC METI NPA MOD
N i il National Police Agency Ministry of Dafense

ICT-ISAC

ICT Information Sharing And | Information-technology
Analysis Center Japan i Promotion Agency, Japan

i !ﬁTTI:d'ﬁmy .

Ministry of Foreign
Affairs of Japan
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HAfE£ERE ] (Japan Standard Time, JST)
St4mEH (Optical Communication )
w1 (Satellite Communication )
FIE2Z= (Science Cloud)

ZHIF T ( Remote Sensing )

4971 /725K ICT (Bio/ Nano ICT)

RGBT SHUEL RS 3 7/ 7 AT ICT (Brain ICT)

SR LEEESEIEEES (Multi-lingual Machine Translation )

K

\H!

B EEH > ETHE2E#E (Ultra-Realistic Communication )

4L 224> ( Cybersecurity )
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Japan Standard Time (JST) Optical Communication Satellite Communication Science Cloud Remote S iny
(Leap second on Jan 1, 2017) (Peta bps class multi-core fiber) (Internet Satellite WINDS) (Reai-time Web of Himawari-8) (Pi-SAR2 imag er 3.11)

Bio/Nano ICT Brain ICT Multi-lingual Machine Translation Ultra Realistic Communication Cybersecurity
(Self-organizing bio molecule) (Brain-machine Interface) (VoiceTra) (Elecironic Holography) (DAEDALUS)

[El 4 © NICT ZH5E R (ERIZCE @ NICT)

A A G e e I A G e e o o Pl e v A= R s = N
(& B b= o3l Ry BT A SHAY A RS 28 4 B i = ( Cybersecurity Laboratory ) »
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L FEE RS (Security Fundamentals Laboratory ) o ARZFESTAISR AEEE 204
e > ZHEUT7EEB (ResearchTeam) ~ S3#fTEFX (Analysis Team) ~ LUKGH
ZEPx (Development Team ) L[EJAHRAY > DAEEEE = L IE I K o RBHE Sy AERH 2 48
ESL eI R E > FR R ESR ~ BT AR - DIRNER s 2
APRAERE T RN

v IHZ%EIB% (Research Team)
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v S MTE (Analysis Team )
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v BA%E% (Development Team)

WELZ& (In-house System ) 7 BASFHLET % - [Fllp 55 fEE St R (L 23R
MHBESCIT -
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ST HET TR, i Je Hooy T > I © 3538 3D B AR » A4t 23 e
Hifl » HEEH....F o PR AR E LR S8 R - NICT i
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Active and Passive Countermeasures in JP

Active Countermeasure | Passive Countermeasure

Weak loT Device

iy
8 % Active Passive
Observation Observation

Infected loT Device

IWNOTICE . NicTER
_ :.: i -_fr_:.ﬁx_j,.
notification =
ENEER
- 1 s -
NICP== ' NicTeR

N

6 : NOTICE 5z NICTER 7 #E{EZEHE (ERIZRIE @ NICT)

i

» NICTER : Network Incident analysis Center for Tactical Emergency Response

NICTER {58 FHAEIS 20 = B B 2 HY Darknet Z & REER] > ALLL 3D Rt 5
[ L2 5 25 st H AR EE - Darknet 2 EAE > B S AT AL AH A TR FHHY
AEPEAERS 1P b o B0t 1P B RS BT SN A TSR (B A B
) o ZAMEISE (R Al A D8 1P 4R 28 Darknet .47 » HI Darknet Z 42U
BRI > HE T HES A RENT A ZEET R » 1548 Darknet HYiTE

HEll > NICT FIPREREEHR S ERGEIRARE 2 R S gl sy -

M
7 H b EA/ 148 NICTER 2 #(E
(ERERE - EVAENEERrF.0)
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NICTER
- is an integrated security system for countering indiscriminate cyberattacks
- based on a large-scale darknet monitorin an auiomated malware analysis and their correlation

WLl ]| R | \W |\ \\ \
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&N 3 l :\\ IR PR SR U

LR

8 © NICTER LA 3D 2 AR H S AV E L (ERIEIR © NICT)

FRAE NICT 2005 £E £ 2018 F4RETHYR BEENE R © H 2015 fEFA4A Darknet
Traffic KB HZFE EFF 5 H1 2018 Fi B & :NER » 30 & [ Darknet IPs B
25 2121 [EEMEED 5945 —{E Darknet IP £E%1] 789,876 EHHE (A& 9) °

Number of packets par Number of IP address for Number of packets par 1 IP address

Year year darknet per year
2005 0.31 billon 16 thousands 10066
2008 0.81 bilion 100 thousands 17,231
2007 190 billon 100 thousands 1818
2008 2.20 hillon 120 thousands 22710
2000 357 billion 120 thousands 36,100
2010 565 billion 120 thousands 50,128
2011 4.54 bilion 120 thousands 40654
2012 7.70 billion 100 thousands 53085
2013 12.0 billion 210 thousands 62665
2014 257 billon 240 thousands 115323
2015 545 billon 280 thousands 213523
2016 128.1 bilion 300 thousands 460,104
2017 150.4 bilion 300 thousands 560,125
2018 212.1 billion 300 thousands 789,876

800,000
700,000
600,000

500.000
400,000
300,000
200,000 l
100,000
o f— —_— — — — - - - - .

2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018
Number of packets per IP address per year

9 : HH Darknet AT EE 2R EE N (ERZRE © NICT)
» NOTICE : National Operation Towards loT Clean Environment

NICT H 2019 = 2 FJ#ERE) NOTICE 51585 » HitT /i=U2 A48 96 4H 1P » £ H)
HHASE N AT Y B T (RO S fmtt > DA R S ER R ~ 595052

14



Kok = ARG 2 A5 - RIEFETT NOTICE 5188 » HANRFAIEST 7 T B
Lo T 22 T & IE 2 ( Amendment of act on the National Institute of
Information and Communications Technology ) | » #%{EIEZE FE—HFR1E ~ EER
M AHE R R IR S 7 HUA % (Act on Prohibition of Unauthorized
Computer Access) | Z I > (i NICT EfFAEENGE - 7] LEBI (MBI H A
BENFTAR 10T F2E (&M 10T 35 ) - DAERAPRAEIZFEN 10T 28E -

H AR SR 2 2 B0 1oT SR BT B Bt - i
EREE  ARRER N ~ PRI R ~ 5 R ~ RIS AR HA IR Bl sy ey HE
AR B ZAVE 10T BRGNS h A 8830 - Bt NICT 12
2018 FRT (N R B RIHIEE SN T - Al 30 HZIEEHI R 47.7% Fy8i 10T
FHAVEERIE (Ports) -

Top 30 Dst Ports observed by NicTeER (2018)

Port Number Target Service

23!1' EP loT (Wab Camera, etc.)
BCI!TCF Wab Server (HTTP)

loT (Router efc.)
2201 Authentication Server (SSH)
52860/TCP loT (Router for Home etc.)

81/TCP loT (Router for Home etc.)

8080/TCP loT (Router for Home etc.)

5555/TCP Android (STB etc)

loT Related Port in top 30

=47.7%

10 © TR DL loT AR 2 EENR B £ (CERIZIE © NICT)

NICT #5 G2 B HE B W RIS - 7Y 2017 fE0Y 6 HEIHAEREE
#H PG NTT DOCOMO [ Mobile Router FJREIE > WA [E4FE 11 H #8357 Logitec HY Home
Router FJRE > /250 —(E 2 3R bt —RIERIHEERXR -
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Infected Devices in JP (2017)

® 445/tcp (SMB) ® 22/tcp (SSH) @ ® 23/tcp (telnet)&
v May, 2017 v June, 2017 v Nov, 2017

v WannaCry (Windows) v' Mobile Router (DoCoMo) v Home Router (Logitec)

11 : AR 8 (ERZAA @ NICT)

JEESE > NICT JRER ICT-ISAC k2 JPCERT/CC HL[EIE(E » i 0T 2EE 2 55REE A
SO E IR E R RSP S B - e NICT SN TR & 2 R >
RHE & 7> 46 W {E AL - #2325 H JPCERT/CC RF RIS TP il sG e g B idng » A0
s s P e LR T G ImE A H > B8 ICT-ISAC 73 25 E45 ISP J¢

o Al ISP FEE T ARELEE 2 AR E 1B -

@ |nvestigate affected devices

® Report vulnerability Bovico
® 1= discovered by NI JPCERT/CC
® |nvestigate v ability

NICT @ Share monitoring data lo Publish advisories

® |dentify infected devices

End User

12 : NICT EiL ICT-ISAC ~ JPCERT/CC > &1EfE = (ZRIAIE  NICT)

AR Z - A B EREE NICT Z s pc iR » iR AR i g
BN Z401% > REE L FR IR AL/ 4 b Ot Bas B B = AV IR s P & LR e
B A PRER O RAAE 56 JERITTIA - A RISGERFALHYERETTA - IEAh
ME ATt P O EBZ2RES L SE BN ELE# - &Y
AL ELR I R = ~ ST LS e FHE TR - VIR R NICT St SRS
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STERIA B NS ARR B B & (E 21T, Darknet 248 7 AIT T » QIR A AT S 2 g 2
& R A AR E S T LR RE IR R s » TER IR IT RINEGE

RS B BRI B SN o OB 2 TARDS - MRFFY TARDS i am ARz o
OELNICT $EEsZtHgtFraEZIT1H -

12 © B NICT 2t fe &5
(BRI - EE NEERT L)

2
13 + B NICT 385 R A
(BERAR © EIE N EERrT0)
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= - PLAY 5G Enjoy the future

(—) &EIFRE 109442 H 11 H 13:00 £ 17:00
(=) SEHEL - B ETREZE L PLAY 5G
(=) SENE:

PLAY 5G J2HH HANEE (S = ##Hp5 NTT DOCOMO Bl A [F]EESERY e AR & F - 45
LHEREEE (Augmented Reality » AR) ~ FEH#FEFE (Virtual Reality » VR) - 4K/8K
SR 56 B ~ B RAEE 2 s - MR B 2R BN 56 B

RIS, o 1750 WiFi 1 5G IRAERET - R HIZ6TH 56 ERIE B - f2 © 2020 BLE
FEFIRGSS ~ FlI AT VR B EEh R R B ERRGEe  5G T H e ] Ros itk LR iT
% WEHES AT T PLAY 5G Enjoy the future | » FERGAGEREBEAE B SN

ARACAH TR - AU

»  Magic Leap One :

Magic Leap One (#[&E 14) F|H 56 & « KE&E - {RIEE B2 B
M BB E AL AE S THE RSN AR > B —ZURE RIS, 0 S R E A

H1% (Mixed Reality * MR) ZJEM -

14 : Magic Leap One (&R} JE © PLAY 5G)
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>  Pocket Avatar

Pocket Avatar Fl|fJffffi i 2B &2 51& - AliGH/ NI 30 AJF > 2L
HJ& APP 5y 30 AJERAN TR, M1 T el SFENE - BUOEREIREHERE LUK AR ]
F o TEEAT AR Line s At imsHaae -

16 : #55@ Pocket Avatar FL/ERY AR BB/ Kz EhREAL[E]
(ERIACR - IAEE NE SR Ty

»  High Reality Remote Ensemble
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HIFH 56 RN - SBEES 56 {TEIHEE - RERSEET K
Fal i Rl - SR TR AN RIS 55

17 : #&E5 High Reality Remote Ensemble
(BRI - EENEER 0D

» Remote Control of Construction Machinery

FIFH 56 (RAERAVRE > 2EEEBEFNE R - RBEEERE R
R TR - B \ BBk AV 2 T A BB e a e MEry TR (F -

18 : 8 &% Remote Control of Construction Machinery

(BRI - MEANEERTT0)

»  Cyber Wheel
20



FIF 5G i s B AL B AR > 28 = H8 i VR IRERE K. Cyber Wheel £ 5y
I T (LEESRRMEIRT D e FERREE DO GUEAFAR AR
fY 3D #2458 - (Edmtariod 2R 0 Ry A7 DS

19 : Cyber Wheel (E&F}3JE @ PLAY 5G)
> 8K s fgumEiE

*UFH 5G E%%&ﬁ E{géﬁﬁ}?ﬁ {g ,_‘—il‘%ZEH E%ﬁ?ﬁﬂ?ﬂ’] 8K E‘/{% , 1§A
WIEERRSS - A1 T ERI BN E B - SRR - Aainls -

20 : HAHEE 56 4 Hae - alBafE NI SEHEE K 8K 525 145 4-8Gbps
e R S 2R (BRI - WELA ANEERT0)
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PRATACEEIAZ 4 - PLAY 5G &M 5G #Em 2 « (BRSOl - # S
A [F 22 23 W Y E—(E VR 22 T EE - sl S ES RS
715 360 [ iR dlinys B  AEREBBIRERYE Rma 2 T - fein R B
P e [FIERF > VR HLREEE FH o B SR B A R HLA A B3 S > 2 S5G FRUE bRt
HEARFEZGEN > 6T S5 R R -

B 21 : HUIEZE S PLAY 5G 2 A%
(R © A B SR F0)
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(—) &AER - 109 422 A 12 H 13:00 £ 15:00
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() s :

NTTDOCOMO £y H AKIE A ~ F P 8 2 HL I S Ry I 2 BBE SRS 0 R
2014 FHAGEMIE 5G BHIEERER T - 555 56 0V S BN S B &5 0 Wik 2017 47
8 HEAH " Toward 2020 and Beyond | Tll% » BEEHF &5 MIHFZE ISR E 56
EAEL ~ 078 56 B ARYE - WEIR[EEERMSELS R - ORI GRS -
—[FEPkEL 5G BIHTHE Z ATREME 4 3 H » NTT DOCOMO i 5G pf » 2t
SR TEIRAR » B EARSERS R E R M B B RS 5 - AR Z DB - A
FilZeHES51 NTT DOCOMO » DL T f#H 5G Fe it~ #E g -

fllZE NTT DOCOMO {% » HHEHFEF N BT EHME A 2 Ff IS RES EH A
EIREE - AR H AR R Z BB (5 2 RPN B T8 B a5k
SEMES AR HEAE > B2 MV REE Z A HAY S —(EE1 5 - 554
RPN LTS 2R - Ba « axtmitiErs - st kel &
B ... P Z R NEDGRZEA] -

BE1% > A5 [$HZ% NTTDOCOMO HY 5G REISE, » 45— E 20 ([
5G JERIRE: - AT EIERGE 7B EEAEE - b2 —IHE T SO
VR, » JZH] NTT DOCOMO Bl /s & {ERrES » 15748 5G fill L VR/AR £ -
SR R)) 5 BRI H A B2 AR EREAERR R S - SR Iy Ryt S A - 2 H AT
A VDL SR - P S IR E RIS - SERCHUEIIERE R =L
LAY - F— BN ERIR D) - LB IBIREE Ity 4K 5245 &8 VR R
B+ SR B R LA M R B R S A B RE B 5 YR TR B - b & 56
RIR G HI AR (EH B AR Feify - BUBIRE RIS VAR BGRB8 Sl £

SCOTHRHBR AR - T HIR s PR
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FTEVAML=—Y3 >

SIRCVRE (X

,

22 SER{C3E VR (ERIZKIE ¢ NTT DOCOMO )

55—JH 5G EFIRRESIIAGEG &y " Paddle VR | > iFEIRZEHE First VR 45E » FEH

Rl TR EN R LS 360 EEiisels o BGR L2 A HMD RIFCHALIAIES
ERFER R 5 T T RIS - A VR ZZ [P 2 2GR /K i - DLR I3 7K
FRETT > 40 B C BRI R AT LR 2 1 —1% - NTT DOCOMO 1Y H FEZ A1
5G M1 H2L 1y Body Sharing Fifrf2 IRV Ay [E16R - DLE R By R ik A
B - S Bal SRR NE B R TR HB N O SR E RO ARFRR ?
NTT DOCOMO Fom A H iRl i it 5e ik » (B 2 —(EfRAF AR RS - RAKH
FEHEITHHERb &% -

Paddle VRO #i%E CHRY—> (k&)

(rArstvr, eEmL - BROC vREA> Lo-scsIROBE TREENRE | {*fﬁg;ﬁ%;ﬁ;ﬁ&?@dﬁﬁﬂ?‘.?mzigm”:u’ st ]

SGAL( SEHAERM - EEEFT
- "Body Sharing, &3

“ECHER"OT - FiXyh
- N7 360°m (%
AT, »nnnr Dhir Y
SG 2L BAEM - IR
"Body Sharing, =& %
ﬁw!ﬁa TOVREMME

23 : Paddle VR (&H}ZKH © NTT DOCOMO )

#GBRSE 56 SR EHIEHEOIR - HEREGHEHERISIRAR 56 7Y
JEFHELEEfE - E5uHH 5G Laboratories T/ H ) [[# =] {#1: (Yuji Aburakawa ) 77
H A 5G AR AR ~ AR kA #1 DL R B ARy 28 2 15 0 - 4018 24 7 NTT DOCOMO
1€ 2019 L F 2023 4 > DL 5 A B HAF A 100 {E357THETT 56 ABEAEH
2019 FBHIATE (L 5G pre-service - WikFAE 2020 HH A5 BRLAH K7 B e B8 o A 1=
AR WiFi SESRAEES - [FIIFHE At 56 MR -
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5G Schedule décomo

Sep. 2019~: Pre-Service (Trial)
Spring 2020~: Commercial Service

[ Fva2o1s | Fv2019 ) Frao20 ]“[ FY 202x |

A
As’ t Rugby World Cup Olympic/Paralympic Game
2019™ Tokyo 2020

y Pre- Commercial
Development X
Service Service

Planning 5G infrastructure investment of 10B US$
(FY 2019~2023), *1 US$=100 JPY

* NTT Gro artner for Dlymu /P -alympic
Game Tukyo znzu (Commumca 3
1 2020 NTT DOCOMO, INC. All Rights Reserved.

24 1 NTT DOCOMO =~ 5G HifZsH 2]
(&RIZRJE © NTT DOCOMO )

F&H 2019 4F 9 H 20 H SRS UMEEREE - NTT DOCOMO ¥} 5G pre-
service JEERH—ZSIE UGS - 120t 56 B TTH RO o AGE 2020 &
Fhdn > EEMECE GEEIRBE - Rl ER TR - BhE - (R R HRE
MEEE 56 IEXIRftE e/ Esm - HEE - BRI - BEEE R

RHTHE R 5G P FHART -

New Service Experiences Business creation, New Solutions

i 2020 NTT DOCOMO, INC. All Rights Raserved

25 : NTT DOCOMO % 5G pre-service [ N SL=CHEER & 7 B8 EE
(&RIZRJE © NTT DOCOMO )
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Studio T .
# Solution . 3 .
E. . “eMBB- fi
-~ ! @ Low Latency - ne ncy MasshelGennectivity
ps Wi R B :
= o > e - "

O 4G Area
5G Area

eMBB
Low Latency

26 : NTT DOCOMO 7 5G 1 & (ERIZKIE : NTT DOCOMO )

IIE4N > NTT DOCOMO S H AMfE—LA 3.7GHz ~ 4.5 GHz }% 28 GHz = {EfHEEE
5G E{E4Ers < BE(SEH - HHE] 2020 FHHMAEH A 47 (EEIEHETT 56 s
3¢ 0 THaF—1% 5G Bt Z AR K1 10,000 B - iAE 2024 581 26,334 [
5G A EZEE(FSE - NTT DOCOMO [r] H A EiRtiR e« EE & » 1)
i8S 10,000 %4 5G TREAT - J° 5 FENEERG S H A 97.02% RS R & » LUk
JEHER S 56 HRSHYEART - Bl BIE R — D AR E SR AMETE ?
TR ke is - FEA @A S A SR E RS A FMHEE - R AR
o —(EEM =N MEAEES -

No. 1 in Japan

depement 3¢ 1 10,000 of

Rate

97.02% %>~ Engineers

Only DOCOMO will deploy 5G NW at 3 frequency bands

3.7GHz | 4.5GHz 28GHz

Deploy to 10,000 BSs 7T 26,334 Base Stations
47 Prefectures

—
FY2020/1Q 1 year later  Fyz024

27 : NTTDOCOMO  5G EHZEEHRE] (BRI : NTTDOCOMO )

LR s - NTT DOCOMO FE Bk J5 i AL ] - NTT DOCOMO £ H
AN RWEE TG REERG & FREEhREHE » W ARIRA RV 7K - Rt
[ 73 R RE R ~ HERFRRIE]E - AEEhRGE g M ENREEE - ASCESEE - 1T A K
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V2X 52

V2X (Vehicle-to-Everything) décomo
Consideration of application area with dynamic map concept VY V2I V2P V2N
Applicable in quasi- dymam\c to static, and a Pf“'t of dynamic information tvehicle-to-vehicie) (Vehigie-to- (Vehicle-to-Padestrian) | | (Vehicle-to-Network)
Infrastructure) uT
et i
Dynamic [ o
Information < L scc ¥ \
" — e g— - - * —
Quasi-static info, ! &
< 1 hour O BEarE Sersors/cant

static information |§
< | month

Ay

28 - BRI IE 2 [EE *“EH);‘Z 3GPP R14 2 Hl4E A
(&BRIZRJE © NTT DOCOMO )

Discussion for C-V2X décomo
Advanced ITS and Automated Driving Issus Survay Ragort
Using Cellular Communications e
Technologies

- Issue Survey Report -

dure 29

IT5 Inf0-communicatians Faum

https: / fitsforum.grjp/Public fE3Schedule /p31/ R —)
Cellular system overview 201910.pdf

A e

e
ITS  Forum

10

= AN LSRN G R s e

& 29 : HAA 2019 4E 6 H & ITS Info-communications Forum 7 55 —15 2 &)
ZE B Survey Report

(&RIZRJE © NTT DOCOMO )

AN > H 2018 45#E NTT DOCOMO H7.Eid Continental, Ericsson, Nissan, OKI k7

Qualcomm FEH KAEETE > BEHAS —EERAHEISE - HP R T R14

LTE ¥z ( Direct Communication, V2V,V2I and V2P ) 52 DOCOMO LTE-A 44p&
(V2N) » &4 56 KAHE ~ (RIEE 2 Filtk o 78 sl il 2 N e E IS
BEVEBEE > DUETT Level-4 WY R H BB - N BB _48# 2 56 4&
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BEAZREEZ
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BT 7B
Al5R{E 56

SHERRITRSE

AL -

Cellular V2X (C-V2X) Joint Field Trial

décomo 5G Tele-Operated Driving Field Trial

ERNE BN MR EEES &

SR 2 i) T8 13%7< NTTDOCOMO £ AGC ~ Ericsson &1F » 5%

5—{ 56 IR A UKRERALR > BN EE EstalE—(E N ehEtthE -

décomo

B Japan 1% C-V2X field trial with Continental, Ericsson, | Japsr o-vs usl pa
Nissan, OKI, Qualcomm {6 companies)

B Using Release 14 LTE based direct communication
V2V, V21, and ¥2P) and DOCOMG LTE-A NW {VZN)

B Feasibility was evaluated and showed potentials to
combine with on-board sensors such as camera
LIDAR, mmw¥ radar, &te,

Nebwork
Communicalion

[ Testzd Location

Direct Communication
: e oort

e

SR

H A R T

Co-operation with Industry Partners

I 30 © 5G ElmE{%E H HE M fﬁ (%“ﬂﬁf@)? NTT DOCOMO )

Uik FESE > 5G EF] » NTT DOCOMO t %453
B At e A BLERE FANUC ~ HITACHI ~ NOKIA K2 OMRON A AHRA & EsTES

Al A AR R T 2 FEAE -

W Tele-operated driving field trial with 5G's broadband and low latency.
® Level 4 of Auto/Remote driving trial between Yokosuka (Car, driving course) and
Tokyo (remate cockpit)
® Demonstrated autonomous and remate driving operation change due to obstacles an
the test route

> W&l 31 Fow - B
LB

docomo

HHRREN

MERFREN

.
HITACHI

Inspire the Next

FANUC docomo

@BHI5HE) I7Fy7, B, FIE. 56ZFALERERROEREL
ISR FErRaTE b

-I8% - T3> FRIZ B 356OHAIEE M-

<201969H28>

docomo NOKIA OMRON

hitps:/Avww.nttdocomo.co.jp/info/news_release/2019/08/02_01.html

Press Releases

Seplemser 2, 2019

DOCOMO Joins 5 Alliance for C Industries and A
— Aims to bulld industrial 5G networks supporting factory automation —
s IR

TORYQ, JAPAN, Septemoer 2, 2013 — NTT DOCOMO, INC. announced taday that It has jeined the 5G Allance
for Connzcied Industries and Autamation (SG-ACIA) with the aim of frther advancing the use of 5 technology
In the manwractunng sector

Press Releases

Seplember 10. 2019
DOCOMO to Commence 5G Trials at Manufacturing Sites in Partnership with
OMRON and Nokia

TOKYO JAPAN, Seprember 11, 2018 — NTT DOCOME, ING announced today that i has agreed with OMRON
Corporation and Nokia Solutions 2nd Networks Oy o collazorzle in tials of 55 mobile commurication techinaiogy
inside faciories, with the aim of significantly enhancing future manufacturing productiviy

There is increasing demand for wareless communications inside manufacturing plants driven by the nees for
stable connectivily between loT devices, including those embedded in machine controls, As machine background
Neise and 1he Movement o7 pEopie N ManuUtactunng sies Nave the DOLENtial 1o Interrere with wareless
communications, thnzaugh verifieation of th relizbility and siabilty of any 56 technolsgy deployad in sueh
EMironments ks required.

hitps./Awww.nttdocomo.co jp/englishfinfo/media_center/prf2019/0902_00.html

LS EERBAE (BRACK © NTTDOCOMO )

T2 2020 NTT DOCOMO, ING. All Rights Reserved
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LA NTT DOCOMO EiL OMRON &1E Ay »

lEhERE (PoC) - FEH

I EIRE BBIE LR AR E

https:/www.nttdocomo.ca jp/englishfinfo/media_center/pri2018/0910_00.html
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22 A ( Autonomous Mobile Robot, AMRs ) Sl EE 45 _F Y & TAEVE > HREh R ~
R % KRR A ST - R TR L ESR Layout-free HYH AR -

[E 33 : NTT DOCOMO Ei1 OMRON &M Ess (‘éﬁzﬁi/}? : NTT DOCOMO )

Il FANUC 245 T2 EE A K CNC 28 KBS RS - ° 2017 4R35
FLJHEREAY 10T 7 fn | FIELD System | BRICCEZ 5 HITACHI AIlE HACKBIESER (2 -
FEREE T 240 (EAARER - RS BT 24 BEER ARG EE T
255 o T IE 34 Fi » NTT DOCOMO B FANUC ~ HITACHI 27 & {F DU EE TR
g i K > HIFY FANUC J2 HITACHI S5 B H Oy P2 il £8 & - 5%
Hill - H 5G JE AR AR SRR e (B L S i B B L2y TE A 1

@ 2020 NTT DOGOMO, ING. All Rights Reservad

Factory Data Business
y%‘ » loT PF Service » Eﬁm @
YQ by Fanuc, Hitachi me

T 2020 NTT DOGOMO, ING. All Rights Res:

[E 34 : NTT DOCOMO Ef_'fi FANUC ~ HITACHI &1 (ERZJE @ NTT DOCOMO )
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+. ~ 5GMF

(—) @&rsEiERe - 10942 H 12 H 15:30 & 17:30
(=) FFEHEL: ARIB EEE
(=) FHHEAE:

5G f7EhiEEAHERTE (The Fifth Generation Mobile Communications Promotion
Forum » 5GMF) RRITHY 2014 £ 9 F - {RH ABUR 5G s Z Ui $t ;e 4:FK 56
LIS, HEFh SG {THEENRLAERANTZE o [ - SGMF JR47E% 5G 4 EBHAE -
PSR BT R VB B R - W& 56 MERIRES - SR R fidR
RS > WaTam B s U RSN ST P 2 IR - B 56 IERTR AU
i EAR - DR EEREERE - hAMAEEZEAE -

SGMF Bt R HZ B g FE ~ SofnEEI DA HA 56 2 2 48
ASEL - HEOLZ Vs AEISREIZ B S - KiITEZEE - IREERAZESE -
AN Z EEENEZAEE - L7 2019 F 6 AMaELHITZEE (Security
Study Committee ) - M 1&ARHYIE IR FH{E#ZH &< ( Regional Use Promotion
Committee) * AR TEHHFFELIMNNEZES  $1¥ 56 Eall 2B 2 HEIE XY
BraatER R R R . -

BLMREZEGHEN  EFAARERE AN HATHEERARET®
1E#% (Prof.SatoruTezuka) #E(EZEGE K (Chairman) - BIERAIL HASE
{5/ ] KDDI AR HH &I L (Dr. Toshiaki Tanaka)  BEZWHRZEE &=
{El TfE/NH (Working Group » WG) - /N&H /% B 1 H A RIS SR BHE(T: » 51
HIAIT

v WG1 loT Devices : FEE4EI Ay 10T 225 > fHH AEE (52 5] NTT DOCOMO
AH—ESA (Mr. Kazuhiko Ishi) #EEFESF

v WG2 Connected Vehicle : 3 ZE4EI B4 - B HAEE(S /2 E] KDDI [
H IG5 -
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v' WGS3 Fintech : T3 SE e RER] - FHHAHILB/ERTIEFFE (Jod
( Mr. Takashi Kawano ) #&(F T o

fRIZ SGMF S Z IFIEAR & - B2 EZ A g1t 2019 4 8 HBHIGHET ik
Mete il Z ST LURATR (L B - 1Y 2020 4 1 H B SS 2 e M
B2 K7 > THETHY 2020 4F 4 FHEH:

AXEH P E SGMF BIERZ MBI - TFABOGRZ AN 56
MPTARRREF B - BEsr 2 BREREE N R T2 - ¥ 56 4
PR IEIEYE o RyS%iH 56 SR  (RIERE ~ RSS2 - Sfo B R AR
EER I (ol 1 R

1. FEESHEMKESHRME T  FE TRV ERENSIRREE - B
REREERER - DU R R e IR R RS I B S] ~ (5% DoS B TIHY
JeH e

2. A(ERIEREAVRFE T - 2 RFEKEELHUS- PRI RS - 40 - Infesey

BERE BB T RS -

=y
N

P AR A o = T S PR AT LA AR P Y > TH 56 BRI EH
s > HIEA

1. 3GPPSA3 g :

(1) BEFE ot ~ 2Bk - 28 - mE e
(2) 17 JHZ R EE > B4 2285 (Architecture ) ~ 5 {77 58 56
( Authentication ) ~ TEEUAEER 22414 ( RAN Security ) ~ Z4@EH ( Key

Management ) ¢
2. B ETSIISG NFV ( Network Functions Virtualization ) £ -

(1) NPV §EERThRE R e LAY 2 =R R e
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(2) NPV SERSIHREE R L Z Ry Ze RS
3. GSMAEH :

(1) 5G {Z{FfFEA] (5G Trust Model) ~ #E&YIH %4> (Slicing Security )

(2) HEssefi2e 2% (Security Audit on Network Equipment )

4. NGMN F£H : 5G fHREEFE K B4 DoS [ ~ 48E& ] | ( Network Slicing ) ~
B HEE (MEC)

5. ITU-TSG17 £ : SDN ( Soft Define Network ) Z-4> ~ #2458 E %74 (Edge

Computing security ) ~ 48R HE L2442 ( Network Virtualization Security )

HAE & ¢ IETF $&H 5GIP K NETSLICING ~ Open Networking Foundation

FZH SDN related security &

5390 - P AT AREE AR 56 ELHVHERE DL Use Case S B E LT
GHIBIFE T > 127 3GPP Sy M fFE B HETT 56 ELHIIISE -

A\

—PEEE ¢ STHEVURRSEIAEITHIFT - /5 HPLMN ~ VPLMN ~ DN ~ UE » H

H1El& 7 Home Control ~ Primary Authentication ~ Key Management -~ Inter
Operator Security ~ On demand security ~ Privacy ~ CU-DU separation ~
Secondary Authentication ° 55— EF 48 SE R THEAE LSO 2 B2 o

> ETIBEY : $HEARE 3GPP SA3 HYT{EIE BT » 12T URLLC
security ~ Vertical/LAN service security ~ SBA security ~ SCAS ~ V2X security ~
Network Slicing security o 55 — & EFFE LRt R 52K (R 2020 4
2 HHFEERR ARG )

FH A i L RRFRllER B SCAS » SCAS T Bt 5G AEis s i mats 2 & i M AmAE
EEFEZHIME » DL SBA (Service-based Architecture ) Security £ ALE4)
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5G ZHLABHRBCREE KRBT A RS - fERRIAVATE [ > (TAERVEZ
2 EEAIBTFEHE A o RHE S B PRAH SRR TS - [FIF4 A Use Case Y
JERIEHR - LiE— D BB 2 @Ry I E R - H 2R - HhY Use Case
e TERIENT 7ERa B - INILEE MR B ZYIRE A 56 JEM -

ARV EEZHEE  CATT P EIRHSE T R
ZAEETTEE - HpEFILL GSMA B2 Kebitoe Eif > Se%EH Availability ~ 1D ~
Privacy ~ Security ZFVUAGREHEI TYIMEECE B ZWIFE » i FR L VU T P
th 12 (EEREERE - BISTAEE SRDARE B E R 2 RIS YR =
S PHIEITEOR o 12 (HEBESENT ¢

1. LPWA 4482 = BB A

2. SR BT R

3. (EEERIEImEE

4. B ERE PR E L& n D RV R

5. sR{bimBEERIEH PRI P B0 20s8 2 fIAY a] SEE A4S

6. JEh Al AE A R 2 A R RS R i e 4 U Ak 5

7. REEESR T KA E R E R EYRE R

8. HiImiy B GEnGRES I
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FEE SGMF #EfEh » Bl & i B H K 56 EE R M s » NI thes
BEE 7w A BE H A3 56 BAEny&L s - HA 56 B4 project it 2020 F-F
9n o SENBSCERNESE ~ B~ BEF - HEEET] 10 (DL LAYER RS -
HABURERSE 1 AEM EABREEALER » M8 THATHINEE 56 &
HVIEVE » [FIFUSEE use cases - 21 4 F  EIES R AT
B HRpSIHE DIGIER PN T U T - FEETIY 2020 4 6 £ 7 H{ A s EEss
F o 8 A BlSHEE R HET324Y - RILTHET 8 2 9 AG A G H1E 2 i Lep
A3 5G B4 LU RFAETTIIRLE 56 ERI IR B2 - HATBHI 28 GHz SHELTRE 2 A
10 FEH B - RACEFIT 4.5 GHz JRELTHE T & A Zipg 281 -

ZAIM > 5SGMF SRRy 56 St i 5T 2 R Rr ra ik - I
56 HagE R T/ NESRE > AR RERATEATR S BRI -
BAETHE T B RRREe > NIt bR SR ER R - AR
2020 4F 3 HEEONAY RS %5 MOU (TR - H BB EE R E AR K
IR EEE R HIIERE - WA A E S R s e b/ N SE(E T 56 BRAFRYERA TS
% > GRS 56 HAERF G2 RIAERRY —(F 3515 -

S48+ HZS 5GMF Jz ARIB BZEZE) TAICS T4 MOU - fi{F 2016 4£% 2018
FEERY 5G workshop - H AT RRRSRE Al % 2 55 —HARYAI{TME - (RtL - Erfoifeik
WMITRIEMARMSH 56MF JEE) > 775 » 56MF IIRLE R AN AFAISEAE (Mr.
Yoshinori Ohmura) [BIZBFIR » AIHE HACH B arae 1L B 8GR AR L A] A2
SGMF & - &Ll H ST R - SGMF IR B E A TSCRA » H
A& 2 56 JEFIEIR T %70 » WA ERAY Trial Result t & fiftplcd & E 47 H4H
uh FEREHER RS

35



Information [

&5 Telecom Technology Center
5GMF Security Study Committee
Meeting

DATE: February 12, 2020
TIME : 15:30-17:30
PLACE: ARIB Office Meeting room 1A,1B

L—*Fﬁz A —
36 ¢ 5 SGMF SR AR (RO * IEE A B EREE.0)
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A2 NICT ~ PLAY 5G ~ NTT DOCOMO ~ 5GMF K & d0EE A 408 B R

R WIERDIERRBERE o DU NS5 05 B -
— ~ NICT

NICT R HARBRAIHIEE NAL - BT X R BLH MR & 2T = ST 5%
PR WH E BT - Wi & B AGR T R L IIEE AR RIEbies
B EZNTRERETTENGAZ] - [F]I - NICT FE B R EVEBIE M E - LLEBANR
TIVEAVEEET (Data Flow ) » F&E & RBHRRMT o ATV BHER B 2B AR
HELTHEIMT ~ WUR - THET » SERHUL BRI PTEE 8 i R s -

DRI 2020 BRI BLAEERRAE R (JRRHRF 3R R M ARAE H AR SE - HAIR
RS S AT AR B ) > HABURF I E LB ARERE R » NICT LAEREIIR
B & BURBERDTH > SRR ER EZ i L

> EEE PR E

NOTICE F&EEM® EEURTEERIN - ZYIRERE JREFEZELRE -
AZER ICT-ISAC ~ JPCERT/CC ~ ISP FEE1E - RHE B {81R 22 f R Wi < FH = i {52 EL R 2
B - DRSSV E 22 R0, B BB RS R (M) £

flTFIBHZE (Darknetsensor ~ I0TPoT ~ AmpPOT 5 ) » 58 L H &R B PR Bl i AR AR -
> REREEE T IE I E 2

NICT 45 Fl Ui R P B0 3R, » LR B 1 B T T b R 1B
BiEHE - EORHRRD - KBS DU AR RE A OSBRSS B2 B e
g T B B L SR I DA IR B e -

BEATFERINENEE NICT SREEIET TR ARIRIIHET » DAELEL NICT {8 & 2R
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"~ PLAY 5G Enjoy the future

NTT DOCOMO JRERIIFZEIEECE PLAY 5G » DUMEEARAGER 56 EHE S
SR > 1B 56 RIATE ~ (RIEBAVRE - FEARIIRAK 56 BB X THEREE
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— ~ NTT DOCOMO

B NTT DOCOMO HYZfHIARFE T - #SERIL SG+AR/VR+AGIEL Sensor 7 JEH]
o RTIE R iy Sy - EBEE ~ BDCEF A 20t B R H IR HY e s - 1ok
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g AR ) RIRESS - WA AR R ERVBHAR RTRE (B4 © 2B ) ki
— R HWINH% 56 FEFRA IR PRI -

BEAT > A2 E] NTT DOCOMO BN A 5G miis ke s 2
Lo —fGEEA 56 ASHT (eMBB) » EEIHAY (mMTC) Ko Al SE(EAEEE (URLLC)
I R Ry M B R P B A R A M - A IR ARG e R e 1 852
A 5 (HH PG SEE R e R Sy B2C B i i 2 FE s B2B (R 3Efii i &

HIREZL » 52 SBA (Service Base Architecture ) ARTS5ZE ] 7 AESZEHE -

NTT DOCOMO BHTEH £ 2024 FF52 5 26,334 £ 5G Hih 2= E » A BREL
GEEJEE A 10,000 £ 56 TAZANTERA S HA 97.02% 48 E %2 > DU
R BEYT 56 QEREAVEAG o e IR H AT (S RERAEE o R
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