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08:00- | e GISTRATION

09:00
PLENARY KEYNOTE SESSION
09:00
Conference Plenary Keynote Address (P10q)
Juhan Lepassaar, Executive Director, European Union Agency for Cybersecurity

09:00- | (ENISA)

10:30
09:50
Conference Welcome Presentation: The Cybersecurity Act is Here, But
What Does This Mean? (P10b)
Sergio Lombdn Lage, VP, Digital Trust Services, SGS Group, Spain

10:30- NETWORKING BREAK

11:20

TRACK SESSIONS 1

Panel Discussion Industry Alignment
12:00 12:00
Certification for Critical ETSI Security Evaluation
Infrastructures (P11q) Standardization Initiatives (A11q)
Moderator: Jacques Kruse Brandao, Sonia Compans, Technical Officer, ETSI,
Head of Advocacy Digital Trust France
Services, SGS Group, Germany

11:20- Panelists: John Boggie, Director Head

12:30 of Certification, NXP Semiconductors 12:30
UK, United Kingdom:; Sergio Lombdn Lessons Learnt in the Commercial
Lage, VP, Digital Trust Services, SGS Use of Security Certification—
Group, Spain; Julian Meyrick, From Setting Standards to an
Managing Partner & Vice President, Innovator’s Perspective (Al1b)
Security Strategy Risk & Compliance, Boris Balacheff, HP Fellow & VP, Chief
Security Services, IBM, United Technologist for Security Research and
Kingdom; Eva Schultz-Kamm, Head of Innovation, HP Labs Security Lab,
Global Government Affairs, Siemens, France
Germany




12:30-

LUNCH BREAK

13:50
TRACK SESSIONS 2
Public Policy Industry Alignment
14:00 14:00
Update on ENISA Operations and | Vendor Self-Assessment—The
CSA Implementation (B812q) Good, The Bad, and the
Slawomir Gérniak, Security Tools and Ugly (A12a) Helmut Kurth, Chief
Architecture Expert, European Union Scientist and Laboratory Director,
Agency for Network and Information atsec information security, Germany
Security (ENISA), Greece
14:30 14:30
European Cybersecurity ISCI WG (International Smartcard
Certification Framework, State of | Initiative) Who Are We? What Do
Play (B12b) Aristotelis Tzafalias, Policy | We Do? How Do We Do I1? And
Officer, Cybersecurity and Digital How Do We Contribute to The EU
Privacy, European Commission, Cyber Act? (A12Db)
13:50- | geigium Rachel Menda-Shabat, Director of
16:00 Security Solution Cerfification Division,
ISCI WG sub-chair, Winbond, Israel
15:00
15:00 Update on The EU Cybersecurity

ECSO’s Outlook on the EU
Cybersecurity Act (B12c¢)
Roberto Cascella, Senior Policy

Manager, ECSO, Belgium

15:30

Security Needs to be Consistent—
The Role of Process in the
Cybersecurity Act (B12d)

Act: Is The Feared Balkanization
of Common Ciriteria Being
Reversed? (A12c)

Martin Chapman, Senior Director,
Standards Strategy and Policy EMEA,

Oracle, Ireland

15:30

The Certification Landscape and
What Industry Needs (A124d)

John Boggie, Director Head of
Certification, NXP Semiconductors UK,

United Kingdom




David Martin, Head of International

Assurance, NCSC, United Kingdom

16:00- NETWORKING BREAK
16:30
TRACK SESSIONS 3
Standards for Success Cloud and GDPR Frameworks
16:30
16:30 Toward the European Cloud
CEN-CENELEC JTC13 WG3 Security Certification Scheme:
Security Evaluation The CSPCERT Final Public-Private
Standardization Initiatives (S13a) Recommendation (C13q)
Miguel Banon, Global Technology The European Cloud Service Provider
Leader for Cybersecurity, Epoche and | Certification Working Group, Saurabh
Espri (a DEKRA company), Spain Ghelani, EMEA Strategic Trust Leader,
Google Cloud, et al.
17:00
16:30- | 17:00 The EU-SEC Framework (C13b)
18:00 | Comparing National Lightweight | Lefteris Skoutaris, Research Analyst,
Methodologies around Cloud Security Alliance, Greece
Europe (S13b) Javier Tallon,
CoFounder and COQO, jtsec
Beyond IT Security SL, Spain
17:30
17:30 Addressing GDPR Requirements
Implementing and Maintaining a | Using the ISO/IEC 27701 Standard.
Cybersecurity Program—The Role | Is the CSA Looking At It? (C13c)
of Standards (S13c) Willy Fabritius, Global Portfolio
Raymond Romero, Deputy Director, Champion for Information Resiliency,
Board of Governors of the Federal BSI Group, United States
Reserve Systems, United States
18:00 | ADJOURN
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TRACK SESSIONS

loT Challenges

9:00

Embedded Systems for loT
Products: What is the Current
Certification Offer? (120a)

Dr. Claire Loiseaux, CEO, Internet of
Trust, France; Alexander Schasse, IT
Security Consultant bei TOV
Informationstechnik GmbH - TOVIT,

Germany

09:30

SESIP: A Practical, Operational,
Lightweight CC

Methodology (120b)

Industrial Strategies

09:00

Foundations and Perspectives of
the EU’s 2019 Cybersecurity Act
Certification Legislation for the
Industrial Automation and Control
Systems (T20q)

Paul Theron, Advisor & Cyb'Air

Research Chair, Thales, France

09:30
Beyond the Theory of the
Cybersecurity Act (120b) Stefano

Bracco, Knowledge Manager,

09'.00_ Wouter Slegers, CEQO, TrustCB, European Union Agency for the
S Netherlands Cooperation of Energy Regulators, Italy
10:00
10:00 IEC62443 and NIS Directive:
EUROSMART loT Security Needs and
Certification Scheme (eloT Opportunities (T20c) Maria
SCS) (120c¢) Fravventura, Security Evaluator,
Roland Atoui, Managing Director, Red Brightsight, Netherlands
Alert Labs/EUROSMART, France;
and Ayman Khalil COO & Managing
Partner Red Alert Labs
10:30
10:30 Building Trust and Hope in 5G
X-Gateway as a Modular Part of Instead of Selling Fear (120d)
loT (1204d) Mika Lauhde, Global Vice-President,
Markus Bartsch, Business Development, | Cybersecurity & Privacy, Global Public
TUVIT, Germany Affairs, Huawei, China
11:00-
11:30 NETWORKING BREAK
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TRACK SESSIONS

loT Challenges
11:30

Common Ciriteria as Backbone of
loT Security Certification (121q)
Georg StUtz, Principal Security
Certification Expert, NXP

Panel Discussion

11:30

Standardization and the EU
CSA (P21a) Discussion on
standardization efforts under various

national frameworks.

M '.30_ Semiconductors, Austria Panelists: Sonia Compans, Technical
20 Officer, ETSI, France; Philippe
Magnabosco, Policy Advisor for
12:00 External Standards, ANSSI,
OWASP loT Project: A Great Ally France; David Martin, Head of
for the loT Candidate International Assurance, NCSC, United
Schemes (121b) Jose Alejandro Rivas Kingdom[60 Minutes]
Vidal, Security Lab Manager, Applus+
Laboratories, Spain
12301 NcH BREAK
13:30
TRACK SESSIONS
Outlook/Opportunities Innovations in Assurance
13:30 13:30
SOGIS View on the Cybersecurity | Addressing the Continuity of
Act (L22q) Software Security for Embedded
Bernd Kowalski, Chairman, SOG-IS, Devices (N22q)
Germany Jasmina  Omic, Product Manager
13:30- Services, Riscure, Netherlands
15:30
14:00 14:00

Overview of Current and Future
NIAP and US Government
Certification Initiatives (L22b)

Mary Baish, Director, NIAP, United States

14:30
BSI View on the EU Cybersecurity
Act (L22c) Speaker TBA, BSI, Germany

Updating Certified
Products (N22b)
Gabor Hornyak, CTO, CCLab, Hungary

14:30
Agile Assurance: Modernizing IT
Product Certification (N22¢)

11




Lachlan Turner, Director Consulting,

Lightship Security, Canada

15:00 15:00
The ROI of Security Making Evaluation Schemes
Evaluations (L22d) Scale Up: the Tensegrity of
Dirk-Jan Out, CEO, Brightsight Process and Product (N22d)

Tony Boswell, Senior Principal

Consultant, DNV GL Technical

Assurance Laboratory, United Kingdom

15:30-
NETWORKING BREAK
16:00
CLOSING PRESENTATION, SUMMARY PANEL DISCUSSION
16:00
Panel Discussion: Looking Ahead to the Next Generation of Indusiry
Assurance (P23a)
Moderator: Chris Gow, Director, EU Public Policy, Government Affairs, Cisco,
16:00- | Belgium
17:00 Panelists: Michael Cooper, Manager, Security Testing, Validation and
Measurement Group, National Institute of Standards and Technology (NIST), United
States; Slawomir Goérniak, Security Tools and Architecture Expert, European Union
Agency for Network and Information Security (ENISA), Greece; Jonathan Sage,
Government and Regulatory Affairs, IBM, United Kingdom; Aristotelis Tzafalias,
Policy Officer, Cybersecurity and Digital Privacy, European Commission, Belgium
17:00 | ADJOURN
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B g2EENELCE

— -~ B R FEES (Conference Welcome Presentation )
B R F REE S (A ENISA #1772 2 ( Executive Director ) Juhan
Lepassaamr BLAZE# i K E B SGS SEEH-F NI EI44F, Sergio

Lomban Lage &4 -

(—) ENISA #fTH#E Juhan Lepassaar JHz%

Juhan Lepassaar jJA54F 10 H 16 HEHMT > FEBHTHITESE AT > 1
B Z G s 6 - 0 W (TENRRI £% Andrus Ansip EIRRE i E—T1
SR LR o ARWHETE Lepassaar ARG 27274 Sy RZCRREBUEAE
A B A A B TR R B

1. $&5F ENISA HEECHMER AT Z2/AENEE AT

Fys LB R E R e e e EAYESERE J) KR fif ENISA A H AR
F T BB a2 & S A E a2 2 1ip (F/)N4H (NIS Cooperation Group ) iz
HIER R RIS e S H » RS e 2 ATURF ENISA HH—ERIF PRV
el - TETT BB EE THYE JT4HE -

S RRIE 5G 4apE AT A NTAENRH L 2B » ENISA tEfEhZE
RESH 3 A% T5G W% 2 @E# =, ( Recommendation on
Cybersecurity of 5G networks ) %K » 177 BER 3 & & B /e 5G B
M T ML e B MR WA ST AR 5G AR ek
AT & i s i S i < sHESE R - TINS5 4 10 B 6 HERHBCHEER T
5G 4% 2 2 E Fm aFE # &5 ( EU coordinated risk assessment of the
cybersecurity of 5G networks ) - ELAGHHZIUE FiEN R & 2 BE L 5G 4958
PRACIREE A - WE] 7y 10 FHE @B (risk scenarios ) o DL 10 F& g 1
57— Uik = BEHUESIFE N (lack of access controls ) ; Fsfil » 4H&RAIGL =
RSN REEZE RIS - 1A R B B A4S B SRR > LR R AT

RERF AR Z CReE BNV & I ~ Se Bk ~ WIAME - 3 120K > ENISA %
14



TEF il — P da il e b S i R - BB SG 4pk < RS
12 BRI 204 - 181k T 5G QIR A SR | TR A 12
HIERTHR 5G 4 e bR+ it T 24 (2 common toolbox of mitigating
measures ) » R & & HE]S
2. BURBTZERSGESR  BEENEE T HREREE

HERE L VA TIR Y 55— THEE B s A R B Y 2 BAAY ICT
7Emn /R AR 2 B 2 RS HEZE (cybersecurity certification
framework ) - B SH#0ZE & HYHA S /& RAFE HHBERSHEZR AV 1L » i E 54
SIS R 2T 7T (cybersecurity certification scheme ) » W& 5
HEHIENE - DIEBDHEEIUSHE 220 ICT Ea /R fiE -

ENISA [ iBCE wE)=t T.{E38 H ( The Union Rolling Programme,
URWP) K ZEETE » HRH RS HES 555518 (candidate scheme ) ) -
RS TR NS THE R R RS E A A T 2 AT - REHE
TR 2 (conformity ) HYEEEH - BRERAY—H% B R A ATRE I T i
BRI E A S IRARE - AR ORL(E N B 2B 0 WHIRK
BRI L 204 R0 ICT bt B R -

3. IGRAEE e 2AERR S

TE4ERE AT ENISA JERRAIME S A ) ~ HEI% » ENISA A H
S EEIF IS M L 2R - THYFE R LSS - DL 5G 488
Bl » GrREEER IR B AR EY 5G Hs 2 4 B mn Al oR 5 R BoR AR 5G 48
TEAR R BLENE b ] e AR E AR R TE L AR el 2y - AR L R A RS+
%% > $9{% ENISA pRBRERERE J78H4R% - 15 DUEIT 2 TAF « ARk
ENISA KE &R » 5 CAHRAGERE 25T - HEM i BhEk i & B BT
& B B/ oKAvaErs 2 788 I -

(=) SGS Bl#&# Sergio Lombén Lage JHi&
SGS AN BV E KR R & 1T &% DU 5G 4dps e -
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H 2018 LRI G A FIMAE@E L RS » f2ft [ICT Em Kk AR4K]) -
(4Ep%imafl s B ]~ [BRL2EH AR - RBBEHEENFE] k [Ek
] F 4 HBAEEARS (Digital Trust Service ) » Lage REUILE (LR
BER A > PR e AR RS - Y LIER G2 B
FAER - ARG - L " EERZ AN H BN ST (The
Cybersecurity Act is Here, But What Does This Mean? ) | FiH » (¥R E
KEphas > RIS E AR EZ R 2

ERE HERBILARNEE

Lage 50 5o {F & ATELAL A AR ¥ Bt B EUS N B & (S5 &
Preg el > IR IHA 1 R AT (SR SR AR NS R — B0 0 AT
ENEBZ 2 - B BV AL 2 EHHE - DR -
el - BUHES RS 20k Wl BN B A& 2 2 5RatiE
248 0 FROLIE ROMBE B IS KOSy BE - BTN ICT & R i
FIEERL -

il iR NS E A S - AR thAYAELAS (Basic ) »
H'E (Substantial ) ~ =4k (High) =fEZ 2 {ra84k 5 (assurancelevel )
MR RS HEFL - HeiiEs i a2 e L EAAZE o Nt - 40
g L EAAER R - AR IC B R R AR S B L AN E
RPKE -

CSA 7] D5 GDPR — R R IR E S

SR ECHETTSHIME - #P& e eE (CSA) MHEAZRIR AT RE IR E
FAT—RERIORER A (GDPR) By BKi FEEAERIIE L - A BT R
bt— B R > SRS R Y ER SRR Ry B TS0 T 2EERAE - I
Gh > BSHEBNLL R EESE (Vertical Industries ) [YE& 27 2 elaEEAE -
F =i AL e E B R TS AR 5 E4r S B AR R B i &
SnelERES B Z AR -
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— ~ INEHET AR
(—) BRI E BEL 25858 (Certification for CI)

Kigatam £FF AR SGS B (EEMR B HERE £ & Jacques Kruse
Brandao » ¥z #5 ASEBLIEE A K PaF T2 BOAE S5+ & Eva Schultz-Kamm >
HAREARE N\ EIHE NXP &% 25558 T John Boggie ~ TUV SUD &%
2 RME £/ Sudhir Ethiraj ~ SGS #i7{Z {248 E Sergio Lomban Lage
Fe IBM &9 N & 2 i % BII4EE Julian Meyrick « 595w TR 5 T BT
FE | (Charter of Trust) fEEERGE 5 L 8 HIHE - #1750 E e Eva
Schultz-Kamm 5 "(SEFEE | ZNE > HEDUGSEEFERS 2 REE T
PRI AR BRE T -

RS - ERATEEEERE ML

B2 (E{FEZ (Charter of Trust on Cybersecurity ) AyBRMN 48 A
RPEF95~ (Siemens) FY 2018 4= 2 AERAVE % 2 E H AR > 3¢
[FI%%% - 51 Siemens - AES J: AIRBUS % 16 RESE R - (HEE
THER 3 KEER 10 RFAT - 3 KREER [IRe&(E A LA &R ]~ [#
AT A ~ 158 R e [T S T 5 n] BB (S RE R A B ]
55 10 RIFR73 5 Ryddis Bl e = FrA HE R Al (Ownership of cyber and
IT security ) ~ B & (TAYEAL L& ## 5 HI ( Responsibility throughout the
digital supply chain ) ~ ZZ2TH R Rl (security by default) ~ DA & &t
LR R (User-centricity ) ~ Bl[#rEALLAIFH Al ( Innovation and co-creation ) ~
gl E IR (Education ) ~ [Bf §# BL B 55 e b 56 K il R 7 25 IR A

( Certification for critical infrastructure and solutions ) ~ 7% HH &7 [o] JfE [ HI|
( Transparency and responses ) ~ JEFRFEZEFHRAI (Regulatory framework )

P& {E=H A (Joint initiatives ) °

1

16 213 B AES ~ AIRBUS -~ Allianz ~ Atos ~ CISCO ~ DAIMLER - DELL ~ IBM ~ MSC ~
NXP - SGS + SIEMENS -~ Deutsche Telekom * TOTAL + TUV SUD - Mitsubishi Heavy
Industries ©
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2. ERREETE
() EEEEERR 2-AFENBASEEFRAIET 17 HERZEEEE
Eva Schultz-Kamm £ Julian Meyrick B33 17 TEELETR R
AL JE i A FEE I ELREBE SR > Sergio Lomban Lage JRiE—3545 Hiit 17 38K
BEORK A DI 2K B RN RN 2L - HEENMEER
EES 277 B JE DIRF& S FUBIARBRATEDK -

Products or services shall be designed to provide confidentiality, authenticty,integrity and availabilty of data
Data Protection Data shall be protected from unauthorized access throughout the data lfecycle
The design of products and services shallincorporate security as well as privacy where applicable

Security policies consistent with industry best practices such as 150 27001, 150 20243, S0C2, IEC 62443 shall b in effect (including access control, security education, employment
verification, encryption, network isolationy segmentation, operational security, physical security, vendor management)

Securty ol Guidelines on secure configuration, operation and usage of products or services shall be available to customers

Policies and procedures shall be implemented 5o as not to consent to include back doors, malware, and malicious code in products and services.

Incident Response For confirmed incidents, timely security incident response for products and services shall be provided to customers

Site Security Measures to prevent unauthorized physical access throughout sites shall be in place
Aecess, Intervention, Encryption and key management mechanisms shall be available, when appropriate, to protect data
Transfer, & Separation Appropriate level of identity and access control and monitoring, including third parties, shall bein place and enforced

Regular security scanning, testing and remediation of products, Services, and underlying infrastructure shall be performed

Asset Management, Vulnerability Management, and Change Management palicies shall be implemented that are capable of mitigating rsks to service environments
Integrity and Availability

Business continuity and disaster recovery procedures shall be in place and shallincorporate security during disruption, where applicable

A process shall be in place to ensure that products and services are authentic and identifiable

The timeframe of support, specifying the intended supported lfetime of the products, Services or solutions shal be defined and made available

Support Based on risk, and during the timeframe of support, processes shall be in place for: (1) Contacting Support, 2) Security Advisories, 3) Vulnerability Management, and (4]
(ybersecurity related Patch Delivery and Support
Aminimum level of security education and training for employes shall be regularly deployed (2.8, by training, certifications, awareness)

2 JFAT2 BV BB E AR E 17 SHAETR
BRI © 2B NIST 45

Q) FEEEREAEEREERRNEEL2ERTHE— i LERE
BEEARIREREERZEMEIER - SESENATNATTE ?
SN ER EEEEEEREEL —  AERIBIFEE&mLE
gsg ey TAF - SRS Z2ARIENEBUAHIE EAVEEE - EEFEEAZE
TSR TR K Ry HSEREFTE IL VR (E(E (digital trust) 0% > &ETEEE
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B - RN ERE AR -
EEFEFER LR EERER LA Gt 9R - RIFEHE &Y

R EARAIIEH] > Bl e B EFEREETR - BEERIEA H i AR

AE > DIHEIR S E HI B i L 2 BgsaatE -

EERER 7- AR B & R SR AR '

SR F TN EEER I EIN BRGNS - (RENTEE
R H EYIBRERT R FrA &N & A R R B S A TR &
M - Bad A B AMEN ARG EREE  HEREH e ERAE IR

- LB LR —DIHIEEE -

A2 et B 38 R THE e EE An AT - Ny s Ty
EhgsgRlE 23RS (TS - FRRI 7 Y E b S (R JE AR
B8 FH 2 A an A 0 11255 = U5 Bese > AR s B (S (AR (Rule of Trust ) -
N ERTA & A A R LS = e o (B P SR 2 R
SR RYFE S » LS = R Y

PED S

(Z) BREFQERR L 27EBIE#EAL (Standardization and the EU CSA )

L.

N

BN E SIS (ETSI) {{3 SONIA COMPANS %+ » ETSI
A REPR (LB ST FrER S A RS IR (] A S BORFT R 54 < ETSI {E —Fatantff
WL RWAFTE - WER N FEMEER R TH R 2 &l - S
fnse % o (BEL e BE e /7 - ETST &R aE -

HAT IoT iGN E R REVREE - 372 A FH RHE
mnfe e R TIRE BURAR - Ry RIEE Y4V > ETSI AEfE[E BSI 5
LB~ O3 —E FOHE S im A s (g TR il AR iR 2 e PR
SKEY ToT Z2 A5 - ETSIEEZR A IER/Ny—20 - AR AT A L IER
HORRAE - FREERE R AR SRS L R -

7AE] ANSSI 3Rk
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EFIE R ANSSI /Y PHILIPPE MAGNABOSCO 4&E
Ton o HIEMZ EIEER A EREMEENENR - CSA BIER
AR AFBER TR — L 8 A H — A B ARAUS R -

ANSSI E B R MR 2 215 > fEflE R L ety mt ko &
(S LA A PR AE Z I R — 2 » ZAFAR(E Y Common Criteria &4
CSA JifTIMmIHAR - NEETME CSA FEEEEEER] » [Ntk ANSSIIEAE
BB REEFSE TG E L - ANSSI Z B IRAESY 5 AT
Pz BREERIR R EFELRH] - NEE i HARRE AR ORds — 2,
P e

Common Criteria {7{£ {1 S BHIEERIER] - FELLBRE PErE A B &
KIS H SV S R AVGRIEG - U A M TRT AL - SIS NZREREE Y
12 o AT BRI - A/ NEREE R AR R AR B e e
{5 BIS shs

%] BSI {{# HELGE KREUTZMANN %4 357 » R LGHE 5 g
AR BT BB (R - A I ABUN SR PR S AT HARE A 2 R EE Y -

BSI 212 (EEEAE LAHA - W EIE2 B TR/ NHE(E - HRK BST 48
B DUEREMES TR REORH R RS i - BR2E(H
By SFRAPRREERNETIEN - BSI 2 EHIEBUNERE - S5—(Ef] 72
BER > BIEt T EEUNGER -

BEE NCSC 3k

TR &SR DAVID MARTIN SeA: 30K » LRI S Rimt 4
BT HCHBHEmR:8ETE (Commercial Product Assurance @ CPA)
CPA SFYHERHIEREINER - WA BT AR AR ERF —20
IR BTG FIRERLE S HE R R R R -

TEIEE - KRR E AV T E RS 2t miRag Y TR
CPA B—THEEIMETE  HER B EIE RS - =] IR NCSC
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Wigs B — R SRR IR RE JIIEIRY - T CPA SHEMEE R — P2k
AT “Bill Stndards” - thFERAERATLE LR (FEIORALS
ILERTA THIA £ &7E Common Criteria © Common Criteria {72 (RaGHY
H RIS T - SRS CPA SR LU RIS - EIRT » CPA
BIEER N EREEEE -

G EE A e B 5 SR RO Z A [E] - R EA B E T
R - BLpl—EAE MG B2 RS S TRV E T = > BIEERE - A
BIEN » AEHEA - FrAE LS TR EREREHEE s - (Hiz
SRR -

5. PEIES Epoche & Espri sih

PHITE S Bas 2 =K MIGUEL BANON 71 - REERR RS R RI
REAZE - T H B E =N R A IR ER - B IRS A R &R
LB AE & - BHGEHE T LU D Bass B2 R pleAs » B B FeatHd 75 22
A RS A AR S TAHET - sHEA A ER - H/9A BANEE
REVE(ERA G - BRSBTS =785 -

Fasery — VIR E AR - BRErEe T EE - EEER
FITRE A B A TR - AT ERES A 5] At B sl LB DI S TAzof] -
B 55 & T RE AT B SO R[] S ks e R L e R R Al b AE 1 e AU
HIF @ [EFERZ -

(=) BE T —RIT3RE (Looking Ahead to the Next Generation of
Industry Assurance )

1. EHERRESR > OAREKFNEERAELNZ S
IBM X% Jonathan Sage FoRs » B THY ToT JE 2 BRI s s -
EANREImIRSH 27 2 EEGEIORE - B loT AVRERZ 2y - H
A CRIEEEAGHY 10T Zadt Ry 2 2= T FHRY - INIE - FERERE A fn 2 ViR

e — 0 S E miFHSEE - MECRFESRARRET > M RETGEEY
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SR - o BTSRRI - MR AHBMEE L 2HEEORE - 11
BTN R - RS AL - el R bR
B R R R R e E R SRR - B e aisny
EECERAST] - BEERE L E R > FE RSB
HHMELE -

NIST {7 Michael Cooper $5t » FEAIZRE Mmags6 [ > SEEIIMEFRI
BN » B - SUEHEHBUTIIEE S - DAhnE N & n s i
2 o sHEHEOIEDK - B RRAEEE TIERENEEE - DoERbSER

ENISA {3 Slawomir Gérniak JNEE{EARIEER R AT4ERS 20 A 2 HE
AR RE A SE ORI RREEE I - JH T AR TS RAYRR SR ELE R [l - fIay)
4B R E S IR R - INE SR SRR o B SR
HEREIESHVRE L - AERH A ER AT & - DAl s fIE -

2. SRR EARE
< R B AR RS 2 AR | R R o S
IT FEdn 3 — 2V 22 5andhe 2 8% (222 25 5% Common Criteria A1
AeRE L REZRRL B Z S o SR B RRR it B & i AR BLAH R A L
BT Eaaasnae © B RSEEIZ N - —EHDURENE — (R Ry
i - {5 Common Criteria B4 2042045 MY R ML e EA R MRl &
BRI THIMGEES - B GHYBRET - e Al Ae AP ARAY 5 =UR T 5Ehe
Mg 27k THVE BT 2Rl EAERREE & IR R IEA T
Y& TG B AR v] LA G 3
= . BEEE
(—) 2FBUER (Public policy )
1. Update on ENISA Operations and CSA Implementation

ENISA ZiE774 5 Slawomir Gorniak DL T B & @2 S HEZE -
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ey

ENISA ffJf5tf ; (The EU Cybersecurity Certification Framework- ENISA
role) Fyifl » B BHAERS 2k iR % - ENISA HYE L BIEE » DARCR AR
T2 AR E T [ R S B Y TAFIHE -

&A% ENISA HEAL

ENISA HAEREMRMEE fT&E s & [FREFEER] - [SRBEEh
17) R [EFEEt B8] =800 - [fR At E0e s ] At BB RRN &R
LA e S BaEE s [IRECRIT) AinbE e BB g
V& B BUR Z S TEUEITEUR 38 © [0 ] e BB AN 2 FBUR
B ASEFERG - BB 2V EEHEEREE -

ENISA it B RIS RI AT S o R s B a2 e DL B — 1
ST - HECRIE AR A B 2 s H 2 AR - 4R EE
sl Z 415 (NIS Directive ) ~ BT 57y alss BUEEAR B HE (eIDAS
Regulation ) ~ AR #5F5% (Payment Service Directive 2 ) ~ — &R raE
FiHIl (GDPR) ~ 427 20k K FEAL B e Tl s A 25 - BTt ]
DL BBIOM 48RS @) MR 5 Bt HA T E R eE R hEHE -

RECOMMENDATIONS
ON CYBER SECURITY
AND INDEPENDENT

P N

MOBILISING
EU COMMUNITIES

i

POLICY CAPACITY
(2 r -3 4/@" 3]
SUPPORT
MS & EC IN POLICY 'HANDS-ON" WORK,
IMPLEMENTATION COLLABORATING WITH
AND HARMONISATION OPERATIONAL TEAMS
ACROSS EU THROUGHOUT EUROPE

o

3 ENISA Jit Bt Ry 2 EE
BRI © S
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POLICY DEPENDENCIES

/J\ EU Cybersecurity Act
/Q (>
3 (i
X\ o
Network and Information

aaaaaaaaaaa
Security Directive v

Protection Regulation
Ej @ '
Q Digital Single (D)
larket Strategy
elDAS Regulation

Proposal for a Regulation on
p Privacy and Electronic

Communications
0
Payment Services Directive 2 |

EU Cybersecurity
Strategy

o

Strengthening Europe’s Cyber
Resilience System and Fostering a
Competitive and Innovative
Cybersecurity Industry

4 ENISA Jif B AR KB R fichz
BRI © S

Q) BREZ2HEZER 78 - W8 - BEEER

TEAERE e ki 2 | - BREREE NAAE Bl O A A YR R A B
I e BpEe T R 0 Ry iE bt s 7 M O AR EEEN - BUERER
ZE 1992 FRRITEMA KL R EFRE B/N4H (Senior Officials Group
Information Systems Security, SOG-IS ) » A 1997 35T SOG-IS fHH &

o i

5 FE A T o B AR RS o 2 Rt HE [F]#E I (Common Criteria

( SOG-IS Mutual Recognition Agreement ) » i 5y 2% S [ Bl & %4

AL
Emzg

for Information Technology Security Evaluation > f&f# Common Criteria 5§,

CC > HIL[EREAD) WY ETEAH -

FECE R E T - —EEB RS G KA AR (R AR
LIHIEE - BERE—BOREE - BB E GRS ek - KM

BILEEY

7R

SEnatEAR o TR e AR P e HH 8 R B R — I i
2> HAFEE N TORIE H DR R i e R TE H 2 ki

ES
=

IBHERE 2 42556 2 REE 8

El =

TEF B E W% 256 7% (Buropean cybersecurity

certification scheme ) % " FEBR SR 4RI HY—4HELETEN ~ FlTHOK ~ BRERARFFHIRUE

ESAEYAS

BEAHAE IR E E RN on ~ BRI BE B iR

AN

BB ERFE  - FIFR

%9 HAIES " BFHEBHLLETE HZ | (national cybersecurity certification scheme ) » #7

e

TEAE AR RS 2 52aE
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FRNTTA -

AT eE R RH AN S HELE BT 22K > A=
EOREEHBIE A —AYELREEAE - A1 DL — (ks 28 51 & 2 B
HEZR BRI R SRS 2 M -

RFHIE L IR Z 27AE - HIE B R EBL =
io T EFLIVUER ST E R B b i s > ENISA fiE Bt
i T - MR REE T FIERF - k&g BT MET

FET%RE (conformity Assessment Bodies ) S{TEREE o

FAST FORWARD INTO THE FUTURE
|

Present I Future
C~ —{g K>-O | Straightforward comparison through
t@‘ common levels of assurance
Itis challenging to identify if a |
product/service/process meets 1 Cybersecurity O
specific cybersecurity | Certiied by 1
requirements
by I -
Cersteaton | Jneven comparison in the |
— absence a common Certification based on a harmonized
S— cybersecurity certification | framework across all EU MSs
framework across all EU MSs
(1Y)
Coriication l Certification

5 Bl e e R R E
BRI © S

(3) ENISA JEERE K E TR
Agp&Lre kMm% - ENISA “NME RV BEREE K A M4E4% > SEETEHE

Zz o
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F 1,100 EECTHE N2 1,600 EHEoT A B4RHIIRME 80 A _LFHE 125 A-
IRAEiRE e 27 AMUE > ENISA AR EH g & L et T = B TIEE
S

LR E R i 83 Bt T 3%

EEMFRE A ANEEZ 2 L{FE (Stakeholder Cybersecurity

Certification Group » SCCG ) FAZE B A7 I Bl ZFer £ [5 FFF SCCG -

fin Bh 2 & F P BOMN & 8% 23058 L/FE ( European Cybersecurity

Certification Group » ECCG ) »

B EpR HAVERRE % -

RS e 4 A R 2 e s N 2R

77BN B A 4w se EE TR 1R th 2 I [E] (A e

AR B AL e alse i T S

Bl R ENZ G EAEEEN ECCG B SCCG BER% - e & il IR Eh =

TAEEHE (URWP) - B[l SOG-IS #E# Ry B (& il 2 e hasg /7% > WA
Mt ENISA {7 - ENISA EERSAE 11 H 27 HABEZEH TIE/NH

(ad-hoc Working Group ) &5 » LT 5 -
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SCCG ECCG

Union Rolling Work Programme

EU Member States
Supervise & Accredit ,‘
12 Identification of strategic priorities

MA RN
2: Preparation of a Candidate Scheme E ml @ -
Iy ~N
sessment

3: Adoption through an Implementing Act Eu
4 Certification against this scheme and issue of Cybersecurity S ‘)'"VEK',;ES
N Certificate

“‘CERTIFICATION PATH” UNDER CSA

o
ﬂ Ad Hoc Working

Grou,

; P

| *
'
- H R S { — @ —
. enisa m L

* -
Candidate EU Cybersecurity
EU Cybersecunty Certification Scheme

Certificabion Scheme

-8

an EU Cybersecurity Certificate

ey

6 BX R Em L ehs TR E LR R EE
BRI © S

European Cybersecurity Certification Framework, State of Play

Bl Z G ERBUERE & Aristotelis Tzafalias » il DA Z &1 A& (A
KRB T ECEE L 2 RS EA 2 BR 5 (European Cybersecurity
Certification Framework, State of Play ) -
BXRE AL RO ELR | — R - SETE

EiRL R B R R AR B T aR oK S Bt4alm - PRGNS
e (s B B an B R B HI (S - W s ToRE RN E R
HiEm B REANES =T Z el - B RENERL 2T
FHRHU 152 IR ERE - (HREEtER - A EMSE
B — R 2R T E - Wit - BT e ER AR T —(EE
A8 > ZHE 7% | (One Framework, many schemes ) Z2f% » FE4NHH ICT &
RS BRI R B B A EOR R = SLABEY - B AR
HEERAERE - (55 & BB S - I BEilmL s EaR -5 8w

EERGhH S HVENRRIERE - BlEMEMEIIWAS R - NitsE I ERT2E
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HUETL  RFe B EE R - R T - Best T SR A AR - I
Ah > —fEAEINAEEEREES - RS R R 2 EER - R
55~ MEREE BES R TE ~ EiE T AN BRI EEE
ORGSR BT & MR < B

BB SR E R L 2 RSO & [(EAT [FEE] &
] =gk EERERERE - A&k [EASEE] K (S8 ] mEE
oy o E— TR E IR R RS T e - R E A
EREE TETRRE - BUREEEERI# (National Accreditation Body » 413K B
HUAE AN EEERE A ) RATatiatiEiss (RS E B EE
e ) =t aRIEREm A -

HEgEm kR E B 2R e RaEo Ry [FEA] 5
[(BE] & BaterEds (KRSt - WHUSE]
FEmT G TEMREREE) (KRB RIS - B
TR R Saa e M (RS ~ BRER SR A R fla i &) 1BF - &5TE
GtgE  ZSEEHEHE B G iaaaE - K2 > HaiEms IR,
rilZ e s TGP R [E] & AIRKHEEE B EHE
FETERA S REAM L TR S R Ens SRR - SEHR a8 - X EH

WG -
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=
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European Cybersecurity Certification Scheme (1)
Assurance Level Basic, Substantial

Elements of the Scheme
(incl. prod category, assurance level)

s s S By =
an EU Evaluation Lybel"secunlv falarence to Internal_lonal,
e o process Requirements EU, national
Certification Standards/
Scheme E’ %’ tech specs
Applies Assess conformity to
Nalional_ Authorises & Notifies Conformity Accredits fee—
Cybersecurity Assessment Accreditets
Certification Body o ot
(Eval. Facility) Body

Authority

1. Evaluates (applies evaluation pr to
product's conformity with requirements)
2. Certifies conformity

f 3. Certificate is recognised
in the EU .

B s | Srrttos iewite Product ‘

7 AR A L 2 Rag I FHRH]
BRI © S

European Cybersecurity Certification Scheme (2)
Assurance Level High

Elements of the Scheme
(incl. prod category, assurance level)

By

Specifies Evaluation Cybersecurity International,
Cenail[‘icr.:,lion P process Requirements reference to EU, national
et f————3 — Standaris/
%, %’ tech specs
Applies Assess conformity to
National Accredits 5
Cybersecurity National
3 ; | Accreditation
Certification Bod
Authority Y
1. Evaluates (appli luation process to assess

product's conrf;rmity with requirements)
2. Certifies conformity

3. Certificate is recognised
in the EU \.,
Product M

Bl 8 BT A R
HRSOR M

() EBEZERBIERNTIR &S S
BESTE 11 H 18 Hil > B EGEREIL ECCG » WA TR
iR > WE R ENISA THGEF I L ERERIFEA T ZAEER
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9 H 17 H58R SCCG s531ESE » R B SRR L 2
g R LEHEE -

REFIEECREE B 2 5asg T I > SIUATRERE 2 > RS
Lo, et e e g R Ry 2hart TR I HR > MR E
BRI AR - BEEER AL ICT B IR, RAEAH S Bl
EENECEPENEE - PG EFHEEBLEMETE  FRE5

BEOR ~ AN - TR B FNRE > DSBS -

3. ECSO’ s Outlook on the EU Cybersecurity Act
BIOM A4S & 82 240 %%; ( Buropean Cyber Security Organisation, ECSO )
BITHAE Roberto Cascella LA ECSO fEER SHAEE 22 2 A0 BV A 0 Ry »
PSR A ECSO 4HARZEME ~ BRI TIFS -
(1) ECSO : X ZEHEEBL LTI AT G 1B
BOMNAEES &L aHek (ECSO) 2016 4 6 HAELLARFEEMREL -
B —IERFIAHL - SRSt 2B Horizon 2020 3TEH » BEE WML
LRI NFL R 15 4F (contractual Public-Private Partnership, cPPPs )
32 ECSO HE#A 260 Z DAL EBUN 29 (ERIZR1VE S & > D
F2 2000 4L ERYEiT S - BCSO JE e A buss - (/N (WG )~
5 ~ WENKEEEE/INE (WG2) ~ FEHEFE/NE (WG3) ~ 2R/
3E RV NE (WG4) ~ ZEFISR R B R 5/ NME (WGS) »

BrFesialE e (WG6) - DI TE B 2 IH TAF -

3 [tk 10 TH cPPPs 4HI 53 HILE © K3k T g (Factories of the Future ) ~ EfigE/EEE ( Energy-efficient
Buildings ) ~ BUMN4RAEEEH=TEE ( European Green Vehicles Initiative ) ~ A[{F4E RIS EE
( Sustainable Process Industry ) ~ Y& T2 (Photonics ) ~ %28 A2 (Robotics ) ~ =5UFEHE
(High Performance Computing ) ~ ARARYGIEEFE AT H#E 5G HER4ERE ( Advanced 5G networks
for the Future Internet ) ~ &i#Z 4 ( Cybersecurity ) ~ EEEZEFME(E (Big Data Value )
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USERS & OPERATORS REQUIREMENTS R&I

WG3 : SECTORAL DEMAND WGH : STRATEGIC RESEARCH & INNOVATION

INDUSTF 0 & ICS, ENERGY, TRANS INANCE AGENDA (SRIA) AND CYBER TECHNOLOGIES
PUBL ERVICES & EGOV, HEAL ARE, SMART 29 countries « 400+ experts

TESTING, CERTIFYING &
LABELLING PRODUCTS,
SERVICESAND SYSTEMS

STANDARDISATION
CATION, LA

EDUCATION & TRAINING
AWARENESS, CYBER RANGES

WG5 : EDUCATION, TRAINING,
AWARENESS AND CYBER RANGES
) J « 2704 expert.

MARKET DEPLOYMENT

WG2 : MARKET DEPLOYMENT WG4 : SUPPORT TO SMEs
NVESTMENTS & INTERNATIONAL AND REGIONS
LABORATION 26 countries « 180+ experts

9 ECSO 11y 6 {iE T{E/NAH R Hilk
BERPCH © W

) B—IfE/NE (WG1) JEEhBEAL
WG B F &ML ehng MR (L TIE ARk fte il &
EEREEHEIR R AR HESNARAY AR 1A Bh e & i 2 = e 5 ZEAH B

FEHEMNE « 28 - I E B Esr il REEONSE R e/ E

SRAIE R Bt s » BB B S A AR 4 PR S {F (REE(EEE H 8 ETST

CEN/CENELEC &1F ; Bgsg s HEL ENISA f3777) 5 - TAENE AR
B R EGRAN Bl REOR AR (M2 2R 2 I0AHIE K
BN &L B E ARV T 7Adw B ECSO B A £ 77 ) 4mise K T A

il AR (State of the Art Syllabus » A ELIEE R E 22

MHBERIFT AR « MREE - ISR A EE - S$AHE -

WG Fy5e BT T Z (15 » SEIBEE M T TR - RS (IR BN B4
B 27 A A B 2 = Bt T ZEAH R Y Rl S R T H SRR T AR

A~ BT 0 KT E R e B B SR BT AR K SR
HAl WG IE R Ty TP E R =R
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B EEAHAEM ATERM S R REN RS L A E R e
T ERNER 2 28

B SCHTRER KA RS A SR TR N RO R A TR A A

W R ELHRER R B e T R AR A AR R A5 U7 ] AT RE T B I B S
T EER 2 EE -

() BELZLBRZITRORI SR/ TS
BETE T AERY B R R SR AR E B 8 7 £ 2 N A TEE 4
ME/ATERNE « 408 BT R E—BsE RN (R BlfsERss
77 E A -

B [EEREE RS AR (R © E R E R E LR (different
suppliers ) FEALAYREESE (different building blocks ) Fiféak - R[E&
BROCERIHE D7/ TE0RE S R R T A TS - (HIE R
EREEE » /AR - YRS B | 2 ATREs S R - IR
EHEMEN B G R OEEE HEREE DAL -

W EERETENEE A BN EERGEARE T AR R E
AR A TR o (AR FTR R S EES | AR
SHERIVE YN - IWETR R ERE BTN E R E I A
(9351 (rules for achieving composability ) ©

EEL 2N FNE G AHEN B SR nTE
{EF ~ S ERE T AZ B LKA BB A S s S S
PR RS - ARAER E i ATTPS I - A& BT e R
G

RAEHATE B LIS T ENHE G SR =2

B SRR AME RSO RS (DUREEEER)
RES A 4H & R

B AN EEEEEINNEEEAEA] (additional assessment
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criteria) > DUES [ AL &R FIREEE AR EREE 5 4G

B KR )RR I TEREE DAL -

Benefits example

* Certification composition
can benefit loT certification:

-

kT Core

— Certification simplified as
building blocks
* HW platform
* Software platform

[0S, Connectivity, Drivers, etc.)

= e B

==r=

F L T T T S —
Security dependencies increasing

i:_

* Applications

10 ECSO skl 77 Z PaH & U4 F AR X as
BERPCH © SE W

Security Needs to be Consistent—The Role of Process in the Cybersecurity Act

B[R % &4ty (National Cyber Security Centre, NCSG )
PEZE R £ David Martin » {18 S48 2220 A Y — Lo RE TR &

WEHEL S (cybersecurity ) ~ 2 {rag (assurance ) ~ Jiif2 (process) ~ &K
Al (levels ) H#EFTo3Mr - MG B SERES AT A — B R E EH Y
s o
B i@ E (cybersecurity ) | HiBL B NMEE—(EEER (boxes) HlEE
‘P2 (platforms ) - (S E 2R TR - RKEEEGHE R4tk A an N
A5 B2 EE Y © L - FEHE B B2 AR R use AN - g
AGHIBHEE ~ B - (FERIZEN B 8 2R E - BRI L2 AR Em
SR ARR A N E R B 2R B s B -
W Zefrsg (assurance) : DARTHEEIR 2 & 2 B oA s B AU MG

BFOKtE > e 22/ D EEG 34 [F]E ]I ( Common Criteria ) 55 4§27 4= fra8 (EAL
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4) o N SRR RET L T - PIETZEE 4 e eaHbi= NAE
NZ2iReE  BUEBE N —E G IEENEEE - [HAh - NCSG 2 FHi
A HERRSEEHE T BUSE migssss W N EmZ 2 A G HATR/ MY
Bz o AL H AT NCSG HYESiBEE: » & — (B i 2 RE S FRAYAEE - & an ]
aal PSR B REENLYEFE

JikE (process) : BUHRMERS 22 VAR & B2 LT RE 21812 - EWIE
BRI 2/ VB EAM B RAE AT AR OMES: - EEanstB i Sk
A HEENES (DCMS) 74 2019 4 2 AEGEAn T 4aBUESEn B E Y
AgEEEHERN | (Code of Practice for Consumer Internet of Things (IoT)
Security for manufacturers ) Ft5&EHZ 43¢5t (Secure by Design ) BEEE
BB E R A= (BST) 2018 4 11 H#An " B EEEREE
&L K | (Cyber Security Requirements for Network-Connected
Medical Devices )« [N L BB 48RS 40 2 ARV T » 3 T R —(8l S B2 AR
BRSNS AR | (assess processes ) ? EEIE(FEAEER LEE
ME WEE— 5 - 1 B n gz E I IR -

Al (levels ) : Hdp&Le EEE LRGSO » 77 R ~ BE ~ &4
RABTEEZE ST 1 FKFUE T ICT FEdn ~ Bk - ElalUnte & e
GRTHR LR ET o FTrASATNGHRE - R BEEE DA =
TELRA < R A2 22 - BIE L =8k ] 2 & o fe a2 iess e =t -
EE AR o LEAER R R R AR A AE T EE AL ( Capability
Maturity Model, CMM ) BIIZAi 4RI  (F - R Ze g ORagaion Al
REf B BUE S LEEDUENE - [N RSsSB4k A A Al e e
Hzs -

() {7385 (Industry Alignment)

1.

ETSI Security Evaluation Standardization Initiatives
ETSI iY#; i Sonia Compans % #{iARH ETSI E{Z5LARES - 5G 5%
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(5 IS - SEEEACAT Y B 3500 B3 SR AR 55 Y 358 B AH B4 - 1]
WIER BE & S ERAYEE AR T DA FEEEEE & BRI RS - AR ATESEAEE]
SMHES IR B (2R i LIS Bl E B B AFETERE - Rifs Rsfirmiss - B
fEZ A — KRR ILEEERVE T5H] - ETSI SE5T A AR AR L Tk
RZ (SRS - EEEECERE St IR 50 -

£ 5G B Z2iE 5 » ETSI $#£H4 Network Equipment Security
Assurance Scheme (NESAS) - BI4gpsa% % £ Ra6 T3 » 8% 7 RALIFN
GSMA B 3GPP H:[EE FTEIAS s L Irat 75 » #% J7 E EEE
FER I At A A s s i DA T RS s i 2 0 A B F e 5 - D
INE RS SRR ~ AESFEEE SR E LR ERIR
BRAERREEAETE S (A% - L2 G ieae i A DU RS SR T TR
fti - DIMERE AL 2

IoT %85y - 1RI5 Gartner HYTEM > ££ 2020 F 1 5RA 129 (&
2L EHPHEATHEAIEE » MRS EN YA B S E AL
£55€ - WAL ETST A HE# oT 2 3y56 isdtEdh TS 103 645 HUE
A o PEAEAE Ry e BR S — (B ok 4 7 oo P R Y i P AR - JEEASEAE R[] GDPR
A% o RN IE— R EOHBROHEETE 0T E M IATA E bl —
B 1 A S m Y 7 2 AR S A A e A T B AR P (R e
bx - HLESEEORERE ¢ M TR - WL R E A
AGTT AT ~ BRRFL S ~ ZeE ~ D A R [ O
SEREMERVHEDR ~ (EETEE IR - 29009 ~ BimE B EESE - HE
FEEMER - ekt e ildEse - Sadim ABEE -

SR Ll 5G ARl 10T FilmL st )7k » nIFIERLER T8
WAS - B TNRIER AR VER - 2RGsPIMAR SIS 2 E R
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Lessons Learnt in the Commercial Use of Security Certification—From Setting
Standards to an Innovator’ s Perspective

Trusted Computing Group (TCG) F—IFEHIHA - B3 e 5
A% - EFEEBIF - L - RERAVESERUS AR - W SOR ARG
R BRI (EERE: (Rootof Trust) fe B A EMERI(ELER V-2 (Trusted
Computing Platform ) e

TCG FflrsIB E M E L2540 (Trusted Platform Module) - {S{F:
4% EN (Trusted Network Communications ) Jz8ES 27 2B H N0 G
FHE - IEEHERZEET - TCG BHEERANREET - [BlERBIEH -
st — B AR R A Ll E#Iie 2 2 [F > TCG 3 iH A
(EEMREEAYEUIEME JFEG - DSt BoRpE 2 iiEe - AR o 2 b
o HEn B [ TCG JREfR M HIE 2 5258 - {EAEagadtHEAY [oT KX

7E i B 7 P S L R T RS i 2 e BeBess - W E 25
HVEINE - i &% & ez miEE - AMRTE B 2y
TEEREE - HFEITR - BiAR &AL 2R LAY - ToT
B ERRVERREEM A HEAE - A S 0VE R B4R
BGETER > Bl 2R MR ENETRN - Bl 2T =k
FEREEIIEAEAESD - B BT B i e 4 i\ b S Jal 2 PR RS B Y I AT XL

i

<

Fo T R B 27 2 g R B e AT S ML BB R ARk
sThAsR PG R PR A B RRIERV R B 2l )7 » Wt ¥ astErT el > Bl

LR ABSRIE - PERHRIBI M
Vendor Self-Assessment—The Good, The Bad, and the Ugly

FEBHAS 7 2R T > SRR s B T B ICT Edn s
/AT B IGEHE » BEREHE RS EA AT ?
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IR BUR IR AR ERRR - RN R B & EZ 2HIREGZORER
& MR EBL 2TORE RS - (HEEH R E AL 2RI RKE
& A A AR - 7EEBRIEE AR » o IR il
Ay AIEE A - BB ERARAYARIE R R S - (SR i
IFEEE I ~ ey - (HEmPE R AEE BEH A 2SR -

BRI ~ R Z (RS - FESE MG ~ My o] DU e VB e & i
ZeiE o HEREEOREEY » DU bE Rt HEES - BIGT
hHY4EIR n] T2 | B 2 & i 2 e E VR it - P DAIRES ~ e < BLiErs &
A sEFIENEAET T B Pl -

EFEFE S AR S A AR - IV E R » B 1
AN MR =7 AEIRARHE » a2 S s m g -

HaHER iTHSATrA &R » NI - (E7E 88 B2 T B S - X
TR HYBERE o AAMAERZHAGIRI T » Bl A IRE b s 5 —
s o UH B HEHE AR R A A E Emb R Z N - 8
B S RV IRAE Gl - br 7 _BAGEEEN  (635 B e HErvAS
RRAMEECAOTEIAER > &gl AR ASCEAVIFD -

BRI B AAHES ICT BB SN - FRIFRAESE
MBCGREEVEOR - WE ERL A G Em I E—ERIRA - £
ETERHE S B E b A B R R/ MU T BERVEORE iV E
a2 H Pl B BH B B e % T AF -

ISCIWG  (International Smartcard Initiative) Who Are We? What Do We
Do? How Do We Do 1t? And How Do We Contribute to The EU Cyber Act?

ARG AFHI 4 1SCL WG R TAERKE  ISCI =44/ International

Security Certification Initiative » E- T /ETEEAIT

3Bz %E Common Criteria /7 & e EIk - fa 22 4 7 SUEE R H » I fH

37



Common Criteria 755 fy/MNTATEEAE ~ FEF > DAEPREERE T 1L ~ R

==Y
/El?% °

BN SOG-IS ot 17 {E B R alasi ana Pl & R E Y M (S (8K
oo 0 WEEFE ~ IR KB — A Common Criteria fY# i8%7 2k
eng 74 (RUEMESR) - WA AFTERHE &g heyme - Llsg
(B BRI B Z Pl AR AR — B
Update on The EU Cybersecurity Act: Is The Feared Balkanization of Common
Criteria Being Reversed?
IR EZAEERET Common Criteria fYE F 5+ ;& EU Cybersecurity
Act REER MBI MEME - WEEECHE G BN E B st h A — 22
FHEXR > (el & BRI REA O S EHAHE R Eamgss R -
EU Cybersecurity Act #1# ENISA Rl BB EH K AMERE - 158k ENISA
Z WA B AE o [EIRFEE T —(EBON ICT EamEmL s iEZR (B
Cyber Security Framework ) » H H #Y (% /& 58 {5 B8 PN 49 1% 1Y B2
(Flexibility) fJESERET] - WAHAIHBIEEAE - DUZRRF GBI ER B B —
5. HAE
ENISA jRq Bt Fee B BE & B BFRER 2 B B Base et (5
RIS EOK ~ B AP NE ) > LR ICT Ehh IR iEAE
HilRL e HE L iE - (B2 eaatRAGE R &2 2 [N
B E st R BRSPEEL - 2RI ICT EfL /IR, RAZHIPIaEE » &
P2 B E = AR R > SO /ARG ~ Wi H S -
WU - A5RFZ 5577 -

28

The Certification Landscape and What Industry Needs

BREEEN ARG > MR MIFRERF R ESEY S > LHEE M
EHEpsIR > R MEAEIIHY - IS IIAERE & L R R i - 4
S TR RG BN AG « e R B A ERR ARAYATRENE  BIRCE RN »

et
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EREARHKRN - FENAHEREEAGR BB LR -
ST AR R Oy e B A B e e o (el e 1+
LB N ] Ak A s HIRE St - B R SR G R B SRR
oD - (EAHBAEVEIRIZEEE A SR E A 28t sim ST - e
Bgagt I ] DA AR 21N SRV IS BB 2 BURELRE] - 52 Bsg /N rl A R
FTA EE GRS - (B FROTAR A I 2 sk, » 1 EL AN SR i e s s -
Higs MR AT Z3#H -

(=) FINE#E (Standards for Success)

1.

CEN-CENELEC JTC13 WG3 Security Evaluation Standardization Initiatives

ITC13 WG3 At EU Cybersecurity Act &35 » $#2H— ICT %
BB EaHE AR ERESR - ERERIEY 2019 FEUR Z ps 20k
FEiRFETE A ICT EmETE AL e - TTAEN AN EEEL 25
PR HEGZFK -

ZYE S BT - S - AR HEBER IR & #
EEHEARENEZR - DU G NN — A & WL e e E 0% - (R
P o fEAD - iE AR A B L e A AE SR - AR RS R IS B e
Sprg B FESY e DAL e (0 & BRI IS L -

BprG WAL AR RS AR R B BRS04 » RIBEEE T7E 2
BT EmMTI - sz B R At e SurysEtE - W EAFETRK -
Feff ~ %5 ~ ERABR SRS EERTE 75 - ERERAER G AR
e

FEES FEZENE—EBRT e HE/ e U R E BT 2T
HEAICEBEENIEE LA -

EURFERAL © BRI R 2R A

SHERE BN ICT EfA E SHE L

JEBUFAHER © B LA FEHE

S
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Comparing National Lightweight Methodologies around Europe

HATBONEES ICT ZEmAYEEZ 4 » %K Common Criteria }E ¥}
H - £ Common Criteria » {F&% 4 A2 ¥k A EFEE A~ LdniE
W ~ s HARSSRBIZ 7 » WWEATHEIRER] < (HET Common
Criteria 1€ < sHERF A& ~ EAN %5 - HEBsS B - bk
FUNREREE L A - WA ar B RedE Eripgté s ICT Ean
ISR SRS PHASE -

Ry REE B B igrg i B EOR 2 P Rt —F&
PERE LI TTE - BN E LT R RS BT ETIRE - A
migseH H 232 5E - 73 i BAHR A s S & Relo e SVEFS A Baae i
Z o WS ERE LSRG % Y] > Intiat b N B ZEZEEME - i H
BEEEINERTER -

L&l Common Criteria 15 fy— & TH. > W3R fJAERF L H #h 1k
KEEEH - [FRa2 AR T Ears I8 > MRS
LRSI - By ERER A EA SRR B fERG FEfn b - BX
MALEPRAIFEL AT - Wiy R e (RS B B OREErV BT © f£5
FEPRaEHYIFSEE S > £ E45¢HY Common Criteria #7E » 7 A REHN B &
FH B4R HG 5 SR AR Y AHRRBEES © (RS (RGO A A fna
i BEREEARAE » MAERFIGRCE T T IR EL S A MG -

HAT > BONESE & 2 5as 2 T2 > REERETEE > H
RAGRE A e s 2 OM & T > H A BEAY SRSt A BEiAT -
FIER S g BB F] 2 S SR E 205 - IVC WG3 IEAERHE— i A 5ed
R
Implementing and Maintaining a Cybersecurity Program—The Role of Standards

EEFY 2002 AN T B E R L e E A (Federal Information

Security Management Act > f5f% FISMA ) | DUEAYIE =R &0 5 B B F BUR
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JEEZ B Z2EHET > WIBLIEH - DIEE KR LERENEEE
I -
FISMA FEHNKHE :

Al Z B2 2 B

RFREUT SR 2 BT
il & 2 RS
NIST JREZ¢ Z e L EUARALPE - T4 NIST fisd & im L 1R -
BEAh - FISMA 38 25— B\ & BEAE AR DATHIG 2K B KA A RV,

HEPRIGEFREUN < Eal e & - HAEZRNEEAE © Eillmdeo i - R
Z Pk ~ PERIEIE B E - PEREE L S - EEl ARSI ~ L aik
2B B BUT S E P RIRIR A EACE T E 7 2Rt SR L
Hit -

NIST JRfik FISMA 5 - 53 5 IZAHERTES | - B2 FISMA JElfa s HHE
ZRAERHZ 7551 > E1FE NIST SP 800-60 HYE & EE B A& /14 ~ SPR00-53
HYPERITRHEREEE ~ SP800-70 B HEE (F ~ SP 800-53a HYFZEMHIFH HiaY
7% ~ SP800-37 Eill L4 1%1E - SP 800-37 £l SP 800-53a 2t ikieks:
PEF—ZHIFE5] - [EAh > NIST TR R FI MR 2 IR R Re s A b s i he
ti Cybersecurity Reference Framework - {E & RRIE (I E il i€
ATEZSE -

E5N - FISMA TRIZFEEEBIFIEUF HER " THEEHE (OMB)

EEBFET R E MM T E N L 2 OREEHE - 10 RS BN &
iz TIEITBL S -
SR BIAERR 2 B BURFERH (- DRI S 2 SR (AR 2K - R fR (B
B — 2 nb il - PRI - R AR ETT L - ST

FOENGHEEZ 24 (Federal Risk and Authorization Management Program >

fife - FedRamp ) - 352 FedRamp - IfFSBURFRITA] T 8 Bl s L e &

I
UU
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B lERE ] o TN RSB B R (L R R E -

(VO) 782 GDPR #€28 (Cloud and GDPR Frameworks )

1.

ey

Toward the European Cloud Security Certification Scheme: The CSPCERT Final
Public-Private Recommendation

AR % Cisco {03 William Ochs 45 » 3nl KRB E
M REEER T 2 Elw & M%7 2556 5% (European Cloud Security
Certification Scheme ) - 5E TR LR i 42 » 0 (AR R RE TR D
{72 Thomas Niessen~ )= B &% 42 ANSSI ){{F Aurelien Leteinturier-
Google {7 Saurabh Ghelani ~ ENISA {{;Z Slawomir Gorniak Z£VU{7 {X
e o
CSPCERT 2f1/ ?

CSPCERT BN ZE Uik B 7% (L FE & B3 58 ( European Cloud Service
Provider Certification ) T{E/NeH > FLpRIT ARt (BN R B 7 QB
ZE -~ ENISA k&g 8E - ARABUNEmARE & B2 2B EE -
CSPCERT H 32 %[ SAITL » [RESHBOHEEURT ~ 3% - JRBUT RIFE
MBS - B 32 HANGELESN - 55 29 HEHZENE - DIt PRI A e
B2 i 52 ZECERE B 16 IEERERE -

CSPCERT 48 HiE (42 —Euss T 28 (certification toolkit ) %
Fi2H  TRHERANE =B HE (Milestone ) FAHRA S - [EEEH

SaofnrEd [Basys ] (BHEBRERZHYTA]Y K [T CSP g /i %
A B K J53(] = 55 CSPCERT i LS4 6 A48 T Emi st iEE 5
B EMITIEF Y ( Recommendations for the implementation of the CSP
Certification scheme ) * °

Epzs¥i5e (what to certify ) @ 1 ISO ~ SecNumCloud ZEfEIEAEFREE EAY

ERLAEHE  gia hEEZME N — a5

4

AT EAGHE https://drive.google.com/file/d/1J2NJt-mk2iF ewhPNnhTywpo0zOVcY 8J/view

42


https://drive.google.com/file/d/1J2NJt-mk2iF_ewhPNnhTywpo0zOVcY8J/view

)

)

S AEERFERZIY 757 (how to evaluate and audit ) © 422 ISO ~ ISAE ‘[
TARAHAR 2 BT ~ R OT A - WORFE T AR R — 2L DUE B Eim AR
HEEERES (CSP certification) Y7725
1T CSP ERs ) ZEM A B K 17 (who and how to implement a CSP
certification scheme ) : TEF CSP fgiid /5 A AHE 7 ZZ BILFEEF AL » DL
B H1%BREE CSP Egng /7 &£ 2 (T -
CSPCERT E2 CSA HHRBH#R>
CSPCERT A44FE 6 H#A " Bl s & 5nss )7 8 TEH
& PR =R 0 Al
CSPCERT A [=]BR R0 Z= & B2 ENISA g 2 HrivEess /728 » et
TR ERIEEFR KBS 2 ErdE ] - 7 Z 5t » HAHRAE
INEFIAEE R ik 2 %K -
CSPCERT aRER IR0 Ze & e 8 F 2 BR E0 [B Bl e 2 Bss /T 2
R G ABRREN T/FIHH (URWP)

CSPCERT 352K ENISA E:jt CSPCERT Fifgth 2 A% - fE i st igag /7

CSPCERT f# R EFE &

CSPCERT FieElin % &g 5 %  AIHn A B & il %7 = hasa it
AR EERTEE » AR — 2Ry B 2 2 hasg oK IR - BeBZBUEE &
AP —E IR BB AR 25 - B EmikssieftE (CSPs)-
FUNBZE R ~ EEER =TT ER SR R

Lk sie g

FHY CSPCERT fakiy Sl 47 2 bgas )7 Zna i RO IRV Bl 7 2 5
3K o PRI FEHARS B BRI P9 B 25 I B R I (RN SR e 2 5
re 7 ZE A R B AR AR AR R aE E SR D P B 2 = ORI T E
AR > 7 H (R 2 B Basa e A BE Y 25 = T FE X VARG EA -
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oY)

FUNESRENE P

Ll 25 T E R IR LIEAS AT RS R P IR A R iR
RIER TR 3R L =k - Solisd T = P e i Bh S i LA BB
H - KiEl RE IR Rt BRI RA > A e 5 2 SE A R & i
{TrsREE) - WarEhh /SR TR A -

B FETER

25 Bl EEERA AT FI A CSPCERT HYJEMEIA - e FE SR N E 2 4=y
R E K - HEEB A SRS — IV IBOE - PR Em e 258 U7 25
A FERRE S E B RAS g s B AN o EE TR S (FIERE - TEH
B L REFE Fh PR Bl 2 = Bt T KB E ML e A R EE 570
ZAE A LIRS EARRE BN AR HA 758 PR e B ]
DI R (e s f S T B Ay 5 3

-

fE

The EU-SEC Framework

ARG ERZ 2 (Cloud Security Alliance ) ;7% Eleftherios
Skoutaris 43 Z BN E #2256 HEZE 515 ( European Security Certification
Framework » The EU-SEC Framework Project) FJS#{TIBET
EU-SEC Framework #it

BUNE AL i EA et E REE S E X EE S - HEFES
REH P4 (Horizon ) 2020 515 » $UTHIRE & 2 4 (2017 £ 1 H 1 H
FEE 2019 42 12 H 31 Hib) » 5HESBEIL 9 LR RIPE a4 - 1t
sFEROLE SRR BRI & R L e TG B INE R L e T &
Hhisg R Ak = BN ~ SEIREZ Z S RN T E  B ICT 2 anke
so Rl S HErk = 0eR - NIEASTE S Al e AR HERL S
Bt T RN B R eSS (U E RIAYERES L R RS T A R DI

M= B A (Cloud Service Providers, CSPs ) 53515 i

Tl o RIS (Cloud Service Customers, CSCs ) #5:HHT]
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e H B OREGHIIRTS - DURER BEA? Ko 25 BURE fx A R B s 5 2 BT TR 2% 9 7
R - RSTEHRGE LB S 7 EHKFEESR ( Multiparty
Recognition Framework, MPRF )~ 48 M- FE4% 1 6 ( Continuous Auditing-
based Certification, CABC ) K57 GDPR #iEHIFEALTT A52EHI] (Privacy
Code of Conduct for GDPR compliance, PLA CoC ) - [EF. 1T FERINIEE
AR G E T > SR
(2) LT EREHER
% )T HAHAEIMEZR (MPRF) HYhiT HIERA =4
B BgRepliAtivIME o AT E Eimigs R (I DRSS X BlbaEEy - B
TTHUSARRBRRY Y BUEREE » HAUSRA - Iefr ZACE R 2 (K
B G EmRA fR R BRI R S T K PR B L
£~ R~ FERRERATGR
B LR IEE DUR ARCR - N e tRas i (R s P A B2
FE2T7 AR EREZRAEIE T - M RE R N B FREREE T ZE A B 5
TERKE - B - BEIRENEE AN EnlkBieft s - B E
A E R E TR ES BUEAE(F IR e  Jal s S =& Tt
fEZR ~ JEIGIERE & NI SR HEE 2R 20K - Elmfrs g gl
TR RIGEHR &
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Participates
and provides
guidance

Operates the
framework

Scheme
owner /
authority

Governance
body

Authorized

auditor e
Supports
Gets reqs.
informed comparison
l \ activities

\ J

11 275 B AEGERREZR T S A FRA (A Z I
BRI © S

%75 B G HEZR B & 1] 53 RyiF (i ( Evaluate )~ ¥1{ T( Execute )~
a2 (Govern ) ={# 57 - (A MATEIREZRFHIFEEIRA] (principles ) »
sFEAEAE (criteria) ~ HHEZEEK (requirements) HEFTHEHE - [#4(7]
il 2 aEd],BK ~ BRLEDR ~ FEIRENKE GG MPRF B E 2 45
EEREANL - DaHE ] {52 FEERE DU HETVE IR 8 > D
Bl BT TE T -

— Multiparty Recognition Framework

aGOVérn 1 B E'valuate'e

& Principles / Criteria / Requirements
o ‘E' : ;
8 EH R ese—————
HE s
Multiparty 6 H | Execute
Recognition SsH Multiparty Recognition '
Lifecycle Q Framework
Process : P — S5
- H '
3§ 1 E
=k :
- ) . EU-SEC
§ s g Repository
E '

12 275 ARSI EA E (F B R B ]
BRI © S
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() FEMEREZEERSE

EU-SEC fEZ855— 28 » DL " R ez igss | ISR AR - (3
SRS e R R CE R S T E RSP R 0 =0 BB
LI7ERE (point-in-time ) ~ XEH (period- of-time ) J7H T & B2 s -
B EEEE) SRS EREEN S - ST 2 DI
HHRNEE L2 REG AN - DIREZEIR RG] - MAaEgEEE
6 128 H » H2EEHAIE A2 4 EAVARHEE M - (Rt EU-SEC fEZ2
IPRENE LA R MRS I BeE i (AR B a8 i £ 5 AU SHIE - Eleftherios
Skoutaris 58 B MRS IZ SRR Fal B BB AR B RS » T2 O Ryt
78+ (HENGAR R A B RS MR e S 2o I - B S pehpRIH e 428
B -

“Traditional certification”

- >

1 year

“Continuous certification”

m ~ I-
N e
Y .o ~.
At -
b ~

e
1 month, 1 day, 1 minute...

13 (4 REREE v.s FrE MRS BB REE
BRI © S

e RS 7 Bns 5 Ry B 1 (control objectives ) » {HFEF&&EM:
FErzlmse 2 Snse e HfE— DMl Be At =B (security attributes ) ~ &
&= (metrics) ~ FREELR BN RS EMEEE (service level objective &

service qualitative objective ) =5H - Wik HENEFEAE 7 20 TERE -
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CONTROL OBJECTIVES SECURITY ATTRIBUTES

“Business continufty pians * Percentage of backup restoration tests
per month
shall be documented and o
o * Percentage of backup restoration failures
tested regularly per month

* Maximum recovery time

* Recovery point actual (RPA)

Check: Monthly, daily, hourly...

14 (HGAIEREE v.s FHEMEREE BeENE

BRI © S

FraMEretzbnss B TR M E 5 ( preparation )~ 5575 S5 ( collection )
HE561E (measurement ) ~ 57t H AR (evaluation ) ~ f2 {555 ( certificate )
%5 EPBR - AR FEEAEE R SR BRI EEERE - DA

AR (E R WP ERFAERISRER - #ilE R F e B IR R E
MEEEE o &G - BREEPT R ENEREEEIRE - BN aHUE - RIENTE
EReE - WS in < SEg 2y -

IR R E MRS XY SRS TR I S B RS e 2 AR (R A =%

SIRFEER - LU AR ER A T EGAR B A B PR A M B TS
(continuous self-assessment ) ; BE 4K feg 11 FIIBR FHRFAE M H FaFAE £ LA
#E e EeES (extended certification ) 5 &2 (RS G A FERFHFHENERE

B -
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oY)

Aftributes, Metrics, Frequency, Scope

Collection

¥ | v

Objectives
(SLO/SQQO)

Eem.d Evaluation

m e d Certification

1S Fr@MErexSmss )y km
BRI © S

Addressing GDPR Requirements Using the ISO/IEC 27701 Standard. Is the CSA
Looking At It?

B = ERE S R fE e 22 @ ( British Standard Institute, BSI) {X
< Willy Fabritius 7144 1SO 27701 £ - 3l AR (F% Alex Li fifi 7eaii B -
ISO/TEC 27701 FIELH ~ FRoCEEE

ISO/IEC 27701 [EFLENEH(ISO/IEC 27701:2019Security techniques.
Extension to ISO/IEC 27001 and ISO/IEC 27002 for privacy information
management. Requirements and guidelines ) fy[s8f&AEAELH 4% (ISO ) 72 2019
8 H#:h 2 [E R ENE T 2247 ( Privacy Information Management System,
PIMS ) Hft BIFRAEAE - ISO/IEC27701 (S fEhs AR AE4RSE fy ISO/IEC
27552) {%&7Ef# ISO/IEC 27001 EElZ 2B 240 F1 ISO/IEC 27002 &:H
e RIS - BRAH E (E A 5% 7 & =] ( Personally Identifiable Information »
PII) #Y#2e1%E ( controllers ) B FEFH 35 ( processors ) 7 B 15455 | ( guidance )

EAHK (requirements ) §1 » 3 3 (& A\ G507 B HZE I8 1R L e 2 I A
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PEHLE A A B EURREA T - R B E A S & s B 2 =
TEHLESARUE R Z fRE - ISO/IEC 27701 RN EEEEHE 1SO/
IEC 29100 [EFAMELE ~ BUH—A kMR # 5] (GDPR) - ISO/IEC 27018
OReEME GBI E R ~ ISO/IEC 29151 {58 & st IRal B S A4 Rt
HETER TR ELREAA TREE 455 | R ZE0K » DAl BhAH&E B (8 A\ &R DARIE
B A A SRR RS - DUR I BhAH B < 25 BB AL A ERAUE -
ISO/IEC 27701 51 8 {530 K 6 {Efff$% (Annex A~F ) &2 1 2 3 47
B Ry B P - 258 - iTsEE RN © R0 4 B—iMEEDK - %
S5 6T 6 43 RIETE ISO/IEC 27001 i ISO/IEC 27002 2 B B oK - {6k
37 FIPRSL 8 R0 ISO/IEC 27002 » 73 51| LAIE A 581l 3 a2l =85 e Jd 2
HHIARE - SRAEEIMES | - [f8k A KT8k B RRsateff % (Normative
Annex ) » ZEF{IE A G & SR 5 B B ] S R P2 1) B B R e
Jith, AR FEARRSC T Bl 8 N Jg 2 i s itk C % F Ry $#( Informative
Annex ) - Efff$% C 2 E 43 RI%FE 1SO/ IEC 29100 ~ GDPR -~ ISO/IEC
27018 81 ISO/IEC 29151 Z & 0 4mek AR FE FHAEEE 7 3B - Fdsk F AL
SRHALAT L ISO/IEC 27701 3#FH 1A ISO/IEC 27001 Ei ISO/IEC 27002 -
() RERERERGET
DAY R B - o ST SRS 15 LANELFIHE RS - 3 — i it e p sl
2 IR R G S BRI E B R N B 7 - (E B HAR R R (L Ess
RS S TAERARR S B RE S A T R 0 P AR Ay T 55 R -
WA S — B R ] DAGE A » M B SR F e (it e s 180 - ISO/IEC
27701 B & WERATHART ©
ISO/IEC 27701 8RB — &R ra& 4R (GDPR) ~ P —fE& Rt
fra&% (Lei Geral de Protecdo de Dados, LGPD ) ~ S2E{AIIITHEE A
72 (California Consumer Privacy Act, CCPA ) Z Hpai FE MiGHIER A

RUZRS > BHHEZE 18O A48 » A T AR A BRI -
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FEmBr 588 RS 1SO 27701 Bt ST B A B e e P R
AR LABASE A fn R s+ AL AR P R ARG IT 1SO27701 FEIZ 256
TR ERIE I A TR AT G R A E - infeHUS IR -

How ISO 27701 was designed for regulatory accountability
One universal set of operation controls to capture privacy regulations into practice
GDPR Internal
N Map and/or 3 Certification for
é Regulations party Audit of Sufficient
, to ISO Compliance Product Compliance Demonstration
controls Controls  Development Controls of Compliance
LGPD
N 9 ::
Bomli»E» & o2[] »
CCPA “
= * \e
O~
. Goods &
bsi. making exceience a nabi Services

16 18027701 ZRIERETRE
BRI © A

(3) ISO/EC 27701 7RHE] {78 ENISA BRFE(E A Bkl B ik B ERsE TR

ISO/IEC 27701 [FIHFEHEE A i 7 S el e a5 | R EK » g
SRR NS 2 B AT HUSAH R Beas B R HAAL TE R B S 558 - th4h -
BR SR MBS 2 2 0h S 41 RHIEE - ENISA FF g B (E A &R JE 2 <
Regulation (BU) 2018/1725 » ZHH RIHARsnlER U At a8 tled S i i
&l R <y 2 A - ERIE )Ry T BRER B 5 Y GDPR ; (GDPR
for European Union Institutions ) ° - BREF4EEE 22441718 » ENISA #iA
K75 780 Regulation (EU) 2018/1725 Z#i7E » LB EHIHE/ER
A BT —E G AR R ERseBUR g - i 1S0/27701 Eiaf Rl Ak
Ryl E AR 2 B2 -

5 https://www?2.deloitte.com/be/en/pages/risk/articles/gdpr-for-eu-institutions.html
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(f) PrBt4aHkEL (IoT Challenges )
1. Embedded Systems for IoT Products: What is the Current Certification Offer?
HRTRITHECNEY 18 f&E loT 2550 4 > H 53 A —44 :

B EAHEREFTSEAE - WYEEHY Commercial Product Assurance ( CPA) 2PE5
508 % ~ PP SAY National Essential Safety Certification ( LINCE ) F2Es
EHE 2~ JEEAY Certification de Sécurité de Premier Niveau ( CSPN) 37E#
HHE S LU EERRY Senior Officials Group Information Systems Security

(SOG-18) Firfizaky 4k [FE 4RIl ( Common Criteria » CC) Z5RE6HE 225 -

W (TEAASFTRSAAVES Z ¢ 40 ETSI TS 103 655 ~ GSMA IoT Security
Eurosmart IoT Scheme > LA 5z GlobalPlatform TEE -

B FLANEFTEEAYES £ 4 ARM Platform Security Architecture ( PSA)
L1&L2 ~ UL 2900 ~ ULIEC 62443 > [ Kz Security Evaluation Standard for
IoT Platforms ( SESIP) -

a7 P& B {F EUROSMART £8& 421 1 » $#f Bt 18 7d ToT 505&
i o A —s ARG E - MHBASE RO T

B SUEREERS 28 (Scheme overview ) : 80%I1THE £ B 18 4 A FtaEEE -

B 5L & (Targeted market and users ) © {ij = K i A T 3%
il ~ ToT EEEiR - DU B - 1M Ssigneis R0 B PSR
RIEVNE - B fE s A Blae (g RS Rs  FE FRE VB E R R i A B
BURFERE ~ st EE - sef b e Blam = -

B H{EELAHHIFT (Operational description and governance of the scheme ) :
< EESEENLIFEY RS AA SRR -

& HEETENEESTRE 0 FF] 50 A5 -

< BYEEREE T AES(E ToT 32f51¢ 0 TEl 1 & 5 TRUTAE -
< RBEES S A E R TR/ N T R

< EENVSEIAERE - AR - SCEIRGIR 1~ 3805
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< EBEFEAVES AR EHE E A an B R TPy E PR E EUR AR
41 (Products evaluated by the scheme ) * Jij = A& s o fE AR »
AR AR IC S -
#FAifi 7774 (Evaluation methodologies ) © F¥{% 7374 2 £k FH &S = J7 5F A
(Independent evaluation by an approved lab) 752t » HA 10%0H 4 257
FE#EFE (Self assessment) A5
% EHEy= (Evaluationlabs) : 3T 80%HUsREmERE 2 CAURILEER =5
B
< PEREFE (Evaluation process ) : T 60%YAS £« 7 K5 B HrELRHE (RS
( patching and assurance continuity )
< HIEPEE (Testing process ) : JH[E{ U774 ( The attack catalog ) Z6FHHE
F/NHFTEGET - BATA G R B BRI HE S - 555 MES NI IR B IR
4615 (source code ) ~ THAEMIEL (Functional Testing ) ~ 275 I
( Penetration Testing ) » DL A% ~ #1551 ( Development and
Production sites ) FF&E ML ZIEFTE A, ©
BB & B A ZE A # (Compliance with Art. 54 of the Cyber Security
Act) * i 60%HVHGE Z kA G H AT M En B B il VA% -
A B By (R 4845 H ATEIOMAY ToT SREREEHE 2B EHAF S8 IR E: - H
A] DU R e 5 7 SR L\ BR A WA (& R SR - HL NS Lhal
59 A 1 #PELY Common Criteria FrfH#%  (HEVE f#H 1] LLEL Common Criteria
ARETEE AR H B AET R B B T -
SESIP: A Practical, Operational, Lightweight CC Methodology
AR E B 20 T3R5 B i S ERREREEHS 2 0 Wl
soEME 60 JHEN - B R HAT SESIP sl e R FHEHERE - el R
Common Criteria FYFREAE M AROCEUREEE - SF 2 ROCE RS ER R -
PRAE — A A - S RTE s (o0 A\ S A G FH B - (AL - MhiERAE
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Y TAE HAEERL—{E 7] #(F (Operate) H AR {E (L (Optimize ) #J57

—{E RAFHY R BaEe RS 2 A 2

e F 2SI I E ] THE H H 5538 v #£5Z - H AT Common Criteria
R

CERESHVEL 7y ATE A (re-use) -
(EHESER AT H AR EBLT A -

SCFRPRMIEAL (scale) HYBEGS

SESIP HYRs a2 (5 A — e = B S 2 nT B AR SR A AT ESESS - (115
B2 S REE TR - S—(EReERS PP e tnyZ
EER > BRH—EUERIT 7y > B E ARV RKIHH (Fixed
requirements ) > EFHHVEEEIIRAN DA GREH ERE RN ERFIEAS
¥ o SESIP WYEREEHE 0 K 5 4 SRV FUE IR Y B s
KTy - ol - [T #kGE -

B T4% : B EAL4 + ALC_DVS.2 + AVA VAN.5 » S[EHEEF CC B
5 o

FVULR © BRERE T B Z IR B2 E M -

F=ER T EAERCE T ELA TR AR B2 B -

FER T AIRA R B2 A -

F—8  HRGTR BRI -

RAE AR A TE YRR /T TR T e A A R R A
BAEYHEEGMER (BUs) sSEEBA RN AR EAIEEER
FAERCEHIRE ST (BBIUAR ) - B iERE B 286 = T AL - ToT g o) U
HAMER TSR e 2 R PR — (] S AR BRsE I s - A R AR S
—& CATESY) SEmEmd (—EEZRLE) -

SESIP ZITE¥HEEZ5RE6HG % - (588 SESIP BRadfyaEm » fEHUS
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S HAE AAEEENT - BAE - HRIS RS (HEARE] & (2=
FopHT ) BB RSP TR R iR S o TR TR [ R o
SESIP )0z )7 =t Er 2 LR F B B H BCE R e aa T 2 e -
H 7iif SESIP T4 8% 2,45 ENISA IoT guidelines GSMA IoT guidelines-
ICA Secure ( Alibaba Cloud ) » DA Kz IEC 62443 4-2 - fy{z & e HIRA Y
OHTERE - ZEERT SESIP Bl K—4RHVERESHG £ - ARARELATHE 500 (]
DL EAVEREEHRG 1 > B B MER S EARAE -
EUROSMART IoT Security Certification Scheme (eloT SCS )

Eurosmart J2&—& 1% R0 E R Ml aEEE - MFTEEREK
IoT Y% - FJE loT ARBENET2BEAEEVIE - HAEER K
T B — B —EAEZR AR - (EB R B i AR 0
FEEERE Ry e R A T B A ER R0 AG % > Bl Eurosmart IoT Certification
Scheme (E-IoT SCS) - HHALZEE—{ELL IoT Al Al B fas
B RV RREG ~ BHVERL 2 E0K - H S GH m R R Bl RS 4
EIRFENIEREOK o ZARFFTERIVIE R FER o Rym P = - (REREOK
AR MEE AL 2 E PR T AR B 7% - PREOKER EFREK
FORAN » MFTRIRIER A IR E TRV E - B — A e B
FHVEZE - SREKAIEEORAEIRE B R B B A B2 A B - Zat s
HG ZIEHL 13T 2 BB ie 2 T BRIV EF B GRS B E A&
AT R EEE - DU R85y mnE fred ( Adapted Assurance Continuity ) ~
FEFHYRFES 1% ( Active Monitoring/Vulnerability Surveillance ) » 2 2&
ST M43 ( Conformity analysis ) 1555 5347 ( vulnerability Analysis )+
BB RS A PR S BRI L A A S EORSN  tf2 BE el TRARAY A
REG - W TR R SR EE Fr FR ARG AE - PR Bess(E: 1 (EAH -
ESR AT E] 3 HAK - SBE FIRFECIR R e 522 BL7 B 4G 2 Y BT HITA
ai (pilot certification phase ) » Wi H 58 L AR HE DB RUR AR5 HY T =000
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ZEHEY » Bl K5 T#E https://www.eurosmart.digital/eurosmart-iot-

certification-scheme/

X-Gateway as a Modular Part of IoT

X-Gateway {55 5 BOMNHIBH IR AREZRR GAIA-X HZE - —fsk
£ 1oT FEFNEEBRBIIERAS - EAGRETERIAE LR
SR ~ U AR EERE - BT RS B (5 P U B
ff > Bl ToT AERERE o ARZRHY IoT ZERMASA A ZRAR ARIES
SEAZH  WAEFEL ToT P SEEE 2 BBl B EhE 1T 2R - Wit
HEZ AR EEE PR R AL AR — » BRI E S R
BEDAAERE - A E U BE R 2 S MBI R L BRI B AN E T
1F o

Je g B ARG T et e ks - (HE/DFEEIU(E™ X > i
SNEEIESE 7 Ry [ A e i R B (R E ] (27 Ry afisdil ] -
(ZaEEA] K [ - BB b2 2 ksiaty o] DUE
##% Common Criteria j21EHY T EACZRKEEFA (re-usability) S AKEE
- BERT - EEREN SRR SIEEE > CAE SRR > B
G AL B EEE A FRVRES: > ToT [ E N RS2 2 i e L
[REzEHI SRS - A FEERRSEREN &SR BEE - AUt s
kA > B Common Criteria {4 R £ /> Common Criteria S48 HIRR T4
DireERI%E (PP) EHMVEDK » HEKAEBRAEAFERIZEX - fid loT iy
L HEEH SCA 1oT SE PP - [fiffi#iZ /g b - Al SCA ToT SCA
PP R EFEIH{EL Common Criteria 5isd #8 202 2 ZOR A G REER S
HAERE TR S IRE 5 A SRR oT 250 %EHE A -

Common Ceriteria as Backbone of 10T Security Certification

IoT ZEEHVIE AR - (ESE 2T BRI aE s - Rebifa st/ BUSp R

il
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HEMD > FrEURHEER (TrustRoot) MG A R EZMEERR
BRI - RyINNE 10T RE [HEREA)  [IREEER] & (4
PE 24 ] B - 444K Common Criteria B A8 HIRA - Bl %)@
KT ARG L 2B R rfTHY )5 7% » #5%E€ Common Criteria » {%
Common Criteria $2ft " —{[&— ST HEE S - AT DU ToT %485 K
TSHEG R 22 R T2 -

HRTECNA REAVE B EAM ~ Bty Bk - SasEs
HEREEHG & > AU E8E0E » 1E¥ oT AYRHERE R I p 2RATA /1N
AIPRIFE - SESIP = (iR 2 Frfe LRSS - Blse (A [E iR &
[EHVISHARE E IS - (15 C AU — Bty i ] DUPR R A B A R
fbgseAe TR 2 EK - DI I iSRG R -

OWASP IoT Project: A Great Ally for the IoT Candidate Schemes

OWASP B S 41— EREEHS % - FRIt B =l ] sE S E
S EEREE IR - OWASP Higftik BB SE R My &L 2R
BASEEARGIR DR - B 23R E #RaE i 25 [ FE R e dift > LA
SAFHINESS R RESS (Threat Landscape ) HYSEL -

OWSAP IoT Project » EL47 17> 2014 Kz 2018 #8745 ToT + K #EzRAER:
et o TRERESNST 10 i ToT Zdufas BB S I 7R B o Y B SRR
T DA - s R AT EIRG /34 (Firmware Analysis Project ) ~ ToT
¥ TH (IoT Attack Surface Project ) ~ IoT FfEZEEFE(E (IoT Framework
Assessment ) ~ %5347 T B ( Byte Sweep Firmware analysis tool ) 5552
ETAE -

2020 4> OWASP FHE TR ES) [oT Security Verification Standard( ISVS )
B2 - ISVS FAES ToT e fEHIERY TEF 220K > [Fkie i AE—
LB EORYIFR - ISVS g A e 5 (HE/ER E Gz mAlss -
T FE— & Y L B PRI AE -
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SR > OWASP #f IoT B2 =(H T/E /A
Seek & Understand 1 #5ERiF 5 HT 8 SR RE TR 15 L AR HU M i 20
B ZeF55] - 40 ENISA -
Validate & Test : RIFij#lt ISVS B ZEELFRS AT T E A%
Governance : %184 BEEL AR 4% 10T A F B SR Bl R BnshIfe - s hd

2% ToT Security Framework & -

(7N) BiBLEEEr (Outlook/Opportunities )

L.

D

SOGIS View on the Cybersecurity Act

s e AEENE T REE R ERE TR > WRRITIER A&
MU EFRE B/ E &R (Senior Officials Group Information
Systems Security Mutual Recognition Agreement, SOG-IS MRA ) ##fa £y lER
IMFL[EHERITTZE (European CC Scheme ) ©
SOG-IS MRA fgfikt

AR 2 AR 2 H - BN AR B K tE B A B AT 5 A
SIS R 2 4 BEs i 2E © SOG-IS MRA {41, Common Criteria 5558 » Ffy
B HVEIOMERESEZRS - SBE RS BN TETERE - FBbssaviH
R LS E B 2B -

SOG-ISMRA HFiTA 17 #4488 - & & EE2BUER_ B EEN
A E S5 TT /B 5 e s o = g 2R - SR R AL e sy Ky
— 4k (consuming participants ) » [ 52 RUEREG AR AT AT T S Al
so 2 EALA JI B PZRESH 2812 (authorising participants ) B E > Fimaii]
B RTZREFRHEE ST (&R SRR ) SEiieZ25sg s EALT §Y
SRt -

HR e e AR T BUR B R L 2 s tE R - RIESE SOG-IS
MRA E il Z &R b - SRR RN RS T RIEINTHTE SOG-
ISMRA WIEBIEANRG & - A HEZIEBCERE - AEAR oT KE > e
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= R gEs T FAEI RS IR L B > DU RBONEREE 5 E (b

(Market fragmentation ) HE(EFAFIEE - THI5HZWLLET > FHEHHE
IR ARSI HE SR H A MER = 1553 - 1f1JF SOG-IS MRA JREEZERL %%
R 7 I o — 2L -

Organisation & Operation (1)
SOG-IS MRA Membership Status

[B Consuming Members (no National Certification Scheme)
[ Authorising Members

in addition: Observers from other EU/EFTA nations
(involvement in discussions on MC level)

( 17 Members:

Austria, Belgium, Croatia, Denmark, Estonia,
Finland, France, Germany, Italy, Luxembourg,
Netherlands, Norway, Poland, Slovakia,
\_ Spain, Sweden, United Kingdom

B S e e T e I e T

17 SOG-IS MRA & 2]
BRCR - S

Organisation & Operation (3) SOGIS
abe - . “« » serio s Growp
Certification Bodies (“schemes”) e
National Certification Bodies (“schemes”)*
("Qualified for ,.Smartcards and ) Bundesamt
Similar Devices" and ,HW mm,?,m * fiir Sicherheit in der @en
Devices with Security Boxes” | Informationstechnik
L up to EAL7 ) ! ' ! |ma| Cyber
. s ) apart of GCHO
Authorising participants ‘ : e S
for all products up to EAL 4 CSEC SERTIT  crsconmmuttumuriosn
}{:g?gﬁ‘(}dﬁm BUNDESKANZLERAMT § OSTERREICH
Regulatory Authority
ANSS| | ‘e NASK
l L ormbo u' )
b NATIONAL CENTRE FOR [ R
B O R T e ()
* According to www sogis.eu from18.11.2019 L O N I et a8

18 SOG-IS MRA & & 2 B1 %4k
BRI - R
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(2) BUNEEZRHEEREE
Bl R E G R EEONE B 2558 TIFE (ECCG) KAIERARA
Him e igsg TIFE (SCCG) EiR% Tttt H B R RS =X TIFHE
(URWP) » BIZE3K ENISA K H Al SOG-IS MRA it fy i U 5 i 22
2858 7728 (CSAscheme ) - SOG-IS MRA & HI 7z B 87 3 T (A A BH
AT AF - WEHE AR FERYBIOM 3 [E] 2 Al 77 £ 5% (Draft Proposal for a
European CC Scheme ) ©
HEREE T2 (HZ) t4LL Common Criteria ffE4E » B {3 48
(protection profiles ) fi7ICzE S HAY o FELZE E A LB IR HI4a Y s
ie 0 HA KRR E AT SEZ S REERETEA > EAnFE
Felpzg (self-attestation ) » JRA I H Y E IR A B Sz fn AR S ARG
2 o BEAh » FEEHGE SOG-IS MRA B Z B g% 4% ECCG - i57Hk
ZEREEZ 2 L EME (national cybersecurity certification
authorities, NCCA )~ BUMFEL[E] R A1:E T 1 ( European Common Criteria
Harmonization Group, ECCHG ) ~ BF4ERS EAE %72 /5 (ENISA) ~ 77 &
VR4 ( Conformity Assessment Body, CAB) ~ &l 2 &b {lialit (1T
Security Evaluation Facility, ITSEF ) ZE4H4% -
ELZEEAEAC ENISA » 2020 4 P4 e AT W E Ry &l L2 Bt )i
e H -

2. Overview of Current and Future NIAP and US Government Certification
Initiatives
KGR B 5 & 2 = a8 (- F (% (National Information
Assurance Partnership, NIAP) [l & Fij 26 B & @ 22 2 s B ERL » KR ER
Y L e s U7 AR BN IR i 2 e S [E R R B KR 77ER ( common

criteria recognition arrangement, CCRA ) fH& 2 H]&E
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(1) EEEBETEERS IR

FEE AL R PRER B R A &R e B L (FISMA ) ~ Ji
FE R EEAEAEES 140 5% (Federal Information Processing Standards, FIPS
140) ~ BZRZ 2 an<E 42 %% (National Security Directive 42 ) ~ [Bi|Z7H8 %

= TREE 11 5% ( Committee on National Security Systems, CNSS
Policies # 11 ) K E[jERFET~ 8500.01 5% (DoD instruction 8500.01 ) %5 o
AT E > PR R TR PR R E A T

< 5% 1 AE B 17 4T i 2 5% ( National Institute of Standards and
Technology > NIST ) : FIPS 140

% NIAP : SE[EEH]

< EIPGED © EEREEE A E S B (DoDIN APL )

<+ HEF5E6 (GSA) : ElmfRmsHy g ar il KA e B R

g

=

o
ggl’

T2 (DHS)  RAL RS BT 2 TR IR -

]

BRI > T E R ERE A A M E R = TS
P (tests for conformance ) » £AHRH 1B HERARESY (validates) J5 ] A2 2 (i
H#&EFE -

NIAP £ NIST BBt 2 BZ AU B 5% & 5 B EH Se 45 P [ 268 R i
(IAHRAEE - 560 H R BREs 5 Z VR AL B BRI A e h ny R
J& ~ BTSN ~ BTk & A an FHAEVEEE  (Assessment ) ~ {73
BT EE

6

7

T FR T i e B4 FE A B 128 (Federal Risk and Authorization Management Program,
FedRAMP )

Fir4

E22 K 4Ef# 22 (Continuous Diagnostic and Mitigation, CDM )
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Testing Flow

- - 2=

19 SERHE i & il 2 B
ERACR © S R
() EXRMER At ERA AR R B

SEEEAE ZREE R (CCRA) {4 1997 5 > 3R ~ 1K~ 74
* FEEY ~ TS SR SHIRHIAR - 14K 2009 BIEINCEILRY 2014 £
SRR AR 2 - REET PR EERIRIRE KR E 2018 42 9 A UK ETF
HoZ=7  BUrFERAE R R 2z 05 - i EEEN
B2 AR AL — E T BREEAE IR RAE - JRITH A D B3 [H]
R BB A B2 PR AT REE 2B & S B M % 5] CCRA
ZGHELSEIN > ZREFEIBOIE BB 2 o A
CCRA & B ZHHIGTE » TRAJRES [ B » NIt EENLS S -
H AIFREC IR CCRA NBRER 8RS 227175 [# 2 52 84N » a4
B2 T RARACE T A AL E R A B T 2 - RECEBEE N SR R ESE » IR

A {LEL CCRA & 5B Z IR & 1F -

3. BSI View on the EU Cybersecurity Act

(1) KL% V.S EERILE
EXHBIEH S RE ~ 155 (REIDAIEIEE i 7y Ry/KoF K2k

HMAHH » AKPAILE Ry RS B FHEIIESS - A1 DU B Ry BIRIAHADL
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FORE DB (BEEMZ ZREOR) & TET ) (WECRE B 25
7o L{FHE (ECCG) » ENSIA HE TE/NH (AWWG) STEZHEAHIE )
FEDIE S EA (A0 ~ 5G ~ loT FEMEHIS) [ EEAILEANELL
FESE By TRETM B VKR ~ 55 - 41 GDPR -~ eIDAS 55 o BUHAERE 208
EPRAKPHILEIRE 2RI H ST AT S B E L R A M HEE TS/
DU RS I E BRI 2 s — 2

Horizontal Ingredient 2 @

‘%a = Y s‘@}
Scheme Development S N S
% = 5 & F
% 22 5
o) - <&
e T,
N o S
AY /’
'f

— LEU — =

[
Cloud || 5G

/ 7~
/\ ) ) I./-;} ) () /
TR N NS N
20 KA A REE
BRIAOR © FE R
Vertical Meal
Sectorial Regulation f.’,::'
dients *
o 7N\ fow )
,<f f)&,w £ :"J‘/.'
GDPR elDAS
|
L»\_‘_‘ I— . o -_;__/

21 EER DAL R EE
BERIAR ¢ A
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Potential Usage of CSA

Harmonisation by Certification

Market Needs
/ é A
> /DG DG\
7 BMWi BMWi / )
/ ; - . ./ Connect \ ~ FISMA
S x b4 .
- S 21 £ 3
o O o o o
:;.0 = Harmonisation / Migration a € é a
= MSs and EU COM & 8 E =
g g - £ g
w c B c 3
4 = th i
v

- ] ]
. [ DG Connect

European Certification Framework
Horizontal regulation - voluntary

National Certification
o= Framework

22 BRI 2 4 AR A T3
BRCH
(2) BSIHNEBEZEEE T X EENVZEE

B & B e S 2SR A e B — I iR e 5pse y R ILA
ZefE > HIEEeEn L 2 i F e E M EEE L - TR
L PR 24 ~ ElmE AR ~ 5G MmEfagEs - YIS - DL SG R
HEpE R0 - EAERES L AR R L 2 E T e —BEE ey 5G
T B8 W #8F1 Common Criteria 5, Basissicherheitszertifizierung ( BSZ)
o IRAKRE s 5G 35 < BBE8 i REER 3GPP B GSMA FirffEtHi Y NESAS

ENFEREE AL 1SO 27000 Z:51 -

Hypothetical EU 5G-toolbox and EU schemes under CSA

~ - fuopenn | DG CGI’IH.CK“““‘H\ » Creation of harmonized 5G-tools in a EU 5G-toolbox,

(e ) based on certification schemes under CSA
CSA NIS 5G CG
* Harmonized product certification under CSA
EU EU BSZ oy (Common Criteria, maybe some version of BSZ)
Common Security
Criteria EU — * 5G Infrastructure product certification scheme
NESAS worthines EU NESAS
IsO
- ———— 1127001 | * System certification based on ISO 27001 or similar
F‘Epn_serlmmponents - _—_ - approaches

- EU 5G-toolbox

23 BSUEEHY 5G Bl 2 5pas T # AR E
BRI ©
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() HERRLEIERIFIRIT
MRS LR T1& - AITHEH Z (BSREATT
L
& SECPAR BLEREE  MIRVTEE
< SIAREERY AR (scalability ) ;
< RATERSETFESIMZOF R
e EAEGT AT S I BRI B S T HE R AR Be U K (R
RS AR AR
<+ (efER G BN E BT 0 U7 T AEA R B E SRS T %
& SRR SRR A R BB A S AR e AR B ES B
LRl o
W GEL
<+ BURG BERFREREE R VR LA
& FRHEL GRS A I A e AR RIS A2 SR A SR E
REHEM R Sass 75 B — R
<+ B BRFBEREERE T E B b R Be s 2 7
BHIEEAZSE (Accreditation system is the default ) -

4. The ROI of Security Evaluations

() Z2EBIREH=R
LSRN B E R L S EEIER - BREFRGBUTZRIN  HE
HEBN R KHVEE R E B E#H % (return on investment, ROI) ©
EHREEAEE 2 FERT—IEB AR HIEZ 5
G RO B RERE S RN EEE S A LR
RE] R 2 0 A SR LD & R = [l (Ugs D FRDASE & (FE )-

AR L E R A U R 2 hess - RIRTRE Sl Ry - B2 225
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ra e AR = Bar s AT a I EEFR DL ([T Ry S:58 R AT IR ) -

24 RS2 Eass i B iR A=
BRI © S

Q) ZEESENEESE  FaE%  BRER - /8 ERE

BN FEHIEE B E B o I EHE K g - AT Z e As s
BEEANDECREREF A ZEHE - NI HEE R HEEBUTES
(compliance ) + BUR{EEZE (goodness) » SIS HGR (T (liability) &F
H) o
BEBUNES © Ry TN E MG E E i 3EFR 58 i BIBUR I E
HIAE R 2 2 B ZOR IS8 - LIRS 2 T 5 e 2 B EE S
{REPHUR R EEZ A (content) BEgi& M (strictness ) WFAAIZER © %4
BsS N SER ST B C AT & raE 48 A &5y E(E
EE % (REREAZERE G AR REE ) - 28
FoR 2t L e R EORMES - Al s siarg EE (R A
TR/ VERERG YL RE) -
BN FEESE AR ALE MK Common Criteria FiiE > ATie 2 (ReE 3]
48 ~ 2 A BB G s S IR B DU R R L 2 T RE IS RS N R
PRIt b SE B SR B R A B o H B E kR
LA e A B SRR - AR EHIRE TG S ReE g EELL

HiEE > QP 2hassEES PP EETE - SHa g
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PREE > EIBFEAE T T RE A R an B DA T EEESEAEA -

W EESGEE RS hase Y AR o B - LR EUS
2 lgRa ) B AR anbr R S IR S 2 R iR
o RHMEERE - iR - XBER - Qn(fHEE - HEKHIE
e EAREATARE (NAXREEELITRER
e A ) o EEARTLEN - QIR EIAEP T AL REH By

B el T FHER - ESEIL=HNER - AL =g

RISR(E(E - MOEEHEGIE HAY > JRR TR ess 2 RIBMAME -

() £Rk&RI%Er (Innovations in Assurance )

1. Addressing the Continuity of Software Security for Embedded Devices

PHEH RS BT AR AT S - B i IREAVEES - ¥ ToT %
g ARER W —E A HUSEEERY 10T Zm R B AREE -
SRR TR - I HEE R RS 2 s E R EAERE5]
SHE ST o AMTERN S (s B SR 28 > (IS mpa R E A
{E e it S 2 = HYHRAS - 11 & ¢ Common Criteria B2 ¥ EgRE T REHYEHE
SURERT-ERTHIR - ERE TR

AR — (%G T =AY e B fRaE > 15 DL B A ( Accumulative ) 55804
BT [FEENMLHE] - [ZZEnaachss - i nl i 2 Rl S i
] [ REUHIEEREEF( (Deltaevaluation)] K [BEFZZ e8]
T2 H SRR - EERHYERES T s B G M - LSRR
e FORT > TN SR AL BREEH ARG -

2. Updating Certified Products
Common Criteria ¥}J73 7 i ¥ Z HUEW T -

B R ERERE AN BENEMEE - Hat bRl s
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( Evaluation Technical Report ){/35F Common Criteria 15 % » RAEIEIE
W EREE AR AR SRR AR - R E TS (re-certificate ) -
eSS K -

e —E IR E 1.0 RHELEN®R &F 1.0 AL
B RV E e T ERssny - (i atsit  H8EUURM 1a
F o

PRECE TR0 558 (No changes prior to recertification ) HYSREEHS
% [ Common Criteria 4 » JAE] CSPN K PHHEA LINCE JRERELIFIZE -
PRI » BEARAfmEEnR H T -

—RERH PG (T A PRELE Z)d5 AA% ] (speeded-up process ) -
TERER-RAYERESHTH] EMVCO DUREE] FIPS 140-2 BRg PR ALt 752 -
RISy sy » REmE A ER =R EaNE B L2 EmE o

(Security Impact Analysis ) » &8 gy 28 35 & — SR % - B SR gee & -

i Zy s Atk AT Ry SR T AR EAE ik RS TR
BB EE - BB ER A E R E TS
LB PR AR RS S B AR R ETEE - e RlEamka  ZE &
Biss SR 2 RIS - AL RE B R R S AR AT e R - £R
FEEHUEZ SRS A SE B &4 Common Criteria #§% > CPA -
Globaplatform 4H%%J Common Criteria %% )\ & Eurosmart IoT #%%, - {H
EERHESLUEE - HAR G At Us B =E T - BIREA
DUEEmBAs MARHIRAVE % » SR E MR BE - R g5 [8Hi%L
R HUSEB=NER ) B EREmEEA L 2FHERE
BEEE T AN S -

Agile Assurance: Modernizing IT Product Certification
Common Criteria 1 FIPS140 Bgzg &0 2 L& HAD 80 FRHVEY) » #
S

PNEUEIEAR > (HESEDAEN TR E RS - BEEEYE
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B AETH - B ST an R (R UG 385 ERF e Rady - g
MBI i o DN Rt PE an A TE (R HIEE -

SERCAPLEE ST IT FEhn - — (&5 (8 ARSI 2 54k -
PRI > IR E T SRR SRR (L - (E1SanE PREG AR AR Y S R B
7 o mELATHTEES LTS

SEULIe: PN WaprS

TFRATARTHERAD AT 5 E#1E - BRI E S 2 nT DU B B A A 4R
{e/y - BIAI-FEZE EBEHIET ~ (o iR - RS - BB R
LRSS U K AT iR R E Eh{E 7 (F (Expand Automation )

B KRG R AR L n R Y B g B R E Al DAL E SR 1T
ONE U 2B S RS IR B R VB RHERD - IR Sagdie -

ML TT% - SR BB EHECE 2 A LUREREE R R IE = H 2
A NEFIPEE - HEMFHI L FEFERERER > SR
HEBEBEASHEA AR - T HFEE B HA—EHVEENERE
RAFAVHIEEDK  [FRy - Besgtfi t E R D WA iE L a2 - A

SRR B o

Making Evaluation Schemes Scale Up: the Tensegrity of Process and Product
PltinZe e Rl - R an B84 il EE R (BB o E R
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