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5/9 Meeting with German Perilla (Director of Honey https://bees.gmu.edu/
Bee Initiative, School of Business and College of
Science) for the topic of Honey Bee Initiative

5/14 | Meeting with Jo Ann Henson (the business and https:/library.emu.edu/
economics librarian at Mason) for the topic of
library resource

5/17 | Meeting with Dave Jordan (Vice President, https://www.missionsecure.com/
Mission Security and former CISO, Arlington
County, Virginia)

5120 | Meeting with Jeff Matsuura (Attorney, Alliance https://alliancelawgroup.com/jeff
Law Group) for the topic of technology law and rey-h-matsuura/
intellectual property rights

5122 | Meeting with Kerry Bolognese (Director, Federal v https://relations.gmu.edu/conta
Government Relations, George Mason) for the ct-us/kerry-bolognese/
topic of the US government v https://www.fda.eov/medical-d

evices/digital-health/cybersecu
rity

5/22 | Meeting with Dan Fleck (Research Associate v https://iecexplore.ieee.org/docu
Professor, Computer Science, George Mason and ment/7433335
Penn State) for the topic of DDoS and medical v https://www.altrixmedical.com
devices /

5/23 | Meeting with Christopher D Magee (MS MLIS, https://www.zotero.org/
Social Sciences Librarian, George Mason
University Libraries)

5/24 | Meeting with David Bulova (a member of the http://www.davidbulova.com/
Virginia House of Delegates)

5128 | Meeting with Joey Hutcherson (the U.S. Data.gov

and open data programs)

v https://www.opengovpartnersh

1p.org/about/about-ogp

v https://www.opengovpartnersh
1p.org/participants

v https://www.data.gov/
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https://library.gmu.edu/
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https://relations.gmu.edu/contact-us/kerry-bolognese/
https://relations.gmu.edu/contact-us/kerry-bolognese/
https://www.fda.gov/medical-devices/digital-health/cybersecurity
https://www.fda.gov/medical-devices/digital-health/cybersecurity
https://www.fda.gov/medical-devices/digital-health/cybersecurity
https://ieeexplore.ieee.org/document/7433335
https://ieeexplore.ieee.org/document/7433335
https://www.altrixmedical.com/
https://www.altrixmedical.com/
https://www.zotero.org/
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v https://obamawhitehouse.archi
ves.gov/sites/default/files/micr
osites/ostp/us_open data_actio
n_plan.pdf

v https://project-open-data.cio.go
v/

v https://www.ctg.albany.edu/me
dia/pubs/pdfs/USopendatapolic
y.pdf

5/31 | Meeting with Marilyn Smith (Vice President and https://its.gmu.edu/about-its/strat
CIO, and Curtis McNay, Director, IT Security egic-plan/
George Mason) https://its.gmu.edu/member/maril

yn-t-smith/
https://its.gmu.edu/

6/3 Meeting with Duminda Wijestera (Professor https://volgenau.gmu.edu/profile/
Computer Science, George Mason) view/13535

6/5 Duminda Wijestera, Professor Computer Science, | https://volgenau.gmu.edu/profile/
George Mason view/13535

6/5 Joy Suh, George Mason Library https://dsc.gmu.edu/gis/

6/5 Meeing with Prof. J.P. and Serge to sharing my
thesis and dissertation about cryptography.

6/6 Meeting with Falahyar Fatmi (Falahyar Fatmi 1s https://www.afa.org/

the Chief Information Officer at Air Force
Association. Falahyar provides leadership for the
continued development of an innovative, robust,
and secure information technology environment
throughout the Air Force Association. The primary
responsibilities for this office encompass a wide
variety of strategic technology issues: governance
and policy, resource allocation, IT protocols, and
the Air

Force Association Information Technology
organization. IT provides support for field
operations and technology, delivery of IT
infrastructure and services, information security
systems and compliance, administrative systems,
and client support services. Falahyar spent 20 years
in IT roles in both For-Profit and Non-Profit sector.
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Falahyar holds two Masters in Technology
Management and Information Systems from
George Mason University.)

6/6 Meeting with Christine Pommerening (Professor in
the Political Science department at George Mason
University)

6/6 Meeting with Rich Kauzlarich (Distinguished https://schar.gmu.edu/about/facul
Visiting Professor at the Schar School of Policy ty-directory/richard-kauzlarich
and Government at George Mason University)

6/7 Meeting with Kevin Yin (Chief Executive Officer, | v https://www.sitscape.com/hom
Sitscape Inc) epage/

v https://www.sitscape.com/hom
epage/leadership/
6/17 | Meeting with Joseph Nolan (Principal, Multi- v : . .
https:// Jinkedin.com/in/
Discipline Systems Engineer at MITRE DEAAWWIWAIICCAn, COMARL
Corporation) seph-nolan-256a4110
vhttps://www.csiac.org/
6/19 | Participating GMU Cybersecurity Innovation v hitps://www.cventbrite.com/e/
Forum ‘
3rd-2019-george-mason-univer
sity-cybersecurity-innovation-f
orum-registration-5396062568
4
6/20 | Meeting with Linton Wells II (Executive Advisor v .
https://c4i. .edu/2016/02/36
for the C4I & Cyber Center) B5./L L ETILORL
04/
v hitps://inss.ndu.edu/Media/Bio
graphies/Article-View/Article/
977343 /linton-wells-11/
6/25 | Meeting with Sebrina Blake [Chief Information

Officer (CIO) Administration for Children and
Families (ACF) U.S. Department of Health and
Human Services (HHS)]

v'https://www.acf.hhs.eov/a
bout/leadership/sebrina-bl

ake
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https://c4i.gmu.edu/2016/02/3604/
https://c4i.gmu.edu/2016/02/3604/
https://inss.ndu.edu/Media/Biographies/Article-View/Article/977343/linton-wells-ii/
https://inss.ndu.edu/Media/Biographies/Article-View/Article/977343/linton-wells-ii/
https://inss.ndu.edu/Media/Biographies/Article-View/Article/977343/linton-wells-ii/
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Zotero W] DLE BN FMIFTRI BRI H A2 - ST FRLEE — T B ] 748 H R IR (Snapshots)
SMHRAE R R4 H B & PDF AE/ g —0f N A& BAE arXiv.org 1 = FHEIA (Preprint) ~
1 JSTOR ## S HHFISZ 2 Journa) BAE New York Times #I=#H » Zotero 4SS 4% T4
I - BI0AE scholar.google.com =5 cyber security FHEHSCE - €77 681,000 F&ER - HHY
H 10 45 > BEBERIE ER 4 A0 Zotero Connector > HFR Zotero Item Selector 1725 > {# A&l
AT DUBEE A S Y S = - A0 T

| ® oybersecurity - Google 8igE X+ |

{ < C @ httpsy/scholar.google.com/scholar?hl=zh-TW&as_sdt=0%2C478q=cyber+security8t. B % @ G

| EmEs Yahoo=E YahooZE=H | @ Zotero ltem Selector - O X p
( Select which items you'd like to add to your library:

= cyber security #| [HTML][HTML] From information security to cyber security
| | [HTML][HTML] Cyber security in the smart grid: Survey and challenges
# A survey on cyber security for smart grid communications
| [PDF][PDF] Digital disaster, cyber security, and the Copenhagen School

Cyber security issues for advanced metering infrasttructure (AMI)

{ [HTML] From information security to cyber S| [PDF][PDF] The myths and facts behind cyber security risks for industrial control systems.
R Von Solms, J Van Niekerk - computers & security, 2 Cyber security and privacy issues in smart grids
The term cyber security is often used interchangeably Cyber security and power system communication—essential parts of a smart grid infrastructure

1 paper argues that, although there is a substantial overl SCADA cyber security testbed development
information security, these two concepts are not totally

Yoo 99 WSIESTA R MHEINE &R ERA

i [HTML] Cyber security in the smart grid: Su
| W Wang, Z Lu - Computer networks, 2013 - Elsevier Select All | Deselect All Cancel | OK
Abstract The Smart Grid, generally referred to as the n
i considered as a revolutionary and evolutionary regime of existing power grids. More
importantly, with the integration of advanced computing and communication technologies ...

Codr U0 WBIATEST R ENCE 416 EIEE 0

A survey on cyber security for smart grid communications [PDF] ieee.org
| Y Yan, Y Qian, H Sharif, D Tipper - ... Communications Surveys & ..., 2012 - ieeexplore.ieee.org
A smart grid is a new form of electricity network with high fidelity power-flow control, self-
+ healing, and energy reliability and energy security using digital communications and control
technology. To upgrade an existing power grid into a smart grid, it requires significant ...
oYy U9 wEIE420 % MHREVE 4L MIFE 9 v

7 1 BIEE 25 Zotero Connector &k &

| & mipEs 10 081,000 AT (0.047)

Cyber security analysis of state estimators in electric power systems

Rt Zotero $REESMIIZ TR ST CEEIEH  HATSHE Microsoft Word J
LibreOffice » {8 I & {F RS0 2505 » WIFE TS | FIECAEFI5 S0 » AT A Zotero SMFR
S A SIS~ BIEEEC B R 4 19 2% ST bibliographies) » H: %743 9,300 TEE T
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Title Search Fields: | anthropology | | astronomy | | biology | | botany | | chemistry =
P hy |
Show Citations Y
(Hogue, 2001; Sambrook and Russell, 2001; Musk, 2006; Hisakata et al., 2016) fature
nce |
Bibliography
logy

Hisakata, R., S. Nishida, and A. Johnston, 2016, An adaptable metric shapes perceptual space:
Current Biology, v. 26, no. 14, p. 1911-1915, doi:10.1016/j.cub.2016.05.047.

Hogue, C. W. V., 2001, Structure databases, in A. D. Baxevanis, and B. F. F. Ouellette, eds.,
9390 styles Bioinformatics: New York, NY, Wiley-Interscience, Life Sciences Series, p. 83-1009.

* 3Biof njysk, E., 2006, The secret Tesla Motors master plan (just between you and me):
+ 3D Py <https://www.tesla.com/blog/secret-tesla-motors-master-plan-just-between-you-and-me>

. 3DR (accessed September 29, 2016).

« 3D-Pq Sambrook, J., and D. W. Russell, 2001, Molecular cloning: a laboratory manual: Cold Spring
+ 4OR Harbor, NY, CSHL Press, 999 p.

+ AAPG Bulletin  (2013-03-29 23:50:45) Link Source .
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FEILNEE - I DAMEG T B AV BIFR ReY S o RN I A 25 Y A L1 2 H
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Yivar

% o
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A BEEE  BEAR - R AMCE R FONEESTEAS - HeHEE—
&l e =14 BE (The Supreme Court) MIZ5AE N 4fokRe - NRARTEFE 13 B E3FERE
(Courts of Appeal) & T HE WF S AETEE G AR HIAHT E3F ~ 94 (&l
&5 (Federal District Courts) 8 B35 & INHY RS B RS 24 » FolElRED AL -
ROEISORER A E BE SR HEKMEREAR R AR -

2~ JNBURT * SREEE—SA TEUE S R > A ERYE LM SSEIE—FataaFAY 13 (&

e

FIHATF 50 BN - S5MEHE—EEHmbh o & District of Columbia) A &M —

M HRFEEEE » it KR ATAFIRYEERSEH DC Fi&E o BT BRI UM S 22
ML SR ~ 1TBUERE - (B ERERIFEUT - BRI

(1)

(2)

€)

Ik IDEMSEI NG BB T L - HHE R 2 244 AFEHIEMN
A EINTHE BB T BUE 2EEE - RSN AR B BT — %
FHRAReEaH R - e Re2eafibe - T BRI nTBERS K X skle (House of Representatives) ~ £
FPe(House of Delegates)B NI K& (State Assembly) » FEEZELASEATIN - FMNE
BREBIIE - Her% MBS - SFE TIFBUALUETIDESRS -

T80 AEMNNISIAARAE ~ sy - A dhZe e - (EFESR - BEFHR
SAERE 2 R & INHEE — (i S BB AR T S R RN & (R 2 2 4 -

ElA T AR THE NS AR RE RONE A URGERINE AT

ZINEAHEENEEE T - NBUFA B CEERER - (ERHEETEEER
BRFSBUR S BB L - HINE AR B R RS A - INNsA e AR
(State Supreme Court)2lfE_E&F/ARE(Court of Appeals) > {HHEABEIWIEA S -

3~ HOTBUR - SMNHTBURRIEER ~ 247 ~ B SR SINE AR E AR~ FE - #E R
BRSNS NS A FIRVITEE > —f® N acBR (% - County)2i[H]
A AT TR (County-equivalent) » HE S ACaEM » BE8 AR RIGLE o NHED

i

B NaghlE > HING A A B STERIF R ~ 31 - i A B IBTERE
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(municipality) » DU R B8 FAE(aT 35 BUR AR & B (special district government) ©

1£ 5 H 24 HE4EF JEno N aaPt (Virginia House of Delegates)fYi#% & David Bulova
I > S e E I THE IR - s e m e R 15 X > REbad B EFE
NEARBIER 17,640 SREAVHTE > INIL - BIARZBER BAGH » 1B 2R (E 2 T 0F
i B MR B PN AT TR Y357 58 24T - David Bulova Ay 75 JEREINEE 37 TTBU&(GMU fiz
AEZATEUE) AR » HARE T/E R 4&F Wood Environment & Infrastructure Solutions, Inc.fJ
BZELHE - BUTR I BIBUR AR SR TR RO ERETAR R AR -

PGS > David Bulova &5 24 5 e a FHBEAARERSE - 6% H AL 5
HEAERER R - AEDFSRGHESR AT - IBCEEERAIRAEREE © $THR
ERS B A AR LB (5 P TR ARG - BREREREE T UM T - DU AR
H AR AR ED - $HEETER A PRE TR BRAVE R AGRIN - IR ZENR 107 &
IERMfZAGIE 9) - R ARV E AR AZZES 99 fF > WRHR T EE 7
fEE > WWHRM Bl REr  WEREUN R & -

Wik Jean-Pierre Auffret <jauffret@gmu.edu>;
BlE:

Dear Prof. JP

It's very nice to meeting with Davide Bulova. (http://www.davidbulova.com/)

There are many interesting talk about education, legislation, election, and etc.

And, | mentioned that Taiwan had related rules to restrict the drones.

Sorry, | remember the wrong number.

The correct one is 400 feet instead of 600 meters.

We amended the Civil Aviation Act on April 25 2018.

The Chapter 9-2 applied to the activities of drone in the open space outside of the buildings.
Articles 99-9 through 99-19 are detailed, and you can see that on the below website.
https://law.moj.gov.tw/ENG/LawClass/LawAll.aspx?pcode=K0090001

| abstract the content from Article 99-13 as follows:

Central government (Civil Aeronautics Administration, MOTC) is responsible for the drones above the
height of 400 feet.

On the other hand, Local government is responsible for the drones under the height of 400 feet.

By the way, Taiwan proposed the draft on articles of “Regulations of Drones”recently.

But it seems to be under the legislative process.

You can see the detail on the website. (https://www.caa.gov.tw/Article.aspx?a=2292&lang=1)
Unfortunately, it is only available in Chinese currently.

May | ask you for helping me send the above content to David?
Thanks and best regards,
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9 1 T EREIRAMZ AR S AE 2 HE
(1) FAREUFEFHOpen Government Data)

FHE R G580 (the United States Department of Commerce)?EBfKE & Joey Hutcherson £i2HH
F=EBACEUN ERHOpen Government Data) » &L 2017 4 12 A » 30 #4BAEUN IR 1E &
FAIIN Sebastopol H:[EIRFEE T FEREURFE R 8 TR AN F Eos (i AR lr =GB AE
] FH(Available) > {HEE % HEEHYE ] HIVERA —E A A (Usable) 1Y E R} > 1 H g FRHL
i fE R 7 e B2 2% & 450w H B 1115 - IRIEL R 1 et Re T A/ NaR sk g L PE R E
R HA B AEET B ATAERFTEAE - WEEARE P IHEETE REHEZ -

2000 4 12 B » EETTECE M TEE E(Office of Management and Budget) 2545 —IEBARK
BURFHES (M-10-06) » ZRETELF IR BB TE) » W ALEGN 2009 &£ 1 H 21 H
P A RHE (Transparency) ~ £:Bil(Participation) fl1 & /E(Collaboration) 5 HIl s 75 B ERMABA
5y MEZAE AR s E N T TR AR » WM e ~ % - BIR L e KIHEHMERR
il

v B J& (Transparency) © 7 % [a] [& AR 2 BE BUT 1E 7E 501 788 DL 3 8 o] B & 1

(Accountability) ©

v 2:Bi(Participation) * 5% R HRAEUA KB ZERRE - DUFEEUN o] A2 E g KRB E

ARENEBUR -

v & E(Collaboration) « 2848 57 EHELREFIEUN ~ BSEUNHRE ~ RRIEAHARA R Ak

BEAAIEE > EREBUTIIREE -

£2019 41 A 15 H > EE4E4R) 5% B FIEUFERRZE(Open Government Data Act) »
2oL % o R E B BN B BT &R SRR - 6 RER% 12 & FHR (Chief Data
Officers, CDO) » 1&4& 3= Bl FEBUN P Ba I B A JEBRERHD ZH THES Fo i 28 n] sE S =X

(machine-readable formats) °

ERA 1967 F AR 2 Bl E HEFreedom of Information Act, FOIA) » SEHERT
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EEITRBUS SR T EIRER] » DU BUNERAE R R A TEUE R )T ERYFE7 1 FOIAonline
Folia B R 347 FOIA 555K S [al FE A 85 r Bl > £2 (45 25 4% B (multi-agency)HY FOIA BRER SOBHE T B
FRFFEEER A DIGR ERRH FOIA 350K s% 28 R R B P2 RIGE TR L2 - BFAT % FOIAonline
Ak EFRHER K - EEZRIAN 2408k ~ A s DU BB AR T E# AU EC s, - AT E
PEBELAHRRRER - UE (&S R AR B AT

(71) B4 ELES (National Cyber Strategy)

2018 ££ 9 H =R I [RE 4440 AR | B 4 ERES (National Cyber Strategy) ;> $1548E&
FHREFEE T o MECRE F-RAREAE AN TR ~ 48 A2 FAT HER A &
TTENFEATHAE » )RS 4 TR BB TS E R — ) TR R S A 2 R
HrERES B SR BEUT (ReE S P IEs E R > DU ER R RSN RE T -

B 7 SR BRI B IR B R 4R 224 0BG 4 K (Pillar) ~ 10 T8 HAZE(Objective) k2

42 TH B AGHH i (Priority Actions) » ELRFIEIANE 10 - i~ HAE ~ SE8E R BASHd0Z
2 o

ﬁ 3
= = B ik
m _. — = —
5| mEEize | REEERSE | UENSRAT | RAGELEN
]
|l BREARE) |4 RESREN |7 smmees| | o wmeed
A 45 — : p
B |2 WEmM@ERE| |5 HED@Ee %@’;ﬁgglﬁ Eﬂ’mﬁ%
- ERET) | g g | | 10.uEEe
3. TR@RER | (o wEEROME| O 2L BBk
B EHER ZAF : E
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2 SRR SR RS e - HAR ~ EERE R E AT

FEH A ERE =k Xisiii
—~ R | 1 WERESAEES | v RERFI ARSI e (B | 1 BREEEFEH - DUHECR
EE T | EERNE e FEBF &R AR R L | BiF S22
774 | (Secure Federal PERG) 2~ JE\f B B A AR R S
Networks and v EFSEPTEESEPTER | 5
Information) X 3 ~ FE Ml Ak e e e e

v RECRIEFSBUR Y 22 2 2
AR 2 4 A AR
v IR PR e UEEE - 98
{EESERFIREAE - W=
sy E T

v SR BUN A B 24
NS

B
4~ TossisEH R B %2

ES

5~ MECRBUSHEBLIETE
23

2 ~ HEORERHEARE
Y22
(Secure Critical
Infrastructure)

v BUFHRE R ZEE A B
O GRS B St AL LA
ZENHEE

v BUFHEERERFESE -
P & B 5 A ARIE IE R
SRR IEHY IR > T2
i

v HEERE R E MR R
H o DU RS
AIREIE A EE AHRR

v BRI RS 507 il
F178) > (ERERIZHVEK
By — >

6 ~ BT EFR BB LN
ERHY A B

7 ~ PR 52 B PR E A (B
T TEY

8 ~ Wi AN EL B (E Rl
P h A 2 = e 5 2 i
FEMEBR T 2EE

0~ PRERIR R

10 ~ GBI L A
11~ BB R i AL
HEFIbT e 5%

12 ~ BEE (S i el
S

13~ BEHEREEZE

3~ FTEAERIUTE
M=
(Combat
Cybercrime and
Improve Incident
Reporting)

v’ BUR R B2 30 T B &
fE - ST A GRS HI B
B BRIRE TR ~ THI
FEHAE

v SAER PR R ST
ik TSI
EIEEE:) R 2 S )

v AP IR AR S
E - FHIE SR ID TR S S

14 ~ 38 e RS 5 Rl PR AR
[ e

15 ~ AL E T B EH B
BIRA

16 ~ FE(ERAEES S EIU IR
SR

17 ~ B H s EUIERE
PNGREES: o

18 ~ SE{EER & EFHHY
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AR HERE

e

(38

SR ZIN

4 ~ B AR
A &85 (Foster a
Vibrant and
Resilient Digital
Economy)

v BIIRGELC LRI
v 5R{ESREI TS BRI
71

19 ~ BUF Bl s

FHRE it T S BB
20 ~ 4SRRI BT

21 ~ BRI EACA PR AL

st

22 ~ pEERHE KR

23 ~ HERF IR BT B Al Y

R

24 ~ BURF e #E4dES 2 2

anfy A A S ]

5~ BB REES
B A% I (Foster
and Protect United
States Ingenuity)

v R LRGSR IR
ElEE Dl

v REERETIE ORI o AR
RALERERITT Ry

v R T B i O <H At
fir - JOssEFTiEeas - &
FRALES  BETHEER
KR E R

25 ~ EHAE AN R E

AL R A
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26 ~ EEEA A (R
27 ~ It B A e

Bl 52 B

SRIUTE

6 ~ B EFH V4
Z N J1(Develop a
Superior
Cybersecurity
Workforce)

V RO TEREENASE
MG Rt (Z1E S 40 S
A HRIHE AL

28 ~ BIL A A BEIEE

20 ~ BEINSREAERA S
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30 ~ fnsREsE A 2L HE A

)
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FFFIT
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17 Ry s b4
EEHVER E M
(Enhance Cyber
Stability through
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Behavior)

v SRR EIPR AR RE L
ATl Y 4 2= [

YRR A
V'R A e LU T
(R EE=TNIEUW

v B ERR B S
FESFAYERRRE - DI HIEL R
AR FERRARETT
5

32 ~ GBI EER A A

i

8 ~ MBI E
77 Fs(Attribute and
Deter Unacceptable
Behavior in
Cyberspace)

v’ SR SR B A B 5
RS - HHEE SRR
HIRAUHRAEI TR

v FERIFTARIBIR TR ST
BATANEAPH (- 4R R
g BRI  FE

33~ AR E SR

34 ~ ReHFHIEA BIRR
35 ~ dHARE PR ER R R

36 ~ Fa B RS SR SO
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(T8 ) ~ %
B ~ B GRS BUARE
71

/-~ $8 | 9 HEBh A2 nEE | v EERIF I EZ SR | 38 - EHAERREREEET - A
FH4ERS | 1Y E 4 & N DABHI ~ A HAE ~ 0 | B2 Al RS 1T A RS SRS &
52277 | (Promote and Open, MR e
Interoperable, v HECRBHIAEES EERVEFE | 39 ~ BBhA FIRERI
Reliable, and Secure AR H[EEHRAEES
Internet) v [ IR B HIE R AR E AE | 40 ~ (I HERE SR RE RS 58
SR IR RLVBFED | FH R SEMAERES

iieF B U A I S22 B A EEL A
HIRE TRz A

41 ~ (e =BT 5
AR

10 ~ FETTERR4

v 3% (B AL B O R 1 B

P& AE = (Build I~ ATHRE ~ AISERL S
International Cyber VAR 22y L E FE S o
Capacity) S B A BB R T Y A %

E

v AEHEBEZESR > ThE
HpRE N R SR A B At
B EROLIER - FEIFE
INEELE R A E

v BILEEB R L2
77 (SRR FEATAERE E
SR

42~ IEEEEERAE R

N BSR4 ER Bk S (Department of Defense Cyber Strategy 2018)

EREFE 2018 £ T Department of Defense Cyber Strategy 2018 |

EAGPEER

SRS T EAE R AT S Defense Forward) » i3+ EHIT AR EIREHIAERE » LIEAS(TE)
BB ZR 224 U8 (National Security Strategy) B BRI S (National Defense Strategy) -

S BIRGE T T2 TE R B O SR - P DRSS 5B 8% e SR
FEEASRE - BT AU BIBEE expose) - B (disrup) RV E(demrade) FLE S5 BRI
YRBRRTACHE » (b BEE FIIA RS 2 AR resilience) » LURSTELALHAFT - e
R )& A I 4R T -
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B MR R IE B AT A el SR (B A E 4 RS 22 P U (S B R HIRE ST - 12
TEFEBR R L B HVEAEK - R MR RE P I R - B R R TR A BH R -
EREFEE AR IHIHERE I o BIPT A A ORE B4R - RRRE DL RN E 2 E RN
ESTCEE » S REAETE S 1% BRI B0 EL B 175 B A b st (Defense Critical Infrastructure,
DCIFIEE T2 5L H (Defense Industrial Base, DIB) 2 48 bz 245 » FoAMIi EHi 2 (defend
forward) PARH 1E BCFEART L 1 RS B AT 4ERE I Y » [EIRF R i S T ER R LR ET -
DCI } DIB 48p&F1 44 22 2 FE R T -

HX o BFGEE eI ~ BB (F AP n] e B2 B RH SR AL s i 88 A B K
BT RN ERNEER R > Sz B e g BRI G E EE R S EE ) - HAER
SIS TR SR T E A EE AR R AN E] R EHE T2 o [H
A B LAt e S B S P IR S el o S RAE P I S ER M R i B S E Y fe Al
B2 (Indications and Warning, I&W) °

F= > BIPELRFEER R MBI EEE - DR bR IhEERE ST 0 IREFR S g
ZEfE > MR AR S 0 DAMIR Yt 7 L E R %S -

B 7 R e A B 22 eIl 58 E A2 Rt Orlse & E0 3 Joint Force) A 5E B A 48 E 25 f IVATAS »
s LA RS 22 IR B AE 1 DAEE T E B E SESS > [558 35 BlRe R BB S i oo i 2 e A
WE > TR BIGEAVE S 28 2 e M (B E AR A i A 3 E B E i 4 e Y B A
) > BRI L S U RE ~ (3 N B PR RAE RS S E

E B[ Eh A EE E S B A AR A A s bRV 5§t B AUV E Een & 0 E4EES
ZE R S LR IR AR R RIS RE A > BT A HERES 7 ARG an T
1 ~ T H A A EE & 2% (Build a more lethal joint force)

(1) InzE# AR AE J1(Accelerate cyber capability development) * [ER[53 3[3A<F 2R 5% FeS {E ik
TR EEARST o EeE ) HESE T IEE ~ EEM:E H 25 bV RE
S b DRt B S ERIEE E e K EEE » B2 aESafElE H & JEEnE|
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BRI R S e @ o P o 4R 2= [ FRRE 7T > DA E R BAY A% -

(2) Bl LA ZR B (Innovate to foster agility) * EINFELLZEHETTRIHT - DR L AgER 221
AR S R Y R IR il - i LU R G AR R B R 48 s e e &
e (zero defect) ; HYSABHEEE By (e sEBUEMEAIRIRTAY S - IRURE IS SO T
[BF SHE A S S L R 5t T 3 - FE BRI A1 -

(3) 2 8B R ER 7 DLtk A %0 (Leverage automation and data analysis to
improve effectiveness) * BRI &R A s FHAV RS i R T 2 » DI ER BT fe
EEERT T 2R R B 4RSI 24 Ry B S R & BRI DA EZ B
CHIYBERESE » W HECR B B HPSHE T nI R & A ROt e LRl he irh 5 5 - -

(4) {5 P4 R %32 3 5 (Employ commercial-off-the-shelf [COTS] cyber capabilities) :
[R5 B0 e Py e 4 R L R B B 3 T RS RE T > BRIL 24N R RE S A $T
WP E AT R DIRE T R R LAVRE SRR E -

2~ TEYERE 22 R R 1 1E (Compete and deter in cyberspace)

() [HETEEAISEES S8 (Deter malicious cyber activities) * 52 EIEIA FH AT B 5 i
PRRH 1E 3 A TR L i B R B S A4 ~ SRR BSR4 22 S - B
B EfRHE S REE BURT B AHRAER S, > MEFH 25 E ~ SRS ETER A T
A B AERRIES) - AP (MY SE - Bk B PRBE I A S T S RE IR By
[

(2) £ H & F PR E N UE R AR S B (Persistently contest malicious cyber activity in
day-to-day competition) * [E[5/5 E5<F 175 2 [ i 75 222 DABRAER R °hl) 11 4 ip Bl - Sz hoisE
FrEIST AT RS S A4S =~ MRS 20 4 - 2RH T SRR 5 B B SR B B AR 5 )
B FFEEALERT ~ SN BR A S BRI E & 1F - BT AR I & B A R
BURNEIP S Y E BT T E BT -

(3) BEhNEE e FR R e HE A 18 5 JJ(Increase the resilience of U.S. critical infrastructure) -
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[ 575 T 1 YT S B RO s e O R 4 Y e B L M AR R RA B & ' DA
(B R AE A 20 S B M B R 1 12 SR B > SR B S RABT P IV AR St DA
Tt a8 § R B R S AT S AR IR ) R el 2 &

3 ~ s&{EB[E BRI 5 [HrE £F (Strengthen alliances and attract new partnerships)

(1) L A{EERTE{FR{A(Build trusted private sector partnerships) * FAEFFIHEA AL
SRR A > EERER » BRI A 2 RETsee S A AT AR - BRI e B At e FS S P s
T - BLE Ry AT ENRSE RN N R AL S T LS (TR (5 - 5 EE R
NSRS - LLEHAME G SRS 22 s -

(2) EFREIE & FRA A (Operationalize international partnerships) * &2 S A AR S
AERVHEESRE ST - AT LA e EIHTRE ST - BIPTERRFES T isaiE s B A IR Ay & 1
B4 - FIHEBRARGE ~ BIR - B0 BRI T R4 B HIRE B - B R RIS HERY
Bl ERAARAR = 4 s 2= i & YRR A R -

(3) has R LA R AE 22 1T AR (Reinforce norms of responsible State behavior in
cyberspace) * EIRTEBARFAEAI IR S & T LRI R MRS 22 1T s - isa HH
BE ~ FRLTRIERYRRES - HEEE RS R B IR Z 2 & s B (S S R BT R 4
(the UN Group of Governmental Experts on Developments in the Field of Information and
Telecommunications in the Context of International Security)Fffify T/E » BNHIET4ERE
ZEE A FAER BRI T RHESR - HR R RE AR AR AP F RS B A R S R B et
A 1E R SR G T R I RE NS S 8 - BRI Bl B At s K B & (R A S ]
3307 0 (A RS 22 R T RIS AR st - DUR 3SR B T A B (5 (T T L HE e
(cyber confidence building measures, CBM) » & 4% & Eh 22 FI = BIHIA G0 - KE
AR — BRI TE) R =0 45 -

Y|

4 ~ R EPFY(Reform the department)

(1) 4 AR 0 50 E B[ 2B 4H 4% 57 {k (Incorporate cyber awareness into DoD institutional
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culture) * [ ENR FHEE ARG E LA RN B T HRLERS 2= [ - TRE Ee R
s A\ HEEEI - FE NH B TR cyber fluent » PUEAMTIRES Ty T LR
SRS 22 A H s B ] P4 22 R <Rk DU BN ~ 4 28 S B i (B A e -

() HEHNAERE 24 0y o] B B M (Increase cybersecurity accountability) = /DI B 1H (attack
surface) » 75 B o B SN P IS RS 22 2R IR R BR 1 B30 A S R E A FAES
FIElER M ES AR 7 2 E A EE E -

() FoRA[EIE ~ A5 H 2R TT % (Seek material solutions that are affordable,
flexible, and robust) * 4EAGEHE AGHRIEFT 78 AU ] LLRR_LROtory brsissfee - FAMHE
PRI IR AR 7 (scalable services) » MR N2 1 R AT HREETHAE ST » DARECR 2 47AE
B SE BRI OREFE2 » WA DR T LU e AT LR R - [FIFaE
RHE R THYIE D N EER COTS Thae » DUR D& A & is HEEDI 4 s Ry 2 8
{ERHACHHE

(4) PEEEEEFYMI(Expand crowd-sourced vulnerability identification) = B[S 4 4E 51T
FERSMEL > BN ERE FA (hack-a-thons) F14% <58 A (bug-bounties) » DA S AR 35 1| A1
RS S5  (E AE BT o

5~ 528 A (Cultivate talent)

(1) HERFEARLGEH RS AR Sustain a ready cyber workforce) * [EjH0 2 T2 EZAIH
BB > IMTRHEEETRKFTRIAL 2B MR
HHIERE AN MBI MR HE S AP S - DU RS N B RV B
& > IR EILAR - DAERF R (E BRI R A s AN BIVRE R > M B SR
FOFEHEERHY A Rdmda e (b - BAERABREHIA HI 72 i1 (Reserve Components) °
R ER R R LA T K R B~ ST B RGN BRIR M & Dl e
EREK -

() BB Z S B 2E A (Enhance the Nation” s cyber talent) = Fy#E—TH2FH AR
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AYAEIES PR > BB EE SR BB R A A BRI T T s ey s e A - 340
B MIBEFRER PRI L [E 35T - DU/ NE B RS ~ Beffr ~ TF%
B2 KA NB(STEM-L) 3188 > [RIlRe IRt B S 5T SR Tla SR PR RIE IR ~ Boa R0
so IR - DU E S BEEs A\ A HYSEfE -

(3) A LRI G B SRR R B3 304% (0 BE 7 (Embed software and hardware expertise as a
core DoD competency) * £ AEHRH A - BEIFTELAF$1 3 SRR ELAH BR S o2 (HEAG T
REE ~ WHASHASE B AR TR T TRUE S R iUE - FRALE B AV - PSHEIFT
FmaR T RIS - LSRR R4 % e i A 15 (Cyber Excepted Service, CES)
FY AT DAt -

(4) BEILAEEETAI A A 52 (Establish a cyber top talent management program) * [E[5/5 H5F /2
T —{EAEEE AAE BT E] > R ACRAERRHY A BRHLE R AR IR g - TR H
AP R R RS R  WEREGS R T ERRE A NE R - DS R A RE
AR 575 B FE SN R A B R > WA S 20 N B fh B EL iR AR EE, -

() 'ZLaH

FENE 103 FiE - 2 ZEFN CNS ~ EFE 1SO ~ 326 NIST SEREAE DL R FR B E ZAAHRE
R BUFET TS R P R i e 2 2 PR ~ 1T e S SR A e B HE
i~ BIRE WL EHRITEA F£2 105 F) - FFEBEZLHEITEA06 F£ 109
) ~ BUNRB(B) BB L 2B EERTRAFHENE - BRE WL 2 B EE R -
Bl RS R E LA EFESE S » BB - BRENBUNREI &%
PisgRe IFEIREL T - WARBIE LG FRHIE EVE HEY  EZOAFHEBIEIE S A&l 11 -
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