B S (HEGER - EE)

A

13J>§.‘; AI: 4 T2, =52y )_» T34 5
s~ 3 vt

ISR © PIECFEEE
YECITR - BREARGAS - AR
TREDEISR © SR

HEHART  108.06.23~07.06

& HHEA - 108.10.04



RS

AP RS BT A BTG - [ H IR 3 0n AEEOE
FREEHE > SHUETERH BRI (7 P BB iRl R &kt - DU
{EHF - AROFTEEA AL, - SR ROt S % - SAHR B2 AP
FHEZERRIEERG B EIEIR AP SN2 Sl e = AT
EANEMBEELEE  ETIUIRE T B TERIR T 2 A5 W2 h0AE 2Bk
HERER I TRE RHYE R ATEIREIEREE " Jane's Open Source Intelligence
(OSINT) Training | B HER AR DI TR - SHAE
HEEEEE BRI EEIUIEAFI%  BASHEIRS5) Google Deep
Mind BHFCEIRR » $HE A TSR FIHR -2 e B REREXTMR - DU
RARBILEIENE K Al EH 2% -



S B E R i 4
o BT THIARAR oo 4
B S BEIBIR oo 5
—  ARBEEZZEE. ... 5
(—) EEFIFHIEEET(Specialist Crime Directorate > SCD).uuuunnrveevessrereeessssnesssseessnnns 5
(Z) K242 (Counter Terrorism Command) .eveveevecvecveeveieeceeseseieesssse e 7
(=) FZBR L B ZLE 5 (Peel Centre - Hendon Police College) ....vuvviunnnnnn. 10
— -~ BIZxEFEERIEE S (National Fraud Intelligence Bureau ..., 13
= ~ FIEL 8%/ ACRO Criminal Record Office......vmrvmrrnrinrieenrinnns 15
LI = =3 A () O i SO 16
T~ Google Deep MInd B ..ottt 17

% ~ Jane's OSINT ARRBEERIIVTIBIZREL ..o 20
=YY= 42
fH ~ SEZRL oo, 45



= HHY
— 5rEEE

AT e REFHAUTE HEEN - WP gRE A g - A7 H
TR mieT > R TRH BB (7 P B R MRl = &) - DU
{5 - PR AR S TE4E 2 LU - AFHERT SR mE S Jane's Open
Source Intelligence (OSINT) Training #RFE » % ERFEaN SRET A E H AR - fEH
OSINT (ABAEREEE & il ) 1T &R AT 2B H R EE
ST ABE R WAL S ERE R E R T A L0 2300 T E R T
HER - TEEMIT AR EEREE -

i L E Ry S B E# K M BOIE AV E %R TN Ry S B A JBE
RAVEZLLASS - 0L T e SR AN &R B E = W S R B A
BEG BT Al 2GSRIl AT i T S B S 228 S A H R A B
HEITIUSEE R T BT 2 307 » BB E Je R A UFRIB R 47 ~ THHI
R S G ] IR E R B BRI EILTE S AL EBUA AT
75 o

— - A ETRIR
Wk B2 Bl BEE B T R IIERE - IR AR EBE R
EZR ot N Z &R BRI BRI THEER - DU MR &4E
FRE R B B BCE R ITERIE 2 275 5 S B U A R A T A0
FEEORL AT BTN 2 S0 - B E e R R IE E A= DIHEEN RO IR A
B » SRTHELNTE - WA H S R EEEH N EBGE G Al fKil EAIE
5 A R ARERE S HEE) Al B2 275 -



= -~ 255
AR 50 i R B B QR R S A E N o B2k S i 235
712 - WS EZ2EEE -
— -~ RBEEE
OEERNE
B 2255 (Metropolitan Police Service » f&ifg MET ) AT 42,000 4
EENMIIEAR  BHRBIEANEZR (& 30,302 #ER - ERZAE
8,976 A\ ~ 1,233 LEZt@ IR AN B K 1,784 FHIE R) » s% B ihE
{18 F AL PTRE A - R B P & B H I o T SEAYER T (6 A
( Territorial Policing Directorate )~ B F*J/H[ZEE( Specialist Crime Directorate )~
FFIRTTENED (Specialist Operations ) ~ 1A TEES ( Central Operations ) » Jz
{TECEES P& (administration and support ) » fE{EE T B E 22 R D H 4R B
(Assistant Commissioner ) & & B - & H % 5 @ I d % 22 jgE 41 8
(Commissioner > BJfE ) ~ BIZ&E: (Deputy Commissioner > BIEER ) K%
EOFIEE NGHER -
(Z)EFIHEEER(Specialist Crime Directorate * SCD)
LERfr e -
HFIHEE (4855 SCD) B E £ BEAVEHEEM > AaEHEEXR
Z ~ FHHHBIUTE S RIDTE S RV E TIF - ARt g ANSEE
ERHRME AR - ZE TR — B EREESR ISR EEEHE
INEPHYEL @ TEhFEHE% (Operational Command Units » 4E%5 OCU ) e

W
W

2255 ERE ¢
AR S5 EZ BB WA% S B ZE455R (Homicide and Serious Crime
Command > SCD 1) FBF&E> HOLMES 1568 FEEHT 245 » & 5\t &7 s

1~ ZSaat B R MEE THCHER, -
3.HOLMES *& & EEEr %4% (Home Office Large Major Enquiry
System )
HOLMES Z&fi /2 S B 7 g BB BRSO A ERA (A E T B OISR X

HEMIERE > o R EREN—F T ZEE RS, BEANEH
5



EHREE A AT - SR N ZR 0 ~ e (40 2005 Aot
EIRIEERTD) %o MHEREHNAEN (PFI framework ) i T REIE%
AR5 (National Policing Improvement Agency ) | $7E » i &> fE
TETLEE 5 AR S 22 B A - HOLMES Z41 55— BAEE A 1986 4%
T 1% 37 (B 1A B0 A BRRE Al A% (Police Information Technology
Organization ) §3 1994 FEZEJR Unisys N EHE(LZEE > 7Y 1996 FE5ERTf
AREUR Eﬂfﬁﬁi‘éﬁﬁ@ﬁﬁ%%%#ﬁ HOLMES 2 -

D 2 NBBLHOLMES 24t/ A8 (MET &R AR ) G#RA

ARSHHHHERAET4E HOLMES 247 K 1ip B E B2 AR
T2 B AR AR HEIE S GO R R R EIE R - B
HHEENE K —HERABMAN  WAEERN TIF - EEHRABER
HEBEEEZKERE (Bast - B - 1WA FER) - LhEE
TR 1% A A 2 HOLMES 24 (EF—EREAZAERA
SHAHRENZEFNVEE - T AR ERGHEER) » E45F
MG BIE LM A EERE > f5 2 HOLMES £&tst/Et
JREAC B R e R (A ol B e R 1110 ol — fIE R AR R - (B {2
HEMEAEFERE - BOAREE ZNTAR S IR AR e
FIgLZEEE > WINAKESER SOP BHVEER © s 2N EHEAHE

WAL - MET HYEERA B Teresa FE/R & &0 » IEA 997 (FZA-ED 997
6



TS 2 BB TEAE P > ST — W2 PR R - AN A
SR AL 2 IS ORI » SEBI A B h S 2
TS AL 2 A

O e B

=
2

R L ————

(=) R 78\ %8 (Counter Terrorism Command)
LEfir 148 -
SR 2 (CTC) B SOLS B mBrE 22 BE M —{EHRFPREAL - 2000

10 H o R EFRET (SO13) FIFRFRTERFT (SO12) & ffpkar 17 K&

WX AE > 58 T IHH - TEIRAEEE K T —(EE—0UFEHEEE -

ZEBEAEE 1,500 ZREEFMTIEANE » DUR—EEINEE NG - ZEHAr

HE BB AR Zr e B LU 77 20 FUi s BR N B S MHREHY

kM EFREE)

(D ~ SHEMTEDIE M B R RS -

QBUNTHEES AL EF - DUEETI{E A B2 M T 22 A0 - 28 5 A
—

OMEREF NEfTERMG ERTEE) - LERYAEMRE - et E 1 RE
A HEBUNE IR ©

(DBt )7 RSB GE - B ARG - ForBlakhs - DIILE
FTEE TR -



O REMFE M ETERE - 16 - ERESIE  fEESENE > DL
fRE R UG F S ARG £ FAY =R AL -

OEHE TR ~ 77 TE{ELIERF IR FOLGENR - LSS RO RO EHs -
\

Policing

;(AY " - /—
& e MemberSh|p

WEAR YOU ] aacs
CHALLENG Tools to maximise your poten

WHO DON’ + College training, devetopment ant

tial

‘ I
| day
] ces
anc
1 " i nts
f Your future, your profession.
O safety deper |
Yo viglance

L Beapartof it.
o
<OllER—potco.uk/membership

(=i CIE T /NEON

2L2TEE

AR 255 Conrad Wiid SeE 45 » bR T /M 4HZ BALHIER Z 51

WA T H BT 8% BSOS ThAH & B A2 BB %48 DBEU
( Digital Biometric Exploitation Unit ) » )7 St E 15 E(E ~ sG44SR ~ [#

PR S5 J7 E #EA TATR

Z 2 e R R A B 28 AR %5 NDES(National Digital Exploitation
Service) » & TNHITHRE

- (5 #5528 communications data exploitation

BN I AERE S digital media exploitation

gl BlEE E technical innovation & development

-BEFEBE B E% open source exploitation

-{ A ER lanful intercept

B AP HERFE S digital biometric exploitation

Z AT GAIE R E s BN S 3 m A (4nithg ~ =
8



) e IR SR 5 P Adss s s A B tiiler $250 (CCTV ) » g58HR]
B A S NBG T HORR - HE S H AR 0 S TR P M B
Ay 3 BB EIAYE - s B R T ROYMERS » Rl B A CCTV
FriomEI s G TEE L& R T RARN RSN TR & T 2R
AR TS - BE - BEEZE - S#EsEN RN WE - TEE
7~ wR T EEUEIR SRR (B BRI B S ZE A ZE R LY
MHEAE R RERET LR 2 &) - f2 6L T/ Yk ) ThREREA -
R AR A S5 HZRNE N ERREZIEN » ARG
R G LR Ryl &7 5 O ~ BEZER > BAFRAERIE
FARPEIIIRE © 2445 E 7 NeoFace ~ Cognitec K Micro Focus & =&
PRS2 DB A A ER =R BRI TERYS - SHETEE AR
&5 R AR = HY AT 500 5RiE & HiatEE 2% -

4 HLEF| Liverpool higunbitt I BE 1R 25

2RI B S FE R N REAR SR ZR AR - S B A B
EBTERAREHER RS - 2REEZIAE 12 AEAHEIR > $UAA
S ARARE (A SRS AN SR TR K 5 > (R AR s -
ARV 7 &8 Z A EE I HIER % - SR TR RS R ST s B AL -
HEEHEREREMRH S AN EREESR - A2 FARAEE -

9



5+ 2 NBBLROEHH/% Conrad Wiid G52 A

CEBHRO-FBEEZEERE (Peel Centre - Hendon Police College )
LEfrAMEE
FRERBLUEBRMBELZE N MU A MBO R AT E R 0
&% B H ATrYIE A4 2 K7 B TP (Peel Centre ) » {HAEE AU B EE S
» 3HfE Fy Peel House » WA " Hendon | {05 fE1H
Z LB EEmHEEEE - ARREmEEE NS -
Hendon 805 =(Ei& S F0 2 — » FrfE s N BOVES IS IF 0
R 13 HERVEREE (LEGHEE RS20 - 1A - FrARRIEE
(Special constables * JAAFEIFRHE L - KRR EFESN - &% -
A LME— 2R ] DA B BT &8 - RIS BUN4E THY/D
SRMGHENEE Hendon B£525%3/l » WAF Hendon BRI & EE 5 1Y
M 90 | (Regional Training Centres ) HR5EREHI N Y 23 KERfE (|]
—f EVEH SN SR  SCEHEMRH 2D - ZLakat i S A REE
TAEJT AN GRERTE - B2 ERNILIERIG T - B4R B R E S Fe it
FRESE « BLAL - TR BB 0 e B ] B RS2 3R DU HEAE R U A
FRE

X

10



6 * FZER S CEFTINEREE A

225512
AR SHZANRAL - HEMEE AR T8 57 R 4ES 53
SUAH  BEER ARSI - BEERA BRI - BRGNS - (HERK
Briall4 ~ JUTERE %48 (Hydra) 55 » € 750G 5L E 50 E Realll SRS m A -
L LSSk (B S RTEIER]) HOLMES 245 i 23R T IEFE
SRR T » BB S EBCE R RS E T4k
LA BB IREIRE B AT EE PR R o i SR - SHEE
B BT R LTRSS -
EERB AN SRR 522 BT BB E RIS - 73 A B0 R M
AN B R EASTEEE R LGBk ASE 0 ol e A R EER

N 4
il +fﬂ=

HOEEENED S BEGE S5k AT A B W SRS B TR 5w
ZAll RN HZE RN F GF - BahERE B EZERAR - Diest
FBBER -

i # Jonathan Crego MBE Z#%2% =119 Hydra %45 @ B — G EHEIEN
OEh B R - R AUES D E AR E S P EE R -
ZTEREE T S EEEN SRR - (FRUE N BRI EIFEER AN E

REM WPRETEFSE A PRI TE) S s - S RE R KRR 2 -
11



BITRER A PSSR - HRE R eI - DU 3-4 NErT o34 > o3 ilE
A ERIEEEER = (Syndicate Room ) #ETTHEME » 2B & (EFEHH 0B
HESETH BB SN2 R 4R BETam B B L T 240
(TR B » A7 PRAVEF ] P USSR 1% - AR 52 o BIRR g AR SRAE /sy -
PER OV E g RIS BHIEE 530 AORE T —E R A B
SBEMER > FOREY 45 77 FEAVHETE th &S R ISR R > MR E ST
AREAFAE T nE - HEERES U D - DUSLERRE - thid
TR ERE AR A PR B EL BB HYDRE > A 73 S S A (R PE &R R Ik
e B S E Hetaryeehs - HilSa RN EEFREGERE T > tr]
LUE M ZS o JR\ R ¥ - D adam i fe a0 (B TR -

8 * Hydra #2500 08 H

Hydra J37AE 452 T 25 £% it ilcAHY Hydra in the Cloud ((HITC)
TEft TEF SIS RS E ARSI AE - SRS BHIRR (R - 8% i DU
{EAAr T LU 5 HET TR - fEM E 3R Hydra EREDURAFEERTT AN 2K

b -
12



Hydra ¥ 51 Bh5E B AR E LA HPA E PR B 8 R - Hydra
Foundation #3822 AR E 4 48 e B4 Hydra 81038 ~ FTA i ME PR
TR4ETEE 22 FOHPRERT o S HAMMERE - B U‘H@Hﬁiﬁﬁi?ﬁ*ﬂfu E}”%’ﬁﬁ

9 2 ARHEEKHA P LEESFEA

=

- BFXFEERIEE)S (National Fraud Intelligence Bureau )
(—)Eﬁi Iré8
B HGEEE & e i B BT BRIV EZ A AR EN
HRHEERISOEDTERVAESE A EIE IS H - NFIB BIZFY 2006 4F » Hfmse
RIE R R EELEE - AaZESHIIEEHEE L — -
NFIB 73 #riVERPECE R B AL EFTRIRA A MR SERYEF 2 BT - BI4E
T2 ~ BESENBUR AL  BUATRFITIRAASE B SHVFEE A B M THK
FEEEIFIT B EE AV G E R o B — e (HIH R
SIS R BAHRREE) ) HAE &S R 45 1R 4G AH R M & AU A B T T
R T HEEEA  ERmEEEINAE o BEME TS
" Action Fraud | FY B SR AR 745 1) NFIB g B SR T By > 11 B Al
REVE 90 HIFERAYHE BIEMBEE R NFIB T0F -
(D)SEhBE
B 2% 2 E R S AR 7% 0 (Action Fraud ) Sl 1 TG ERI B BES)
HIHESSIDTEAY R AR % - DA 165 EFER-F2 » 22 HmE

13



ERINERFERFREFFER (NFIB) H[EEIE - ARSEHH Action
Fraud #Y Emma Brown Z3EfTHERT - /148 TEIRFER TG & o LR 2 5k
A T OB R AR SRR BUAREY 165 SEFSR- 2815 %
ZHRRARTE PR U S - B TR B 5 0 R R o L B 2 B AT
EREASCRER -

TERZHEFER S 2014 4 3 ARARAR - AHEISES L FmE
& 22/5) » Action Fraud A —{E/A GRS R RAVAEEEAIAR S F0s - FR At & 78
A AR e B TR R - 8 AR 3 ] LU 4k el i o
&t Action Fraud SOREEEHE D) (B0 T E (5845 Action Fraud i
el RTERNE ) » ZR SR ITIARELEESE AR - Action
Fraud H B IEAEETT R AVEEIAT R BRI R —H 28R - A ERR
i - A8 Action Fraud HYSEF#ilE » HAELREmWmE » BAE] 165 &
SRR PRI A E - S EE B AR 40,000 ST FIRGC SR - BURST
HEAVE > & E R AR Action Fraud s5ES - RPEIHEIESE4RSE (L

WEmST) > WRFAEAEREHZEEREEE > ZH& 28 KRR
BB NFEUEIRST - FFHIPTE SRR AR B AR 2P 28 RAVZEMF

A P2 B -

10 © &35 A B8 Action Fraud A & Emma Brown &2 08 H

14



= ~ HIELE#%E(ACRO Criminal Record Office)
(—E T4

ACRO JHIE&i#kfm e My TRt e ttl& TR M LB R B &2
BT ZREILY 2006 4 (RTH By ACPO JUFRACERIFAZE ) » HAYZE
T EDASE RS R BB AT - DIAHSII IR BRIV E R - IEIUER
SR E N Z [ ERNE -

EIRHFAE » 5% B P ad e iR - H RT#EA 300 244 81 - ACRO 7% 2017
WS 2 EHVE R R AR - ROtEE S HPRe (B, T 2
BAEESE AR - A T{Eal Rt A -

F RyeZ BUU FRAC#HNI AL Va0 & SR SR S 2 » ACRO JHIZE4CR%
Rt — 2V - BE RPVEN A OREEHAIREEE D - R EE
FAEZ LUE - Romie AR ETEESNIEHEREK - ACRO FEHAI T

SRR R ARSI FRAC R A s N RS
-BH & ~ SRR AT A R Y B s B B b 7R 0K
-HEU TR s BRI R - R AL R © FREMISE
(Z)SEE
AR ZEHHMIELC SRS Michael Scott 74834 B S L IR 53755
YENSTIRIS- PRI N brip A EEEE NG i X T

ACRO A FEHIENELLFR ALy (UKCA-ECR) » sz ifEEL
HAthBR R R B B SRR E Z JUTRACERER) - FEBER DAL - Al E
(BRI PER TR 4 A T B 5 B A B P T A 4 B 2 S A B U SR B

(AIMEREICERL)

ACRO i —feERFSREIRS - BifEfRAta0 DVS » ICPC FEEE
Y - DUSAC SRR K R - SRR - AR LAy
B 7 2054 #% (Police National Computer services » PNC) AR#% o ik
£ PNC PEiss BT E RifVU TR E R BRE A B A DA ELE
R EIUTR M PREE AR -

15



5\

-

v e

11 : &35 A BB EE41$% 5 Michael Scott & 8208 1 (/F— B U FhELHED

VY ~ R BREEERRAL 100 S E

ARTARGEZEZB S NIHY I RS BUR (ERE Z M BB EE BT 100 HE4E
B ERBEAINEIRE SN0 - TEEIBHIGET - A - B
AN NERARETEG FREN R ERN ARG SR
Epgie NN 2 B R 2P LRSS ~ BE Bl -
I 2 AR 0SSN » 1 H & S ACRAIARE R R S EEBI &

PR M TR BRI e G . RN E g T S PR R E
ZLEr N B ETET 256 ~ ITBURRREITAOM

El

g

W

:l

>H\l\bll/k

S

12 : ZEHABSIEBIEA

16



F ~ Google Deep Mind Bl
(—)ERNEE
1.Google Deep Mind [E[% /& —{EHFIEESE - TAZEN » #e52E HREHHY
BR% > FLEIE T HEE A TR - HEgo AR EZA Az
FORPEREEER > 7 B A A e PR T & AF -

17



15 * Google 2x FILFA o B ke — 55 IEAEHTEHY Google AAEHIE F

ZEHFIFE ERAREBER - E AT AR AR - %
WA > WRANSFIERZENY - S RATERYILS - UG [z BEIxRAYE
= AR T RREZ BRI O T B RTTYE T2 RS R AR R
W7 ESREIA s AMMTHE AR R P A/ ) - g
s i A B MR 2R A T iR ZE—8% > My AR 15k
AT HE (Al > A5 B Artificial General Intelligence-AGL) LUE

S HIEA H BT AR T 28 - MM P DAB B A PIRR R T BB -

16 * Google 2\ EM@B T SR BE R A
18



2.5 WTHIRHFERR
(DFRERZER
ELCE L EIIAE R - RIS EA RIS AR R BH T E 3 kayze
B b o AHERINET 2 MR AR HTIH TR R » s EIR R R Y E 5 b
ZEANE T - LU B B ERERE T T RIS R A -
QIRBEETENIE
Z BB A A HIRER S 1F - PRk RS e B E S
J30% - BIHAT R IE - ZEFRCERE T — SR A BInEisIse R -
PERIRIE P S RE R R R E B 280 BT IR 24 e
AFFFAE O R S ] Google 2 b
©))ai
Deep Mind TR A BEREGRIEE 1 — LU R R R - HEE —
ZHVEFEERIEE - asE2 T - A UG S - B S HR
WFERIH AR AR 2 ERAT AlphaGo (% Hi =5 A 1Al g A B
B ) Kz AlphaStar (KIFEIHFEkESHEE (EBHE2) 1Y AL 0G|
)
(D)SHBEE
KRS0 T 5 RSB R ERH A R A R AR E - A
Google Deep mind ERAHEITEE T N TR 2 5802 E ~ BIrHaC4Ers 55
Foln KB HETTAOMR » MR TR BTSSR E B Al S5 -

- -‘.{-.“ N
5

17 : 8 Google Deep Mind B S 52t/ (fe—RRMEHE)

19



2 ~ Jane's OSINT AFEEE R TREIEREZ
— ~ BRIERCIREE M4
Jane's TESIATIZERTZE ~ BSFIZE2 07 FSHBHEA 1 100 FHY S E 4K
B o 3% BRI 77 B 8 T B B A S B L PR R R 2 JEL B (T
it B B B YRR -
Jane's FEBRIEA 200 201 53 ATETATAERAY 2,000 25 i HHEERHE S - Il
fE:Bh 34 {EEIZ K& 15,500 254 THS Markit [ SEHVERSEHS - F20L TR
PR BT RIS —F-HY BRI R RS -
=~ 23R
ARIGRIEH Jane's T3 - S SRR A T2 Ropemaker Street HY
THS Markit 482 ] -

18 : IHS Markit /=] KNS K i &

[1]

N ED =

ARSHFFIER Terry Pattar STAE#E(TEERT > Pattar J54E B Jane's 1530
HIRIEME: » 5% BB R B R 22 e MIBURF AR L B Al ~ REFmH ~ eI ot
FOIABAEE (OSINT) EE -

Pattar JoA= B EE T Jane's 1Y OSINT AUBFHRATHE S ERIZAYET 155
A o AE SR B NS LA 17 Fav8ss - HhEfmsRx LS
FIBUF AR Tane's E MY M A IR RE 10 4 DA —FAF
Fy RS RE M T T R EVAEER o Pattar St B PIASTO TR RIS R E

20



BRI - Wi B3 E A 2T BRAAE T - tHVERESS
TR oA - AT ER ~ JLIERI R s R B AR B AE, - (RS TCZERF R
ERHARE - fhBEPTHEEE SIS > DU PRI R BUG RIS - WA
LR BN S ER G B3 EN T S B AT SR R T S SR R T

B

19 : 24| A\ 2 E15ERT Terry Pattar &5

ARSNEREREHET 16 > BrEEE 2 A4 BEAHEEE AR BUT
BB &R HTEN ~ R E EBBUARRE R DT A& - &F HA sk E R A
S Google S7#fThl ~ 1HETHT A B RESEIA RS - REFREY -




21 © OSINT 4341 s ErsE

 BMEARE
(—)OSINT HyEH
- 154 Intelligence * U e ~ FEEE ~ SPALIL AR [EIE R e HERERY AR
- BEJF#EIES Open Source * AFHEE. -
OSINT NMEEZ R ERAVHFTRI AT © sxiMmE Bk E ERETT N AFRIE
TEBEZ EHUATTAI B - OSINT EEWRE T 72EENE B R A E AR
A —&B57 °

The Theoretical Intelligence Cycle

The process of
making the
intelligence usable

for the ‘customer’ /

Dissemination

The requirement and questions
within the requirement that

Direction
analysts need to answer

N

Planning how to
respond to
requirements
and answering
customer

\ =

Analysing the key

points from

information collected Analysis and Collection Identifying and

and ‘connecting the Production accessing streams of
dots’ information
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+» Social media alerts + Structured thinking
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Collection Analysis Production
||+ Information search || = Verifying and || + Crafting effective
« Monitoring validating OSINF OSINT
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Planning: Three Elements

* Who is the customer?

* What are they requesting?
CUStomer » Why are they asking?

* When is the deadline?

What questions need to he
addressed?

Req u I reme nt * What will the output look

like?

* What information do we

Sources need?

* Where will we get it from?
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Research Plan
« A structured research plan should including the following details:

Deadline

« Keeping the deadline at the top of the plan is essential to planning the
milestones of the OSINT process

Customer

« Understanding the customer ensures we keep in mind the objectives for our
OSINT

Requirement

« The specific questions to be answered should be the focus of our plan

Sources

« Listing categories and specific sources is essential to making the collection
process more efficient.

Qutput

» The required format for the output shapes the quantity and type of
information collected
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. against network surveillance and traffic .

‘ . analysis. # Toris for web browsers,

i > mséant messaging clients,
- # and more.
Middle l'ElEl}' (P » Toris free and open

I\ Download Tor source for Windgxs, Mac,

Exat rﬁlﬂ}' \ Linux/Unix, and Android
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SURFACE WEB ~ -

Google

Bing

Wikipedia

Academic
Databases

Medical Records — Multilingual

Financial Records Databases

Academic

—r Records

Documents

Subscription Government
Information Resources

Scientific —_ Organizational
Reports Repositories

Competitor (o)
Websites ——— 90 /o

Private Communication

Contraband Sales

Encrypted Sites ——Illegal Information 0 1 o/
. (0

UC San Diego Library percentages from Greenberg (2014), Wired.com
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R (Alternative terms)
s AHRA R (Related terms)
3% 455 (Abbreviations)
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Go gle | search in CSE home
Custom Search

New search engine ) ) ) )
Enter the site name and click "Create” to create a search engine for your site. Learn more

» Edit search engine

v relp Sites to search
Help Center
Help forum www.example.com
Support
Bleg

. You can add any of the following:
Decumentation

; Individual pages: www.example.com/page.html
Terms of Service vicual pages: wwvi P pag
Entire site: ysite.com/
Send Feedback Parts of site: www.example.com/docs/* or www.example.com/docs/

Entire domain: *.example.com

If you want to search pages over entire web containing specific schema.org markups, click on
"advanced” below.

Language

English

Ak

Name of the search engine
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UK police levels of online investigation

Level Descriptor Required training

1 Overt Open Source Investigation/ Open Source Research - level 1
Research

2 Covert Care Open Source Open Source Research — level 2
Investigation/Research

3 Covert Advanced Open Source Advanced Open Source Research — level 3
Investigation/Research

4 Network Investigations (Advanced Advanced Specialist Training
Specialist Training)

5 Undercover cofficer online/Covert Advanced Specialist Training
Internet Investigator

Source: IHS Markit/National Police Chiefs’ Council (UK) © 2018 IHS Markit: 1740607
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/Search Analysis )

Social Searcher « Foller.me

Twazzup - login » Mentionmapp - login
Followerwonk - login » Social Bearing
Tweetreach - login - Tweet Beaver — login
Whom to Follow - Burrrd

All my Tweets - login
Social Media

Tools
Monitoring Geolocation
» Tweetdeck - login * Onemilliontweetmap
+ Hootsuite - login » Trendsmap
» Netvibes - login » Geosearchtool
+ Tweet Archivist « Echosec — login
\ + Geosocial Footprint - login /
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Model for Critical Thinking

* Who?
* What?
* Where?
/ * When?

o * How?
+ Why?

« So What?

Intelligence * What If?

* What Next?
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@ | (= Availability bias
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@ 7.2HA Bias blindness
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Tracking vessel activity through analysis of submariners’ social media postings

=

Sharing or liking photos, Social media posts by Photos that are
often from official submariners may contain geotagged or that can be
sources, can help specific information of geolocated by analysing

analysts identify which intelligence value, but visible landmarks, or
submarine the social these posts are often where the user has stated
media user is on. more valuable analysed where they are, can help
en masse to identify to confirm port visits.
patterns of activity.
o =
S = | Home
= Home port o~ Port visit 5 port |
= & k)
= =8 S
<L < 13 14 € 19 20 21 & y
o B . x O I | -
o+ :: ~{(Nov)-

1 =

2 ]

3 (KN | KN [

4

5

6 4l

z L2) @ ) Ca]
8 [1Y

9

K
2

L) (N
| 3

“" )‘ Social media user . Periods without observation — boat at sea || Periods with observation

Note: This timeline shows publicly visible posts on 10 social media accounts identified as belonging to submariners.
The underlying data is real but certain details have been adjusted to anonymise the accounts and the submarine involved.

© 2017 IHS Markit: 1713310

Source: IHS MarkiVGetty Images
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@ 5 I AR
Degrees of offence: how to mangle an intelligencel report
Long sentences with multiple clauses and more than two ideas
Confusion over subject of sentence or relevance of pronouns
Using long-winded formulae where single words will suffice
Use of vernacular, slang, idioms, or jargon (assumed knowledge)

Over-use of adjectives and adverbs

Using the passive tense*

*The passive is to be avoided
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https://www.met.police.uk/

https://zh.wikipedia.org/wiki/%ES%80%AB%E6%95 % A6%E8% AD % A6 %ES % AF%9

F%ES%BB%B3%E6%9E%B6%E6%AT%8B

https://www.counterterrorism.police.uk/our-network/

https://en.wikipedia.org/wiki/National Counter Terrorism Policing Network

~ HOLMES %%t
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https://www.met.police.uk/
https://zh.wikipedia.org/wiki/%E5%80%AB%E6%95%A6%E8%AD%A6%E5%AF%9F%E5%BB%B3%E6%9E%B6%E6%A7%8B
https://zh.wikipedia.org/wiki/%E5%80%AB%E6%95%A6%E8%AD%A6%E5%AF%9F%E5%BB%B3%E6%9E%B6%E6%A7%8B
https://www.counterterrorism.police.uk/our-network/
https://en.wikipedia.org/wiki/National_Counter_Terrorism_Policing_Network

https://en.wikipedia.org/wiki/HOLMES 2

https://www.opkenova.co.uk/history-of-holmes
Mt~ B ARG E)E

https://www.cityoflondon.police.uk/advice-and-support/fraud-and-economic-

crime/nfib/Pages/default.aspx

https://en.wikipedia.org/wiki/National Fraud Intellicence Bureau
i~ B FERCGAEERR S 0

https://www.actionfraud.police.uk/

https://en.wikipedia.org/wiki/Financial Fraud Action UK
7S~ sk

https://www.acro.police.uk/

https://policecautions.uk/tag/acro-criminal-records-office/
T~ FREH

https://www.bennettsassociates.com/projects/met-police-peel-centre/

https://en.wikipedia.org/wiki/The Peel Centre, Stockport

J\_~ Hydra Foundation

http://hydrafoundation.org/

https://www.pureav.co.uk/

J1 ~ Google Deep Mind
https://deepmind.com/
-+ ~ THS Markit 2\ =] & &#%Eil

https://ihsmarkit.com/index.html

https://ithsmarkit.com/experts/pattar-terry.html
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https://en.wikipedia.org/wiki/Financial_Fraud_Action_UK
https://www.acro.police.uk/
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https://www.bennettsassociates.com/projects/met-police-peel-centre/
https://en.wikipedia.org/wiki/The_Peel_Centre,_Stockport
http://hydrafoundation.org/
https://www.pureav.co.uk/
https://deepmind.com/
https://ihsmarkit.com/index.html
https://ihsmarkit.com/experts/pattar-terry.html

