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BB ESTFE R TP DA & et £ R £l w2534 B 5 s 45T Y]
SR B ST SRR T TR RS R AR - R TR e R (RIS B 3 R S R S 2 B
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https://www.irs.gov/compliance/criminal -investigation/international-investigations-
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P A2 REBBUTEE S BRI AR EEE R A 841
https://www.protocol.gov.hk/chi/consular/america/usa.htm
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EE A AR 10 FERAVERSHRIE - 11 15 HRILFE SR E T RE R
FCInet’ (Financial Criminal Investigation Net) & » s FEREAZ ik
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B - RTINS Z — B & REEARB IR BE I -

g~ J5 ARG
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FTRMBILSE » ERIUTE AR 20 - (RS REGEER - 15 plEARIMET
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COEMNFRES RS 15 ZERE - mI2 5
https://ngm.com.au/joint-chiefs-of-global-tax-enforcement/
TR 15 ODEFREY SR

https://www.canada.ca/en/revenue-agency/news/2019/06/joint-chiefs-of-global-tax-enf

orcement-j5-conduct-media-availability.html
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for Reconstruction and Development > IBRD) B [ Fa=417€ | (International
Development Association > IDA)&HRY > WS EIESRS Kot e RS NHYBEIFE &
ROPERE" - T HHFSRIT ) S9AMAL TEFRERAE] ) (International Finance
Corporation > IFC) ~ " 2B & HELRIEME | (Multilateral
Investment Guarantee Agency > MIGA )} " BIFEIEE FlmBEEE L) |
(International Center of Settlement of Investment Disputes * ICSID)&1H
Fy THFRSRITEEE | (World Bank Group) ' - HEFSRITEEEE 189 (@K AR - &

TAHE 170 Z{EEZ - AifF 130 2@ T E iR
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"Combatting Cybercrime : Tools and Capacity Building for Emerging
Economies ; —H TEE » ILHMSERAERICIRAITDEBL A FREF TG FE Hi2
BTSN -

AT S R B R T PR T SR T AR I > AHRE 4

https://www.unsceb.org/content/wb

! R FSRITECR BRI TS E R S B RS TRV RCELL - H2 R ¢

https://www.un.org/en/pdfs/un system chart.pdf °
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http://siteresources.worldbank.org/INTAML/Resources/AMLRe fGuideChinese.pdf
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e Rt SRR T B R EART David Satola (World Bank Lead Counsel) » Hyp
SRR T (FERE ¢ HER) Ky T HEESE internet fENRYAIRRIITRESIEELFE Ky
(e HEROB RARAT SRR T & DA PRHUCTEE PR AR CRAG PR AR Y 20 2 DU SRR
ARSI BRI RB (S A2 S« R SREL A S LR St 2 s i
T B SRS R R TEAE (Toolkit) » Z TEENRETRT 5T
SRIPEFNECRHIES ~ 1A% ~ BEE - HEARMUERFEA > 221
FTEEARUTRAVRETISN AT R RERE I T U AL BUR ~ AR S =A
FHEA RS > HLCEITIHPIEERILS TRV A MRS - b 2 T HEE
bt — (il E e el > PR 2 EAAH SN A H G2 AE & S E R &R - IEH
2 THEEAEFE T B IR LUE T 2 n AR RS (NS T B A R 1
B EEA MR RO R A B FaRr e R M E RO E S Z THEATEIRE
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s SRR ~ B G LRI (the Internet of Things » ToT) % -

—- IEREARZE

o T E A TEME T A (Assessment Tool ) » 47 AIKE Policy

SRR T MRS - HoAth SRR ¢ the Council of Europe (CoE), the International
Association of Penal Law (AIDP), the International Telecommunication Union (ITU), the
Korea Supreme Prosecutors Office (KSPO), the Oxford Cybersecurity Capacity Building
Centre (Oxford), the United Nations Conference on Trade & Development (UNCTAD), the
United Nations Interregional Crime and Justice Research Institute (UNICRI) and the
United Nations Office on Drugs & Crime (UNODC).
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Law ~ e-Evidence ~ Jurisdiction ~ Safeguards ~ International Cooperation
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BIEEREREATBCR LU LR T A (E AR ERYERS © Legal Framework
BIERIR AR R LR &G A GSEHRIREY; Substantive Criminal Law 2
BB E R B EICIEAYFT & + Procedural Criminal Law HIZFEREE
ZHIH  e-Evidence HIEAESIUTENRES N EULESIEAYREIRRE TR E T =
Jurisdiction EERERAME FUESLIRHVERERE S Safeguards (HIEN=(EHZEE ¢

EAERF - BRMREMNSEEH ¢ International Cooperation EESERSI
LU EAAIREFHYELE G R (MLA) ; Capacity-building ZREt¥iE (1%
AR ) FIAA TS @ (IENMEE - ETEEAEEIFR RS - EHE TR
R T BORNILE - DU EIRES LR E R - HEEE TREEHRGEE
ML WeESH e TRA - AT LU IEAERFG Y [R5 S AR RIBARIEEEE - 5
THEE REHE TR B SR e & TEAGER - B e

25~ EBE®(Virtual Currency)yr4BE2iEHE

— -~ EEEM,

HEE 7%  JTames Daniels ~ Eric Hergert ~ John Golinvaux &=
A ##%# James Daniels & Eric Hergert ¥ IRS-CI Z#55#€ &> James Daniels
3z F8IAEE FBI JUSESH A/ INH - I H /Zaz/ NHRBA N 4 AU IE 5 iy 2 8
BB B RS 4EHTFEE © Bric Hergert RISE(EPEHERII A EHE(LPEE04E
PRAUSE/NHZ A (WE 2)  FRER B EE - B Bl A

YEE DA AGHE T #E - http://www.combattingeybercrime.org/
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(—) FEEEEHMl © FEEEE®4(Virtual Currency, Digital money) {ELAE{ir

BAF A R SR HERER S EAHERREC BRI LRE
R K S A SN - R DLE(F ST TR (SRS AE 3) -
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(A S E R DL B E N SN E AR _ERYRT A TS S Wt — AR IS E 1
I WS EE IR0 - 802 2019 4% 2 H - ©/A## 2000 fEin& &
TE T o

(=) #HZE 201948 A hER =] 10 EinE &8RF B Bitcoin ~Ethereum

XRP ~ Bitcoin Cash ~ Litecoin ~ Binance Coin ~ Tether ~ EOS ~ Bitcoin SV
Fe Monero" o HoAgwE BTk & i i (B s A U2 S/ 4A A - 3REH
HAENNE GBS T U GEIZEE B e B R DMt & i)
sr{ERE EAUE SR SR AT

(1) Bitcoin: &Mk 25-36 ¥ CaHm - fEamEF R 1 2 3
(2) Ethereum: $gEHNEHT 42 T T - #4A 2 I & 0x

(3) XRP (Ripple) :§2EHihlr 34 fr 5 cdHk @ ¥ HERA R

(4) Bitcoin Cash:EBiBitcoin [F - $8EMAEH 25-36 firFonaHpk - #

TRy 1 B35

PO EENAS S8 ¢ https://coinmarketcap.com/zh-tw/all/views/all/

16 =

BRS¢ https://coinmarketcap.com/
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(5) Litecoin:§#EHhkr 33 firicaHmk - #drTRER LM ;
(6) Monero: #8EHHEH 95 fir FrT4HRk » FEARETFy 4 -

(=) &Mt B T B ERE T (7 LRI E B 2 B T3 Ers
AL ENIPATTEE - B0 Windows {F3E 28 2 BACIEE B \Document and
Settings\UserName\Application Data\ClientName” (Xp) -

" \Users\<username>\Application Data\Roaming\ClientName” (win7 -
10)

" \Users\<username>\Documents”

\Users\<username>\Local \Google\Chrome\User Data\Default\Local
Storage:Linux {E3EZ48 Z#EASH T Fo~/ bitcoin/ ZHEFMA” 1s - a”
e &

MAC 1F3E 24 2 B84 Fy~/Library/Application
Support/ClientName ;

Android 1F3E 4 2 PRCIEAT fy/data/data/<package_name

ZRHEF AN IIE SRR T A ] DUE B 3 BRI T Seed
EEFAEVEREAIAYEE 7886 > 2L mnemonic converter f 2 YA/ b6 8
t o BN E TR BN 2 E RSN - ST Txprvy B8
AL » IR E] DU R DT U RETIIR 2 H Y ME— R [E] 2 BR AT 1% AR
s FE =B FIA xprv converter #E{T °

(M9 FEEER T 4E AT R ~ JER > S0t RISHE T34 40 > HlL
Bitcoin Afl » ERAMATIERS Bitcoin RalE $80 DUET TREIEER 5 FEaiik
742 Bitcoin FEMILLEREA - LEAN > SEETRELINZ EHERY TPO(Initial Coin

T a7 S B R R S I E B A Y Hash [8 - 8 FAYE 75 (1 JE4R EL4E MH/s~ TH/s~ GHs »

1 MH/s = 1,000,000 H/s » 1,000 MH/s = 1 TH/s » 1,000TH/s = 1 GH/s = 1,000,000 MH/s -
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(1) BERREBEE SR EHE T B n] DLy Ry (TR R e B oA 2 B0 (B ARG
A tChainalysis ~ CipherTrace ~ Eliptic J& Neutrino 2 ; GEhAR]
B[ LU WalletExplorer.com ~ Blockchain. info 5 BlockExplorer.com
TR T A - BRI TAIEIEA (Domain Name ) B IP fiztik (1P
Address) #EH o BR T AR FIRY WHOT s B em4dnssh - el FI & T A
DomainTools B¢ DomainBigData. com 44U T R E A3 - £ B2 =4E
SRR SRR > JRAI(E "Wayback Machine | 4gnG#E{TE ) - 2 HEFAY
HEITHRE 55 &1 48 7 oI LA Flashpoint 2\ E]"E&1E » FIFZ A SR
H - EIBECAPD LIRS &% A S ERE g G Z MHRITE & - i T oot
BEA Accurint AF" (S EAEHUS T S5 2 AR BRI -

(7)) sEENER A FRE - WNEAFAINEERZ TE#EIEE ) &
RTINS G EREE - s Eihl - 228 RSRIER - BEN 5
Bfi - JRA] LU R B R IR T > A& Apple ~ Microsoft
M Google HYECH: (BETEHEHE NEUES) LIS E NEERA 1%
BBIRF > MRz A A AERNNRENSEE2EE -

(EOFEINEE T S e — TR Bt i & S T B & G 5

(exchangers » B¢ Mixers ~ Tumblers) » FHAE SR LA o] DAst

—THEEE I G BUE - BEORAE IR S IAI3 St - &

U FEAC(EEAS - 2 - AHEREE A EE RS E ST (Token ) » SR SEEHE (140 © ETH ~
BTC) FriEfTHIRIEEE) » sFIE o RAL S ~ RESE > @R E - 5 139 LT > %EH
https://www.facebook.com/download/preview/326797697894094 & T & °

Y https://www.flashpoint-intel.com/

* https://www.accurint .com/
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B LIBEART - NI B ST R EE G EREE A
fy "KYC, (Know Your Customer » sR&k# =) &S - JRAIEREERHY
S EEB SRS DR A SRl R
Al TRRE PRS0 FELETAL BB R ZRE T 118 - A AR U S AR 4
ZFE o HEZHESF TAML ) (Anti-Money Laundering > ZE$8F5%H]) >
il WHE FA BRI B IR A BERC S e (Suspicious Activity
Report » SAR) = Eif » AN EHAL 5 2 Sab BT BB AL S
BRI T ARSEERE TR BRI R T30 E R A B B B
i AIRENUIRZAUEEAE - IRBLEAR - S TEIUEAIRUE - JI
BT DATER B T A HEERCE o IEMLZ A TRESS -

illl

- EEGEEAI4E | xDedic

=25 L]y

st Justin Allen B R (2R EANIHIETT IRS-CI ZHRHIERE - T2 HEIRIE
{E FBI EHEIUSEERS/NE - HE A &R UTR SN 2 48R0 TE - B FEmE

2« 3t -~ B BB RS EEFERS (Bulletproof Hosting Providers™)

~

EHINE

(—) xDedic /147 (#0E 4)

xDedic e {EELIER ST - H 2014 FLEHAEE » FEHE

* FrEE Bulletproof Hosting Providers (Af5F-toailsi M E (A E EE » A EE K P HEK
B A EERR > B0 - BrkE Y - ERsE S R AR > TSR

https://en.wikipedia.org/wiki/Bulletproof hosting
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FhHz0 AREZERIE RS - AT HAZE 174 %A 7 HEix e Ek
e (EHREE » FH 416 A FEIRVEEHEm IR - Kt > 22 B R e B HERIR
SRy 27 ~ i ~ (AR ~ B ~ PEDESE ~ FRA AR ~ BORAED -
FEERIE AR PGS - FEEE ~ thEREE ~ M1 - SEtth A 100 RA1H
REISEMT TSP HIfEIAR S Z BIREAGAE xDedic #th PN HE > 5Ll
RPERIRE s ELFEBUR AL - Bhe » 2 2 it - &5
SR TSP SOEERE AN ~ B2 - EEE SIS - ITEARTEIEINE » B
F TR A S B B (el sy F AU IR - BB R (ESE AR A - AR
fEE R A IR E RS 6 37T WL AMRER ~ i
HIE ~ (FELNERE > £ xDedic HIE=EEIEH > ERES - BEZ
fEREsHIFTA &R SR B E S VBRI P & - BfhEhst Hit
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xDedic $2{ft 2 FRHIIUIE 2 AR 6,800 HEw - i ARSI ARIEE
HUR o 1T BE B A EEE SRR E
(=) HEEP
1. e EERx
B2 2016 S REAVB B A S H B & 1988 xDedic » Z1& 3%
B (b2 E A RS E A E  FBI ~ RS ~ BAFRERSIEIE/ N (Federal
Computer Crime Unit) ~ BiFitas BEIR A ~ tEFIFHEAEAE

22

https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2018/03/07191218/
xDedic marketplace ENG.pdf
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(Investigating Judge of Belgium) ~ 5o I SR 4R 4 22 R (8 BRI S
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(Joint Investigative Team agreement”)
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HSTTHIAIU - SR At AR AR < e SH I T xDed i c FE4E TSR 2 44
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¥ BEFS Joint Investigative Team (JIT) » A A, :
https://www.europol.europa.eu/activities-services/joint-investigation-teams
RN E AR 0 2R

http://www.eurojust.europa.eu/press/PressReleases/Pages/2019/2019-01-28.aspx
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E SROUNISEST? BT
(9 Fftaii
bt —12 > AW G T he Z =B R AT IR A8 R AR 4B

THIS DOMAIN HAS BEEN SEIZED

The domain for

has been seized by the Federal Bureau of Investigation pursuant to a seizure warrant
issued by the United States District Court for the Middle District of Florida
under the authority of 18 U.S.C. § 981(b) as part of coordinated law enforcement action by:

: federal

offn(:e
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2001 FEUONHE G A RIMEEEIEIR AL (the Council of Europe Convention on
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= REEBIZERME
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