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QAMIF0RY,

z’n:f'g. Time spent versus biggest risks

TIME SPENT ON BIGGEST RISKS

Cyber security and data security

Regulatory change and compliance

Digitalisation, disruptive technology and other innovation
Outsourcing, supply chains, and third party risk
Business continuity / resilience

Financial risks

Macroeconomic and political uncertainty
Human resources

Corporate governance and reporting (financial & non-financial)

Communications and reputation
Corporate culture
Anti-bribery and anti-corruption

Financial controls

Environment and climate change
Health and Safety
Mergers and acquisitions

Other

"ww"'uull

THE INSTITUTE OF INTERNAL AUDITORS

\ INTERNATIONAL
mRISK m TIME SPENT TS

SOUTHERN CALIFORNIA, USA / 7-10 JULY 2013

;

36

@

(ZOh'&FEB 4

AR AT O BAMATE A A H ma F Al ‘ﬁ% ’
Bhed fe S IR F F XD % RS TP R A 2
B BB 5 PO B G TP AR R R VR R R S P’;}i?
B RERT T SRR LT

UL Gkt T ?

g PR "J"}"‘-i

e p AT Rkt Y7
¥ EAREL %&4{‘9”3%?

Sy O == W DN =~

T hRe e R 0 VBB T B

0o



P

7@ ERM(Enterprise Risk Management)
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A “Working” Inventory of Business Risks, for use by
management and internal audit on a periodic basis

Customers __---"""Human Financial ~ ~~~=-__ Suppliers
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«Safety
*Environmental Compliance

+Capital Projects
*Govt. Compliance *Qualit

«Vendor terms| *Employee/Theft/Fraud .Sf,';?g{!',% Costs -Inventory Management
(guarantees, +lllegal Acts » +Sales and Marketing *Procurement
advance \\ *Resource Misuse «Contract Compliance
payments) \ *Ethics gapacny Planning
ngineering
\\ +Brand Image *Repair Services
o, el Information Technolo

Environment "\ -Reputation a gy
T *Access

«Political \\\ «IP Protection +Availability

+Legal R «Continuity

*Regulatory Ny *System Integrity
«Business Interruption —— <t *Technology Infrastructure

<Ext ITheft/Fraud/ N *Tech Development & Integration
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*Business Practices
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*Customer Credits/Rebates

Accounting & |
Reporting \
“SEC Reporting !
*Management Reporting |
«Statutory Reporting /
*Financial Forecasts /
*Tax Accounting & Reporting P
*Performance Management //
+Analyst Communications /
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“The true worth of internal audit is not measured in the weight of
after-the-fact recommendations, but in the ability to provide

just-in-time advice and influence positive change.”
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Low Risk Due Diligence:

1.

2.
3t
4

Published penalties, convictions

PEP Screening and Watch list Checks
Negative News Searching

Not reviewed by compliance personnel

Medium Risk Due Diligence:

1.

2.
3.

Low Risk checks PLUS

Collect supporting documentation

Open Source Investigation by a due
diligence provider on both the
organization and key employees/owners
Results reviewed by compliance
personnel to make go/no-go decision

|

High Risk Due Diligence:
1
2.
3.

4.

Low and Medium Risk Checks PLUS
Audit and Review Financials

Interview references, political and
business associates

Field Investigative background reports
using local data sources
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Enhanced
Due
Diligence
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e Module Scheme
\ 1 Employee Schemes
2 Management Overrides
3 Breaches of Physical
Controls
4 Skimming Schemes
5 Cash Larceny
6 Check Tampering
7 Cash Receipts
8 Purchasing Schemes
9 Payroll Schemes
10 Expense Schemes
11 Theft of Assets
12 Theft of Data
13 Corruption Schemes
14 Conflict of Interest
15 Fraudulent Financial
Reporting
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Fraud Risk Scenario Likelihood Impact Accountable Existing Controls Effectiveness of Policy &
Department Controls Procedures
Module #1
Employee Schemes
1 .Employcc's information used Likely Serious Human Resource 1. Dedicate professional recruiters Green C-100.10 Standards
for hiring purposes is fraudulent Legal 2. Existence of formal written job of Ethics and
increasing the risk of a bad hire. Finance dcscnpt?ns Business ¢0Mucl
3. Code of Ethics C-310.25 Fraud
. 4.  Written fraud policy Waste & Abuse
Risk 5. Written policies and procedures C-100.61 Integrity
Financial 6. Integrity Hotline Hotline
Reputational 7.  Background check required for hire C-240.40 Vacation
()pemlional 8. Intemal Audit Department
Compliance 9. Automated timekeeping system to
monitor vacation
10. Employees are adequately
compensated
1 AEmployees are not adequaldy Likely Serious Human Resource 1. New employee orientation Yellow C-270.25 Staff
trained to ensure ﬂcce'ptab]e 2. New Manager training Development and
behavior. 3. Education University Mandatory Training
4. Awareness intranet publications C-270.30 Staff
5. Annual Conflict of Interest Orientation
Risk disclosure
Reputational 6. Annual formal performance
Operational evaluations
Compliance
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