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MONDAY EVENTS & ACTIVITIES

8:30 AM - 5:40 PM

SEMINARS - FULL CONFERENCE & DISCOVER PASS HOLDERS ONLY

See following pages for details and room locations.

8:00AM-500PM SEMINARS - OPENTO ALL BADGE TYPES
See following pages for details and room locations.

8:00AM-500PM BROADCAST ALLEY

West Street Level - Watch top security publications shoot live and record exclusive interviews.
11:00AM-1200PM  TWITTER CHAT Sponsored by:

Building a Better Today for a More Secure Tomorrow HeceiL
Follow us on Twitter and use #ChatSTC and #RSAC to join! CYBERMIW

1:30PM-430PM  RSAC INNOVATION SANDBOX CONTEST ESX"‘:&?ZS"; ’"S"OV""Of’

Marriott  The RSAC Innovation Sandbox Contest has crowned innovative companies who build EEala e
Yerba Buena  cutting-edge technologies to minimize infosec risk for the past 14 years. Witness the 2019

Top 10 Finalists battle it out for the coveted title of “Most Innovative Startup! See page 18 WSJ EZEI CYBERSECURITY
for a detailed agenda.

400PM-500PM  FIRST-TIMERS ORIENTATION & NETWORKING RECEPTION B
Marriott Golden  This event is open to Full Conference Pass holders and features a 30-minute presentation followed by a 30-minute
Gate A networking reception with light refreshments.
430PM-6:00PM RSAC WOMEN'S LEADERSHIP CELEBRATION RECEPTION Bz
Mascone South 303 Join us in celebrating the contributions and rich history of women in science and technology. Hosted with our planning
partners: Women's Society of Cyberjutsu, Executive Women's Forum on Information Security, Risk Management and
Privacy (EWF), The Diana Initiative, Women in Security and Privacy (WISP) and Women in CyberSecurity (WiCyS). All RSA
Conference attendees are welcome to attend.
5:00PM-7:00PM RSAC SECURITY OPERATIONS CENTER Sponsored by:
Moscone South - Take a tour of a working SOC! Head to the Moscone South Lower Level for the RSA afin :
Lower Level  Conference Security Operations Center. See what's really taking place on the Moscone asco RSA
Wireless Network in real time.
5:00PM-7:00PM WELCOME RECEPTION kG
Expos  Join your peersin the Expo while kicking off RSA Conference in style at the Welcome Reception. Enjoy drinks and light fare

from 5 -7 PM. Get exclusive access to the exhibitors you've been waiting to meet; network with peers as you preview cutting-
edge products from more than 650 leading information security companies.

1 RSA Conference 2019 & 53F2(—)



TUESDAY
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TUESDAY EVENTS & ACTIVITIES

6:30 AM - 8:00 AM

Moscons West
Leval 2

CONTINENTAL BREAKFAST"
Full Conference Pass holders, grab breakfast and then head directiy to your chosen keynote viewing location.

8:00 AM
West Stage Keynotes

8:10 AM
West Stage Keynotes
£:35 AM
West Stage Keynotes

855 AM
West Street Level

920 AM
West Street Levad

10:05 AM
West Street Level

11:00 AM
South Esplanade

100 PM
South Esplanade

220PM
South Esplanade

KEYNOTES*™
Keynote abstracts can be found on pages 30-31.

Opening

The Trust Landscape

SRonit Ghal, President, RSA; Niloofar Razi Howe, Cybersecurily Strategist and Entrepreneur

Lightning In a Battle, or Buning Down the House?

Dr. Cefeste Fralick, Chief Data Scientist, McAfee, LLC; Steve Grobman, Senfor Vice President and Chief Technology Oice,
McAfee, LIC

Rise of the Machines: Staying Ahead of the Next Threat

L1z Centonl, Senor Vice President | General Manoger Cisco lo, Clsco; Matt Watchins ki, Vice President, Gioba! Threat
Inteigence Group, Taios, Clsco

The Cryptographers’ Panel

MODERATOR: Zudfikar Ramzan, PA.D., Chief Technojogy Ofmicer, RSA

PANELISTS: Whitield Diffie, Cryptographer and Security Expert, Oypéomathic; Shan Goldwasser, Director, Simons institute for
the Theory of Computing; Ronald Rivest, Professor, Massachusetts institute of Technoiogy; Adi Shamir, Borman Professor of
Computer Scence, The Wealzmann Instiule, isroe)

The FBI: At the Heart of Combating Cyberthreats

Susan Hennessey, Senlor Fellow, Governance Studies, The Brookings Institution and Executive Edvtor, Lawfare;
Cheistopher A. Wray, Director, Federal Buregu of Investigation

Top 10 Ways to Make Hackers Excited: About the Shortcuts Not Worth Taking

NPauta Januszkiewicz, Chief Executive Oficer, CQURE

A Coud Security Architecture Workshop

fiDave Shackieford, Sv. Instructor, SANS institute

Security at 36,000 Feet!

Emily Heath, Vice President and Chief information Oficer, United Alrfines

74t Lessons Learned from 30+ Years of Security Awareness Efforts

340
South Esplanade

fira Winkler, President, Secure Mentem

9:00 AM - 500 PM

Moscone West
Street Level

BROADCAST ALLEY
Watch top security publications shoot lIve and record exciusive inferviews.

10:00 AM - 600 M

Mascone South
Lower Level

RSAC SECURITY OPERATIONS CENTER

Take a tour of 2 working SOC! Head to the Moscone South Lower Level for the RSA Conference
Security Operations Center. See what's really taking piace on the Moscone Wireless Network in
real time.

Sporsored by

"' RSA

10:00 AM - 600 PM

Moscone North &
South Lower Level

EXPO

The RSA Conference Expo will give you the opportunity o Interact with an Impressive breadth of Information security
Exhibitors and SpoNSors.

10:20 AM - 530 PM
Moscone North &
South Lower Level

EXPO BRIEFING CENTER
See following pages for abstracts and a complete schedule on pages 115-118.

1100 AM - 200 PM

Howard Street,
Mission Streat

STREET EATS

With options for ail tastes, stop by any of our food trucks on Mission Street or Howard Street. Avallabie 10 3l pass types
and both cash and credit cards are accepted.

1100 AM - 430 PM
Locations Vary

TRACK SESSIONS
See getalled information on followlng pages for descriptions and badge access.

E ¥ = Top-rated speaker

2 RSA Conference 2019 €rigsftiz2 ()



TUESDAY EVENTS & ACTIVITIES

Hours Vary by
Location

LAW TRACK SESSIONS*
Marriott Nob Hill A, 11:00 AM - 4:30 PM; Moscone South 201, 500 PM - 550 PM
See detalled Information on following pages for descriptions.

220 PM - 420 MM

Moscone West
Level 3

LEARNING LABS*

Leaming Labs provide highly Interactive, facilitated leaming experiences and are very hands-on and smail group
orlented. Seating Is limited; use Reserve 3 Seat to schedule your participation. You can only reserve one Lab on your
schedule, so pick carefully from our 20 great offerings. Note: Press is not permiltted in Lab sessions.

400 PM - 6:30 PM

Mamott
RSAC Sandbax

RSAC CYBREW CAFE
The RSAC Cybrew Café, our full-service coffee bar, will ba senving your favorite beverages.

400 PM - 2:45PM

Marniott
YerbaBuena 8

RSAC LAUNCH PAD™**

ASAC Launch Pac Is designed to give new talent a platform to share their briitant Industry solutions. Watch three
selected partiipants give a 10-minute pitch on thelr groundbreaking productsto a panel of leading sacurtty venture
capitalists. And see who walks away with Investments that could take thelr company to the next level,

445 PM -6:30 "M
Marriott
Yerba Buena 8

wer Exduswe RSAC Sandbax
RSAC SANDBOX ravs

The RSA Conference Sandbox s Ll of hands-on interactive experiances 1o tast your infosec skills. m

Avasant

4:45 PM-6:30PM
Mamott
YerbaBuena @

Exchuive ASAC Forly

erunchboss

RSAC EARLY STAGE EXPO***

The RSAC Early Stage Expo I the perfect megaphone for emerging infosec startups. Located In
the Marriott Marquis, meet over 50 of the industry’s most promising newcomers and leam
about thelr innovative products and solutions.

4:45 PM - 6:30 PM

Marriott

RSAC Sandbox &
RSAC Early Stage
Expo

CYBEER OPS NETWORKING RECEPTION & INTERNATIONAL MEET-UP *** 5%

Dedight in local Cailfomia craft beers and non-aicoholic drinks as you mingle with peers and RSAC friends from around
the world. CyBEER Ops opens RSAC Sandbox, where you can chack out up and coming startups and the RSAC 0T Village,
ICS Viliage and Wireless Viliage Sandboxes.

* Event is free for Full Conference and Tuesday Foll Conference One-Day Pass holders age 21 and over as well s Press, Al other bodge holders
o purchase Hckets through registration for a fee of $25. Fvent acress is limited and & an o first come, first served bosix

6:00 PM - 9:00 PM
Mamiott SoMa

NON-PROFITS ON THE LOOSE ISl

Mest and mingle with Industry and government Jeadars while enjoying food and drink at the Marriott Marquis, Just
Dbiocks from the Moscone Center. The Anti- Working Group (APWG), the Internet Soclety/Onfine Trust Alliance
and the Cyber Threat Alllance {CTA) invite you 1o Join us for the ninth Annual Non-Profits on the Loose for great food,
fun and networking. Thank you for supporting our passions, stop by and discuss how We Can improve cybearsecurity
together.

Attendess muist have an 54 Confermce badge.

7400 PM - 230 PM

Maoscone West
Level 2

RSAC AFTER HOURS: GAME NIGHT** I8

As a oybarsecurity all-star, you'll enter RSAC After Hours: Game Night with VIP treatment. Then It's off 1o the races. inthe
Full Court, you'll go haad to head with othes Industry players In our arcade and game hail. Then take a ioad off In the
sports lounge and bar, complete with a five DJ and refreshments. And at 7:30 M, the night really gets
qgoing as the Ceitics face off against the Warlors—Ilve and on the big screen.

Open to Full Conference and Discover Pass holders. Choose one of the RSAC After Hours events on Tuesday,
Wednesday or Thursday nights of Conference. Space Is imited so make sure to reserve a seat.

* Open to Full Conference Pass holders only.
** Open to Full Conferance and Discover Rass holders ondy.
*** Open to Foll Conferemce Poass hofders, Press and CyREER Ops ticket holders anly.

[#]

2 RSA Conference 2019 Eags512(7)
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WEDNESDAY EVENTS & ACTIVITIES

6:00 AM - 700 AM

Maoscone West
Level 2 Alcove

POWER PAUSE—MINDFULNESS & MOVEMENT*
This yoga class and meditation sesslon Is designed for il levels from beginners to advanced practitioners.

7:00 AM - 800 AM
Various Locations

CONTINENTAL BREAKFAST*
Fuli Conference Pass hoiders, breakfast is avallable In Moscona West Leveds 2 & 3 and Moscone South Leveis 2 &3.

7:00 AM - 7:50 AM
&1240PM - 150PM

Moscone West Level 3

BIRDS OF A FEATHER*

Grab your breakfast of unch and bring It to the discussion roams. Some topics are pre-defined and led by speakers,
others will develop organicatly; by design, this Is ioosely structured to give You an opportunity to network and set the
agenda for discussions of interest to you, Note: Press is not permitted in Birds of a Feather sessfons.

7:00 AM - 500 AM

Moscone West Level 2
Alcove

FIRST-TIMERS MEET-UP*
Enjoy this time o ragroup, share takeaways and, of course, caffeinate.

200 AM - 850 AM
South Esplanade

920 AM - 10:10 AM
South Esplanade
1030 AM - 10:55 AM
West Street Lavel

1055 AM - 11:15 AM
West Streat Lavel

WEDNESDAY

11:15 AM - 1155 AM
West Streat Level

1:30PM - 220 PM
Esplanade

250 PM - 350 PM
South Esplanade

400PM - 425 PM
West Street Lavel
425PM - 250 PM
West Street Lavel

4:50PM - 515 PM
West Street Level

KEYNOTES
Keynote abstracts can be found on pages 32-33.

Hacking Exposed: UVE—Bypassing NextGen

fiStuart McCure, Chalman and Chief Executive Omcer, Cylance inc; Brian Robison, Chief Evangelist, Cylance inc.
The Role of Security Technologists in Public Policy

fiBruce Schnefer, Feflow and Lecturer, Harvard Kennedy School

The Power of People: Amplifying Our Human Capacity through Technology and Community

Ann Johnson, Corporate Vice President, Cybersecurity Solutions Group, Microsoft

Palo Alto Networks and Arista Networks CEOs Reveal Secrets to a Successful Cloud Journey

Nikesh Arora, Chief Executive Oficer and Chairman, Pako Alto Networks; Jayshree Ulial, President and Chief Executive
Omicer, Arista Networks

Weaponization of the Internet

MODERATOR: Ted Schiein, General Partnes, Kieiner Perkins

PANELISTS: Nathanle! Glelcher, Head of Cyber Securtly, Facebook; Def Harvey, Vice President, Trust and Sarety, Twitter;
Strategic Competition—The Rise of Persistent Presence and Innovation

Ofvia Gazis, Inteligence and Nationa! Securily Reporter, (BS News; General Poul Nakasone, Unfted States Amny, Commander,
United States Cyber Command, Director, National Securlty Agency, Chief, Central Securty Service

From Dystopia to Opportunity: Storles from the Future of Cybersecurity

Dr. Amit Elazori Bar Oa, Director, Global Cybersecurkly Poicy, inte! Corparation, Gnd Lecturer, UC Berkeley School of
Information {MICS); WiKeren Elazori, Analyst & Researcher, K3ran3.com

A View from the Front Lines of Cybersecurity

Sandra Joyce, Senlor Vice President, Global inteligence, Fretye; fKevin Mandla, Chief Executive Omcer, Firetye

A Conversation with Donna Brazile and Mary Matalin

Donna Brazife, Veteran Democratic Poltical Strategist, Adjunct Professor, Author and Syndicated Columnist;

Mary Matalin, Celebrated Conservative Volce and Former Presidential Advisor

How Technology and Innovative Approaches Can Transform Your

Megan Smith, Chief Exacutive OmMcer, shirt7, Third Chief Technology OMicer of the United States (2014 - 2017)

500 AM - 10:10 AM
&1:30PM - 3:40 PM

Locations Vary

TRACK SESSIONS
See detalied information on following pages for descriptions and badge access.

8:00 AM - 1250 PM
& 130 PM - 500 PM
Marriott Nob Hill A

LAWTRACK SESSIONS*
See detalled information on following pages for descriptions.

BOD AM - 11:20 AM
&130PM -430PM
Moscone West Level 3

E W = Top-rated speaker

LEARNING LABS*®

Leaming Labs provide highly Interactive, facfiltated learming experfences and are very hands-on and small group
orlented. Saating s limited; use Reserve a Seat to schedule your You can onty reserve one Lab on yous
schedule, so pkK carefuily from our 20 great offerings. Note: Press fs not permitted in Lab sessions.

3 RSA Conference 2019 €& 5:#12(=)



WEDNESDAY EVENTS & ACTIVITIES

8:00 AM - 4:00 PM
Mamiott Yerba Buena 8

RSAC SANDBOX Sl S
The RSA Conference Sandbox is full of hands-on Interactive experfences to 1est your Infosec skils, m

8:00 AM - 400 PM

RSAC CYBREW CAFE

oft. A ndi-service coffee bar.

Marn
RSAC Sandbox

8:00 AM - 4:00 PM
Marriott Yerba Buena 9

RSAC EARLY STAGE EXPO Exchuove RSAC Early Stoge

The RSAC Early Stage Expo & the perfect megaphone for emerging infosec startups. Meet over st :
50 of the Industry’s most newcomess and leam about their Innovative products and — ariinghbage
solutions, and check out the RSAC Early Stage Expo Briefing Center detalls on pages 180 - 185).

8:00 AM - 500 PM
Moscone West
Street Level

BROADCAST ALLEY
Watch top sacurity publications shoot live and record exciusive Interviews.

9:20 AM - 12:50 PM
&130PM-500PM

Moscone South
Level 3

PEER2PEER SESSIONS*
P29 sessions enabie growps of no more than 30 people that share a common Interest to come together and
productively expiore  specinc securlty topic, fadilitated by an exparienced practitioner. Note: Press is not allowed in

10:00 AM - 6:00 PM

Moscone South
Lower Level

RSACSECURITY OPERATIONS CENTER Sponsaced by

Take a tour of 3 working SOC Head to the Moscone South Lower Level for the RSA Conference  «#111100

Secufty Operations Center. See what's raally taking place on the Moscone Wireless Networkin  TI3€@
real tima.

10:00 AM - 6:00 PM

Moscone North &
South Lower Lavels

EXPO

Come sae how RSA Conference 2015 exhibitors offer you the iatest tachnodogical solutions, provide hands-on learning
opportunities and demonstrate how thay can heip you better secure your organization.

AVOSINGIM

10:30 AM - 4:10 PM

Moscone North &
South Lower Lavels

EXPO BRIEFING CENTER
See following pages for abstracts and 3 complete schedise on pages 115-118.

11:00 AM - 200 PM

Howard Street,
Mission Street

STREET EATS

With options for all tastes, Street Eats Is the easy way 10 fuel Lp between sesslons or get eneqglzed before your next
keynote. Stop by any of our food trucks on Mission Street or Howard Street.

11:30 AM - 1:00 PM
Mamott Golden Gate B

BV S

EXECUTIVE WOMEN'S FORUM MEET & GREET AT RSA CONFERENCE 2019 k3

mmm'smmmuemam&mmwmeMWm

RSA Conference 2019. Enjoy the company of your paers—some of the brightest minds at the event—for a fun, relaxed,
professional get . Engage and connect with the most dynamic ; tha women In Information Secutty
who make It happen. Join In interactive discussions and get to know each other. We ook forward to meeting you!

* All attendees will need an RSA Conference badge to access the Golden Gate leve! at the Marriott Marquls.

200 PM-3:00PM
Moscone West Level 2

RSACSECURITY SCHOLAR POSTER BOARD EXHIBITION

RSA Conference Security Scholar connects the brightest up-and-coming
peers and conference attendees. We are offering the RSAC Security Scholars the
work at 3 poster board exhibition. Drop by, provide feedback and meet the RSAC Security Scholar Class of 20198

430 PM - 6:00 PM

Moscone Nocth &
South Lower Lavels

EXPO PUB CRAWL IG5

Enjoy your choice of complimentary beer, wineand non-aicoholic Deverages as you visit sponsoring

companies’ bootns
10 Jeam about their latest products, services and Innovations, Located at selact sponsor booths within both halis

6:30 PM - 8:00 PM
Marriott
Golden Gate B

RSACAFTER HOURS: WHISKEY & WINE TASTING** D@‘

Kick Off the night with 2 walk through the cellar.” Then, gather In the lounge to sip on an assortment
of wines and whiskeys expertly selected from local vineyards and distileries while soaking up the jazzy sounds of
our ive band. And keep the night going In our group tasting area, where you can mingle with other cybersacurity
connolsseurs and raise 3 giass to another great year at RSA Conference.

Open to Full Conference and Discover Pass holders. Choose one of the RSAC After Hours events on Tuesday,
Wednesday or Thursday nights of Conference. Space Is imited so make sure to reserve a seat.

* Open to Full Conference Regestrants onfy ** Open to Ful Conference and Discover Pax Registrants anly.

3 RSA Conference 2019 €z (=)
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THURSDAY EVENTS & ACTIVITIES

6:00 AM - 7:00 AM

Moscone West
Level 2 Alcove

POWER PAUSE—MINDFULNESS & MOVEMENT*
Thils yoga dass and meditation session Is designed for il levels from beginners to advanced practitioners.

700 AM - 8:00 AM
Vanious Locations

CONTINENTAL BREAKFAST*

Full Conference Pass holders, head directly to your chosen moming session. Breakfast [s avaliable in Moscone West
Levels 2 & 3 and Moscone South Levels 2 & 3.

700 AM-7:50 AM
& 1240PM - 130 PM

Moscone West Leyel 3

BIRDS OF A FEATHER*

Grab your breakfast or lunch and bring It to the discussion rooms. Some topics are pre-defined and led by speakess,
others will develop organically; by design, this & ioosely structured to give you 2n opportunity to network and set the
agenda for disaussions of interest to you Note: Press is not permiited in Birds of a Feather sessions.

700 AM - 8:00 AM

Moscone West Level 2
Alcove

FIRST-TIMERS MEET-UP*

Start the day with a meet-up with other RSAC First-Timers. Grab your compiimentary breakfast and enjoy this time to
regroup, share takeaways and, of course, caffeinate.

800 AM -850 AM
South Esplanade

520 AM - 10:10 AM
South Esplanade

10:30 AM - 10:55 AM
West Street Level

10:55 AM - 11:40 AM
West Street Leval

2:50PM - 3:40 PM
South Esptanade

THURSDAY

4:00 PM - 425 PM
West Street Level

4:25PM - 445 PM
West Street Level

4:45PM - 530 PM
West Street Level

KEYNOTES

Keynote gbstrocts can be found on pages 34 - 35

Stress, Bumout and You: Fireside Chat with Dr. Christina Maslach

%Josh Corman, Chief Securky Omicer, PTC, Christina Masiach, Professor of Psychology, Emenita, University of California,
Berkeley

Hacking Exposed: Hacking Macs
SDmitri Alperovitch, Co-Founder & Chief Technology Omicer, CrowaStrike; iGeorge Kurtz, Chief Executive Omicer,
Crowastrike

Stop Worrying about the Right Things

Mary 0'Brien, General Manager, IBM Security; Caleb Barfow, Vice President, 18M Securily, X-Force Threat inteligence
The Five Most Dangerous New Attack Techniques and How to Counter Them

MODERATOR: Alan Paller, Research Director and Founder, SANS institute

PANELISTS: Heother Mahallk, Director of Forensics Engineering, ManTech, and Mobiile Forensics Course Director, SANS
Institute; Ed Skoudls, instructor, SANS instifute; Johannes Ulirich, Dean of Research, SANS Technology institute

The Future of Data Protection: Adapting to the Privacy imperative
MODERATOR: RJ. Trevor Hughes, President & Chiefl Executive OMicer, IAPP
PANELSTS: Kalinda Raina, Senior Director, Heod of Giobal Privacy, Linkedin; Ruby Zefo, Chief Privacy Officer, Uiber

Three Things the Security Industry Isn't Talking About (but Should Be)
Pat Gelsinger, Chief Executive Oicer, Vidware: i Shannon Lietz, Director, intult

Tales of a Teenage Securtty Supergirl
Kyla Guru, Founder and Chief Executive Officer, Bits N* Bytes Cybersecurily Education

Connecting the Dots for the Future
John 7. Chambers, Founder and Chief Exacutive Omicer, X2 Ventures, Former Chalrman and Chief Executive Omicer, Osco;
Diane Brody, Aword-#inning Writer, Author and Consultant

200 AM - 1:10AM
& 1:30PM - 3:40 PM
Vanious Locations

TRACK SESSIONS
Sea detaBiad Information on following pages for descriptions and badge 3ccess.

800 AM - 11:220AM
&1:30PM - 430 PM

Moscone West Level 3

E] ¥ = Top-rated speaker

LEARNING LABS*

Leaming Labs provide highly interactive, facliitated jearning experiences and are very hands-on and small group
oriented. Seating &s Bmited; use Resarve 3 Seat to scheduse your participation. You can only reserve one Lab on your
schedusie, so pick carefuily from our 20 great offerings. Note: Pressfs not permitted in Lab sessions.
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THURSDAY EVENTS & ACTIVITIES

200 AM -3:30PM
Marriott Yerba Buena 8

RSACE
Exclusive

RSAC SANDBOX
The RSA Conference Sandbox s full of handis-on Inferactive experiences to test your Infosec skills.

4

800 AM -300PM RSAC CYBREW CAFE
Marriott,
pear Samoth, A fuiksenvice coffee bar.
600 AM-300PM RSAC EARLY STAGE EXPO

Marriott Yerba Buena 9

Pt o =

orunphboase

The RSAC Early Stage Expo Is the pertect megaphone for emerging Infosec stastups. Meet over
SOUMWMpmmgmammammeﬂnmmmnsam
solutions, and check out the RSAC Early Staga Expo Brizing Center (detalls on pages 180 - 185).

200 AM - 5:00 PM

Moscone West
Street Level

BROADCAST ALLEY
Watch top security publications shoot Rve and record exclusive Interviews.

%20 AM - 5:00 PM
South 301

BRIDGING THE GAP: CYBERSECURITY + PUBLIC INTEREST TECH*
See following pages for descriptions.

920 AM - 1250 PM
&1:30PM - 500 PM

Moscone South
Level 3

PEER2PEER SESSIONS*

P2P sassions enable groups of no more than 30 people that share a common Interest to come together and
productively explore a specific secusity topic, faciiltated by an experienced practitioner. Note: Press is not allowed In
Peer2Peer sesslons.

10:00 AM - 300 PM

Moscone South
Lower Level

RSAC SECURITY OPERATIONS CENTER Spovmored by

Take 2 tour of a working SOC! HEad o the Moscone South Lower Level for the RSA Conference , fu.y 1y, RSA

Security Operations Center. See what's reaily taking place on the Moscone Wireless NetworkIn g1 g0
rea time.

10:00 AM - 3:00 PM

Moscone North &
South Lower Levels

EXPO

Come see how RSA Conference 2019 exhibitors offer you the latest technological solutions, provide hands-on lsaming
opportunities and demonstrate how they can hedp you better secure your organization.

1030 AM - 12:00 PM

Moscone North &
South Lower Levels

EXPO BRIEFING CENTER
See following pages for abstracts and a complete schedule on pages 115-118.

1100 AM - 2:00 PM

Howard Streat,
Mission Street

STREET EATS
WIth options for alf tastes, Street Eats s the easy way to fuel up batween sessions or get energized before your next
keynote. Stop by any of our food triscks on Mission Street or Howard Street.

6:30 PM - 830 PM
Moscone South
Esplanade,

South Stage

m ~ Netwocking event.

RSAC AFTER HOURS: COMEDY NIGHT k2

You're good for a network backup. How about a laugh? Get your Nl at RSAC After Hours: Comedy Ciub. Stroll In and
strike a pose on the red carpet before taking your seat in the front row of our very own comedy club. Serving up
bottomiess laughs—plus delidous food and cocktalls—some of the funniest comedy acts around will take the stage,
adding some good humor to a busy week. Now, who s3ld cybersecurity professionals were all business?

Open to Full Conference and Discover Pass hoiders. Choose one of the RSAC After Hours events on Tuesday,
Wednesday or Thursday nights of Conference. Space Is limfted so make sure to reserve a seat.

AVOSHNHL

* Open to Full Conference Regestrants only ** Open to Full Conference and Déscover Pass Registrants only
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5. RSA Conference 2019 &5%-3 H 8 H(7F)i#HME

FRIDAY EVENTS & ACTIVITIES

730 AV - S0 AW
Yarous Locatons

ROOAM - 120/
Moscone Wit Stroet Loved

CONTINENTAL BREAKFAST"

Full Conference Pass howdess, hedd directly 1o your chosen moring session. Breatant it avatlitle in Moscone Vet
Lowe5 2 & 1 300 Mascone South Loves 2 6 3

BROADCAST ALLEY
Walch lop secerRy pubications shoot ive and fcord exchusive inervieve.

230 A -0 M
South Explanade

$350 AW - 1040 AW
South Esplanade

T10AM - 1200 /M
Sout Esplanade

KEYNOTES
Reyrote atatract can be feund o page 36

I the Wake of an Attack: Thoughts Bom i Seasoned (150
B0t Lerd, Chief Security Oficer, DNC §0r. Nugh Thompsan, £5A Confesence Program Cha, R5A Confesnce

(Girf) Scouting for Talent: The Solution In the Next Generation
SyiviaAceveds, Cve! Execulive OMces, G SCouts of e USA

Engineening Trust and Securtty in the Cloud £1a, Basad o Early Lasons
Quesntin Mondy, Head of Egtona, Google Coud Susanne Foey, Ve Prestfent, Enginearmg, Googe Ciuct Ade Vashat
Google Fetlow and Networtng Techaical Lead, Googe

230 AM - 1200/
Location Vaty

TRACK SESSIONS*
S detalied Formation o FOIOWNG peges o descrtptions.

30 M - 1100 M
Muscons West 2022

JOB SEARCH 2010: INTERVIEW SKILLS & RESUME REVIEW WORKSHOP*

TheS WORSAOR) s W) QNI — [ AYS! expaores how 12 best presant your K st 31 10 potertll
comymnes and the socond i 3 resme review workshop

1230 PM - 115 PN
Moncone W St (sl

CONFERENCE CLOSING
Ting Fey, Wtier, Actest, and Producer, 00, Hagh Thospson K5A Confesence Mogrom Chok £5A Conference

§ - Ty st gane * Cpeet 10 Foff Conviaveres ngtetrants only

5 RSA Conference 2019 €rigsti2()
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=~ SIIEZAERERE N R
(MEZRZ R T 12 FEJ774(12 Ways to Hack MFA)

H A2 A +-2058 (Multi-Factor Authentication, MFA) &4 B2 I FH AT & & B AR %
o BIAE AR SR TEC Gmail @ Fr—fRIRIEEUESN » 28 & S ME s — A R0EETS
ST L RE By - A E o048 MFA B9REET - 5 A
pere & BT =T o3 Ry 1 3 7

1.Something you know : {f R FTAIEVE E &N - WEEPassword) ~ & A5 A
HE(PIN) ~ FH&E T fiE#H (Connect the dots)Z o

2.Something you have : {EFHEFTFFA TR EEEE > 20 USB token ~ BEE(Smart
card) ~ FEARETIEIERR(RFID)EEE S -

3.Something you are : i EFTHEA VR EFHE > WAEYIFHE(Biometrics) ~ 54X

(fingerprints) ~ R 4GP FF T (retina scan)Z o

55 INERHE BRI B ST RN B neRss 2 A (EA L. B —fE =0
T# s Single Factor (1FA) » {5 FHR3TE /5 =% £ Two Factor (2FA) » (I £ =FE 5=
FII# K5 Multi Factor (MFA) 5 fEE{E MFA B » 4015 Factor £R[EIMHBRE E EIERE K In-
Band » 5 [E] AIlfE Ky Out-of-Band 5 41 - 5858 7720 o] 73 BR [ Bl [ - B A4 JE 2%
B o E R s El AR el 2 P Umi B I R R B AR Y T F RS B R
(a2 ke & Py S EEE W R R T et - —fRER (] MFA &tE 1FA
AV AHR BN FR MFA 22N A] 5

insa (Authentication) {55 S8 FH —E B0l factor ZRAEFIEHERY S5 - MTHE
(Authorization) AIIFE A Z R AL S FUREIR Y P E RE P HUIBEE &R > H AT R
EENEE R AT By e R EINAR S » BN R AT 50 FH A M el B 8 A Windows
Z8i1% 0 250G HEH LM ~ NTLM 2¢ Kerberos 72 —3EHY X FHERY cookie 2R1E BT

B  FF SO BRI i —BKEA42 MFA » DUT RIS/ M 12 8412 MFA
% -

1.General : %15 MFA —f&H 8 A 34 Bt 58 T2 (Social Engineering) K sz i &

11



(Technical Attack) °

2.Network Session Hijacking * % 75 22 HfE] A (Man-in-the-Middle) I B3 » I 8ETE
AN EIRE A R EGENAN S - EEAG S T RIS RN &4
7 HL token(FES A - Ry SLFAEZFATIHY cookie) ¢ 57 Network Session
Hijacking Proxy Theft f5HV/E & JRax Bl EL B UG — BV fadinh - T 27
{50 P AR A MFA AHRBRER] - R B EE 2 HEHEINAEZENEE
A MHERE B Z=BIA0E 6 fE 7 -

Real-World Example
Is Google To Blame For The Binance Exchange AP! “Hack”?

March 12 2088 by P Costat = Lewwe » Comenent

s is a follow up to the article on the Binance exchange API “hack™ based on what we now know

Bmance was quick 1o stress their exchunge was not hacked, but to be honest, you would expect that 1o
be thetr first reaction, to prevent a meltdown. I use the term “hack™ as a very general term for any

nefarious computer activities, which on this occasion appears 10 be a very elaborate phishing scam

It appears that rhcl?nkc Bmance site that stole the fogimn c:cd:u!m{?]alm hacked the 2FA secunty. The

[[.l}.c site requested 2FA via the Google .-\mhcun\.n._w;]«md then, during the 60-second timcout for this

secunty featwre, it swreptitously logged mto the real Bmance site and activated API control on the

affected account

& 6 : Network Session Hijacking ELE Z 4 1

Iranian phishers bypass 2fa protections
offered by Yahoo Mail and Gmail

Gowup brwmchies SHS protected scooinis. 106 »T semiog attechs apabest 21a apgs

T 70%0G 0113

CALL.  MORE

Your Google verification
code is 252401

SMS 2210

7 * Network Session Hijacking ELEFZ(31 2
3.Endpoint Attacks : Man-in-the-Endpoint T 51 E & (# FHE TV E— Byt AZ >
ALY MFA BRE I > INE B RIS AZRSR - BB A LI T
AT LIRS - BIA0FER— (R B 25 « #EHL session cookie ~ 1 A&

12



4.Subject Hijack * K#B73HY MFA token BUEmE N ERIE A7 » WKL FAE(E
FH 8152 2538 —HRHY F 5 44t (namespace) » LA FIRERERUH P HUREEE &R - s

t BABER Smartcard Identifier Hijacking /8 BlfERaZ 7% - Wiaik BB EIRH
B R E R 4G T e/ MR - B B REis - EATE R E

i -

5.SIM Swapping : L FHEE P57 S B P& s EEFAE SIM(Subscriber Identity

Module) =H » EEHEERT TR SIM RIEERIGEZ4E 2 55— eI T+ -
HIFTE V0 AL EE AT SIM -RAYFI5E 5 ZRIM T2 MFA {48 A & ER AR5 (Short
Message Service, SMS)fF i a6 i {8 2 (50 E B F1% - tgt/Zai SIM Swapping I
BN DU R A28 SMS FTERYRLEEHS - 1 NIST SP 800-63 TR A 22
{FHF SMS AfH 245250 > SIM Swapping 288412 TAE R - & RFE4

NEEZEGE 8 AR
VItBEELTE ~ EaER - VRS FEG L EREE RS H PR E R
ViRBE R EEEA R SIM REAEEE - HEMETR
v R RTE AT AT PR > A RABAE#TEY SIM R

v E RS A EEORE B H MR ER R IR SRR ~ AR
EEE BB G - BEE I S CATH & R B

B
v—HIEARH SIM - st QRIS A RS (E T 55k

Mistake

07 Florida Man Arrested in SIM Swap Conspiracy

‘TELL YOUR DAD TO GIVE US BITCOIN:"
Hon 2 Hakon Aolasdis Stolo Milom by 01 Reddit Breach Highlights Limits of SMS-Based

Hijacking Phone Numbers Authentication
e DI This Binance User's Account With $50k In Crypto Was

Hacked Through A SIM Swap

8 © SIM Swapping H & Z

6.Duplicate Code Generator : ZZE > MFA HYREEZE 428 > iH & N 21 &L
FFET-(Seed) B I Z A% (Shared Secret)H » 7E Ryi& MR Bl EIVEHE » B

R AT IS & A EE AN — XM &8 (One time password, OTP) ;

13
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% OTP G FE NHYH BRI - A DA L e AR (BB LS » EEITiE Ky
Time-based OTP ° FIEIFTHE Shared Secret (£ &7 AE & Iindae (Al ik 28 Y EEHEE DA
KPRy OTP 2 » — BB EHIS &R RGEREEDE - R ] RE
— A HEERIREEES - BIANfEF Cain & Abel THETEH RSA SecurelD

Token ATz MY ELELAIE 9 FioR) e
Taken from Cain & Abel hacking

RSA SecurD Token Calculen

Ly Toe Loce Tem

WA 0298 [ 2wAens an%

T
EAH
owie
Qs
e
e
=N
[ g
X
- N1nan
Lk R 2% g
~ gt hom 8 i ,
. . g
9 : Duplicate Code Generator E. & ZE {7

7.Not Required/Downgrade Attacks : EAI4GnEE & &5 e H P EF 1FA » HbiE(E
LEREE RN S EIERY MFA » AR IR £4510) MFA 2 FHIE MFA 25 > 532
UM REAY » B A A TTRE(EFIIE MFA 5 U1 TFHT -

8.Not Required/Recovery Attacks * i & A& H 5 iEEE MFA ByZ2 & R G 5E
& > Flangdus gt TISECES | DR BN B E R - R AR
o] DL AR s es DURS EE s i B R se & et > FHREZEHIa0E 10 Ay

7N e

systems PR ¥
R o 1_”-'.-" X 3cion - o o
- —
10 * Not Required/Recovery Attacks ELE Z& 4

9.Not Required/Recovery Questions : A ZERYE R 5 AL 2 (Security

14



Questions * 41 11) » tHHELEAEMH FaEMIER - ZSEOR A PR FRE A
AR AED AR 5T « BT AT AR R A A S S - PUE R @E
ERCED)R RS L > AN B AN B IR LA NEE - R4t > A

20% )% = FREAE—FIaRtHIE S - 40%HY P IRATTEC & VI AH S

% > 16%HVE EAAEH PRI BRI E R T E] - B PAGH » TR
FEREMNR - T2 fE Min A H SRS R - EEUAEELEER
SMFAEHM T - N RS EER -

Your Securty Questions

VRt 15 1he narwe of B c200 You MEanded a3 » chie)
Uue 21 the & e At
A -
{ A oy
] Mt 1y e 2p T oA¥es oher ?
A 200 " o .
7 |
Wt b e rars of f + o

11+ Ze gl
10.SMS Rogue Recovery * H8&# & Seimfilz H FHYE T2 A SMS fifafafE
IRRE(N 2K A\ S8R HS) - REL BB BT VEHEE » @i ER e T
1% > BREAHE email EHU4IR > R EilE R > S P 0l E e - mifk > e
(s FHAEHERRENE S A FI FRYBE T B - s i eEr 2 0Ea T - £ R
telEfH P ER B -

11.Social Engineer Tech Support : EEZFI~ - $LEH A MFA 2 A49uhs;,
ZH o BEAE AR TR T HUH MFA B RS » Z 4G5
DEFCON g2 H T This is how hackers hack you using simple social engineering | (4
HE https://www.youtube.com/watch?v=lc7scxvKQOo) » M &8E1A'E 1 F (Roose)HY
o BEREEF T o R HISOTHEE - BiE KB E R OE X
TURREYAE > AR EE T 30 PPELHUS Roose HYEE TS #E 4408 S 08
05 > HEEE— P HEERA BB Roose WSHHME - FEAEIGM Roose fHEE
& e
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12.Buggy MFA : QIEA{# FHY MPA MHBABAAFIERTE - FIRE s BRI H
5o B0 106 47 10 F 1S HE BR (R~ AR RS 2 2 (Infineon) FIT AL AT FTAE
FE - 154H (Trusted Platform Module, TPM)& A 27400 - Q1 RALMEE/NA
2048 fir TCAYEE - BEEFEZE R TR RAS - AR T SRR MR
BE I HENAE -

(=) H AR BBt 48R3 & 225k E% (Japan’s new cybersecurity strategy to close an IoT

gap)

HAAE 2013 SRR By 2020 AR5 2B R SR I BB R IR » Roltt - FRoB(LE
BEZEES TR HE BN A AR S I (Lo T)RY 22 4 5 A H Ak e P B0t

LEOEZE © DA T RRER > Bt E Ean B A - BONA S IR

54~ el E AN BHRA(ESRIERY -

QLEEFERYRFE © LA - 41 2018 FERR SR —R M A (ERREIE » DA
FIF AL K ToT SEHiGFEARMR 3 S0%H TR A B LRAGRD 35% ) I

3B ¢ E 1985 SEAREL o RV 60%HT AT o EAE 2018 SERHGA(E R RIS |
f#% -

Ry THER ToT Z2efV3RE - 7Y 2015 FHEBUNT ~ &3 2 B AL ToT
Acceleration Consortium > fEZBAFLTEIEE R 10T AlliE—Ek 5 RS &L T2
B WIZES G BUN - SRR BE AT VB SS » i3 17— (8 R PR B 48 B e B
A AERARY RN - LUK RIS HEFTIRE B I0AE 2016 F-# A4 2
$55 [(I0T Security Guidelines) » 5 1EFs 21T & BV E « 2 NIIRISIIIEHREA
FH PR N A REIRE - DU S R AR B Y s 2 $E it » 38 s e e 60
FEAEPS TS - R E A A AR B BRRE ez 55 [ BV E - 2 iREHY
FRELREAI A P E Rt MRy A WA AYIRR 4 2 R -

LB 12 J20E 13 of > STLUBHIA A S B R » Bt
AR S R R R L

1L1E 2018 FiEtH S e i 2oty - LR G EAG R E L2 ~ BERTE e
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(botnet) ~ B2HEZHIAIEZL NS -

2.4£ 2018 £ 2021 FFHEBIFHAUR EFEHE - B7E) 0T SEEREE LN EHEE > 1
15 3B A EIFTSAR R - DARFFRIPTEE 2 30% -

3. BV E RS » F4E754 (Ministry of Internal Affairs & Communications)
ICT-ISAC RA#7E R E(Yokohama National University)Z£[@E&1F » 1F 2018 1750
FEFR 150 (&5 5578507 ToT 4585 -

4.5 2018 FFHETTIE L » SBEAEE A N aYIE A S TR (National Institute of
Information & Communications Technology, NICT) o] LAFRfa 48RS & B FIE a2
HERY ToT 255 > Wil ISP EE T EE LT IEE

5.4F 2018 FAE I EE(SEE 2 £ (Telecommunication Business Act) > 5% NICT &8 ICT-
ISAC B ISP 25 B EE » ISP EF [ DURKIF P H ToT &5 E R
Ty B SEAHRE BN BT AR IS (Distributed Denial-of-Service, DDoS) % -

0% 20% 40% 60 % 80 % 100 %

USA (n =527)

Europe (n = 526)

® Risk assessment includes info security
¥ Risk assessment doesn't include info security
: No risk assessment

Don’t know

12 : Cybersecurity & risk management in Japan

0% 20% 40% 60 % 80 % 100 %
Japan (n = 755)
USA (n=527) [ - .7 S ) |
' 2.1
*® Single-hat CISO = Collateral duty CISO
* No CISO * Don't know

13 * CISOs in Japan, USA, and Europe

IMAEJkEE botnet &7y » M2 HAEL ISP &% 2006 2 2011 FEREEFEIT Cyber
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Clean Center (CCO)RVZH > 53 2013 2 2018 [ &1E#{T Advanced Cyber Threats
response InitiatiVE (Active)#VEHZE » EF A (A Internet P EAEE > DIFGIEEE
RS RN » A Bh R RS - B P ERAUE S BT B E BT - BALUR D
H A RS B BRI &S S e IR s IR - (H 2 % L HERRZ
HRSH > BR TR0 ISP FYRCASL - ST T B RS RS b 4% (D A e St B iaEFE T -
WA R ERT » R EE P E5E ISP BaE ARy
SHAA

By T RERILH AR E LR - ARARKEAE S 0T Kk Al FIE
ENEFREESTETE L EFES 0T BXER B TEAFE TEHREZ
HEBHAY A BE RIS - S5 E s K52 a] 2% CSDE (Council to Secure the Digital Economy)
Ffr AR AT 2018 International Anti-Botnet Guide » 2% B 7, ] 47 48 & Fl S 18 Bl H AT &
ZEEGE Rl - BEISEATEEEH -

(=)ATT&CK
RICHHA 25 EAE ATT&CK » 6 N5 5 {6 -
1. ATT&CK in Practice: A Primer to Improve Your Cyber-Defense
2. Fine-Tuning Your Cyber-Defense Technologies with the ATT&CK Framework
3. How to Evolve Threat Hunting by Using the MITRE ATT&CK Framework
4. Lessons from Applying MITRE ATT&CK 1n the Wild
5. Making MITRE ATT&CK™ Work for You: Sharing Best Practices for Success

B AR SR - MITRE BRIZH 1958 4 > BL& BEBUNHREI SRR b %S
5 AR ] 24 TAR B HERC MG - i Bh AR B R e SR B R - (R A SR %2
% 5 HI MITRE B3 FEFIRS - A~ B aaflrZze sl - RILBUR REAM & 1FE
fir SR I EETUE - B AT MITRE F24(E#E 254 7 {E FFRDCs (Federally Funded
Research and Development Centers)41 N3 1 » FsBFREUR IRt TIZBLR e E - #5748
IS Bt 4 RBABAZOEETS] -
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# 1 MITRE &%~ 7 {# FFRDCs
FFRDC #4718 DAvAEAL]
[BR 5% 224 T F2 F00(NSEC) 1958 4
SeHERTZZ sk R LM(CAASD) 1990 4
1B SEIRAA LU 0(CEM) 1998 4
B8]+ 2 2 T AR B8 R R 92 BT (HSSEDI) 2009
H| AR TR BRI L(EMC) 2010 4
A BEERE CMS Bt BH(CAMH) 2012 4
B R 4 2 e i g Bl g i i CJ(NCEF) 2014 4

ATT&CK(Adversarial Tactics, Techniques and Common Knowledge) £ MITRE Firfe

VEZAER » R A 1T R AR - B Ry FH DA
B A STIX RS

JIMEN=Prrg -==¥iop
FHERE T Eu= A (F T ATT&CK A4 & Enterprise

PRE & Mobile =fd » FH¥HEH GRS B HR SR (Cyber Kill Chain) » PRE-ATT&CK F
FEHE MR H AR AT RE AR Y 598 ~ R AR TR RERARTRES

Enterprise-ATT&CK RIJ & F Akt

FPE B RBP4 4 (RS -
YT -

MITRE $2HHY ATT&CK 52 AMZ4H57 Fy 11 {E SRS PR ES -
FREEFE ~ #83R ~ Mg E) - U
) N AP ER A T B Tk By T LR B — sk - F %R T

AT ~ RERREETT ~ Pk -

AT GBI
i Mobile-ATT&CK gE44

g~ 2 tR PR

\FE A

A 3 EPEEL
FEHCE R R
GHE T

(SEEVNEZILER
+ TR B
A EEATT

Fy o DUE 14 B > ATT&CK 5 Group ~ Software ~ Technique 5z Tactic Z#)(4 » H
1B % By Group {5 FHUFEE Software B ERIHFLE Technique » DLZEERRIHFLE Tactic e

Adversary

Groxy

Uses

Implementc.

— USRS — Techniq/e

Accomplishes

& <
=

14 + ATT&CK ¥4IV RA %

1F ATT&CK in Practice: A Primer to Improve Your Cyber-Defense J& 5 HH
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EENAEGIE 1S Fr) @ SRS R R R & - s s EE A
L DR R R Fofe] 5 FARSE T R NBITT Ry » B AE AT B8R Fo e - AP (ot
FHVAIREE 3z ffty R 3RS > At M A & EE AT AV Ry Ryl 5 etk > (5 PR ~ 1¢7fa
Ji A% (Tactics, Techniques and Procedures, TTPs) sz Af=f51% (Indicators of Compromise,

100 EZVTESE - A EEE BRNELYTE ~ (DN R B -

Infrastructure
Behavior

Motives
Targets__,--"

Your
Assets

15 S LLGE T
st R R A A A E S PR MITRE ATT&CK 224 » 455 8R 30.36%4HAR
EfEH MITRE ATT&CK 256 » MEtE 8 -8R A (55 (Q0E 16 Frr) © FRFtaiE
{EFERE Ry ATT&CK SIS A E ) SERBURE I HEE A HEhE
17 FR) 5 f% > IRgE#E MITRE ATT&CK SE/EUF 5 Hfe &7 AVER) » 455
BUNMEAE SR ERa = BIAE 18 ) -

Is your organisation currently using the MITRE ATT&CK Framework? Legend
A Y
) s
100% .%o
@ nan
C. 1 gon't know.
D woss
ms

so%
z,...-
B L] c

16 : 4HE%R 2 AR H MITRE ATT&CK ZefE > s 4k 5
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In which area do you think MITRE ATT&CK would be most useful? Legend

A Taunzery
0 mam
100% 1. Preventioe
@ e
C Detacsicn Varveg
2 o
%
so%
17 © ATT&CK S e A B B > s & 45 53
What would be the most useful to help you operationalise MITRE ATTACK Legend
i
- e

O s

o
A L] c

18+ ATT&CK BEFEWE /7 il FE (3 B %5 1 _E AR B 2 s AR
[EEE > 779148 —2 MITRE ATT&CK #ZEHIHIER T 5 - (4 -

1. MITRE Caldera * Caldera &1l B BI{EAVE B RS - HoFaikat RAHET
FLGRIE UG - BRESRURAEN 248 » TAAECE S F17 AR - DIF
TERREIE ARGt + Caldera $THYERAIHHYERIACFRIZ T T R AR EM 73
M~ RSB ENSEEIER A A o (link: https://github.com/mitre/caldera)

2. Endgame RTA : HH python BIAR4RE » BERIALERR T 50 ZfE A [E ATT&CK %R
g DU —(E4maEieny B ERET » ] DR FREHTHVIES » JHEEHE
REFVAZZUFE ATT By EFEEROHE M Mnvis HIsE T - DUREREEIEE - (link:
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https://github.com/mitre/caldera

https://github.com/endgameinc/RTA)

3. Red Canary Atomic Red Team : Fy—{[# & EEAVHIEAERIE » SHEZ2BFE T LA
AT E LG T ERIRE N e B ettt » WnlEE It T RS A s E
T—ZCHE, - DIEFIE B 5% - (link: https:/github.com/redcanaryco/atomic-red-

team)

4. Uber Metta * j&—f &N A0 H A - 0] A DA T S Es B (=M e P21

(link: https://github.com/uber-common/metta)

(7O)4E & JE B = B ¢ SR /D 8 IR IR YE Y 3T 5 7% (Cyber Risk Management @ New
Approaches For Reducing Your Cyber Exposure)

ARG s F A A (AT e DR AR 48 o X A A R Je b (B S 224l - MR (it =1y
Hi Al s A B - DUE BhAH &% #1755 » 558 Kevin Flynn % Tenable(Cyber Exposure)

O EIY AR AT TEH A

s T B SGER IR S AR (IT) ~ 0w (Cloud) K VB4R (10 T) > 4 P it
ErREAEERYSSE: GRAE 19) 0 MR HAHSE ATt — et T
4 {EBHSE AT -

v'Where are we exposed ?

v'"Where should we prioritize based on risk ?
v'How are we reducing exposure over time ?
v'How do we compare ?

A B2 AT 1 R 40 5R DA B 5 =0E — R b S OREH ~ ffEsT
(B FP BB R R E AR ERE - R HEAH SRR 2R R 4h
AR 1E B RIR IR Rpa % - DLE B & 2 B ARR 5L 55 R b A 2
ZIFEME R FPAETEE -
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https://github.com/endgameinc/RTA
https://github.com/redcanaryco/atomic-red-team
https://github.com/redcanaryco/atomic-red-team

IS5 Al [WRET

Cloud Conlainey

Network

infrastracturn -— tenwe

19 The Cyber Exposure Gap
PR B S MR A R £2478(Common Vulnerability Scoring System,CVSS) &
BRI » WG RGN AR 2 W2 H eBay -
M58 5 (Symantec) ~ FERH(Cisco) ~ FH 3 (Oracle) &5 ik Z #CAG I P S 1% - CVSS 24k
FHEE 51220 > Bl & FE A 4B R (Base metric group) ~ BT HFHEFE A (Temporal metric
group) 5 B4 ¥ (Environmental metric group)3F 3 {BIBFAH A TR RS B 4ERE AT 27
SR EFETIR - FAHARRER D RIE Y B A -

1% 0 2% 7 Tenable N\ FIAVEE S » 4 Predictive Prioritization # Tenable UZEERY
R BB B SR = 7 R B S AH4E & 0 B Tenable Research FHEEHY = 4R S5
RIEEVE—EEIT oM  WAEAURIEE AR (VPR) S o rés SGERE 20) -

)'LMA A L NLA.,HA, A,R_ ﬂ)‘q% Ill ;L\ S [

- o~
-
J 1.

VN Oupaeralomby S s A% € e

Lotenable i RSAConterencez01s

20 CVSSTO VPR : MORE LOW/MEDIUM-FEWER HIGH/CRITICAL
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(7)) BB AR AR ER 22 2 BR S (Future-Proof Cyber security Strategy)

AR EHENE LR E B E LG DAY TR SR R S P S R R e = T
BHESRIPREL - DAHIE R AR CH 4IRS 2 2 8kl > 5878 Timothy Lee Ry@i28%iH

FEES5 | T Richard P. Rumelt (2012) « Good Strategy / Bad Strategy: The Difference
and Why It Matters * United Kingdom * Profile Books | —3 » R BAFHYREIS 26k 2 E
RS R B AR S - AR E— (D E/EHY PowerPoint 52/ 2KAERE » WHEH —(E4F
A S 22 BRIE R B s | BRI PR ~ M2 ~ (37T 8l I B 2 B 7 e S DO {18 R 1~
(FERLE 21) -

2 Identify key challenges

J A framework or
roadmap — the big
picture oy A
& Cybersecurity
JCoordinated actions to Adapt Strategy
address challenges

JContinuous monitoring
and adaptation

@ RSAConference2019

21 What is good(future-proof) cybersecurity strategy ?
PSR A B R RS A S BRI Y > [EE & S (ERESEARERR L2 - 1 E
FEZE K 3 (EME IR > 40T -

1. BESBAVAEES 27 = PhEK © ANJAY)EMrs 2 o IgHEREN ~ AETE LA
&5~ BRIz ~ EEER - iR Bt 2 2GS -

. FEZE © PR ZEEHEZE(Cybersecurity Framework,CSF) » (GERLE 22)

3. MAETRIE © PREEAJHSERRAVIT By ~ LU R RBeBhr 2 K B G A -
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CITY OF LOS ANGELES
CYBERSECURITY STRATEGY IMPLEMENTATION ROADMAP

e
IDENTIFY PROTECT RESPOND RECOVER

Use for

v Gap assessment

v Resource planning

v Implementation
roadmap

v Strategy communication

22 HEpRZEEHEZR(Cybersecurity Framework,CSF)
=~ SR Z 2 EE NS R
(—) B 1 ZF2 0 (DHS)=E 5 5 S B R as e o e B T B A1 A F

SRR 2 B S B ER Y YRS « B SRR A b T~ A ek A
T E HACR ~ GBI AY B 27 = aE B A - HEBIES 2 VA A e AT RS Y
oK~ BBREA S EH - HER L 2B PAY RS AR IRIANE - DL S
PR R SRR DIRE Va2 - AFME SR ESIAT -

1.[68 % ol i L v 255 it 1Y JREL B 5 5 (Risks and Results: Counter-Risks to the Nation® s

Critical Infrastructure)

FH B+ 27 2= S A G B FL R 5 i 22 2 = (CISA) /S Christopher Krebs BB A A EE
McCrary 48 FRE S ELRER AT 2 BT T FAF Frank Cilluffo ¥43% - K [G&/H/
CISA Folmate 55 I RH S ELBRES I - 2580 T B o E b B B L (NRMO) » BT
g [ 5 ] B T T e Y e B KBy » SIB 24/7 2808 s ~ CISA HYER
R A2 2 A (E EE G O (NCCIC) R 2R BB s it frafd -2 L (NICO) & 1F » #E542
LB P S TR R SR RS T 2 1 PR BURFRIARL S0P & E R A e Al
PSR E bR E A 0 E AR =T EAVELE ¢ (1) R et e
BIER QB ESBUMM S TRV ERETEH) » LU Q) [EI 8 E & TS H) -

Kz

K Gt Fs CISA RN 48Rt 2 B BT > IR T R i3 - m] AR BIAL
HOP TR S A RE S R A e (BN ESR AR E R~ e~ O
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BAFIEAGE © B TSR F RZ AL EsE RS 5 B NRMC T4 BIATASTER R4 RS
EEACT) Bt e s R e B B TAE/NH » (E Rl o0y - AR ik
HEE o DGR Bk ICT (LAY EE - 140 2018 4F > SERIBURAS I 4R
ST RETAEREARON - BEE TR LRI 5G - #5002k B NI BEIER Y
e H T TREM N B B © S (EE RS /MNE VPN FERTES - RrAlE
K E Dolphin * Opera il Yandex #91 EFEFAFZZ -

FEFE > NRMCEZ Bt ~ RS T ~ M BE RS TR LAY S S (R T/ IME
o BERAURTER - ot isetembs - BIrEs e b s E T -

K mfid et " et e ) AvE M > NARESEEIAEE HDRERE
FRZEF AR P L F S AR ARV EN - PR EEE -
BT ~ ety ~ R - DUE SR KRR - NI FEACHERRTE » CISA IE1E
s b H B BB EAS)ETE - DIEEE L e SR 2 - BAREFIR Mt E
ZIMER T R -

BRI CISA (e ESEAGD RN 55— (E S8 > CISA FERIREILE B HIReE A -
(e i B R RS B B A (R A RO THITT BUE €S - PR S EUESRE & T 00%HY
BEERELRER N =t 2016 FEHY 3296

s

FRI% CISA HYEERS - AAENFIAHA A DLERHL = THRH S B o s AR A

(DR s AT 55 =07 b I REDE - BFERo-F & DU LR B A Y S5 A 2
=7 BRI AH R R -

QEHTEE L > W PREUA BBV RO Y — SR LB R - (A0 > QSRS A
R - RIS FELEAEIES B a2k B RN &

QR REE B RV ENILE > DUEREERIT R P25 - FIAEEE BEHRIA
DHS #Y AIS 518 » R & AR AR AT B TR RT3
B
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2 NIRRT A B P K U (Use of Facial Recognition to Combat Terrorism)

FHEY 422 B FEBE AL E Jonathan Cantor ERf » /1485 BL AR BB (RES
(CBP)Bf & HY Elmfiat LAEVI AV RCIR S 5 > AIAE(E AR LRIk TR A
73 >t it BB S (RS te P AR EU T B AR TRa 1 - s IR V- 5N A
EOURIZ T HRE R - INIE Al 22 22 2 FIPERY B 03 Biss > H ATEA L SR B R
S - S5 H A DA R AR AR ] -

2 FE ] APIS Bii - CBP AP/ t S A1 S K SS R AY S o i b Y e
F o AR ME— R ATIR(UID) - 748 CBP Affize A SRS T2 (LA s i s AR
o DURJEARE R (APDER SR T I8 71 Al UID - £ 1 T UCRCARFS -

(DEEES - Base 2 = BaE i T H R FHUER
Q)i - GEMTZE L B S B R 1T DLk
Q)[EIFE - FERIPDECEE R AT ] P [ FEVCFO 4S5

B Em B S RLRYOREE - CBP (AR P o (L Em e 2 d > HARA -
AR TR B A SR E R RAEE T - AR UCECHYIR A & T R R AWK
REFIGIRIEAVAE S - — EIRITHI B SRR IRITEAVIRA RHE 14 K5
&R - AHEECRERALIRE ST TEBARHVECE - ] LI2 CBP B[R A RS AT
AT SRR EERTAL - BRIHAAIHEEL ~ 16 ~ (s DU IR BRI ] - A
CBP tLhl® =& - kefarLan B e ERF -

3. 5% 8 R Y [ER 1= 224 81397 Bi1 78 FH (Dancing with Elephants: Bridging the Government

Innovation Gap)

FHEE 122 2 B RERRT 51 (S & THRC 8 EE Anil John £5# PRETRHE S 1E 2015
FHED AU B AIFTETE(SVIP) » Al B @R E R A A8 SHY S 4R - [
Bl A E=ORp SRR FE R E & - BAVIER BT ISR SUORES [E2 - SEE =,
RUiifER T 2 BATRRI LR L R » DA AR 127 e BRI 2 b 5
I B A R RN - SRR B AR = -
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st S AR EAVE R AR E R - AR AT HAt s S s - SoREATT
> BErFIIAEEEE N 7 - AllE SR SEEIAT R S ath(H AirA 55E - LLEs)
HYHTRIA BRI G E - A H P ST SR BT e ] > S [F) fe & M 2R s ol (=1 v
S B EAA DA E]RFH RO 5 55 Bl T 20 2 E SR LA ER
Z& > B0 Tamr 22 F]HIIN5E BRI TERHE £:48(GTAS) ~ Echodyne Corp. A1
IR TR Y [(MESA)FE 22 2471 ~ DataRobot JEFHY GTAS HYEB{Li%eR2H
(AML) - AIANTATEAARIHIGEEE S - HATE AT 2 S FR AT - B3R
SV ~ BT REENIFORERIIEE ~ KO AYZFREDN 2450 ~ /N AR (H
BiZEH 240 ~ SRR 2 TR LA - BIREH AN -

(DBEERZERINSA) T EEHNF - TR ASZ Bl

FEERZ SR O T OCTEHRED ~ TR ~ PR ~ JEEsfEEREE - 585 ~ BEMaE
HEREREAVER T » BEMER L2 SRR - BT AR =m0
GHIDRA #R#G 2 [m T2 P & - EIUREIR T - 2 HM 2 2 HER i sl
A E SRS - % e /R A =] < 83 ] Paul Nakasone(H G AR)/RFE - B
ML ERE A S RS E A B R 2508 Olivia Gazis 5% - FRESy Strategic
Competition: The Rise of Persistent Presence and Innovation » &5 55 B E EEAY T 27 -

IRIZE U R EN e
2. AP IR R R R 2
3 B SRR B B R F AR

R AR AR EIAEES F] S Bl R E B A MR LR TR RE ST > Bl
[ EAEW T ~ RO REGRUHTAVESS - (HE T Ao MMyl -
TR (S T4 - B E ARl - BT R R 2 LAy
TRREEEET o JIAEL ~ RAEPIIEE SR > NSRS BEE R > iR
15 - THAEHR B EE H @S> e ERREESR A IS - A B R R
HTENA REE IR > NI ERR IR A AR PP T A BT o - HECRED RRAV A2 2
B N HIBSARL P - BGHERRATT ¢
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1. BREI7H 2016 FEGTABEZ 1R - HEEE =)< BRI 2 /B A B U &
B> B ffE + 27 2 E(DHS) - BrF i & R (FBDFIEY 2 1% Hk B it . = (ODNDE
SN B R B R AL S A LM G U B R BU G S amiVIF & o s b R
Tr R > & 22 AL 2018 EH SR ERNT X B (R B R E R RS RE L - THEHE
2020 ARG R R T BRI S F - N AT AESuE IR A o=k
Frg&RT Bkl > 1 ELEEE S B PREUE iy SRS 2 S B8 - SN THY R BB
BB AKRATRERSS - FrbUERHE " R DHIER TS TR E TS » &
SRt B AR RAPABIRSE -

2. BTN B2 ey S AR B R R AT Bk DA | AT S R i o0 T HI P - RHAE S EIH(FE =
RS 25 1) - R REAELER KRB NEE# V& > sEGEZE
Wi -

3EAHHEAORE T > EEEREECHEN - MEAATLES - HE8E -8
TR ABERENR - BRI ER FO et P - M ek B 2
i 5G MERARTS - T EIE S BB AR E RS B5 REREE - UHEE Ry Bt EE
I Z TR B R PR R (AR - NI AR - TCHATERN " AR ) 15t
S - RIER R AT R E MM - MEEWE - K E R A
FEPRRICR B AT T3 50

4. PR REHERFOR O SCARON ne Y TR B 4 T 8 > HLRH L 26F 100%
WU - 10 G IR R AR AR SR 8 R S O T B B A T I B MR aRek AT E
DI HFASE T AR RIS E4F > 51 ISIS f£15 07 mHYRE T8RS N - EE
(IR A IRy AR BB > (/R PRRFE G > B T R ARTACEK ) SRS Y
— oy -

5. LEE A RE AR [BIE RS 22 U TR M TR - IRk ORI B 2 BRI (S A
BURFHte > HABTETIREY] - BB e 2= MR TR M 8 - (35
FRALEER S B T U 2 > B (R -

6. ARFEEIBUR AT RE & S oK AL — (i " 4EPRAEES M | - (ST S N BB 2
HIEEI - RZINRY TR Z RS > T YIREREE R BRI A ATRERD) -
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AER A R B> 5l £ A A S R EEIE - AR A RAVERRSTR
ANtz -

THEBE—FEET  FEER T2 EEE(LE - (EaTBIR MR ZE RS - wE T
A =] S E A AR BURF PP IP S A U > Sl HLAE 2019 SRR AZE - HIHERR
TERFERS ZE IR E G R T FEEh 2 — 3R - SR & E R A S 0 T B
T LR HAMEFTE V) &1 - INEEE TEE T IAB PTE & i 1R -
LUt RAE AR N E A S T B R 1

8. HUIRERENZEH A EMFIA GHIDRA #UAgH = TAZ 5
BRI > P A Java BRI - MEFRRFEMNZETNE - WTEIIREET
A MIH A 22 e R M B A Bt B AR = 120 HRS - 20 et
BRI B BB $8 35 - A2 75X GUI BRE i DATE AR R0 E @i A
Jr {7 ) TARFRRESE S FEIEE 247 HIR(E > 145 Windows> Mac OS 1 LINUX>
WS RS TR P TE <% © GHIDRA “Fe#aEinmE LREATFRIFTATIEE -
NG NaEk 0 484E B https://ghidra-sre.org/

(=B R/ (FBD) bR AR A B A SUEIFR R SRIL

WA R S B BRI S B DU T R AR U LU SR B T M AR B AT
ok N BFVERETRIER 2 ~ BB IRERER S 1P - MIBEIUR SR B B
WIUTE ST AR > Ho L B A B R SR IR 45 B & Christopher Wray BiAR &
SHrEE AR TE S ARATFC A Susan Hennessey $f55 > &% ¢ The FBL At the Heart
of Combating Cyberthreats » & &t FaH A o {F o S5 B N oA He i sy J8 s
fir > ST 2207 i Y S ZE AR - BT RIS A (o PR ARG SEIL  BORITRR AR
JESRRIE 5 22 & MERE B %L -

W FREE Ry 5 REVHEES B AN AL —(E B iR o] DUk - il HLA
AEREAE R FBI —HRAVEREIATA - K5, ~ 3% - FTLL FBI EAAEFIAIEIR
ZafE s Mtz eMEEVSEIN BREFISEB RGO EEER > FrlEE
ARk EE  AIRILARLEM IR EE » FBIRSAEB AR - ML ZIRIR -
HIY FBI BEAAE SR A PR ER B BRI G A T8/ NG - BLELAIGRFS - MRSt 5805
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PRI RS B N —RE RIS - AR 2R 60 Z{EEZIREE FBI 48RP IRAERE %
EREIHEARE S - NELRIBAEHAL B I S B i in sl & MO SR T Re R -

H B17¢ S5 R (BT HESS R ER » PR L - W FREHE FBI
BITHRITEE - SEn B E e - e HEEIRA U MR - &
KRB NSRS  FBI G RHEEHE B~ G- FINBUF S A (TR X

H b2 & .0 FBI #ASF LHIFSE N BHIIEIY - W E&RFRBEE —F5K > FBI K
DHERSET RIS ~ BUR TR CRRAD - R TN 5 ARV ER AL RAE 5265 6
96 2 [H > PERZBUH BRI B B APk E M » B S T Bark 52 IRiESE
EIRYZ A ~ PEEAFIRIE « A RAEUEAYANIA FBL 751 -

(V) ER R B B AT FE B (NI S T FE e 4 27 2= SR RRALMESR

(57 5% A4 RE 7 it/ 2 BE(National Institute of Standards and Technology » NIST)Z: B2
PR EE) T AT R AR A e ER(2HE = - G 20EE 2 (2)) ~ FRRAMESS -

N1 R B R HE AR S S R AV B o B M O RIS~ HE) i SR R iy Bt e
JEEE ~ EETAEES - fErs L2 IRERVHRS - HaRARAAEZRE 7Y » B NIST
FEF 42 HPTEE A Kevin Stine B35 RAZAE SR bt 72 e m R R AL BUR
BEMT Naomi Lefkovitz 3¢ > F @ © The NIST Privacy Framework: What It Is and What
It Means for You » /P 4AYIBAEAI N T B Rumhoilr i ez - A frg (s AFRBAL -
st HEZ A FE e (NIST) TEAE B AL EFI A SE BRI 2 AH BH & & 1 E e 38 — {18 B BRIBAARE
24 DI BAHEEE 4 stai ] ~ 5V A5 5 EEAERERAA R - (R CRE(E A RALHTA]
W7 AR - G 2 s ARSI (S 1

EFR B AP HY IS 27 2 ] DUOREE A MRV &R AR B e B R R e~ (E R L b
AT REZIE B AHAR Ryl e HAE A BES HARMLEE ~ F6E ~ (A= EEN » NIST
soky  WHBA E 2 T AR T RS ALERR » DI RENE i -

I E FEHEAR Ry S AR SRR T SRR AL R HAReE Tk - DU A sthain | ~ 5Pl ~ B EEA
RSN R - (1 A BES A S DA E (Eth = 2 AR A H 4 e - 8 R BB
IRARBIN MBI A IR E RIS - USRS Z IR -
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FEP B2 IELAE 2R 5 B B S AR B S i 4R 2 4 > VR RN BRI ~ ZE PRI ERY 572 -
PRIEE NIST FERRER T3 ~ RELEEEG - S2ilotkfs - BEFOMRE - N ~ s -~ sl
PR RSN ~ BRI EHERE & F - 2SI gz =5 -

BAPE RN - Ry B 5 E R K B (B A & R VE B R (NTIA) IEAE BUE YRR AL R A A Fr i
B > NIST HEZR SR i — 2 3 R B N BOR - (R R (s Bl i e B T A,
FT USRI SRy 4H S 28 FH A B PO AT PR A R el B I T A 2 U RE

NIST FERAMEZR 5 FEBNET %A [FIRIHAR ~ £y ~ AamiEIFEEe ~ #0FT > tnl DUE
SR SRR AR AS > MmN SRRV ~ (RIS » DURAE TN s

B

G E AR AT A 1T B £ ERBUNZ 7 AR 2 TH AF 2 NIST RER[EIE it
FEAVEZR Ry HFAMEE - SRR S B rE U R S A s A 2 s RE 2R T THI AV 4L
B > LUK JRIZHIRRRLBESRA - SHERAMEZRAIFESE - IMEZRTUER 2010 HERE8%
i o

- G STEE)
(—Fe LN E B $Cs(Northern California Regional Intelligence Center)

b AN b 1R R 500 (Northern California Regional Intelligence Center, NCRIC) fs—
BURAYETES > 1A 2007 48 HH BN S 58 FE EE9 AR 2 & (Northern California High Intensity
Drug Trafficking Area, NC HIDTA)¥#{T £ & 8 & Hh & 8 & <% & 520 (Investigative
Support Center , ISC) ~ JLAMIIMAhE ## & F i $.Cx(Northern California Regional Threat
Assessment Center , NCRTA)FIRY G =+ 28 7H 2 4H & (Terrorism Early Warning Groups,
TEWGS)HIA B ~ IHEHATRHEE IR A - BIFEHIEIREE ~ $ETHalE 0 S 5 1g
I ATHIEIISR - TR TG & DAsR bl 4 5 5% P L F S ~ MR
TTROERAL ~ DB AL A PEREREIRAY 70 2B E & ~ B e - B
PR R ~ JE N BRIRLE TR M4 B B A TR > B AT 0 BEIR
# & o 22 (National Fusion Center Enterprise) ~ B 5% i & 5F it %47 (State Threat
Assessment System, STAS) ~ 52 B4 + 27 & BB F5 E HYEE & 1.0 (Fusion Center) (& 2 —
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FCEFRNI MU SREE ~ msEEBAeg - Wi E /e Bas NS EHR DUk
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v iRBtEEIRY - BEEE S
v s bEl R IR
v RRBERE S T ERE
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55 > IR T4 8~ WA R DUt & A S TE R A L E SR &
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Al ~ s ~ B FIEE 7y SARRH AR A RS P2 3 e MR = 2 B2
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B RE - NIST Rt R REZ W R EIE - DR - SRR RRIETE

RS REET - ENLUESTHHES [ - B SR hl pAvRUE - (EAdeftE

RIS EREER 2% - JFRILE > BUFERFTES NIST FERTER - Sz
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& 23 ROV K RPKI ZEé#a iz eA
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