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Material unresolved

Outer Risk
Baseline

Material inconclusive

Material with mitigation

Incidental counterparty

Activity risk

No apparent activity risk

Low Moderate High
KYC Risk Model



2. BRI E IR (Intelligent Use of Data)

Wisdom
Knowledge Focus on ML/TF
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Transactions Alerts based on Ratings the bank's risk Understanding
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Information Customers
Building
Databases
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Assessment) ~ ERJEfm e 4H & (Portfolio Risk Assessment) °

Portfolio Risk Assessment
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- |

Focused Risk Assessments | :
|
e }i High level reviews of all customers :
Customer Base Summaries | ) , Il inaspecificmarket/regionto |
} Extenswe review ofcustomer H identify exposure totypologiesin :
|
|
|
|
|
|
|

T | activitytoidentifyexposureto |1 that market and assess overall risk
} High level reviews of single :} typologies in market for single i: appetite
i customers :i customer :i
! |
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Illicit Money Transmission Networks Example
Yemenis network used International Cash Letter (“ICL”)

7. Global USD bank
processes checks
thru check clearing
network

Various U.S. banks
with feeder
accounts

*

1. Yemeni mongy
transmitter deposits
cash in U.S. bank

2. U.S. account ~—
holder writes check
to Yemeni's payee

6. Global USD bank
receives & processes
electronic file from
Yemeni bank

5. Yemeni bank
sends USD check tp
its U.S.
correspondent bank

3. U.S. bank's roL]'fIhg.,,
& account # from MICR ™~~~
accompany checks and all
processing files
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V. FEBIERET (Cases)
L8R LR 180 R B 2 P 88 3R (LA Fashion District)
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Exhibit 2

New solutions Customer. t stomer cross-border payments; customer & Worse than the average for new solutions
experien " MtOE " ' west, 5 highest)' Better than the average for new solutions

outperform
Cﬂl'l'e_SDDﬂde"t Remittance banks ~ New solutions
banking on most (ICICI Bank
. H Corr Money2India, State TransferWise
dimensions of dimensions banking Bank of India) PayPal Western Union  Bitcoin

customer experience

R > SRATSERRERHCY B Ef o & SWIFT BRFEML 2 HrPkEk > seHinyesk
ST AT (Global Payment Innovation) #2528 - #1 F B Im A Bty » S84S5
PRI - R TR B ~ ATEHIIER RS - — e R 0 S5
FHE ARSI TR » 8% — 8 15 - BELAMEREHER - A
ifi > IEMNEFTA B EEREESORNEY) % 2R A - ERSEEE
R HEMBERS > HEEELRNEBRNS [ SWIFT (EESH
R % BTSSRI A BT (E -

L SWIFT &3S RIF#EATTZESWIFT GPD

SWIFT S=ERSZ(TRIHTER I ZE (LT % SWIFT GP) » /2 7 IRIELL E#
91 IR % e D R 5 B <2 (5] 07 AR s e A BT A $2 (DU (R
LS

3 SWIFT GPI » 65%:K3H 5 7 B ENEINE 5 70%EF/ NG A FIE  87% %
RENE o € i B fige R 7 ZEAHE < [B % TR0 - SWIFT [ a8 DB DATEAE AR 5 2
& ERANIEERHIRFTTZEN - (2415 SWIFT GPL KiEHRTHARsss - FiRE
FEHE - seflHE A PR AR -

2[FREHE
FFEER G EL B HS - v BB A e o 2 R A B - 5
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3EHNER K ER

SFEECHETHI . B P R P 2 e » T (R A bR AR BT H 2
Jig © B Wachovia Bank, Philadelphia (SWIFT Code:PNBPUS33) 51 » 2019 4F 2 H >
TEFRIY 45,761 52 50 » B 40,162 (58 PR > 2 -
4 LEEE

A ERMERGRE | 1F 140 FHEIEN - #AETE R HS B EE S0 -
2019 4E 2 H » Wachovia Bank, Philadelphia (SWIFT Code:PNBPUS33) » {EFf A& H#1Y
45,761 AL ZyH » H 32,901 (R E A E FREERGE -
II. SWIFT GPI i s E

SWIFT gpi 2019 Roadmap

DE Corporate (Pilot Q2-Q3) (Live Q4) O Request
initiation & to pay _
tracking (Prototype - Sibos)
(Live Q2)

° e
B || TIT Ll 1) e | |H

’ Customer credit transfer

P cover payments

% gpi Link 0, Visibility on

.

PoC Q1-Q2 . .

(i } L Financial PP instant incoming
institution payments payments
transfers (Live Q2) (Pilot Q3)
(Live Q4)
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A S FIERBITIIRE - A BRI T
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7 8 e FAE =0/ (APD RSB H A TRE RIS 1B 4
TERER 2019Q2-Q3  SWIFT & &AL APLaRE. - A f4E ) e
LGRS TR GRS AR -
BESR 2017 4 F430F - SWIFT GPI (B4R RERE(R
40%FFIEAE HL T SN BB ES IR 2 A 5 M
BRZIRIN 2R & B E LA BRI S ERT
] > FORg EERZE - FAFIH TIPS(TARGET Bl
W S7 (T4 H 247) » T AR TR TR
B AMEF RIS T B B R 2 E I
AE) 10 PABITTEEERIE © Fla8 /o T s -
FF7T PayPal °
ERIPSPERR T - A RREZ FOE LA LR s
{ERRIEREARAFEERT 25 17 ~ W5 ~ BERCA -
i SWIFT GPI By Z& #2155 (Case Resolution){#
5 AR —[RE - oI DAGESRITAE SWIFT 484%
A o PR R R R PR E T T B = DA EEHYERAE
ERBOA S BIEE T EEHIRIRE -

FBHERS 2019Q2

x|

ILEENR  2019Q2

w

FEPIfEHR 201904

—_—

T

BRI $R1T 2 BR#5(Wells Fargo Payment Services)
I EBRETTERER
ENE T R E AR EITTANARREE | Fedwire Jz CHIPS » W HHYZR]
AILU RIS
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Fedwire CHIPS

wm B = NEMAEHEET) e

7 X SEFCAEHE) A SeEF

¥ B ® >7,000 47

B OE OB RN 2 EF R RTGS) STFERR

B # B [ SSEEE 21:00-FH 18:30 SETRAFR 21:00- 2 H 17:00
SHEHER 500,000 375,000
BHFHEE&H 2.2 trillion 1.5 trillion

. EBSR TR

RS b B 7 ETHIETTER - A | ZT R BRI TS T 7
Fedwire FPEX St =@ — 5 5990 - SEISR1T/E1 Fedwire Jx CHIPS Wi # & H1
ECESEGT - RIEEREEIY 5 & ACH(HENEHEADIEREES — » ik - M
oA FRRERERE D CERHBEREE T ES SR IS -
DL TR & B SR T PR H2E ALY

E S TR MBS TR 33 [EHE R 1T > DURAE SRR L4
Bhorfi o PRALE B X RN EIE SRR - BEERMTIVEIRMNRCES - ZHAR
EFHLRERMINERE - B - REE—HESPLAE  HPERENE
ORI - BOSIRSER] - UERISETONIFRERS - = (EEs L
T 24 /NEFA AR IR TS -

Bf% o AR > B E B SR TIERES - MT103 1955 56 Ml Het e

H - NAEREFITHER AR A TS » fEHEEER AR T -
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& EUSRITHY GlobalPay.IQ k¥ - fuaTERITAE
@A BPEESE  BTEEREEIE -

Regular
Customer

Fram ¥¥Z Bank
20: 123456
21: 789012
32: 070225U501000,00
50: High Priarity Customer
52: ¥VZ Bank

57: ABC Bank

39: Customer

HZ o EEER1TE P PayProtect 5z NoDeduct AR5 » Rl ° BERELRIK
s BEAMERTCEE 2 ZEE 2 3 A » 00k -

R Z T
KRB B TE IR -

BT VWELLS e
sank DTN 1 CO NN oan

SRR HHEE P 2
T » AR T8 7 54 T Al 2 URE R T S [ 5 A 5 B L OB

% ib]

B RIS ~ 23K ~ %2
Regular
o

HE

RE ST AR (LA =

IV. EESR{THE SR Fe nE BRI 7 K #5(GlobalPay. ASEAN&INDIA)

B BRI
RERIIBE - TP - 5
S W S
5 B L BT 1 2 )
PR ISR R
A Y 2 AR
i R 2 5 17
j‘{o

‘
ors oo
PHILIPPINE
SEA
VIETNAM Mankay .
) SOUTH CHINA
o~ A
SR e oy PHILIPPINES
BRUNE!
;
2
-~ 4
INDONESIA A

= 7/
T oy e -V
== o ¥AST TIMOR
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SCRHSRA T P AR -

Wells Fargo Bank FIG presence in India

( R RESERVE BANK OF INDIA
ok N o Central Bank and Supreme Monetary Authority
o 0N % l_
S Snagar BANKS (284) |
=) S
£ P Amritsal b
NEW SN Brahmaputra
S ; ~
DELHIﬁ v \,h@;_irv:e'e;y-\w \ [a ) TODEAL IN © |
Agrao  “Wanpur JT
b £
imphal [ DOMESTIC BANKS (57) |
Gange: A o
: anges ¢ gA JL
:ar\dla Bhopal Kolkat
S olkata Jol. JL
Ahmadabad Calcutta) ®
dlderoci (Calada) s A [[pubtie sectr Banks @) | [ prvate sectrBanks 2 | [ cooppaniacy |
o Nagpur — IT L
0l Private New Private. A"
o
@ s INDIA == =]
o | (Bombay) e It
Hyderabsd o pskhapatnam ud L.
o Pana h—=— e
9 Marmagao ANDAMAN ;m —E
Bangalore | Chennal ELAND | T
5  g(Madras) Port Blair® p I LT
g Pondicherry
o Calicut l
=
Cochin® & Mé&durai NICOBAR (o
Tuticogin p ISLANDS

V. EESRITHTEERE KR Z R

ERHBRFEIRENT - BT EERE B S BIR T2 01T 218 - H
PL MTI192( K 51 B 2 # T8 ) 3 MT199( 2 H £ 2> 70TE ) 31 88 51 = B $R 17
(PNBPUS3N) > sRHACHEE A FFEREE - MaRIHZE IR -

£ R #AME(Unintended Beneficiary) » #£31 74 MNELE L PERS A ER - ERHSE
B TSR T PR RIS 8 A RN - 3R 9H R B R DUBRSR(E R ADEZ (38 > BINEHEA
AP SIHE TN [E] 7R - [ A L 2 B Bl P PE KRR SR L = 458 2 — B0 AR [E]
W] - FEE R IR R WA ZTFEEL - BB EERRTE B ETE

% HEE R R RE T A RE P ZIV NG o

Well Fargo Bank, N.A.
Terms and Conditions for Global Financial Institutions

Section 3.5:

3.5 Use of Identifying Numbers

If a payment order describes the beneficary inconsistently
by name and account number,payment may be made

on the basis of the account number even ifthe account
nurnber identifies a party different fromthe named party.
If a payment order describes a participating financial
institution inconsistently by name and identification
number the identification mumnber may be relied upon as
the proper identification of the financial institution.
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1. BUSR T EE < L LIPERN S € Az 25 A% P 4SRRI IR P A
B AEFER AR IR -
2. EBERTE S LB SH eI TR ENENE © WAl a h—EHEE R 24
NIBK
32w AN EEHIMRARBIECREK - AIRTRE 22 AIRSEFTE /3 TTELR =
KHER R » R AR EREEIRRRE -
Vg ~ A 7El . 7EPG (Payment Fraud Prevention)
I BB EME
BARET - B TA%H 4B R TR © 46%HV4H R B T R R
B N (CEERTIEEL TR 27%) + 3691 S ity EBR R (A S A T A
B TA%EIAEBE Y R T I A2 EE - H T XA 60%HIZ6] -
B A B HERN T SRR -
I XATEEECmAE
TETER SATEER S T R SRR AR » TIRERICAIN - R

Perpetrator Space Victim Space




itk > BRAZRAITHEIE AR - EIMERGEEIRSEE - £
FPEEBRNS - ] DU R e SR AR T E O~ B S A R
G~ AR (DR ETERIE - AR EZFEARI A
RITHAE - T PEERHVRRTRIE S - Al RERE o0 HIRIVE IR © IS Z > 1R
{70 > FEPERRAT ~ BT ~ HEMEHERTT - B (Enmd A A 1 g o] PUHETOH
AT » e BRI HIE T ERERAE 7 - RZEABHGF - HAE A2
FELEESER ~ B I TR T ZURHEAR R B AR Ay -

Perpetrator Space Victim Space

Third Party Space

D
AR

S
HEGRERE - g% —EiFREELC GRS - BT 2%
% WHERFHZNREI G » AREREKREL  55—I7H » REA TR
IRETA SHE LT SRR ARG KRR T - RS RE - P
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FTaB 4R L85 (Phishing) » FEAYEBLZ (AR AT {EREATAI 244805 > BRHUSZ
FANMEAEER - EEEAE - AR B EEE TP EA S - 2 E
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HAZK - BE 58K B BAME TS EIVER IS » & LI—
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F o A ZEERIH - FrhlEEBES NEF T AL - RE S 3EEy =]
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B2 AR AR ORI~ IR S e R - 8 B raEE
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Buyer
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BRBE 330

Orders Collection Service

4P

2B -

Fraudster hacks into supplier’s email and poses assupplier alias to change beneficiary and steal money.

Supplier

Delivers Service

b
>

[

Sends authenticinvoice with bank details (DAY 1)

Recycling
Company
(Costa R_icai

(DAY 5-8)

Buyer receives email
confirming bank details.
Receives 2™ email stating
wrong bank details.
Receives 3™ email
requesting money
transfer to newbene-
affiliate (KGT).

Buyer declines stating
bank details differ from
invoice.

Receives email with
invoice containing new
bank details.

Buyer requests invoice by
courier.

Email requests to fabricate a change of beneficiary

(DAY 9-10)

= Buyerreceives email
fromsupplier ALIAS
confirming newinvoice
hasbeen sent by courier
and asking for status of
payment.

= Buyer makeswire

transfer payment to new

= Buyer confirms transfer
and emails ALIAS
fraudster PDFfile of
payment details.

= Fraudster’saccountis
credited by beneficiary
bank.

(DAY 11-13)

= Supplier (AJM)requests
status of payment.
Supplier (AJM) asks
Buyer who KGT isand
why payment was sent to
them?

Buyer forwards AJM
payment instructions that
they received from
AILTAS.

= AJMrespondsthatthey
didnotsend ANY emails
to change beneficiary
details.

Buyer callslocal bank to
recall fraudulent
payment.
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AJM

Service Provider
(Trinidad & Tobago)
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Fraudster &
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VI. SWIFT Z&tteBtavbizibm TR

SWIFT #24 Cyber Alerts ~ Cyber Inquiry ~ RMA+ ~ 5z SWIFT Message Report &5
TE PR -

Cyber Alerts REFIM{HER HI ~ B ] ~ SRR LB » tAESETRATRI N HYEREH -
Cyber Inquiry BE4038% = RIRF 6 A B S ETIH HLRE IR Z RIMVRHE A0SR
RMA+RIZREEREFRHFIE 8 HHHIRGSE AR (BIC) - SWIFT Message Report &7

SWIFT W IR b t PR AT Sk e 5B BB L

20



2~ DREEER
AT FEEHTRAE DR B R SRS A S M YA

FEIOAREY ~ SR R A TR R A TP EVEAL

Rt BERYESEERYEN D - SRR YA S BB HI e T 2
T PR R A FE AR R I B T I R B B A AR & YRR R AE
[ B 0y A B pE B S AT e, - 0 R SRR s TR
AYPKER 5951 BRI TS ISEBAY e BEPR S AR e R R THYERS - (HPUE
LIS e RN T R R SRR AR B2 > R EE - H
7B IR THSE B AESEE SIS EERV(E A - TG Sl EERVEF S © &f% - B0
FEBRIEH 4 - A - AEG - eSS X nRERVE iR ZRH A 0 BIEI T
BRI B2 1% > BERARDGHEEEFRBORAIHIET - e A& -

BESN > SRERELE R FISRAY SR - thagiae LA B A E T E A T E T S
ERVEEBEN - B ABRAACBIBHEGHI TR TR B Ak Jil
RS TRAHEE S > AN E A RE R FIAR KA PR -

(% > SCGEARTORR RS - B R AT TIEBISNE 52 ~ BAHIE i THEE R ~ LA
KRy PIEiE SR L - RS SREISNEZEAY 3= - BIERR  EBURHIE - 217%
HEIFEEAVAE L > ST LURTIERE - IERA EE TS AE Al R — (8 5B HI<HE

BRAT

21



