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Data Privacy and Blomedicine Sylabus - Page 1. §
SYLLABUS FOR CLINICAL TRIALS
Course: Data Privacy in Biomedicine (BMIF-7380 / C5-8396-02)
Instructor: Eradley Malin, Ph.D. (b.malin@vanderbilt.edu) Instructor;  YuShyz, PRD,
Semester: Spring 2015 Professor and Chair of Department of Biostatistics
Sy _ Director, Vanderhilt Center for Quantitative Sciences
Time: Mondays & Wednesdays, 3:30 —4:43pm Director, Vanderbilt Technologies for Advanced Genomics Analysis and

Location: Featheringil Hall, Room 211 Research Design

Website: http://www. hiplab.org/courses/BMIF380/ Hareld L. Moses Chair in Cancer Research

Office Hours: Upon Appointment Professor of Biomedical Informatics, and Health Policy
571 Preston Building

DESCRIPTION 11132, 2525 WEA Office

The integration of infarmation technology into biomedical environments has enabled

unprecedented advances in the collection, storage, analysi, and rapid dissemination of patient- Office phone: 615 936-2572; direct line: 615 3434247

specifc datato physicians and resaarchers. Given the potential wealth of such detailed data for Cell: 615 4234943

further with the

mail: yu.shyrOvanderbilt.edu
-'A:gl:(an( Jill Shell Gillanne k shell@vanderbilt edu)

share, or anticipate sharing, their collections for various purposes reiated to quality assurance,

public health, and research. However, in the face of today's complex networked environments,

many organizations find it increasingly difficult to share biomedical data due to concerns about Texthook: Friedman LM, Furberg CD, DeMets DL. Fundamentals of Clinical

patient privacy. For instance, how can we share patient-speciic data without revealing the Trials. 5% ed. New York, NY: Springer: 2015,

identity of the patient? Security practices, such as fole-based access control and encrypted
i do

1. Design and Conduct
necessarily stem the leakage of inferences from the dta afer it has been accessed or

ransmitied. Thus, this course i concemed wih the analyzi and protection of data privcy
The theoretical and practical challenges to be considered in designing and conducting a

with a focus on iated with biomedical
information. The goal of this course is to introduce students to the computatione| challenges, Clinical trial will Topics to be discussed ofa primary
as wel for biological X . )

research environments. The topalogy of data privacy is  highly inte nary landscape and objective, adherence to accepted ethical guidelines, the role of randomization and the

materialin this course will touch on issues and methadologies from bioinformatics, ‘means of its implementation, the type and assessment of blinding, the choice of design
cryptography, date mining, databases, distributed systems, law, machine learning, medical
informatics, policy, and statstics.

strategy and desig features, and 1

and patient

OBJECTIVES
After this students wil be able.
perspecties 1L Analysis of Clinical Trials
shared with
prtection. From i perspectve students willcarn how seemingly pnval:mlarmallun, Methods of analysis appropriate o various designs, such as up.and down design, up-and.

can be learned using automated strategies.
stop design, titration design, Bayesian design, randomized controlled studies, crossover

how to construct technologies
that provide formal computational guarantees of privacy in data collection and sharing. designs, factorial designs, group allocation designs, hybrid designs, and designs for non-

y Designers: tationsl models provide a basis for protection, but inferiority study, will be presented The statistical approach will be based on empirical
inorderto t=chnology in the real world, and not use of methodologies rather than formal algebraic knowledge, the emphasis on

circumvent, existing policy specification. From this perspective, students wil earn how

2o develop privacy protection solutions which complement policy reguiations. understanding what the procedures do and applications to data analysis. Methods of data

collection, monitoring response variables, and data quality control will be discussed.
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