HEEE (HEER : FE)

1201 8D A \%ﬁéﬁg‘.ﬁ%%:ﬁiﬂzﬁ%
FEAFEEEW g HEHRE

IR : R
YA | TSR
TRENELR ©

HEHARE - 1074E12H2HZ12H5H
WwEHE - 1078125258



RS

oA B se ARSI (Asia Public Key Infrastructure Consortium, APKIC ) Ao A
[ HEBE R ZE 2 A B i8R % (Public Key Infrastructure, PKI) 2528 F-2E 58 i BLIE A
2 B IR PR LA AR - BT S Fyni NPKIE#HE (Asia PKI Forum, APKIF) - 20084 FHFLE ~ o
(BRI e R i BV ITAPKIC - HATE BaT13E e & » SfEHRE - #E - 26 - B0
A T P SIS EEE & - T EEE AR PEELEE () AF]
(UMt EEEL A ) EMEE) AT (DU NEEMELE) ~ REIREEE INAERE S
FiitrAPR /A E] (G4B Information Technology Co., Ltd. » DU FFEREGAB/AE] ) BIL r sl s8R
HARAFFARBEGE KM HARBEATES -
20164E11 A APKIC & & A& 88T Z2 B PK I3 £ Ms. Surangkana Wayuparb#&{EAPKIC
TR AERIE2017 1A 1 H 2201812 H31H 1k » Wi Z55 & EPKIEREE(EAPKICEE H IR -
APKICEHFEEHIE S eEZ &2 (Special Steering Committee meeting, SSC) ~ & B K&
(General Assembly, GA) ~ 5 Z &9 (Steering Committee, SC) & > DIHEEHIAPKIC
BIATAR - MHEA R APKICIA E R E I - Wi & HoAth S TR &R

ARAPKICIEEZ R & E B RGN
(—) & TR H & 2018 F BT THER K201 94 T/EAR BIEATHE -
(Z) FERH T 201 SFEEEBIRR -
(=) AKEEMNPKIGHEE & B KRG EEEE -
1. [FEE2018F4E & (HEREIL -
2. BE2019F TIFETHE R THE -
3. BEER NE R K EIERE - N5 E EEPKEmEHE (M SR -



B~ B 3
BU S HBRE e 5
S~ VREHEEER ..o 15
Bi8%1 APKICHS T B @ FE AL oo rmermmeeeeeee et e e s 16
852 APKICHBZBE R BAGRESHREIRRI wrrreeerrrees 18
Fi8%3 APKICIS AR E G R G B A G ERAT S o rorrereerersnrnrneeesnnas 20
figkd & TR TAERRSIET S - ovrerrrererererreentniiniiiiiiiiiiiiininn, 22
Mie%S ERIFEEHET SRR R EE v oeovrerrrerrororreeeserrecniniiiiiiiiiieniiiiena, 55




=z HH
APKICRHEEN & sl 4 2 K B et na H B ROAMT LI FH 2 S R A - (R 2007 S PKT
s EEAEC T - FENZEDR AR AMEREE BRE  WHEHEEEE FERE DL
FETFEGHE - SHOMRERFR - RET AR IEEEE S -

RS BLAPKIC - #EBIEIFRASSORN G IE - BEEREZ EAVE T AR > IF
EHE (3 L SR PR e PRI e TRl S TR YR il B F S f il AMECRIRE (b3 2 B
Twtaa ST F S R ER B PR Rl i - HE /R E SR T ¢

— ~ $&{F CTPKIC FhER

I 2000 ' pRE R EE S AL PKI #EEhZE B & (CTPKIC)XAHEE 2009 A5 PKI
IR AR - fREZEGUEEIETE | EEEAH T 2R 0 B CTPKIC
FHRENARCEy APKIC T2& 5 - SEHEEIFE PKIAHR RS > UE
HsE G RIS E TS T IE - OBEM EA AN P EER B R EREA
AR ERENIDEEEEF CTPKIC F% » 14 %5 5 B84

[5] R -

AL &8 APKIC @3 » 3 & S0E(E CTPKIC RS HESETRS » (R Ikm 2o
APKIC B R BElsE - s e o ~ 52 - R SR 24 HR -

— - 28 APKIC & B ZXREfE

HETE 2008 45 APKIC & E %5 & B57Ff - EERT A TIEH - BitpE%E
JERIZEWI T {F4H (Business Cases & Application Working Group, BAWG ) FI{ 78224
T{E4H (Mobile Security Working Group, MSWG ) » il [ 2009 FEAEHE(E B4 —{E T
TEHASEA » fiié APKIC ¥ BAWG Fe MSWG MHERHEE EEIEEAT & 1F -

B RFER RIS B LSS - 12 2017 APKIC 8RB e 8 kel » stk
A B T VE4H Ry dd 1 ERAEEEE T {F4H (Technology and Standards Working Group,
TSWG) ~ pE2EE F T /F4H(Business Applications Working Group, BAWG) Bz A1 K 5%



W& 44 T {F4H(Legal and Policy Framework Working Group, LPWG) °

H Al APKIC #5113 & & - EfEHRED ~ &4 ~ BT - e - HIE ~ 286
FAAIE RN 8 (LG & ~ T EEL A HMHE AT ~ G4B A FE#IER
Bralie N mF ARG E M | IHAFEEANG B - ARFIEFEEE & 5T
I APKIC 158%& B &/& B NG EEIEVET g - EEHATZHRS & 5% APKIC
ARAGE(ERRE & TARRAHEZN E R T [~ DIss B At & B 2R A RE S RIS -
RHE R B2 0 B -

W

= EEHAHRRBRE SR S E

F&H APKIC A EEFals8 il 28 )7 - — TR L APKIC & B2 BV
A WEETE FTRE Z S FELRGHE 5 55— 71 » #5556 P e B R PR 4H 4% =~ Rl
HAE AR » Pl aa 22 3@ (The Association of Southeast Asian Nations,
ASEAN) ~ FIDO  (Fast Identity Online » LA T &% FIDO ) HBiER - BRERE 5703
BIFZHEMRTS (electronic IDentification, Authentication and trust Services, eIDAS ) 2
GHE - HEENZTEIEAORE I » IRTH I B R B TFR s Mt -



B #E

ARAPKICHS HZ & & BRIFEE G 2018F 12 H3H AR B S B - HAZRE T
R B~ AmE - EPT - R - PR SRS RS B - 25 B R
PEEE LN E MIE AT ~ M HAFEE NG 8 R M- RERE B EHE AR - HEP30r AR
AR e (HEMNER]) - FREIFRCTPKICIA S RE 4P BB LT - &g
R TR E A IEE S - 3R - PEEZAF IOORRIEAHE - HEAFERL

2 BIIFEEH RO A - 2018 JNPKIB BRE E%Z B & g 8RS ~ 20185 MNPKIH HE =Pt
ST ERAAnR

— ~ 2018 MPKIt R EZEE G R gERY

(—) &g H R
o R :20184F 12 H3H (EH—) 9:00~17:00
o B FEREE
o GRIZ: WIE L



Steering Committes & General Assembly Meeting 20718

Asia PEl Consortiunm

AGENDA

= DeEc=mber 2018 |Fu|lmun Hpotel ared Resort, Fhioket, Thailsnd

COremirpeerzon mned
Wice Chairp-ersons

WK Group Pbeeting
WEnua: Puliman Hotel apa Resort, Phulkcst, Thaisnd

Chainperson

CEERS - 100

Agopticn of the agenda
AFKIC organization chert
Working group rosdmap
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International Symiposivm 2018
Asiy PRT Lonsar st o o PKI Consortium | Thailand PE] Association
“Global Digital Transformation Role PEI™ :

4 December 2018 | Pullman Hotel ard Resort, Fhiuket, Thailand

Tiirme Bertinaities. Speakeris) Curaion
BAcrming Session
0930 | Registration
FT =] I:Ipﬂ'l'r|5_.' Weloorres: Address . Chaichana AMFtrpare 1% hAinubes
The APEI. Secretarist
Group Phaobo:
= APEN MWMembers
.:E'h:n.thctcltL]
= APKIC MMembers, '.i.l'nrting Erouns and Al Speskers
.:E'\u.thctclﬂ]
1013 | T wlorid of Digital informetion and Ekectronic Wi, Tushit Bharthuar 20 Minubes
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10ES | Tremilmres =T veoioe M= Khonit Fhafong FTY ET I
Din=chor off Office of Digital Dewelopment Tor
Business, ETDW
1SS | The Essential Rcle of FE] in B and Road A WANom Gee 20 Minutes
Partner, Risk Assumnos, Fais
11:3% | ivb=grates Digital Sod ety - Wikh Digited ID A, Vanketrormer SrnAason 20 Minutes
Fourder Cheirman, afdudhes Lbd.
113=% Lunchi Bresi
AFTErNOOn Sessc
130 Ponel Discussicon: 3 Pansdists from APEIC: 43 Minutes
“Gloal Trends of Pl and Disruptiee Technology™ = M Wiliorm Gaea - Hong Kong
= M Wiei-Chung Hwomg — Taruan
= i Moy Kuror - ol
1 Guest Panelist:
= Mr Roymond Les - Singopong
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N, SusoohoR Iumm'uluﬂﬁn — Thaflors
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Resolutions of the 2018 GA/SC Meetings
Asia PKI Consortium
Phuket, Thailand
December 3¢, 2018

Working Group Meeting:

L

2

Members adopted the proposed agenda, acknowledged and agreed on the arganization
chart, woeking group roadmap, and the new working group structures,

The Co-leaders of the Business Application Working Group (BAWG), Legal and Policy
Framework Working Group {LPWG), and Technalogy and Standards Warking Group [TSWG)
presented draft regulations. They also presented working group achievements throughout
the years and would like 1o continue their plans for the following years.

Co-leaders and members discussed the 2019 APKIC WG work plans and related budget. The
BAWG plans to implement the activities necessary to resolve the cross-domain or cross-
region ssues 1o achieve the objactives to promote the exchange and collaboration between
membars to explore and enrich the information appications and IT-enabled services. The
LPWG would like to host a LPWG Summit on Intra-Country Secure Transaction Framework,
and continue to influence interoperability initistives, with the inclusion of coliaboration with
Governments and retated industries, The TSWG plans to implement the activitees to achieve
the objectives In the areas of Technalogy & Standards of and arourd Public Key Cryptography
and emerging technologies, TSWG shall work in the areas to standardize, make tachnological
advancements, and help bring the technological platforms together for 38 the members by
contriuting to technical case studies, whitepapers. For Working Groups' budget plans, the
BAWG, LPWG, and TSWG will align and continue their works with USD20,000 each

All mombers of WGs have the right Lo be informed on the upcoming activties of WGs during
the year to attend, Thus, the co-leaders committed to share the scheduled plan of WG's
activities in advance, via an efficient commaunication channel/mannar.

Steering Committee Meeting:
5.

Steering Committee adopted the proposed agenda, acknowledged the repart of the status
of APKIC members and membership fee payments in 2019, and acknowledged the
bureaucratic issues Bangladesh faced regarding the payment of 2018 membership fea.
Steering Committee acknowledged the recruitment achlevements, with United Arsh
Emirates {UAE) and Malaysia, and the State of Qatar as potential new members,

stpering Committee acknawledged the 2018 financial report of APKIC for the period of June
1, 2018 — Navember 28™, 2018 indicates the receipt of USD381,772.23, including received
from Hong Kang PXI Forum of the sccumulated balance of USD307,772.23 and the sccount
balarce of USD381,608.23.

Steering Committee proposed the 2019 budget; APKIC Annual Activities SSC meeting budget
is USD10,000 and GA/SC Meetings and International Symposium is USD35,000, BAWG
budget is USD20,000, LPWG budget is USD20,000 and TSWG budget is LSO20,000,
Secretariat Daily Operation budget is USD1,000 and Membership Recruitment Fund budget
is USD3,000

Steering Committee officially nominated 1 candidate from India PXI Forum far the APKIC
Chairparson and 3 candidates from Iran Center of eCommerce Development, Hong Kong PXI
Forum, and Thalland PKI Assogiation for APKIC Vice Charpersans,
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10. Steering Committee agreed to continue contacting relevant domain name registrar by India
PKI Forum for regaining the administrative control af the domain apkic.ong and malling lists
will be in process afterwards.

11. Steering Committee acknowladged the shipping fees of USD309,84 10 distriyute boaklets on
APKIC Strategic Roadmap 2018.2020 to member economies,

12. Steering Committee approved USD10,000 budget afocstion for the 2019 S5C Meoting to be
heid in Bangladesh and approved USD2S,000 budget allocation far the 2018 Ga/sC Meating
and International Symposium to be held in India.

General Assembly Meeting:

13. General Assembly approved the Co-Leaders and Regulations of each working group, the
2015 WGs” work and budget plans, and the 2018 financial report of APXIC, and the 2019
budget plan proposed by the Steering Committee,

14. General Assembly voted the 2019-2020 APKIC Chairpersan and Vice Chairpersans, The
election result was announced that the new APKIC Chairperson is Mr. Venkatraman
Srinivasan from India PK! Forum and the Vice Chairpersons are Mr. William Gee from Hong
Kong PKI Forum, Mr. Al Rabbari from fran Center of eCammerce Development, and Mr,
Chaichana Mitrpant from Thalland PKI Associaticn. The new Chairperson has appainted India
PKI Forum as the now secretariat office and will discuss with Thailand PKi Association about
the financial transfer pracess,

15, General Assembly briefly discussed the issues related to legal status of APKIC, such as the
currency management of membership fees and taxation, and suggested that it should be
further discussed In future meetings.

16. General Assembly agreed on the proposals of budget allocation for the 2018 5S¢ Meeting to
be held in Dhaka, Bangladesh and the 2019 GA/SC Meeting and international Symposium to
be heid in Mumbai, India.

L. Mgl N St dee—s 0 k,fZ{i‘f‘
\

Mr. Chaichana Mitrpant Mr. Venkatraman Srinvasan Ms. Phoebe 1p
On behalf of india PKI Forum CTT eSignTrust
Ms. Surangkana Wayuparb
Thaila(;c\l‘l?ll(:l_\“‘ ‘
\\

WwW t\U’O‘IA_ 7:_—.—?&

Mr. Wei-Chung Hwang 2 w—ﬂ{ Rahbari
Hang Kong PKI Forum Chinese Taipei PKl and Iran Center for

e-Authentication Consortium eCommerce Development
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B India PKI Forum

APKIC - Meeting | December 2018

Presentation by India PKI Forum

Pullman Hotels & Resorts, Phuket, Thailand

© India PKI Forum | www.indiapki.org
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Vision
“MAKING PUBLIC KEY TECHNOLOGY THE BEST

CHOICE FOR BUILDING TRUST IN DIGITAL
SOCIETY WITH LEGAL PROTECTION"

Asla PKI Consortium

Mission Strategies

1. Idea creation, information exchange and 1. Actively promote innovation and
dissemination on PKI disseminate information

2. Suggestions on interoperability and security 2.  Outreach to standard bodies
standards 3. Create mutual recognition

3. Recommendations to governmental bodies on frameworks
policies, standards and PKI related matters 4,  Actively involve end-users,

4. Promotion of greater adoption of PKl among businesses and stakeholders
businesses and individuals 5. Continually improve how APKIC

5. Cooperation with other organizations to works

promote public key technologies

(o s P Fovum & India PEI Forum | www.indiapki.org
APKIC

New Working Group Co-Leaders

Business Application (BAWG)

> Chinese Taipei PKI and e-Authentication Consortium, Taiwan
> India PKI Forum, India

Legal & Policy Framework (LPWG)
> Hong Kong PKI Forum, Hong Kong

Technology & Standards (TSWG)

> India PKI| Forum, India

© India PKI Forum | www.indiapki.org
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Key Activity Areas

1 Increase public-key-technology APKIC website remake social Informative and user-friendly
information distribution channels  media presence website
2 Increase visibility of APKIC APKIC represented in key events Public recognition and concrete Y
and fora collaboration of APKIC in key
events an fora
3 Promote standardization Establish standards within each APKIC whitepapers being ¥
economy Publish white papers circulated at international
platforms
4 Increase visibility of APKIC Send APKIC representative to key  APKIC is an active member of Y
ewvents in other fora international standardization
process
5 Test mutual recognition Publish interoperability report Annual mutual recognition ¥
agreement agreement report
B Promote public key technologies Initiate a collaborative project Increased use of public key Y ¥
adoption that leverage Pl interoperability  technology
among APKIC members
7 Pmmcme public key policy and e- Acknowledgements of electronic among APKIC b Y ¥
ication ication fr to impls a common
electronic authentication
framework

( s P Forum

@ India PKI Forum | www.indiapki.org

Based on the above key activity areas, broad focus of

(o s P

BAWG & TSWG

Shall be as in the next slide....

Business Applications =

© India PKI Forum | www.indiapki.org

Technology and Standards

decided with

Taiwan co-lesder
1. Identity Validation 1. Working along with Industry Forums &
1. Procedures Bodies
2. Its assurance levels 1. CAB Forum
2. Mutual Recognition 2. Cloud Signature Consortium
3. Digital Identity Systems 3. W3cC
4. Electronic authentication techniques 4. FIDO Alliance
5.  Electronic Signatures 5. loT Alliance
6. Key form factors: 6. Webtrust & ETSI
1. Smart card 2. Working on different usages of PKI
2. Soft storage, etc 1. Web security (SSL) and
7. Cloud key storage techniques Application Security (Code
1. Long term certificates Signing)
2. Short lived certificates 2. Human Signatures, Human ID and
8. Mobile PKI Authentication
9. PKlinloT 3. Device ID and Authentication
10. Standards of Audits and Assessments 4. Data Encryption for Web and
{with LPWG) Devicas
5. Digital Time Stamps

Welcome for suggestions

& India PKI Forum | www.indiapki.arg
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Business Case/Application Working Group of
Asia PKI Consortium (APKIC)

Regulatory and Policy
December 2013

Bazed on the sbructure of Asia PKI Consortium (APKIC) and the
care competences of business exchange and promiotion, the
Business Case/Application Working Group (BAWG) remains the
function and service since APKIC transformed from Asia PKI Forum
in 2007, The main target of BAWG is aiming to enrich the business
axchange, explore the business modal and possibility, and try to
create the diversities of IT-enabled services. Those items shall
include PKI, information security, and IT-enabled sarvices like
e-commerce, cloud computing, open data, big data, and so on,
especially for those services which are cross-region applications.

Article 1 {Name)
The name of this working group is "Business Case/Application
Working Group” {hersinafter "BAWG").

Article 2 {Objectives)

The objectives of BAWG are to promote the exchange and
collaboration between members to sxplore and enrich the
information applications and IT-enabled services.

Article 3 {Activities)

BAWG will implement the following activities necessary to help
resolve the cross-domain or cross-ragion issuss so as to achieve
the objectives as specified in Article 2.

{1) Held Working Group Meeting, report to Steering Committee
and General Assembly in accordingly.

(2) Conduct necessary surveys, evaluations, pilot experiments,
technical trainings and publications, and facilitate discussions or

1
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© India PKI Forum | www.indiapki_org

conference in BAWG to identify, address and resolve in detail the
issues involved.

(3) Conduct consulting services related to information security or
related issues to help other organizations and enterprises in the
Region to improwe the interoperability and application of their
information solutions.

(4) Collabarate sffectivaly with other regions by varicus activitiss
regarding PKI, information security, e-commerce, cdloud computing,
open data, big data, =tc.

{5) Promate friendly relations ameong the Consortium members.
(&) Undertaks any necessary and appropriate activities to achieve
the objectives set forth in Article 2.

Article 4 {Membership)

Members who used to attend the BAWSG mesting shall be 3 member
of BAWG. BAWGS shall deliver the work-plan and achievements
report ko BAWG members.

Article 5 (Organizations)

BAWG shall be composed of a Co-Leader and members. The
Co-Leader shall be respaonsible for the operation, activitiss and
managemeant of BAWG, BAWG shall be open to all members,
including Principal Members, Enterprise Members, NPC Members
and Individual Members.

Article 6 (Accounting )

Budget and Final Account of BAWG shall be agreed in BAWG
mesting, approved by the General Aszambly znd the Steering
Committee.

-END-




— ~ TSWG TfEsh:

Asla PKI Consortium

Technology & Standards Working Group (TSWG)
APKIC - Meeting | December 2018

Puliman Hotels & Resorts, Phuket, Thailand

Technology & Standards Working Group

Asie PR Comsortiom Proposed Regulation

Technology & Standards Working Group of Asia PKI Consortium [APKIC)
Regulatory and Policy | December 2018

Based on the structure of Asia PKI Consortium [APKIC) and its core competences, the Technology &
Standards Working Group [TSWG) shall be the function and service of APKIC. The miain target of
TSWI3 is aiming to enrich the technologies in and arcund public key infrastructure, and also work on
its standardization.

Article 1 (Mame)
The name of this working group is “Technology & Standards Working Group” [hersinafter “TSWGE").

Article 2 [Dbjectives)

The ohjectives of TSWE are to work on the areas of Tedchnology & 5tandards of and around Pubdic
Key Cryptography. TSWIG shall work in the areas to standardize and make technological
advancements, and also help bring the technological platforms together for all the members by
contributing to technical case studies, whitepapers. T3WG shall mke up the activities in any other
areas, which is not explicitly restricted by (or for the function of | Steering Committee and the
General Assembly.

TEWG
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e P Corsortiom Proposed Regulation

Article 3 [Activities)

TSWGE will implement the following activities necessary to help resolve the cross-domain or cross-
region issues so as to achieve the objectives as specified in Article 2.

(1] Hold Working Group Meeting, report to Steering Committee and General Assembly accordingly.
{2) Conduct necessary technological surveys, evaluations, pilot experiments, technical trainings and
publications, and facilitate discussions or conference in TSWG to proliferate the technology.

(3] Conduct consulting services related to the technology and the standards around P¥l to
organizations.

(4] Collaborate effectively with other regions by various activities regarding PEl and its allied areas.
{5) Wiork on Standardization in various areas of Public Key Cryptography.

(6] Undertake any necessary and appropriate activities to achieve the objectives st forth in Article
2

Article 4 [Membership)
Members who attend the TSWG meeting shall be 3 member of TSWGE. TSWG shall deliver the work-

plan and achievements report to TSWG members.

HWG

Asie PRI Comsortiom Proposed Regulation

Article 5 [Organizations)

TSWS shall be composed of a Co-Leader and members. The Co-Leader shall be responsible for the
operation, activities and management of TSWG. TSWG shall be open to all members, induding
Principal Members, Enterprize Members, NFO Members and Individual Members.

Article & [Accounting)

Budget and Final Account of TSWG shall be agreed in TSWG meeting, approved by the Genersl
Assembly and the Steering Committes.

-END-

HWG

Asia FR) Consortiom Plan & BUdgEt

Working on Technology and Standards around:

1 Working on Technology and Standards around:
1. ldentity Validation Procedures & |ts assurance levels
2. Mutuzal Recognition
3. Digital Identity Systems
4. Electronic authentication tedhnigues
5. Electronic Signatures
6. Key form factors: Smart card, Soft storage, etc
7. Cloud key storage techniques: Long term & Short lived certificates
&. Mobile PKI
9. PElinleT
10. Emerging Technologies: Blodkchain, FIDO, etc
2. Standards of Audits and Assessments (with LPWG)
3. Collaboration with Technological organizations and bodies to bring standardization

Proposed Budget
USD 20,000/-

HWG
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Asla PKI Consortium

TSWG THANK’S YOU

Technology & Standards Working Group

Technology & Standards Working Group of
Asia PKI Consortium (APKIC)

Regulatory and Policy
December 2018

Based on the sbructure of Asia PKI Consortium (APKIC) and its core
competences, the Technology & Standards Working Group (TSWG)
shall be the function and service of APKIC, The main target of
TSWG iis aiming to enrich the technologies in and around public kay
infrastructure, and also work on its standardization.

Article 1 (Name)
The name of this working group is "Technolegy & Standards
Working Group” (hersinafter "TSWG").

Article 2 {Objectives)

The objectives of TSWG are to work on the areas of Technology &
Standards of and around Public Key Cryptography. TSWG shall
work in the areas to standardize and makes technological
advancements, and also help bring the technological platforms
together for all the members by contributing to technical case
studies, whitepapers. TSWG shall take up the activities in any other
areas, which is not explicitly restricted by (or for the function of)
Stesring Committes and the Ganeral Assembly.

Article 3 [Activities)

TSWG will implement the following activities necessary to help
resalve the cross-domain or cross-region issuss so as to achieve
the objectives as specified in Article 2.

(1) Hold Working Group Meeting, report to Steering Committee
and General Assembly accordingly.

{2) Conduct necessary technological surveys, evalustions, pilot
experiments, technical trainings and publications, and facdilitate

i

28

discussions or conference in TSWG to proliferate the technology.
(3) Conduct consulting services related to the technology and the
standards arcund PKI to organizations.

(4) Collaborate effectively with other regions by various activities
regarding PKI and its allied areas.

(5) Work on Standardization in warious arezs of Public Key
Cryptography.

{€) Undertake any necessary and appropriate activities to achieve
the objectives set forth in Article 2.

Article 4 (Membership)

Members who attend the TSWG meeting shall be a member of
TSWG. TSWG shall deliver the work-plan and achievements repart
to TSWG members.

Article 5 {Organizations)

TSWG shall be composad of a Co-Leader and members. The
Co-Leader shall be responsible for the operation, activities and
management of TSWGE. TSWGS shall be open to zll members,
including Principal Members, Enterprise Mambers, NPO Members
and Individual Members.

Article 6 (Accounting)

Budget and Final Account of TSWG shall be agreed in TSWG
meseting, approved by the General Assembly and the Steering
Committesa.

-END-
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Legal and Policy Working Group
2018 Report

Peony Wong for LPWG
Date: 3 Nov 2018

e — |
Starting a New Page

Certificate Policy for Mutual Recognition of
Electronic Signature Certificates Issued by
Hong Kong and Guangdong, 30 September 2018

+ Customs Declaration
» Account Opening over Non-Face-to-Face Contract Signing

Responsible Working Group and Strategy
Legal and Policy Framework (LPWG)

Strategy 3: Create mutual recognition frameworks and adopt standards and testing platforms to facilitate
interoperability among APKIC members

3.1 Develop mutual recognition agreement  Publish mutual recognition agreement -
P &n B & % Annual mutual recognition agreement report
among APKIC members framework

3.2 Test mutual recognition agreement Publish intero perability report Annual mutual recognition agreement report
Strategy 4: Actively involve end-users, businesses and stakeholders to encourage larger adoption of PKI

4.2 Promote public key policy and e- Acknowledgements of electronic Initiative among APKIC members to implement a
authentication framework authentication framework common electronic authentication framework

Strategy 5: Continually improve how APKIC works (WG group structure, membership, recruiting new members, etc.)

5.1 5tock check, review and access APKIC Current status repart & audit report wyf

T T (R e Endorsed short-term and middle-term work plan

5.2 Restructure APKIC New organization structure Agread APKIC work mechanism

29



2018 LPWG Achievement Summary Suggested Activity Key Qutcome
No. |Date (Location) Event 31(32|42|51(31(3.2(42(51

11 Nov 5-10 (China, Shanghai) China International Import Expo v VI v

10 |0ct 25 (China, Befjing] Beijing & HK Worlfogether to Cre.ate aNew H|gh|_and for Hi-tech y v v v
Development [Beijing-HK Convention) / MOU Signing on Oct 25

9 |Oct 23-25 (China, Beijing) |Beijing—HKFi nancial Exchange Tour | MOU Signing on Oct 24 v v v v

$ |Aug 21-23 (China, Shenzhen) dth Chma S.man City IthematmnaI Expo 2018 / sy /
Meeting with Cambodia Delegate Team

7 |Aug 10 (China, Guangzhou) Gualﬁgdorlg and Hong Kong Electrornc Signature Mutual p v y y
Certification Strategy Experts Meeting

6 [lul 17 (Hongkong) SCC Smart Banking Way Forward Luncheon v v v

5 |Jun 28 (Vietnam) Policy and Solution for Interoperability among CAs Workshop v v

4 {Jun 15 (India) India PKI Symposium, Digital Transformation with PKI v v

3 |lun 5 (Hongkong) Greater Bay Area elD Forum v v v v

2 |Apr 13 [Hongkong) Seminar on elD: Key to Smart City Blueprint Success v v v v

1 [Feb 7 (Hongkong) Smart City Blueprint Luncheon v v

Achievement 11
China International Import Expo

+ 5-10 Nov 2018 in China (Shanghai)
+ Over 800,000 merchants and visitors,
3600 exhibitors from 172 countries
> Ministry of Commerce of the People's Republic of China
o Shanghai Municipal People's Government
o World Trade Organization
o United Nations Conference on Trade and Development
o United Nations Industrial Development Organization
o China International Import Expo Bureau
o HK Trade Development Council
o Smart City Consortium
o Mrs Carrier Lam, Chief Executive of HKSAR Government
o Mr Paul Chan Mo-po, GBM, GBS, MH, JP, Financial Secretary
o Mr Patrick Nip Tak-kuen, JP, Secretary for Constitutional and Mainland Affairs

- A continuation to the Beijing-HK exchange tour, introducing cross border recognized e-certificate platform
and trusted merchant list to Mainland China's business and individual customers

Achievement 10
Beijing and Hongkong Work Together to Create a

New Highland for Hi-Tech Development
+ 25 Oct 2018 in China (Beijing)
+ Over 300 Participants from Beijing and Hong Kong:
o Beijing Municipal Bureau of Economy and Information Technology
o Office of the Government Chief Information Officer (0GCILO), HESAR
o Befjing Software and Information Service Industry Association
> Hong Kong Software Industry Association
o Director of Science & Technology Standards Division, Beijing Municipal Bureau of Economy & Info Technology
o Victor Lam, JP, Govn’t Chief Information Officer, Office of the Govn’t Chief Information Officer (OGCIO), HKSAR
o Wang Gang, Director of Befjing Municipal Bureau of Economy and Information Technology
o Kenny Chien, President of Hong Kong Software Industry Association
o Jiang Guangzhi, Deputy Inspector of Befjing Municipal Bureau of Economy and Information Technology
+ Signing “Memorandum on Promoting the Beijing-Hong Kong Non-Face-To-Face E-Certificate Cooperation”,
aiming to
1) Jointly promote and support the cross border recognized e-certificate framework strategy of Beijing and HE;
2) Promote the training of FinTech talents; and
3) Cooperate and promote to the Belt and Road countries and regions

ERMFITNANT SRR
o AR
-
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Achievement 9
Beijing-HK Financial Exchange Tour

+ 23-25 Oct 2018 in China (Beijing)
+ Over 1000 Participants (HK 40 delegates):
o Carrie Lam, GBM, GBS, Chief Executive of HE/ TDC/ OGCIO
o Yin Yong, Vice Mayor of Beijing Municipal People's Government
o Zhu X, Director of the Int'l Department of the People's Bank of China
o Raymond Yip, Deputy Executive Director of HK Trade Development Council
o Huo Xuewen, Party Secretary & Director of Beijing Bureau of Financial Work
o CHAN Ho Lim, Joseph, JP, Under Secretary for Financial Services & the Treasury Bureau, Government
o Zhang Youlin, Member of the Party Group and Deputy Director of Beijing Bureau
o William Gee, Pariner of PwC Risk and Control Services and Vice Chairman of Asia PKI Consortium
o Zhong Minglei, Assistant General Manager of China Gold Payment Co., Ltd.
» MOU signing on 24 Aug for “Beijing-Hong Kong Financial Innovation Interconnection Framework
Agresment”, aiming to
1) Jointly promote the real-name account opening for financial contract mechanism between the two places;
2) Jointly promote the real-name account opening for e-commerce contract mechanism between the two places;
3) Utilize HK's int’] status in financial services to build FinTech applications and promote to the Belt & Road countries;
4) Promote the development of cross border financial connectivity between Beijing and Hong Kong

Achievement 8
4th China Smart City International Expo 2018

+ 21-23 Aug 2018 in China (Shenzhen)
+ Key Participants:

= The Fifth Institute of Electronics, Ministry of Industry and

Information Technology

= Provincial Economic and Trade Commission Electronic
Software Division
Office of the Government Chief Information Officer
(OGCIO), HKSAR
Guangdong Provincial Economic and Information
Committee

= Mr Man Ho, APKIC member

« Mr Man Ho, GM of Certizen Limited joined the open
ceremony and exchanged experience with Cambodia
Ministry of Posts and Telecommunications, Securities
and Exchange Commission of Cambodia (SECC) and
Cambodia's Smart City Consortium; Demonstrated cross-
border certification signature via display

Achievement 7

Certification Strategy Experts Meeting

+ 10 Aug 2018 in Guangzhou
+ Key Participants:
= Provincial Economic & Trade Commission Electronic Software Division
= Office of the Government Chief Information Officer (OGCIO), HKSAR
= Guangdong Provincial Economic and Information Committee
= The Fifth Institute of Electronics, Ministry of Industry and Information Technology
= Mr Man Ho, APKIC member
+ Introduced the main points of the revision for the
policy of mutual authentication between
Guangdong and Hong Kong electronic signature
certificates and studied & discussed the revised
certificate policy document
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Achievement 6

SCC Smart Banking Way Forward Luncheon
+ 17Jul 2018 in Hong Kong
+ Over 200 Professionals from the business, legal, tertiary education and IT sector with Key Participants:
= Mr. Norman T.L. Chan, GBS, JP, Chief Executive of Hong Kong Monetary Authority
= Mr. Neil Pabari, Managing Director of North Asia, Finance & Risk of Thomson Reuters,
= Pro Christopher Chao, Dean of Engineering and Chair Professor of Mechanical Engineering of HKU
= Professionals & senior management from 20 international & local banks such as HSBC, Bank of China, Standard
Chartered Bank, Hang Seng Bank, Bank of Communication, China CITIC Bank
= Mr. Willilam Gee, Vice Chairman of APKIC
= Delegates from SCC & APKIC
. The inter-disciplinary issue is discussed. Smart or virtual
banking is not just about business or technology like
Blockchain or Open APIs alone. Rather it's about finance,
technology level & human behavior as an integration,
i.e. how regulators like HKMA and SFC as well as industries
like banking, securities or insurance can identify the
customers/ users and monitor transactions & monetary
flow. Digital identity and recognized digital certificate
provide solutions in this area.

Achievement 5
Policy and Solution for Interoperability among CAs Workshop

+ 28 Jun 2018 in Vietnam
» Over 30 Professionals from the Industry with Key Participants:
Mr Man Ho, GM of Certizen Ltd
Advisor from National Electronic Authentication Centre (NEAC),
Ministry Information & Communication of Vietnam
= Representative from NEAC, Korea
Representative from Institute for Information Industry, Taiwan
. Representanves shared and discussed current status of PEI in
Vietnam & Korea, PKI interoperability in terms of experiences
& applications in Vletna.m, Taiwan, HE & Korea, as well as
cross-certification service in Korea. All these info and learnings
are useful to HE for future planning and development on
related topic.

Achievement 4
India PKI Symposium, Digital Transformation with PKIl

+ 15Jun 2018 in India

+ Representatives from CA, Gov't of India,
APKIC members, special guests from UAE,
Kenya & USA

Specialists shared current PKI based digital
transformation & trends in their respective
countries. All these info & experience within
& outside Asia are valuable and insightful to
HK and APKIC members’ countries for
future planning
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Achievement 3
Greater Bay Area elD Forum

+ 5Jun 2018 in Hong Kong

+ 100 Professionals from Banking, Business, Legal with Key Participants:

Mr. Christopher Cheung, SBS, JP, Member of Legco of HK representing Financial Services constituency
Mr. Johnny Mok, Member of the Basic Law Committee of HK Special Administrative Region

Mr. Chan Kin-por, GBS, JP, Chairman of Legco Finance Committee

Mr. Chan Chun-ying, HK Banker/ Board Secretary & Advisor of Bank of China/ Vice Chairman & Secretary
General of the Chinese Banking Association of HK

Mr. Dennis Ng, Vice President of Chinese
Manufacturers’ Association of HK
= Mr. Oliver Ng, Chairman of HKAOB
Mr. William Gee, Vice Chairman of APKIC
. lhscussed and shared how to create an
inter-connected digital identity authentication
system in the Greater Bay Area. Mutual
understanding among professionals provides
positive sign to further discussion with gov't.

Achievement 2
Seminar on elD: Key to Smart City Blueprint Success

+ 13 Apr 2018 in Hong Kong
+ 100 Guests with Key Participants:
Mrs. Junu Rani Das Kailay, Controller of Certifying Authorities (CCA), Gov't of India
Dr. Winnie Tang, JP, Founder & Honorary President of Smart City Consortium
Mr. Allen Yeung, JP, Government Chief Information Officer of HKSAR

= Mr. Oilver Ng, Chairman of Hong Kong Association of Online Brokers

= Ms. Prema Shrikrishna, Consultation of World Bank Group

Ir. Eric Yeung, President of Smart City Consortium

. Drew public's attention to look at the

challenges & market opportunity on digital

identity from a regional perspective, and the

insight on digital identity blueprint for Belt &

Road countries. On these, mutual digital

identity authentication is the way out.

Achievement 1
Smart City Blueprint Luncheon

+ 8 Feb 2018 in Hong Kong
. 400 Guests with Key Participants:
Mrs. Carrie Lam, GBM, GBS, Chief Executive of HKSAR
Mr. Chen Dong, Deputy Director, Liaison Office of the Central People's Gov't in HKSAR
= Dr. Hon Elizabeth Quat, Founder & Honorary President of Smart City Consortium
= Mr. William Gee, Partner of PwC and Vice Chairman of APKIC
= Mr. Nicholas Yang, Secretary for Innovation & Technology
= Ir. Allen Yeung, Gov't Chief Information Officer
+ Reviewed various concepts of smart city
initiatives and introduced a brand new
international business matching platform in
Guangdong-HK-Macau Bay Area. Mrs. Carrie Lam
shared gov't plan on the provision of digital
identity for all HK residents.
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2018 USD20,000 Budget Utilization

Project Number
11. China International Import Expo, Nov 5-10 (~USDio,000)
10. Beijing & HK Work Together to Create a New Highland for Hi-tech Development (Beijing-
HEK Convention), Oct 25 (USD15,000)
9. Beijing-HK Financial Exchange Tour, Oct 23-25 (~USD8,000)
8. 4th China Smart City International Expo 2018, Aug 21-23 (~USD4,000)
7. Guangdong and Hong Kong Electronic Signature Mutual Certification Strategy Experts
Meeting, Aug 10 (~USD1,000)
6. SCC Smart Banking Way Forward Luncheon, Jul 17 (~USD30,000)
5. Policy & Solution for Interoperability among CAs Workshop, Jun 28 (~USD1,500)
. India PKI Symposium, Digital Transformation with PKI, Jun 15 (~USD1,000)
. Greater Bay Area eID) Forum, Jun 5 (~USD3,800)
. Seminar on eID: Key to Smart City Blueprint Success, Apr 13 (~USD10,000)
Smart City Blueprint Luncheon, Feb 7 (~USD12,000)

Eonow p

2018 Cumulative Actual Spending is
US$96,300

$71.300
$58.300 $59.300 $63,300

$z28,300
$25.800 $26.800

2019 Budget Proposal USD20,000

+ 2019 Budget Proposal USD20,000

» Propose to host LPWG Seminar to strengthen Intra-
ASEAN Secure Trusted Framework

« Continue to influence interoperability initiatives
throughout the region

« Bring more Governments & Industries into collaboration
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2018 5k’

CONSORTIUM

S NS COMMTIEE

STEERING COMMITTEE
AND GENERAL ASSEMBLY MEETING

o

PULLMAN HOTEL AND RESORT, PHUKET
THAILAND
3 DECEMBER 2018

2016 STEERMNG COMMITTEE AND GENERAL ASSEMELY MEETING

A P EEN TR Membership Country Attendes Heme
L | Principal Member { Chairperson Thaikend M= SurBngiane Wayupart
List of Attendees 2 |Principal Member | Sacretary Genetal | Thailend Mr. Chaichana Mitrpant
[Principal Members] 3 |Principal Member Thaiknd M. Worachat Eaveevorssart
4 |principal Member Thaikand Mr. Supachok Jantsrapatin
5 |principsl semmber / vice Cosirparzon | Hong Rang . Willarn Ges
& |principsl miamber Hong Kang Bs. Zhang Li
¥ | Principal Member Homg Kang M. Pius Li
2 |Principal Member Hong Eang M= Peany Wong
5 | Prindipal Member { vice Cherperson | Ingia MAr. \erilatraman SrnaEssn
10| principal Member Incia M Wijm yakemar Manjunatha
11 | Princpal Member Ingim M. Mik Envansd Raje Abdulis
12 |principal Member Mamo M= Hio Hong Ip
12 | principal Member Kamo Mdr. Kni Tong Chao

iR STEERING OOMMITTEE AND SGEMERAL ASSEMIELY MEETING 2




AT ] TR L i Coartry Attendes Heme

14| erincipsl Member Zsngiazizzh Mr. &€ M. Shamzuddcha

List of Attendees :: =rr'-:fpnl Member Sangiaciesh M. h-'hs.ml.l. Hagus

Principal Member Bangladesh IAr. hAd. Hesio Hesan
[Principal Members| 17| rincipal mampar Sangisdesh Rz, Farmans Hague

12| erincipsl Member Sangiadesh Mz Nuzhet Atiqus Mafis
15| Principal Member Chines= Taipei RAr. Wei-CRung Hwang
20 erincipsl Member Chines= Taipei Mz Wivimm Liu
21| Principsl Member Chinese Taipei Mz Megan Shin
22| #rincipal Member ran PAr. 28 Rehbari
22| erincipsl Member ran r. Maohammisd Javed Srasifpour
24| princips| Member sores M o Zaeic

WIiE STEERING OOMBITTEE AND GEMERAL ASSERELY MEETING ]

AT ) TR
h 7 Y Narme
List of Attendees 1 |Enterarize Member Chinese Taipei M. Wen-Cheng Wang
(Enterprise and Individual Members) I |Enterarize Member Chinese Taipei Mz anen Cuang
32 |ingivigust member Jszen M. Stzasshi Inaba
List of Attendees = — e
4 | Department of Commerce, MOES Chinese Taipei M. YuBN-Chung Wang
[Ofzerverz) 2 | controlier of Castifying Authorites jCCa)  [indi Br. Shamsuddin Khan
3 | Ministry of Transport and communications | The State of Oatar | Mr. Faned SAEED J 5 ASDULLA

Overview of Agenda @”m

Time
[Woriking Group Mesting 0515 - 1030
[rt=ering Committes Mesting 10:30- 1200
Pullman Hotels and Resorts

o A= Bl {Pullman Phuket Arcadis Naithan Baach)
|General Assemibly Meeting 14-00 - 16:45 Phuket, Thailand

|aroup Photos & End of Mesting 16:45 - 1700

[Wizlcome Dinner 15:00— 2200

kB STEERSNG OOMBMITTEE AND GEMERAL ASSERABLY MEETIHNG (]
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Working Group Meeting

By Secretariat Office

Adoption of the Agenda —

Waorking Group Mesting
Venum: Puliman Hotal and Resom, Phuket, Thallnd
09215 - 13 |+ Adoption of the sgends Secretariat Office
© APEIC crganization chast
* Working grouge roadmag
Introchece Co-leader & Members of sach working groog
Mutual agreement for Co-Leaders
|EAWG, LFWG, ard TEWG |
o Self-promotion staements by eacth Co-Loader
o Mubusl agreemant froe the members of the
caresponding working groups
WK dralt ragudaticns:
o Tarms of serice
o Cualifications. |optacral |
o Membeship dues (opticoal]
* A1 AFEIC WG wark and budges plans

Chairperson

B STEERING OOMBITTEE AND GEMERAL ASSERABELY MEETING []

APKIC Organization Chart —

* New working proups recrganized in 2017
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Introduce Co-Leader & Members of each Working Group @m

1 | Busines soplication [BAWE) | 1. Chinme Telgsl MO and s-SuthenticSon
Conuortium, Tabwan
2. iredia M1 Farum, inda

Chineus Talpel P and p-Authen tiortion Comeortiom, Talwan
Haong Kong P Fon, Hong Kong

Inda PRI Fansre, Indla

Iran Center of wiormerce Carerloprmant, lran

Maae Pot ard Telscermmunicatioms Buresu, Macss
Thadland PE] Aswdation, Thallens

Egt Technoiogy Ine., Tafwan

MAr. Atusihl Iraba, lapan

Chiness Talpel PX1 and s-Authen tiortion Commrtium, Talwan
Indla PRI Fenurs, Indla

. Iran Zenter of sCormerce Ceenloprant, lran

Macac Poot and Teleccrmmuni cetions Buresy, Meces
Thallard PEI Axocetion, Thallns

2 | Lol and Policy Framework 1. Hiomg Kong P Farum, Hong Eong
L)

pappp|papE e

Chiness Talpel P and a-Authentiortion Comurtium, Tabwn
Heng Kong PRI Fonss, Hong Keng

Indla PRI Fenars, Indla

Iran Do ter of eCommeroe Deeeloprent, lan

Ml Pot aned Telecormmunications Bursay, M
Thallard PE] Azsdation, Thallnd

gt Telecom Ca, L2l

Eghi Technology Inc., Takwan

. Mir. Atwsshl Inaia, Sapan

Mutual Agreeing for Co-Leaders @L

(BAWG, LPWG, and TSWG)

3 | Technolygy and Standarcs L. Irudla PI Farum, india
[T

N

+ Self-promotion statements by each Co-leader

*  Mutual agreement from the members of the corresponding working groups

kB STEERSNG OOMBMITTEE AND GEMERAL ASSERABLY MEETIHNG 12




WGs’ Draft Regulations

Terms of service
Qualifications (optional)

Membership dues (optional)

WIiE STEERING OOMBITTEE AND GEMERAL ASSERELY MEETING

2019 APKIC WGs’ Work and Budget Plans

WGs' Work Plan
BAWEG, LPWG, and TSWG

WiGs’ Budget Plan
BAWG Budget
LPWS Budget
TSWG Budget

B STEERING OOMBITTEE AND GEMERAL ASSERABELY MEETING

Steering Committee Meeting

By Secretariat Office

kB STEERSNG OOMBMITTEE AND GEMERAL ASSERABLY MEETIHNG
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Adoption of the Agenda

itaming Comminies Masting
Verse: Pullman Hotel ard Remort, Phukes, Thailard
el - 100 |« Rdoprion ol the aganda Secratadiar Difce Chad iperson
= VA Rlembership sius and recniiomeai schiswement
conchmion and X4% glan:
o Cuimand membarship staoe
o 24 Racnuirent achimsement conduson
o PO1L% Kew mambers recuisest plan
= KPR Tnancial winmmacy:
o 208 AFKE financl repom
o B A propasd budget
Detficial recavvination of 20053000 &FRIC Dharperaon and
Ware Chair persons candidates
= Herw Initiatrees
o Contirsaion of susimany oul of last Mew Dahi 550
Restirg
o Sigring the reanlution s of J0LE S5C meating
Ragpiest progaosak for 2019 BPEICSEC aed GRS lncatios
and koriing counines
= v onhear business (AOH)

iR STEERING COMMITTEE AND GEMERAL ASSERIELY MEETING 18
2018 Membership status and recruitment achievement concusion e A Do e
and 2019 plan
Current Membership Status

Esngisdesh PEl Cansortium

Chinese Taipei PKIl and e-Authentication Consortium

Hang Kong PKI Farum

India PE| Forum
iran Cenber for sComimerne Developmant
Eores PE| Fonam

Principal [5)

Mdaceo Post and Telscommunicxtions Bureau
Thailand PEN Association

Beijng Certifioate faurthority Co., Lid.
©4B Informatson Technokogy Co., Lid.
Chunghwa Telecom Co. Ltd.

Egis Technology Inc

Enterprize (4]

Imciridusl [1) Atzuzhi INAEA, QMO SlobalSign B

B STEERING OOMBITTEE AND GEMERAL ASSERABELY MEETING L

2018 Membership status and recruitment achievement concusion vt AR Cormerrie
and 2019 plan

Current Membership Status
APEIC
ment of Summiary Membership Fess [2018-200 Last update on: 28 November, 2018
L i@
e
Pyt
Fer (USR] ama ma R b
& LLInD . ] o 11/14(7010
$  &pnn v %‘Il‘!h? [ L5701
PN 1] v PRI E
£ L0, 00,0 el LLT2017 L 11 2
T AT f LLTERET < A0 50
FETN IO v FIVERTIT] x K
F] 0.0 - (122017 o {14 {z018
AT v (E=rTE 3 10253018
[Fringgel |3 LEHO0 L LLTLRNF L LALENS )
Fringjel & LI MOD al TR RNIE L AL
Tareeyt |ty gheses Tedaoom €, Lid Enteipsica £ Ana0D il LLEBRNIF ¥ :
T T n ni- PN T ¥ IR IIE x L:
Thaidand _|Thaland PEI Assscbon Prinpel 5 LL,inD v 12T 21T [ 11,77 (701A

5 eosonn | Sannsen 5 74000
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2018 Membership status and recruitment achievement conclusion ke A Cocac e
and 2019 plan

2018 Recruitment Achievement Conclusion

= The United Arab Emirates (UAE) - In consideration

= Malaysia — In consideration

WIiE STEERING OOMBITTEE AND GEMERAL ASSERELY MEETING

Membership recruitment achievement conclusions of

2018 activities and 2019 plan
2019 New Members Recruitment Plan
The State of Qatar

APKIC Financial Summary

2018 APKIC Finance Report
For the Period from Movember B, 2047 to June 1, 2018
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APKIC Financial Summary

2018 APKIC Finance Report
For the Period from June 1, 2018 to October 25, 2018

2018 L Inceas Experess Ealamce
homt | Day Desssipin (UsD) | (UsDo (S )
[ 1 [Balawe bl BB, 11550
2 |Ems difference = Iran Canter for eComaseres Development = 2018 Ansmal Dine 3.47 30E,11.0.03
] 31 |Bank interest ixcome L.56 B0E.111.59
4 13 |Electronic Transactions Development Agency of Thailasd [Rosdmap 20182010 3K 54 0760178
Bielabed bank charges EE) T
2% |Hank interast mcome 148 H7.772.23 |
10 2% |Pemittance to Thediand PET Assocation 307,772 -
Tatall At Ak 117 81
Prepared by APKIC Secretariat Hong Kong
iR STEERING COMMITTEE AND GEMERAL ASSERIELY MEETING =
. = Aty ARl [oomoman
APKIC Financial Summary
2018 APKIC Finance Report
For the Pericd from October 16, 2018 to Nowember 28, 2018
T ms . Tooome | Enpeass | Bamie
Wiamh| Diay Desctiptin wsnl | usnl | ausm
i i HEF -
4,000 0 40030
G800 | 308000
10 06601 0 1386500
R R 3E1 74131
&30 | 313183731
100K (3 1eat1l
1800 | 33167033
10, 0.0 MLETRIT
10, [0 (3 HLATRIT
1500 | 3566433
10100 03 ol at
1800 | Iple46d]
10, 009 ITLAAEDT
A0, 08 11 84621
00 | IELMIEDD
| 3ELGOEIS |
ESR B 18400 JELMIEDD
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APKIC Financial S -
Inancial summary
The Summary of 2019 APKIC Membership Fee and HK Remittance
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2016 STEERMNG COMMITTEE AND GENERAL ASSEMELY MEETING 4

43




APKIC Financial Summary

2019 APKIC Proposed Budget

APKIC Annual Activities
+ Special SC Maeting
o EBudget WSD 10,000

» GASSC Meetings snd Imternational Symposium

o Budget: USD 35,000

WG Activities
+ BAWG Budget USD 20,000
« LPWGE Budger: USD 20,000
- TSWG Budget: USD 20,000

WIiE STEERING OOMBITTEE AND GEMERAL ASSERELY MEETING =

Official Nomination of 2019-2020 APKIC

Secretariat
= Dty Dperation
o Budget: USD 1,000
= Membership Recruitrent Fund
o Budget USD 3000
= Sakance carrisd forwend: USD 381.508.23

Chairperson and Vice Chairpersons Candidates

chairpersen Candidate

wice Chairperson Candidates

1. India PKI Ferum
Mr. Venkatraman Srivinasan

1 Hong Eeng PKI Forum

bir. William Gee

2. Iran Center of eCommerce Development

BAr. Ali Rahbari

3. Thailand P¥] Association

bdr. Chaichana Mitrpant

B STEERING OOMBITTEE AND GEMERAL ASSERABELY MEETING ]

New Initiatives

Ay A Lo

Continuation of Summary Out of Last New Delhi SSC Meeting

Resolutions of the 2018 83C
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Continuation of Summary Out of
Last New Delhi 55C Meeting

Domain Name- in procass

4‘5.?
£
|

Mailing List - In process
+  Miember Maiing List
Al members - mem barpfapkic one incuding:
rincips| e plic.org S .
- - rincipal mem s
o emterprsEfapkic.ans = bangisdesh@apkic.ons

npoffephic ong = bic.on ) = hengkongirapiic.on
rdividualifiapkic. org - indin@iapki.org
Prindpal memibers - pringpalieoiic ons = imniisplc.org
Enterprise members - snigrprzeepkic,org = koresfieokcong
NP membsers - npodieakic.ong = maczoiiiapkic.ong
Indiwidusi members - indivicusl repiic on " CRnssRipeiEapkic op
* Inmancpepkcorg

v Working Sroup Maling List
Technology and Stendards - TSWGEegticonr
Bursine=s Applicetion - EAW Gapiic.ons
Legnl & Policy Framsework - LPW 8 lspkoc.org

WIiE STEERING OOMBITTEE AND GEMERAL ASSERELY MEETING -]

Continuation of Summary Out of
Last New Delhi 55C Meeting

APKIC Strategic Roadmap 2018-2020

Aty ARl foomomane
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Total shipping cost is USD 309 .84
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Continuation of Summary Out of
Last New Delhi S5C Meeting

APKIC Strategic Roadmap 2018-2020
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Signing the Resolutions of 2018 SSC Meeting

Resciutions of the 7018 S3C 9 he seseiints vy
Asls PKI Conacrtium s 0
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Request Proposals for 2019 APKIC S5C and GA/SC @..mm
Location and Hosting Countries
55C Meeting:

* 55C Meeting in Q2 of 2019

+ 10,000 USD budget allocation from the 2019 55C Meeting Resolution:

® includes airfare and accommodation for only one Principal member of
each country and travel and accommodation for one person from the

secretariat

* Bangladesh PEl Consortium has expressed interest in hosting the 2019 S5C
Meeting

B STEERING OOMBITTEE AND GEMERAL ASSERABELY MEETING

Request Proposals for 2019 APKIC S5C and GA/SC e 8 oot
Location and Hosting Countries
GA/SC Meeting:

* GA/SC Meeting in Q3-04 of 2019

+ 35,000 USD budget allocation from the 2019 GASSC Mesting Resolution:

® includes airfare and accommeadation for at least one delegate from each
Principal member and any invited speakers, as well as travel and
accommodation for one person from the secretariat

* Indiz PEI Forum has expressed interest in hosting the 2019 GA/SC Meeting

kB STEERSNG OOMBMITTEE AND GEMERAL ASSERABLY MEETIHNG
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Any Other Business (AOB)

WIiE STEERING OOMBITTEE AND GEMERAL ASSERELY MEETING £

Aty ARl [oomoman

General Assembly Meeting

By Secretariat Office

B STEERING OOMBITTEE AND GEMERAL ASSERABELY MEETING L]

- A AR foomormians
Opening Address
Current APKIC Chairperson and Vice Chairpersons
CHAIRPERSON
SURANGKANA WATUPAIS
IECHTIE DSECT AN CED (F ELECRONK.
TRAVSACTIENS DEVELSFNENT AEERCY OF THALAN)
- VICE CHAIRPERSON WICE CHAIRPERSON - VICE CHMRPERSON
INLLLAN EEE WEMTRAMAY SEMIASAY bewmY LN
)y SR maemwaree 8 SR
TR RS, (e
2015 STEERMNG COMMITTEE AND GENERAL ASSEMELY MEETING »
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Adoption of the Agenda

[FEETE T
N Py Wil Bk, Flada, Thiskarad
[Ty ———r=— e [

LRS- W | v Aokt ol the e I
n hproviag WG firisaders ard s
r dproving B P B vk sl buciget ska
v A e by
& LR ARE el spon
& RS AR g
- hiing o FORERHEHN AP Chrperrcm s Yy
Charperia
o Hody on gloies s deg pracsd e
& el et s by
= st of e e e e |
& ko desta s
o ming
& Anwretiied ol U T
- impge w b (hipenonad | Pm ki
P — e Wicm Chi e
& W Vg Dhalpanirg
= hppalrarssss of the rew lacwtsde D e
- P Lermiasiod SH R
= Dol of srmrmary i o ek He il 120
Viacseg
b Pk D LA il A i s
g
* Pk B o RS R GRS Wiy
v g e bt | R

LI B | = Chumieg P ] [E—
bt hed e 3 s o

Approving WGs' Co-Leaders and Regulations

B STEERING OOMBITTEE AND GEMERAL ASSERABELY MEETING

WGs' Draft Regulations

*  Terms of service
+ Quazlifications {optional)

*  Membership dues [optional)

kB STEERSNG OOMBMITTEE AND GEMERAL ASSERABLY MEETIHNG
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Approving 2019 APKIC WGs” Work and Budget Plans

WIiE STEERING OOMBITTEE AND GEMERAL ASSERELY MEETING L]

2019 APKIC WGs’ Work and Budget Plans —

WGs' Work Plan
BAWEG, LPWG, and TSWG

WiGs’ Budget Plan
= BAWG Budget
*  LPWG Budget
*  TSWG Budget

B STEERING OOMBITTEE AND GEMERAL ASSERABELY MEETING aH

APKIC Financial Summary —

2018 APKIC Finance Report
For the Period from Movember B, 2047 to June 1, 2018
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APKIC Financial Summary

2018 APKIC Finance Report
For the Period from June 1, 2018 to October 25, 2018

2018 L Inceas Experess Ealamce
homt | Day Desssipin (UsD) | (UsDo (S )
[ 1 [Balawe bl BB, 11550
1 |Ems difference = Iran Canter for eCommerce Dievelopment = 2018 Anmmal D 347 A0E,110.03
i 31 |Bank interest ixcome 1.56 30.111.59
4 13 |Electronic Transactions Development Agency of Thailasd [Rosdmap 20182010 3K 54 0760178
Belated bank charges 3000 I07.760.74
2% |Rank interest icome 248 H7.772.23 |
1n 23 |Bemittance e Thedand PRI Assocation 507,772.23 -
Tatall d il AL 117 94

Prepared by APKIC Secretariat Hong Kong
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APKIC Financial Summary

2018 APKIC Finance Report
For the Pericd from October 16, 2018 to Nowember 28, 2018
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APKIC Financial S -
Inancial summary
The Summary of 2019 APKIC Membership Fee and HK Remittance
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2016 STEERMNG COMMITTEE AND GENERAL ASSEMELY MEETING -

50




APKIC Financial Summary

2019 APKIC Budget Plans
APKIC Annual Activities Secretariat
* Special 5C Meeting = Daily Dperation
o Eudget UED 10,000 o Bucget: USD 1,000
= GASSC Meetings and International Symposium * Membership Recruitment Fund
s Budget: USD 35,000 = Eudget LUSD 3000
= Sakance carrisd forwend: USD 381.508.23
WG Activities
= BAWG Budget-USD 20,000
= LPWG Budgest: USD 20,000
= TSWG Budget: USD 20,000

WIiE STEERING OOMBITTEE AND GEMERAL ASSERELY MEETING -

Voting of 2019-2020
APKIC Chairperson and Vice Chairpersons

cChairperson Candidate Vice Chainperson Candidates

1. India PKI Forum 1. Hong Kong PKI Forum
kAr. Venkatraman srivinasan Mr. william Gee

2. Iran center of eCommerce Development
Mr. ali Rzhbari

3. Thailand PKI Association
Mr. Chaichana Mitrpant

Election Processes:
= Mote on election and voting procedures
= Self-promotion statements by candidates
= Appointment of scrutineeris) and teller(s)
= Ballots distributed
= Woting
= Announcement of the alection result

B STEERING OOMBITTEE AND GEMERAL ASSERABELY MEETING o

Inaugural Addresses

= MNew Chairparson

= New Vice Chairpersons

kB STEERSNG OOMBMITTEE AND GEMERAL ASSERABLY MEETIHNG L]
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Appointment of the New Secretariat Office

By Mew Chairperson

WIiE STEERING OOMBITTEE AND GEMERAL ASSERELY MEETING
New Initiatives
Continuation of Summary Out of Last New Delhi SSC Meeting
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APKIC Strategic Roadmap 2018-2020
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Location and Hosting Countries
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S5C Meeting:

* 55C Meeting in Q2 of 2019

+ 10,000 USD budget allocation from the 2019 35C Meeting Resolution:

® includes airfare and accommodation for only one Principal member of
each country and travel and accommodation for one person from the

secretariat

* Bangladesh PEl Consortium has expressed interest in hosting the 2019 S5C

Meeting

kB STEERSNG OOMBMITTEE AND GEMERAL ASSERABLY MEETIHNG 2]




Proposals for 2019 APKIC S5C and GA/SC
Location and Hosting Countries

GA/SC Meeting:
+ GAfSC Meeting in Q3-Q4 of 2019

+ 35,000 USD budget allocation from the 2019 GASSC Meeting Resolution:

® includes airfare and accommeadation for 2t least one delegate from each
Principal member and any invited speakers, as well as travel and
accommodation for one person from the secretariat

* Indiz PKI Forum has expressed interest in hosting the 2019 GA/SC Meeting

WIiE STEERING OOMBITTEE AND GEMERAL ASSERELY MEETING

Resolutions of 2018 APKIC GA/SC Meeting

B STEERING OOMBITTEE AND GEMERAL ASSERABELY MEETING

Any Other Business (AOB)

kB STEERSNG OOMBMITTEE AND GEMERAL ASSERABLY MEETIHNG
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Adobe and the Cloud Signature
Consortium

CLOUD
SIGNATURE
CONSORTIUM

Adobe

Tushit Bharthuar December 2018

CLOUD
SIGNATURE
CONSORTIUM

Building a standard
for cloud signatures

A new indist TiLin ta pioness
apen digital 51 mabile and theweh

#OpenSignature

Meet the Cloud Signature Consortium

The Cloud Signature Consortium was onginally founded in 2016 by an
international cooperation group of industry and academic experts, including
solutions, technology and trust service providers

Promoting cloud-based Electronic Trust Services.
Design a common architecture and building blocks to facilitate their interaction

Develop technical specifications for protocols and APls
to make these imteractions easy and interoperable.

Publish technical specifications as open standards.

3 B B &

Sacure irsrasctione, Chuid marsgs, Smgle cortiboris Faxy dephvgmart
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Current activities

In January 2018 the Consortium became a Mot For Profit Association

Acquired legal personality to support membership expansion and advocacy worldwide

Cooperation

Establishing a Cooperation Agreement with ETSI to allow mutual exchange of contributions for
the development of standards for trust services.

The CSC AP| specification is referenced in ETSI TS 118 432 "Protocols for remote digital
signature creation”

Active cooperation with Government agencies involved in public policies about remote
signatures.

Making the CSC API V1 Specification publicly available
https:{/cloudsignatureconsortivm.org/specifications
JEOM schema available

OpenAP| schema available

T — M

Why join?

Three levels of Membership: Associate / Premium / Executive
Become part of an active Community of adopters and endorsers:
Service Providers, Solution Prowiders, Technology Providers, System Integrators, Consultants, Auditors.
Contribute to develop the standard:
Influence and drive sirategic directions
Benefit from early access to AP specifications.
Marketing initiatives, Public policies
Conformity Checker

The Consortium has developed a Conformity Checker software to help testing service
implementations for imteroperability and perfformance analysis.

Interested to join? hitps:ficlovdsignatureconsortivm.org/contacts

i & o ey e s e b "




The CSC Technical Specifications in a nutshell

The CSC Specification V1 covers architectures, protocols and APls for Remote Signature
Creation

Web Service APl based on REST protocol and JSOM data-interchange. Modemn and easy to implement.
Designed for growth. Self-discovery capacity
Supports modular services, in ine with e mission'capacity of providers and consumers

Services may implament only a paricular subset of the AR Clients can easily discover the supported
APls.

Native support of client and user authentica

Covers multiple implementation contexts: des! mobile apps, clowd-based and on-premise services
Supports Basic/Digest auth, TLS, OAuth, penlD Connect.

Flexible support of credential authorizaticn mechanisms
Supports static secrets, synchronous and asynchronous OTP, DAuth, SAML, OIDC.
Multi-Factor-Authonzation can be obtained by combining multiple mechanisms.

Designed to support elDAS requirements and CEN / ETSI standards

But flexible to support a broader set of requirements for Global adopton.

Standardization roadmap

Expand the APl to support additional Trust Services
Caore API for Cloud Signatures {Remote Digital Signatures)
Identity Verification and Authentication
Cerificate enrollment automation
Signature validation and augmentation
Long-term Preservation

All future services will benefit from a common API framework and unified

design
Client and user authentication
Flaxible resource authonzation
REST+JSOM API
Open Standard and interoperable

Privacy by design
S — .
)
& Adobe Si
7 ie
obe Sign
Fast deployment Mebile power. Error-proof workdlows Branded experiences.
Self-serve forms Document templates Cnline psyments.
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Adobe Sign adopts the CSC specifications

Adobe Sign implements the V0 of the CSC specifications -
Works from any laptop or mobile devices, using a web browser or dedicated app J
Supports OAuth for user-centric authentication
Advanced and Cualified Signature
Supports REASSA-PSS for algorithm compliance to Germany
Supports ETS1 PAJES-B-LT for long term validity. Expanding to support PAJES-B-LTA

& F—

The CSC advantage
Anew C5C provider can be onboarded in 2 working days (Configure and Test)
Authentication and authonzation mechanisms are under the control of the Provider

Unique market coverage for the Enterprise market
Work with muitiple providers supporting mutiiple Regions and Languages
Wide support of oprational modeis
Wit Industry and reguiatory compliance {e.9. Phama f Finance)

Solution: Cloud Signature based on a Corporate ldentity

4 Almost all enterprises have an internal identity service for employees’ authentication.
4 Adobe's Okta corporate identity provider has been integrated into Intesi Grouwp's C5C
Cloud Signature service to avtomate the generation of certificates for employees.

+ Adobe operates the RA role and verifies the identity of employees.
4 This provides a great user experience through a familiar avthentication and low costs.

s s
—— INTESI
M '9 GROUP
[ W= | = — ]

Solution: Cloud Signature based on BanklID electronic identity

4 BanklD is a public electronic identity service used by 7.5 million citizen in Sweden

4 Intesi Group has integrated BanklD avthentication to identify users and issue
one-shot certificates for applying advanced electronic signatures in Adobe Sign.

4 The signature experience is simple, fast and secure.

4 The solution is being expanded to other relevant public elD services.

==
. ”
T
o - ¥
Ao
= INTES
= _ '9 GROUP
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Adobe’s CSC roadmap

Adobe Cloud Signature Partner program
Co-sell and co-marketing opportunity for TSPs Emn 9
Dewelop custom sclutions with Adobe Sign APls

Support of OAuth for signature authorization
Gives the Provider full conirol of the authorization process

Add CS5C remote signing to Adobe Acrobat and Reader

Create remote signatures from ubiquitous desktop applications with Zero Footprnf Sefup

For TSPs: join the Adobe Cloud Skgnature Partner program and make Acroat Reader your free digital signature
applcation!

Expand Cloud Signature services with Dynamic ldentity Verification
Curmrently supporting BankID in Sweden and Morway. extending to other elD schemes in the EU Nordics
Simplified integration with Corporate ldentity Services with dynamic certificate generation._

User Experience enhancements

Onboard additional Trust Service Providers

Al

Adobe

Thank you!

Tushit Bharthuar | tbharthu@adobe com

e-Tax Invoice

Asia PKl : December 4, 2018

ETDA | (&

SIS
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VAT u » (VAT amt
y

P

Tax Invoice bil and other relevant \
documents for accounting process _--'k"‘._

RS

W

: S TAX =ZaTAX
Why e-Tax Invoice? morc s mceer S

« ®

Interoperability
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STAX Z.TAX

BHVOECE § mECERT

Law Relate
e-Tax Invoice?

r |
= Electronic Transactions Act B.E. 2544 H 1 G:;;N-
(2001) } r Yy
»  Notification of the Director-General of ﬁj

Revenue Department on e-Tax Invoice
by Email B.E. 2560 (2017)

= MNotification of the Director-General of
Revenue Department on e-Tax Invoice
B.E. 2560 (2017)

B

1 H =7 !';"-
Timeline of STAX =.TAX

e-lax Invoice?

rl‘l

"y e T
2012 MAR JUM 2017
(. ®—@ A
&_Tax Invoice &-Tax Invaics by e-Tax Invoice ands 4o
EMAIL g-Flacaipt 2
+  Agplicable to VAT « Apglicableto VAT -+ Apglicable to ANY VAT
companizs with paid up companiss with companies.
capital more than 10 arnual revenws not N
milion THE greater than 30 * P digital signature has
millian THE besn appled

»  PKI digital signature .
had be=n appliad ¢ PKITime-starging  © 170 users

P has been apolisd

* 125 users”

"Dmtn ms of Now 26,2048

o S ST i
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S TAX =Z.TAX

INVOICE & RecewT

S TAX =Z.TAX

INVOICE & ReceeT

Components to be considered as e- Tax

Invoice in e-Tax Invoice by Emai
T o g
PDF/A-3
PDF for Invoice in XML file TEDA
Archiving ETDA Recommendation e-Timestamping
version-3 3.2580 (TSA
operated bf ETDA

= TAX Z.TAX

INVOICE & RecewT

How to Make Emalllng Secure

» Y .(\/L‘vv!. iVl
~

O Sender Policy Framework (SPF)

An email authentication protocol that allows the owner of a
domain to specify which mail servers they use to send mail
from that domain.

U DomainKeys Identified Mail (DKIM)

A cryptographic approach to authenticating email. Email
message will be signed in order to prevent email message
to be altered during transmission.
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STAX =-TAX

INVOICE & ReCewT

_Only Well Known Email

~— (4 -/

(I

@outock 2 [ -

Gmail

Hotmail

STAX Z-TAX

INVOICE § ReCewT

STAX =TAX

INVOICE & ReCewT

Components to be Considered

@ + 2INRCA
Invoice in XML file XAdES Digital
ETDA Recommendation 3- Signature
2560 With Certificate
issued under
NRCA




STAX =-TAX

INVOICE & ReCewT

g 10 1o Kesp

HSM USB Token

Howto Keep STAX Z-TAX

it K 2

= | 8~ -~ ¥

Mobile PKI by ETDA

«= Key not stored in SIM

« Key-pair generated on the device

= Private key stored in sacure slement of the
devics

- Digital signature created on the devics

= Work with mobile application and web
application

= FIDO Compliancs

- Pilotin Q1 2019!

shias

STAX =TAX

Is this the Real Invoice”

e-Tax Invoice Web Validation
httpsJivalidation teds.th/webportal/

QS2080UI0NMS
LBomanaSidoomsos Joaou
SNEIIVITE POF bt Lama T WS T o-Tae mecice by Ered sa. e-Tae evaice and o-Sncest

)
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APKIC | Thailand PKI Association
International Symposrum 2018

Global Trends in PKI Technology
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“BEYOND IDENTIFICATION AND AUTHENTICATION”

2018 = 12
William Gee
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Current PKI Trends

The Rise of the loT
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Developments in Fintech ...

Cngaing PKI challenges
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and Trends in Emerging Technology...

s
|hﬂm| 1: Antonomons things #: Immersive technologies
foraea z: Augmented analytics =: BElockchain
-:.- T :: 3t Al-driven development 8: smart spaces
T -~ | 4 Digital twins g Digital ethics and privacy
- | = = 5: Empowered edge 10 Quanium computing
|
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Case Study: Enabling Cross-Border Identity Verification
Legal Enforceability

Certification
Recognition
Scheme
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Case Study: Enabling Cross-Border Identity Verification
Incorporating Blockchain Technology

o
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PKI: Realising a Trust Framework for Commerce
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Adopting International Verification Framework
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Legal and Policy Framework
The Need for Proactive Dialogue and International Collaboration

The pace of technology development and adoption ...

-.. discussions on technology, standards, protocols, and practices key to future adoption
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Beyond Identification and Authentication
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@ emudhra

Digital ID - Foundation to an Integrated Digital Soci
APKIC International Symposium, Phuket, December 4™ 2018

Presented by: Mr. V. Srinfvasan, Chairman, eMudhra
e
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1 A
The Physical World

(e emudhra
" Trusy Daliveres

All transactions between parties are face to
face

Parties to the transaction know each other
Trust established through personal knowledge

Transactions predominantly through paper
and wet signatures

Not conducive for anywhere anytime
transactions where parties do not know each
other

(e emudhra
- Trunr Dalivereo
Paper driven processes take a toll on the

environment

Paper intensive processes drive inefficiency
and bad customer experience

Generally higher probability of impersonation
and fraud

Expensive to run, monitor, manage, and
maintain
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©emudhra The Digital World

Digital world is borderless
Parties to transaction do no know each other

Anywhere anytime 24/7 transaction is the need
of the hour

Expectation of people from government and
businesses have increased manifold

Mobility is the order of the day

These can be catered only through digital
transactions and digital transformation

wwe conadin.con

©emudhra The Digital World

Digital transactions/ transformation has
opened up 3 huge challenge on identification
and authenticity

Physical ID cannot cater to digital world
Hence digital ID is critical for government and
enterprise ecosystems.

PKI can be the baseline technology to
facilitate digital transformation through digital
authentication of 1Ds and transactions.

PKI based digital ID can also be used in

Blockchain networks for further improvement
in provision of services.

wwe conadin.con
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@ emudhra Areas of Transformation

Truar Delivered h-
i ...
=54 TaxFiling L — ﬂdﬂ

By e,

Digital

Er Transformation
l ’ miSarvices Ai slnsurance

T - R ] .
Paperless

Hospitals
www sradinson Confideatal
@ emudhra Limitations - Physical ID

= Mon PKI cards do not provide adequate security in the identification process

= Chip-based Pkl cards require physical presence of citizen. _outdated!

= Standalone card-based systemns are inflexible in their security and assurance levels

= Scalability is expensive and time-consuming due to complicated provisioning

= The overall vision of digital transformation cannot be achieved through physical ID
as some physical touch point is required for completing any transaction

= Hence not conducive to borderless digital world

wwe smdinaam Confideatial
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<e emudhra

- Digital IDs are the electronic equivalents
to peoples’ identity cards.

= You can present a Digital 1D electronically
to prove your identity or your right to
access information or services online.

= Digital Identities have to be certified by
Trusted third parties. it can be
Government or any other Trusted party
subjected to due accreditation.

= It contains certain details of the person’s
identity duly certified by the Trusted
party.

<e emudhra

- One of the forms of Digital ids is Digital
Signature certificates issued by Certifying
Authorities.

- Digital certificates, bind an identity to a
pair of cryptographic keys. This pair (the
private and public key) can be used to
sign and encrypt digital information.
Digital ID technology is based on public
key infrastructure (PKI) .

= In public key cryptography systems, every
entity has two complementary keys, a

public key and private key, which function
only when they are held together.

73

What is Digital ID?
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G

emudhra

rust Dalivered

The purpose of a Digital 1D is to reliably
link a public/private key pair with its
owner

A Digital 1D makes it possible to verify
someone's claim that they have the right
to use a given key

Used in conjunction with encryption,
Digital IDs provide a more complete
security solution, assuring the identity of
all parties involved in an electronic
transaction and authenticity of the
trasnsaction

A Digital 1Ds are issued by a Certification
Authority {CA) and signed with the CA's
private key

emudhra

Trusr Daliveresd

A Digital ID typically contains the:

Owner's public key
Owner's name
Expiration date of the public key
Name of the issuer (the CA that
issued the Digital /D)

Serial number of the Digital 1D
Digital signature of the issuer

0 000

o
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What is Digital ID?




(i Why Digital ID?
=  PEl based Digital ID enables mobility in a growing “smartphone’ world
=  Digital ID enables greater efficiencies in eServices across multiple sectors
=  Digital ID helps map users AND devices & users TO devices which is required
= Digital ID facilitates greater environmental sustainability

=  Digital ID empowers flexibility in Levels of Assurance that syncs custemer convenience with

use Case
v aadknsm Coofideatial
(©emudhra Why Digital ID?

= Digital 1D is ever more important in identifying devices as we move towards Smartcities

= Data Privacy, Paperless Transformation, and Blockchain all require Digital ID

= Digital ID, once evolved, has the potential to replace all physical ID documents, eg,
passparts

+  Like identity is the pillar of today’s society, Digital ID will be the pillar of
tomorrow’s society

wwe smdinaam Confideatial

75




Integrated Digital Society

loT
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wwe smadkn.con Confidoated

@emudhra Use cases of tomorrow

Trusr Daliveresd

2
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Paperless Immigration

<

Sophisticated Surveillance Autonomous Transportation Smart Homes




@

emudhra

Truar Dafiversd

INDI& MODEL — AADHAAR

1.zbn citizens issued a digitally signed
electronic |10 card upon enroliment
card contains a QR code that has key
citizen data

For online transactions

AADHAAR Number + Authentication used
to prove identity of user

Remote electronic signatures built on top
of this D for signing

For offline transactions

scanning of QR Code

wwe rinam

€

emudhra

Truar Dafiversd

INDI& MODEL — AADHAAR

Key Highlights

Extremely low cost of issuance and
operation

Managed by a central public authority
resulting in widespread adoption

Built on completely open standards (QR
Codes etc)

Nao physical infrastructure required for
verification of user

Promotes layered innovation

wwe rinam
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India and Estonia model

ESTOMNIA MODEL -

o8% of citizens given a 1D card and crypto
51M

Cards and 5IM contain digitally signed
informatien

For online transactions

Maobile ID can be used for authentication
and signing

Electronic signatures built on top of this
I for signing using locally stored keys

For offline transactions

Requires physical 1D card and card reader

Croofideatil

India and Estonia model

ESTOMNIA MODEL -

Key Highlights

High cost of issuance and maintanance
Open to bath public and private sector for
issuance of ID's

Requires expensive physical infrastructure
required for verification of user

As telco’s move to e5IM's, Crypto SIM may
not be viable aver time

Layered innovation difficult since 1D
issuance is decentralized

Croofideatil




@ emudhra Conclusion

Truar Delivered

An Integrated Digital Society relies on effective and efficient forms of Digital ID
Digital ID framework requires considerations on scalability, effectiveness, and usability

Future technolegies will always rely on identity as a baseline requirement to facilitate
digital services
This calls for

maore public supervision of digital identification systems

Even more National 1D card and eID programs, natienal ID initiatives and
implementations

PKl is the best form of Digital ID in today’s and tomorrow’s world

(e emudhra
ll.,ll 0-/ Yereo

Thank You
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