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Symposium Chairman Saul Froomkin, Co-Chairman Professor Barry
Rider, Distinguished Guests, Ladies and Gentlemen, Good Morning!

This is Peiling, a prosecutor from Taiwan. I’ve been serving as a
prosecutor for more than 10 years, among which 5 years | have been
working in the Ministry of Justice in policy work on “anti-money
laundering”. As well, I'm also the chief of policy unit of the Anti-Money
Laundering office under the Executive Yuan. And having served as an
assessor for the APG mutual evaluation on Thailand two tears ago.
Taiwan is going to have its mutual evaluation this November, and I’m in
charge of the preparation and coordination work. | have always dreamed
to participate in the Cambridge symposium. And | am delighted the
dream comes true today. Today, I’'m going to introduce you the efforts
made by Taiwan government on behalf of the Ministry of Justice.

Looking back in 2015, numerous food safety incidents were
uncovered in Taiwan, including cases in which dishonest merchants were
selling oil unfit for human consumption on the market to improperly
obtain excessive profit while endangering the health of our citizens. The
perpetrators were ultimately convicted and sentenced, but their proceeds
of crime have not been deprived. These circumstances have incited
society as a whole to rethink over crime fighting initiatives, and we have
come to discover that we can deter profit-motivated criminal behavior
more efficiently by ensuring that "crime doesn't pay". In response, Taiwan
has amended the confiscation statutes in the Criminal Code and the
provisions for confiscating third-party property in the Code of Criminal
Procedure with a view to completely deprive criminals of their proceeds.

However, the deprivation of criminal proceeds after the event is far
from sufficient. What’s of even greater importance is imposing
regulations on the front-end financial acts. In keeping with the new wave
of anti-money laundering and anti-tax evasion trends around the world
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that necessitate greater awareness and knowledge as well as higher
requirements for transparency in money flow, Taiwan has furthermore,
starting from 2016, amended the "Money Laundering Control Act" and
also enacted the "Counter-Terrorism Financing Act". These related laws
have been enforced in Taiwan based on standards issued by the Financial
Action Task Force (FATF). The revamped system emphasizes the
performance of the forefront financial institutions and non-financial
sectors such as attorneys, accountants, real estate brokers, and notaries.
Taiwan is also strengthening the role and importance of the Financial
Intelligence Unit while law enforcement agencies are enhancing their
capacity to "follow the money”.

Aside from these efforts, we have also identified the biggest obstacles
to money flow transparency—that is the abuse of legal entities and lack
of information transparency. As such, we passed amendments to the
"Company Act" in the first half of this year. And has also established the
new "Foundations Act” to achieve true information transparency for all
types of legal entities.

In order to enhance inter-agencies cooperation in combating money
laundering and terrorist financing, Taiwan established a dedicated
anti-money laundering unit on 16" March 2017, which is coincidentally
the same day the special anti-money laundering unit established in the
United Kingdom. The dedicated unit “Anti-Money Laundering Office of
the Executive Yuan” was officially unveiled by the Premier, overseeing
anti-money laundering work progress and policy coordination between
related departments and agencies. Under the supervision and coordination
of the Anti-Money Laundering Office, Taiwan has completed its National
Money Laundering and Terrorist Financing Risk Report and established a
National Action Plan through which new developments and approaches
have been proposed.

In addition, we also focus on corruption offenses, which is one of the
most prevalent white-collar crimes in many countries. Although Taiwan is
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not a member of UN, we are making every effort in keeping abreast of
international requirements and trends. So you can see that Taiwan was
placed 29th in the world and 4th in Asia in the latest Corruption
Perceptions Index published by Transparency International in 2017,
which is a timely affirmation indeed for the hard work that has been
undertaken by our government.

Taiwan is aware that transparency in money flow requires strong and
steadfast international judicial cooperation. The MOJ has therefore
enacted the "International Mutual Legal Assistance in Criminal Matters
Act" which had entered into force in 2018 to increase the efficiency of
international judicial cooperation. The informal cooperation is also active.
For example, our Financial Intelligence Unit, that is the Anti-Money
Laundering Division under the MOJ is not only an important member of
the Egmont Group, its outstanding performance in recent years has
moreover resulted in the signing of Memorandums of Understanding with
as many as 44 countries and regions. With integrated internal and
international cooperation, Taiwan has cracked the world's largest ATM
fraud case recently, a case involving the international criminal
organization Cobalt Gang, which had hacked into financial institutions
and sent money mules to withdraw funds from various regions around the
world. In 2016, when the group fraudulently withdrew funds from First
Commercial Bank in Taiwan, we were able to crack it down in a very
short time. What brings the fruitful performance is the strength and
integrity of Taiwan’s law enforcement system and strong support from
Eurojust, Europol, European Banking Union, and National Police Corps
of Spain. We furthermore collaborated with European authorities this year
and resolved a telecommunications fraud ring in Croatia and Slovenia.
The criminal group had obtained profits of 1.1 million Pound in just 2
months. A total of 91 individuals were repatriated to Taiwan to stand trial.
This important case of international judicial cooperation demonstrates our
commitment to financial order and international cooperation as well as
our resolve to fight against crime. (Added on spot: This time we also
invite Prosecutor Liao with us in the delegation, she is the one in charge
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of the case. If you’re interested in this case, you can approach her to get
further information.)l wish to take this opportunity to share with you how
our effective cooperation has brought justice for many victims.

| am very honored to be invited to share Taiwan's experience with
you, particularly the efforts the Ministry of Justice has made in legislation
and law enforcement in the past years. We identify with the value of
"money flow transparency” and hope to, on the basis of such values,
create positive results for both law enforcement agencies and the general
public, and both Taiwanese and European government authorities in
terms of financial and public order. Through the numerous successful
cases of collaboration in recent years, we have proven the value with our
firm action. So | wish to thank the UK and European authorities for their
persistence and for cooperating with us. It would be a pleasure and honor
for us to be able to engage in more exchanges with all of you in the future.
| always believe personally that every change which is beneficial to the
world comes from positive interaction and deep mutual trust. | think this
Is also a belief recognized by you, and it’s our passion and love to this
belief bringing us here in the great symposium every year. Isn’t it? Lastly,
| also hope to invite you all to Taiwan, a beautiful and beloved place,
which is my lovely hometown. | welcome all of you to experience
Taiwan's warm hospitality and good food. | also wish the Symposium
great success and all the best to the distinguished guests in attendance!
Thank you!
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Good afternoon, ladies and gentlemen. My name is Liao Ni-Huang. |
am a prosecutor from Taiwan. It is a great honor for me to be here today.
I would like to take this opportunity to share Taiwan’s experiences on
transnational telecom fraud and money laundering with you.

Call Centers
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Now, let’s start with this map. It listed the countries where Taiwanese
fraudsters have set up call centers. | bet they have been to more places
than most of us have travelled to. Today with growing use of internet, not
only you and I live in a global village, but also the criminals. The call
centers could appear at any places in the world.

We share our experiences because
we know the criminal tactics are
spreading cross borders, and

citizens in this global village are all
potential victims.
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They are even spreading their fraud techniques to gangsters from
other countries. Citizens of any nations could be victims and suffer great
loss.

This presentation is about:

O how the phone scams and money
laundering typically work

O some methods we have conducted
to detect the questionable money
and to chase the secret money

O an experience: the Dominican case

I :

Therefore, besides briefly introducing how their scam and money
laundering typically work, | would like to talk about some methods
Taiwan has conducted to combat these cross-border crimes by presenting
a very remarkable case. Hopefully, my presentation could provide you
some inspiration.

How the Scams Work

e

£
call center victim
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The scams work as follows: First, a call center is set up outside of
Taiwan because the fraudsters think it would be more difficult for the
authority to catch them. There are usually three tiers in one call center.
Tier 1 make phone calls to random people in China by using information
obtained from data brokers. They pretend to be from a trusted
organization — like utility providers and persuade the victims to contact
police officials to report identity theft, etc. If the victim is convinced, the
call will be transferred to Tier 2, who proses as police officials, and then
Tier 3, who disguised as prosecutors. The victim will be told that he or
she is suspected of money laundering or other crimes and needs to
transfer money for investigations.

How Money is Laundered
=S B =S
/E Money is

immediately

@ — E E transferred to multiple

bank accounts

\ controlled by the
<) =l

laundering group.

[ o)

Once the payment is done, the call center turns to a network of
money laundering. The proceeds will be promptly transferred to various
dummy accounts controlled by the laundering group.
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How Money is Laundered

Money Mules (Runners)
withdraw money with China
UnionPay Cards in Taiwan or
other countries.

Then, a group of “money mules” also called “runners” withdraw
money with China UnionPay Cards in Taiwan right afterwards. This is
basically how the phone scam and money laundering work.

How to detect the

questionable money

Next, | would like to talk about what we are trying to do in Taiwan to
detect the questionable money related to phone scams.

14



Data Analysis:
Find the Mules

Recently, we decide to target on the mules, who withdraw the money on
the street, just like this man in the picture.

police stakeout on the
hot spot of withdrawal

analyze CCTV footage
face recognition technology

It pays off. The mules could lead
to more questionable money.

Special police task forces run data analysis on the transaction
histories of all the reported dummy accounts to find out the popular
ATMs which the mules like to use. Then, the local police are sent to have
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stakeout on these hot spots to see if they catch suspicious mules.
Besides, the CCTV footage taken during the withdrawal and the track of
the runners are fully investigated to find out their real identities. The
suspected faces of the mules are put into a large database for joint
investigation of the whole country. Of course, this takes plenty of time
and patience. However, it really pays off. We do detect a lot of
guestionable money by this operation.

From a Mule on the Street
to the Whole Gang

The Dominican Case

Moreover, if you keep following the lead, a mule on the street may
bring you to the whole gang. And this is what the legendary Dominican
case | am going to share is about.

The Dominican Case

O Prosecutor Chang Shih-Chia, Taiwan
Taichung District Prosecutors Office

O On Dec 24, 2015, a suspicious Money

Mule was caught on the street.

O 61 China UnionPay cards
O 956,000NTD(26.555 Euro)
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This Dominican case was investigated by Prosecutor Chang
Shih-Chia from Taiwan Taichung District Prosecutors Office. | think it
illustrates how to build up a case from a money mule very well. So now
let’s get into the case. It started from a random mule arrested with a lot of
cards and money at the end of 2015.

Dummy E i

Fraud Scam Call Centers
Gang Abroad

Laundering
Center

Please look at this graph. According to our understanding, the money
withdrawn by the mules eventually will be sent to the laundering center
which is the headquarter of money laundering for further integration. It
means if we follow the mule, we have a chance to find the laundering
center.

The Dominican Case

0 On Jan 13, 2016, a house in Taichung,
Taiwan was raided. It is the laundering
center.

0 More questionable money was found.

O But the fraud gang is still out there. The
whole group must be wiped out.
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In this case, after investigation, a laundering center was located and
searched one month later. More questionable money was found. But the
account books found in the laundering center are numbers with secret
codes, so no one knew how much money this gang really earned.
However, the fraud gang was still out there. More victims are cheated by
the call centers every day. Our goal is to wipe out the whole crime group.

“I want to find the call center.”

Clues: bank outward remittance forms and flight itinerary
to the Dominican Republic

But how? The clues in the laundering center are a few pieces of
outward remittance forms to some foreign accounts and some flight
itinerary to a country far away, the Dominican Republic. Well...this
seems kind of difficult, but a good prosecutor never gives up.

The Dominican Case

. n K Credit:
Laundering |. - Prosecutor
Center Chang Shih-Chia

3 million Euro

o
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Following the clues, the investigation team spent a year on tracing
the transnational money flows of the laundering group. We also made
mutual legal assistance request to the United States and other foreign
countries to find out the beneficial owner of dozens of suspicious foreign
accounts. This diagram is the result of the hard work. It shows that the
laundering group has transferred more than 3 million euros to plenty of
foreign accounts all controlled by a Taiwanese with a passport from the
Dominican Republic. It is believed that this person is the local agent of
the call center, who provides everything the call center needs for
operation in the Dominican Republic.

The Dominican Case

O On Sep 11, 2017, the agent was arrested
in D.R., and the evidence of the call
centers was found as well.

[0 The members of the call centers were
caught later.

Later, we cooperated with the Dominican Republic’s authority and
arrested this guy there in 2017. The evidence of the call centers was
collected as well. Therefore, all the members of the call centers were
caught.

o million Eurc

From November 2015 (o
December 2015
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At the end, we finally got to know this gang earned 20 million Euro
within two months in 2015! Without perseverance, we would never know
the whole picture of the entire scam syndicate.

Sic Parvis Magna.

Greatness From Small Beginnings

In conclusion, to investigate transnational telecom fraud and money
laundering is no doubt very difficult. However, no matter how complex
the crime techniques get, there are still fundamental methods we could
giveitatry. "Greatness is from small beginnings." Moreover, Taiwan,
as a member of a global society is dedicated to cooperating with other
countries to tackle crimes together. If there is any investigation we can do
together, or you need any help from us, please do not hesitate to contact
me or our Ministry of Justice. | believe to protect our fellow people is our
common goal.

1S ers 1

Thank vou!

rrrrrr tors Office

nliao@mail.moj.gov.tw




Thank you for your kind attention.
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